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1 Introduction

TWEAKABLE BLOCK CIPHERS. Tweakable block ciphers (TBCs for short) are a generalization
of traditional block ciphers which, in addition to the usual inputs (message and cryptographic
key), take an extra (potentially adversarially controlled) input for variability called a tweak.
Hence, the signature of a tweakable block cipher is E : K x T x M — M, where K is the
key space, T the tweak space, and M the message space. This primitive has been rigorously
formalized by Liskov, Rivest and Wagner [LRWO02], and has proved to be very useful to
construct various higher level cryptographic schemes such as (tweakable) length-preserving
encryption modes [HR03, HR04], online ciphers [RZ11, ABL"13], message authentication
codes [LRW02, LST12], and authenticated encryption modes [LRW02, RBB03, Rog04].

Tweakable block ciphers can be designed “from scratch” (e.g., the Hasty Pudding ci-
pher [Sch98], Mercy [Cro00], or Threefish, the block cipher on which the Skein hash func-
tion [FLST10] is based), however most of the proposed constructions are on top of an existing
(traditional) block cipher, in a black-box fashion. In this latter family, constructions where
changing the tweak implies to change the key of the underlying block cipher (e.g., Minematsu’s
construction [Min09]) tend to be avoided for efficiency reasons (re-keying a block cipher is
often a costly operation). Hence, most of the existing proposals have the property that the key
under which the underlying block cipher is called is tweak-independent. Of particular relevance
to our work, the original Liskov et al.’s paper proposed the so-called LRW construction (some-
times called LRW2 in the literature since this was the second of two constructions suggested
in [LRW02]), based on a block cipher E with key space K and message space {0,1}" and an
almost XOR-universal (AXU) family of hash functions H = (Hy)rek,, from some set 7 to
{0,1}", and defined as

LRWE((k, k'), t,x) = Hyu(t) ® Ex(Hy (t) @ ), (1)

where (k, k') € Kg x Ky is the key, t € T is the tweak, and = € {0,1}" is the message. This
construction was proved secure in [LRW02] up to the birthday bound, i.e., 2"/? adversarial
queries (assuming the underlying block cipher F is secure in the traditional sense, i.e., it is a
strong pseudorandom permutation). This was later extended by Landecker et al. [LST12] who
considered the cascade of two rounds of the LRW construction (with independent block cipher
and hash function keys for each round), and proved it secure up to about 221/3 adversarial
queries.! This was further generalized to longer cascades by Lampe and Seurin [LS13b] who
proved that the r-round Chained-LRW (CLRW) construction is secure up to roughly 2713
adversarial queries (they also conjectured that the tight security bound is 21 queries).

THE ITERATED EVEN-MANSOUR CONSTRUCTION. The iterated Even-Mansour construction
abstracts in a generic way the high-level structure of key-alternating ciphers [DR01]. Concretely,
it defines a block cipher from a tuple of r public n-bit permutations (P, ..., P,), the ciphertext
associated to some message = € {0,1}" being computed as

y=k &P (ky 1P 1(---P(ki @ Pilkodx))--)),

where the n-bit round keys ko, ..., k, are either independent or derived from a master key.
This construction was extensively analyzed in the Random Permutation model, where the

! A flaw was subsequently found in the original proof of [LST12] and patched by Procter [Prol4]. A different
way of fixing the proof was proposed by Landecker et al., see the revised version of [LST12].



P;’s are modeled as public random permutation oracles that the adversary can only query
(bidirectionally) in a black-box way. This approach was originally taken for » = 1 round in the
seminal paper of Even and Mansour [EM97], who showed that the block cipher encrypting
z into k) @ P(ko @ x) is secure up to 2™/2 adversarial queries.? Dunkelman et al. [DKS12]
subsequently remarked that the same security level is retained by the single-key one-round
Even-Mansour cipher, i.e., when kg = k1. An important step was later made by Bogdanov et
al. [BKL™12], who showed that for » = 2 rounds, the construction ensures security up to
roughly 22"/3 adversarial queries. Bogdanov et al.’s paper triggered a spate of results improving
the pseudorandomness bound as the number r of rounds grows [Stel2, LPS12], culminating
with the proof by Chen and Steinberger [CS14] that the r-round iterated Even-Mansour
construction with r-wise independent round keys ensures security up to about 2741 adversarial
queries (tightly matching a generic attack described in [BKLT12]). Note that a special case of
r-wise independent round keys is obtained by cascading r single-key one-round Even-Mansour
ciphers (with independent keys), viz.

Ekl,...,k’r(x) = kr ¥ Pr(kr ¥ kr—l @PT—I(kr—l b---D kl ©® Pl(kl @l’) s )),

in which case the high-level similarity with the CLRW construction is obvious.

Besides pseudorandomness, the iterated Even-Mansour construction (with a sufficient
number of rounds) has also been shown to achieve resistance to known-key attacks [ABM13],
related-key attacks [CS15, FP15], and chosen-key attacks [CS15], as well as indifferentiability
from an ideal cipher [ABD" 13, LS13a].

Our RESULTS. We consider the problem of constructing tweakable block ciphers directly
from a tuple of public permutations rather than from a full-fledged block cipher. This was
partially tackled by Cogliati and Seurin in [CS15]. They showed how to construct a TBC with
n-bit keys and n-bit tweaks from three public n-bit permutations which is secure up to the
birthday bound: denoting E(k,x) the 3-round iterated Even-Mansour cipher with the trivial
key schedule (i.e., all round keys are equal to the n-bit master key k), let E be the TBC
defined as

E(k,t,z) = BE(k & t, ). (2)

Hence, E is simply the 3-round iterated Even-Mansour cipher with round keys replaced by
k @ t. Cogliati and Seurin showed® that this TBC is provably secure up to 2™?2 adversarial
queries in the Random Permutation Model (and that two rounds or less are insecure). The
drawback of this simple construction is that any TBC of the form (2) with an underlying block
cipher F of key-length x can deliver at most x/2 bits of security [BK03], so that there is no
hope to improve the number of queries that the construction can securely tolerate by merely
increasing the number of rounds to four or more.

In this paper, we aim at getting a tweakable Even-Mansour-like construction with security
beyond the birthday bound. The naive way of proceeding would be to instantiate the block cipher
FE in the CLRW construction with an iterated Even-Mansour cipher based on permutations

2 When we talk about adversarial queries without being more specific in such a context where the attacker, in
addition to the construction oracle, also has oracle access to the inner permutation(s), we mean indifferently
construction and inner permutation queries.

3 The focus of [CS15] is on xor-induced related-key attacks against the traditional iterated Even-Mansour
cipher, but their result can be directly transposed to the TBC setting, see the full version of [CS15].



Py, ..., P.. However, combining existing results for CLRW on one hand [LST12, LS13b], and
for the iterated Even-Mansour cipher on the other hand [CS14], one would need at least r?
independent permutations to get provable 0(2%)—security.4 A more promising approach, that
we take here, is to start with the construction obtained by combining the (one-round) LRW
construction and the (one-round) Even-Mansour cipher, yielding what we dub the one-round
tweakable Fven-Mansour construction, defined from a single n-bit permutation P and an AXU
family of hash functions H' = (Hj, )ik from some tweak space 7 to {0,1}" as

TEMP ((k, k), t,2) = H}, (t) @ k© P(H(t) © k & z), (3)

where (k, k') € {0,1}" x K’ is the key, ¢t € T is the tweak, and = € {0,1}" is the message.
Combining the security proofs for LRW [LRWO02] and for the one-round single-key Even-
Mansour cipher [EM97, DKS12] directly yields that this construction ensures security up to
27/2 adversarial queries, in the Random Permutation model for P. For example, if we use the
universal hash function family based on multiplication in the finite field Fon, i.e., Hy (t) = k' ®t,
which is XOR-universal, one obtains a simple tweakable block cipher with 2n-bit keys and
n-bit tweaks which is secure up to the birthday bound.
Our first insight is to consider the slightly more general construction

TEMP (k,t,2) = Hy(t) @ P(Hp(t) ® z). (4)

It is not too hard to show (as we do in Section 3.2) that this more general construction
also ensures security up to 2/2 adversarial queries, assuming that the hash function family
‘H = (Hg)rek, in addition to being AXU, is also uniform (i.e., for any t € T and any y € {0,1}",
the probability over k «—¢ K that Hy(t) = y is equal to 27™).% This simple observation allows
to save n bits of key material when using multiplication-based hashing, since Hy(t) = k ® t is
XOR-universal and uniform if one restricts the tweak space to Fan \ {0}.

It is naturally tempting to consider cascading r > 1 rounds of construction (4) to obtain
an hybrid of the iterated Even-Mansour cipher and the CLRW construction. Our main result
is that the two-round construction

TEMPUP2 (g, ko), t, ) = Hy, (t) @ Po(Hy, (t) @ Hy, (t) @ PL(Hy, (t) @ x))

is secure (against adaptive chosen-plaintext and ciphertext attacks) up to approximately 22n/3
adversarial queries (again, assuming that H is uniform and AXU).

To arrive at this result, we could have adapted the game-based proof of [LST12] for the
two-round CLRW construction to accommodate the fact that in the TEM setting, the adversary
has additionally oracle access to the inner permutations P; and P,. Yet we preferred to use the
H-coefficients technique [Pat08], which was successfully applied to the analysis of the iterated
Even-Mansour cipher [CS14, CLL"14], and adjust it to take into account the existence of the
tweak in the TEM construction. Our choice was motivated by the fact that the H-coeflicients-
based security proof for the two-round Even-Mansour cipher is (in our opinion) simpler than
the game-based proof for the two-round CLRW construction. Actually, our security proof for
the two-round TEM construction can easily be simplified (by making the inner permutations

4 For r > 2, since the analysis of the CLRW construction in [L.S13b] is not tight, this is even worse.
® Construction (3) is obviously a special case of construction (4), since the hash function family defined by
Hy o (t) = Hy, (t) @ k, where (H}, ) exr is AXU and k € {0,1}", is AXU and uniform.



secret, or, more formally, letting the number of queries g, to the inner permutations be zero in
our security bound as given by Theorem 2) to yield a new, H-coefficients-based proof of the
security result of [LST12] for the two-round CLRW construction (our own bound matching
Landecker et al.’s one [LST12] up to multiplicative constants).® It seems interesting to us that
our proof entails a new and conceptually simpler (at least to us) proof of a previous result
that turned out quite delicate to get right with game-based techniques [Prol4]. We explain
how to “extract” from our work a H-coefficients proof for the two-round CLRW construction
in Remark 1 at the end of Section 3.3.

We were unable to extend our H-coefficients security proof to r > 2 rounds.” Instead, we
provide an asymptotic analysis of the TEM construction (as r grows) based on the coupling
technique [MRS09, HR10]. This part combines in a rather straightforward way the approach
of [LPS12] (which applied the coupling technique to the iterated Even-Mansour cipher) and
of [LS13b] (which applied the coupling technique to the CLRW construction). This allows
us to prove that the r-round TEM construction is secure up to roughly 2742 adversarial
queries (against adaptive chosen-plaintext and ciphertext attacks). As with previous work, we
conjecture that the “real” security bound is actually 9T queries (which we prove to hold for
the weaker class of non-adaptive chosen-plaintext adversaries), but that the coupling technique
is not adapted to prove this.

APPLICATION TO RELATED-KEY SECURITY. There are strong connections between tweakable
block ciphers and the related-key security of traditional block ciphers [LRW02, BK03]. In
particular, given any traditional block cipher E : ({0,1}")" x {0,1}" — {0,1}", one can for
example construct a tweakable block cipher E with tweak space {0,1}" by letting

E(kr,... k) t2) S B @t,... k@), 2). (5)

It can easily be seen that attacking E in the tweakable setting is exactly the same as attacking
E in the related-key setting when the set of related-key deriving (RKD) functions is

&Y (k) e (@t k@) st e {0,1)7).8

Based on this observation, we explain now how our results have immediate implications for the
¢"~%_related-key security of the traditional (iterated) Even-Mansour cipher with a nonlinear
key-schedule, which was previously analyzed (for one round) by Cogliati and Seurin [CS15].
First, consider the 1-round Even-Mansour construction

EMP (k,z) = f(k) ® P(f(k) ® ), (6)

5 In fact, this is not as straightforward as it might seem, since our results assume that the hash function family
‘H is uniform in addition to being AXU, whereas the security result of [LST12] only requires H to be AXU.
Inspection of our proof indicates however that the uniformity assumption on H can be safely lifted when the
adversary is not allowed to query the inner permutations.

For readers familiar with [CS14], which tightly analyzed the security of the traditional iterated EM cipher for
any number of rounds, the main obstacle is that in the tweakable EM setting, the paths for two construction
queries with distinct tweaks can collide at the input of inner permutations, whereas this can never happen
in the traditional EM setting. While this is exactly the difficulty that we are able to handle for r = 2 in
Lemma 6, getting a combinatorial lemma similar to [CS14, Lemma 1] that would allow to analyze good
transcripts for any number of rounds in the tweakable setting seems more challenging.

Note that for r > 1, this set of related-key deriving functions is more restrictive than the set % that would
allow to xor an arbitrary rn-bit string to the master key, not just a string of the form (¢,...,t).

1



where f is some (fixed) permutation of {0,1}". Let

o(f) = e {0,1}": = b},
(=, max o€ {0.1)": fwea) e f() = b}
which measures the nonlinearity of f (in particular, 6(f) = 2 for a so-called almost perfect
nonlinear permutation [NK92]). Applying transformation (5) to this construction yields the
tweakable Even-Mansour construction

TEMP (k,t,2) = f(k®t) @ P(f(kdt) ® x), (7)

a special case of construction (4) with Hy(t) = f(k @& t). Clearly, this hash function family is
uniform since f is a permutation, and one can easily check that it is e-AXU for e = 6(f)27".
Hence, Theorem 1 of Section 3.2 applies and construction (7) is secure (in the tweakable setting)
up to roughly 2™/2 adversarial queries (assuming §(f) sufficiently small). Once translated
in the language of related-key attacks, this is equivalent to saying that construction (6) is
secure up to roughly 27/2 adversarial queries against @@-related-key attacks, which had already
been proven in [CS15] (unsurprisingly, the bound of Theorem 1 in this paper exactly matches
the one of [CS15, Theorem 3]). An even more general result for the 1-round Even-Mansour
construction in the related-key setting was proved by Farshim and Procter [FP15, Theorem 2]
(note that one of the examples of valid set of RKD functions given by Farshim and Procter at
the end of Section 4.1 corresponds exactly to the multiplication-based hash function family
considered in this paper).

The same considerations apply for larger number of rounds. For example, applying trans-
formation (5) and Theorem 2 of Section 3.3 of this paper to the 2-round Even-Mansour
construction

EMP2 (k1 ko), ) = f(ka) @ Pa(f (k) © S (k) @ Pi(f (k) © )

shows that it is secure against @2~ @-related-key attacks up to roughly 22"/3 adversarial
queries. This partially solves an open problem stated in [CS15], but falls short of yielding an
Even-Mansour construction provably secure beyond the birthday bound against full-fledged
&P-related-key attacks.

RELATED WORK AND PERSPECTIVES. There are very few papers studying generic ways of
building tweakable block ciphers from some lower-level primitive than a traditional block
cipher. One notable exception is the work of Goldenberg et al. [GHLT07] who studied how to
tweak (generically) Feistel ciphers (in other words, they showed how to construct tweakable
block ciphers from pseudorandom functions). This was extended to generalized Feistels by
Mitsuda and Iwata [MIO8]. Our own work seems to be the first (besides [CS15], that capped
at the birthday bound) to explore theoretically sound ways to construct “by-design” tweakable
block ciphers with an SPN or more generally a key-alternating structure. In a sense, it
can be seen as complementary to the recent TWEAKEY framework introduced by Jean et
al. [JNP14], that tackled a similar goal but adopted a more practical and attack-driven (rather
than proof-oriented) angle. We hope that combining these two approaches will pave the way
towards efficient and theoretically sound ways of building tweakable key-alternating ciphers,
or tweaking existing ones such as AES. We also note that the term tweakable Even-Mansour
was previously used by the designers of Minalpher [STAT14] (a candidate to the CAESAR



competition) to designate a permutation-based variant of Rogaway’s XEX construction [Rog04].
It relates to construction (4) by eliminating the AXU hash function H(t) and replacing it
by A = (k||t) & P(k|t) (thereby halving tweak- and key-length), in about the same way
XEX replaces the AXU hash function of the LRW construction (1) by a “gadget” calling
the underlying block cipher Ej. The designers of Minalpher prove that this construction also
achieves birthday-bound security.

Finally, we bring up some open problems. First, as already mentioned, it would be very
interesting to give a tight analysis of the TEM construction for any number r > 2 of rounds (a
first, hopefully simpler step towards this goal would be to give a tight bound for the CLRW
construction for r > 2). Second, variants with the same permutation and/or non-independent
round keys are also worth studying, as was done in [CLL"14] for the (traditional) two-round
iterated Even-Mansour cipher. Third, since implementing an AXU hash function family might
be costly, it would be very valuable to explore whether linear operations for mixing the key
and the tweak into the state of an Even-Mansour-like construction might be enough to get
security beyond the birthday bound.

ORGANIZATION. We start by giving useful definitions and describing the security model in
details in Section 2. In Section 3, we prove tight bounds for the one-round and the two-round
TEM construction using the H-coefficients framework. In Section 4, we prove (non tight)
asymptotic bounds as the number of rounds of the TEM construction grows using the coupling
technique.

2 Preliminaries

2.1 Notation and General Definitions

GENERAL NOTATION. In all the following, we fix an integer n > 1 and denote N = 2™. For
integers 1 < b < a, we will write (a), =a(a—1)---(a—b+1) and (a)p = 1 by convention.
The set of all permutations of {0,1}" will be denoted P(n). Given a non-empty set X, we
denote z <—¢ X the draw of an element = from X uniformly at random.

TWEAKABLE BLOCK CIPHERS. A tweakable block cipher with key space K, tweak space T,
and message space M is a mapping E:KxT x M — M such that for any key k € K and
any tweak t € T, z — E(k‘,t,:n) is a permutation of M. We denote TBC(IC, T, n) the set of
all tweakable block ciphers with key space K, tweak space T, and message space {0,1}". A
tweakable permutation with tweak space 7 and message space M is a mapping P:TxM— M
such that for any tweak t € T, x — Zs(t, x) is a permutation of M. We denote TP(7,n) the
set of all tweakable permutations with tweak space T and message space {0,1}".

THE ITERATED TWEAKABLE EVEN-MANSOUR CONSTRUCTION. Fix integers n,r > 1. Let T
and KC be two sets, and H = (Hy)rex be a family of functions from 7 to {0,1}" indexed by K.
The r-round iterated tweakable Even-Mansour construction TEM[n, r, H] specifies, from an
r-tuple P = (P, ..., P.) of permutations of {0, 1}", a tweakable block cipher with key space K",
tweak space T, and message space {0, 1}", simply denoted TEMP in the following (parameters
[n,r,H] will always be clear from the context) which maps a key k = (ki1,...,k,) € K, a
tweak ¢ € T, and a plaintext x € {0,1}" to the ciphertext defined as (see Figure 1):

TEMP (k,t,2) = IT[" 0 -+ o ITI[* (),

7
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Fig. 1. The tweakable Even-Mansour construction with r rounds, based on public permutations P, ..., P. and

a family of hash functions H = (Hg)rek-

where IT ,5 , is the permutation of {0,1}" (corresponding to one round of the construction)
defined as
I, (z) = Hy(t) & P(Hy(t) ® ).

We will denote TEME the mapping taking as input (t,z) € T x {0,1}" and returning
TEMP (k, ¢, z).

Convention 1. In order to lighten the notation, we will often identify the hash function family
# and its key space K. This way, the key space of the r-round TEMY tweakable block cipher
is simply H", and we write

TEME (t,2) = h,(t) ® Pr(he(t) ® hp1(t) @ Pr_q(hp1(t) ® - - ® hy(t) ® PL(ha(t) ® ) ---))
where h = (hy,...,h,) € H" is the key of TEMF.

UNIFORM AXU HasH FuncTioN FAMILY. We will need the following properties of the hash
function family H.

Definition 1. Let H = (Hy)kex be a family of functions from some set T to {0,1}" indexed
by a set of keys K. H is said to be uniform if for any t € T and y € {0,1}",

Prlk < K : Hy(t) =y =2"".
H is said e-almost XOR-universal (e-AXU) if for all distinct t,t' € T and all y € {0,1}",
Prlk <—g K : H(t) ® Hi(t') = y] <.
H is simply said XOR-universal (XU) if it is 27 "-AXU.

Ezample 1. Let Fan be the set {0,1}" seen as the field with 2™ elements defined by some
irreducible polynomial of degree n over Fa, the field with two elements, and denote a ® b the
field multiplication of two elements a,b € Fan. For any integer ¢ > 1, we define the family of
functions H = (Hy,)ker,» with domain (Fan )¢ and range Fan as

y4
Hi(ty,....t0) =Y K &t
=1

8



Then H is £ - 27"-AXU [Sho96]. Note however that H is not uniform since (0,...,0) is always
mapped to 0 independently of the key. This can be handled either by adding an independent
key (resulting in 2n-bit keys), i.e., defining H' = (H} /) (k1)e(Fyn)? Where Hy i (t1, ... 1) =
Hy(ty ..., t) @K, or by forbidding the all-zero tweak, in which case the family is not exactly
uniform, but rather £ - 27"-almost uniform, i.e., for any t € 7\ {(0,...,0)} and y € {0,1}",
Prk < K : Hi(t) = y] < £-27". Our results can be straightforwardly extended to the case
of e-almost uniform families of functions.

2.2 Security Definitions

Fix some family of functions H = (Hy)kex from T to {0,1}". To study the security of the
construction TEM[n,r, H] in the Random Permutation Model, we consider a distinguisher D
which interacts with r+1 oracles that we denote generically (150, Py, ..., P.), where syntactically
]50 is a tweakable permutation with tweak space 7 and message space {0,1}", and P,..., P,
are permutations of {0,1}". The goal of D is to distinguish two “worlds”: the so-called real
world, where D interacts with (TEMP, P), where P = (Py,..., P,) is a tuple of public random
permutations and the key k = (k1, ..., k,) is drawn uniformly at random from K", and the
so-called ideal world (130, P), where By is a uniformly random tweakable permutation and P is
a tuple of random permutations of {0,1}" independent from Py. We will refer to Py as the
construction oracle and to Py, ..., P. as the inner permutation oracles.

Similarly to [LPS12], we consider two classes of distinguishers depending on how they can
issue their queries:

— a non-adaptive chosen-plaintext (NCPA) distinguisher runs in two phases: during the first
phase, it only queries the inner permutations, adaptively and in both directions; in the
second phase, it issues a tuple of non-adaptive chosen-plaintext queries to the construction
oracle and receives the corresponding answers (this tuple of queries may depend on the
answers received in the first phase, but all queries must be chosen non-adaptively before
receiving any answer from the construction oracle);

— an adaptive chosen-plaintext and ciphertext (CCA) distinguisher is not restricted in how it
queries its oracles: it can make adaptive bidirectional queries to all its oracles.

We stress that the NCPA model is not very interesting in itself’ and will only be useful as an
intermediate step for the coupling-based security proof in Section 4.
The distinguishing advantage of a distinguisher D is defined as

Adv(D) ¥

Pr [DTEVEP — 1] — Py [1313071’ - 1} ’ ,

where the first probability is taken over the random choice of k and P, and the second
probability is taken over the random choice of ﬁ() and P. In all the following, we consider
computationally unbounded distinguishers, and hence we can assume wlog that they are
deterministic. We also assume that they never make pointless queries (i.e., queries whose
answers can be unambiguously deduced from previous answers).

9 Indeed, forbidding the adversary to query the inner permutation oracles at some point of the attack takes
us away from the spirit of the Random Permutation model, which is thought as a heuristically sound way
of modeling some complex (but otherwise public and fully described) permutation that the adversary can
always evaluate at will.



For non-negative integers g., g, and ATK € {NCPA, CCA}, we define the insecurity of the
TEM[n, r, H] construction against ATK-attacks as

AdVAE 1 (0 @) = e Adv(D),

where the maximum is taken over all distinguishers in the class ATK making exactly g. queries
to the construction oracle and exactly ¢, queries to each inner permutation oracle.

3 Tight Bounds for One and Two Rounds

3.1 The H-Coefficients Technique

We start by describing Patarin’s H-coefficients technique [Pat08], which has enjoyed increasing
adoption since Chen and Steinberger used it to prove the security of the iterated Even-Mansour
cipher for an arbitrary number of rounds [CS14].

TRANSCRIPT. We summarize the interaction of D with its oracles in what we call the queries
transcript (Qc, Qp,, ..., Qp,.) of the attack, where Q¢ records the queries to the construction
oracle and Qp,, 1 <17 < r, records the queries to inner permutation P;. More precisely, Q¢
contains all triples (¢,z,y) € T x {0,1}" x {0,1}" such that D either made the direct query
(t,z) to the construction oracle and received answer y, or made the inverse query (¢,y) and
received answer z. Similarly, for 1 < i < r, Qp, contains all pairs (u,v) € {0,1}" x {0,1}"
such that D either made the direct query w to permutation P; and received answer v, or made
the inverse query v and received answer u. Note that queries are recorded in a directionless
and unordered fashion, but by our assumption that the distinguisher is deterministic, there is
a one-to-one mapping between this representation and the raw transcript of the interaction of
D with its oracles (see e.g. [CS14] for more details). Note also that by our assumption that D
never makes pointless queries, each query to the construction oracle results in a distinct triple
in Q¢, and each query to P; results in a distinct pair in Qp,, so that |Qc| = ¢. and |Qp,| = ¢,
for 1 <1 < r since we assume that the distinguisher always makes the maximal number of
allowed queries to each oracle. In all the following, we also denote m the number of distinct
tweaks appearing in Q¢, and ¢; the number of queries for the i-th tweak, 1 <17 < m, using an
arbitrary ordering of the tweaks. Note that m may depend on the answers received from the
oracles, yet one always has > /" ¢; = ge.

We say that a queries transcript is attainable (with respect to some fixed distinguisher D) if
there exists oracles (Py, P) such that the interaction of D with (Py, P) yields this transcript (said
otherwise, the probability to obtain this transcript in the “ideal” world is non-zero). Moreover,
in order to have a simple definition of bad transcripts, we reveal to the adversary at the end of
the experiment the actual tuple of keys k = (k1, ..., k,) if we are in the real world, while in the
ideal world, we simply draw dummy keys (k1 ..., k,) <—g K" independently from the answers of
the oracle B. (This can obviously only increase the advantage of the distinguisher, so that this
is without loss of generality). All in all, a transcript 7 is a tuple 7 = (Q¢, Qp,, ..., Qp., k), and
we say that a transcript is attainable if the corresponding queries transcript (Qc, Qp,, - .., 9p,)
is attainable. We denote © the set of attainable transcripts. In all the following, we denote
Tre, resp. Tiq, the probability distribution of the transcript 7 induced by the real world, resp.
the ideal world (note that these two probability distributions depend on the distinguisher).
By extension, we use the same notation to denote a random variable distributed according to

10



each distribution. The main lemma of the H-coefficients technique is the following one (see
e.g. [CS14, CLL'14] for the proof).

Lemma 1. Fiz a distinguisher D. Let © = Ogo0q U Onaq be a partition of the set of attainable
transcripts. Assume that there exists €1 such that for any 7 € Oggoa, one has'°

Pr[Tie = 7] o1
Pr[Tiq=7] — b

and that there exists €9 such that
Pr[Tiq € Opag] < €.

Then Adv(D) < 1 + e2.

ADDITIONAL NOTATION. Given a permutation queries transcript @ and a permutation P,
we say that P extends Q, denoted P F Q, if P(u) = v for all (u,v) € Q. By extension, given
a tuple of permutation queries transcript Qp = (Qp,, ..., Qp,.) and a tuple of permutations
P = (P,...,P), wesay that P extends Qp, denoted P + Qp, if P - Qp, foreachi=1,...,r.
Note that for a permutation transcript of size g,, one has

Pr[P 4 P(n): P+ Q] = (8)

(N)g,”

Similarly, given a tweakable permutation transcript Q and a tweakable permutation ]3, we
say that P extends Q, denoted P = Q, if P(t,z) = y for all (t,7,y) € Q. For a tweakable
permutation transcript @ with m distinct tweaks and ¢; queries corresponding to the i-th

tweak, one has
1

(N)fh ‘

PRELIMINARY OBSERVATIONS. It is easy to see that the interaction of a distinguisher D
with oracles (150, Py, ..., P,) yields any attainable queries transcript (Q¢, Qp) with Qp =
(Qp,,---,9p.) iff Py Q¢ and P; Qp, for 1 < i < r. In the ideal world, the key k, the
permutations Pi,..., P, and the tweakable permutation By are all uniformly random and
independent, so that, by (8) and (9), the probability of getting any attainable transcript
7= (Qc, Qp, k) in the ideal world is

1 L |

=1

Pr[P <5 TP(T,n): P+ Q] = ﬁ (9)
=1

In the real world, the probability to obtain 7 is

Pr[Tie =7] = ! x(

X7 > x Pr [P < (P(n))" : TEM, QC‘P - Qp|.

(N)‘Ip

Let
p(r) < Pr [P 45 (P(n))" : TEME F Qc[P - Qp|.

10 Recall that for an attainable transcript, one has Pr[Tiq = 7] > 0.

11



Then we have

f}-rgjz: /H ’ ﬁ(N>Q1 (10)

i=1
Hence, to apply Lemma 1, we will have to compare p(T) and [[;72, 1/(N)g, assuming 7 is good
(for some adequate definition of bad and good transcripts).

3.2 Security Proof for One Round

We consider here the one-round construction TEM[n, 1, H]. Using Convention 1, we have
TEM; (t,2) = hi(t) & Pi(hi(t) & z)
where the key is hy <—¢ H. We prove the following theorem.

Theorem 1. Let H be a uniform e-AXU family of functions from T to {0,1}". For any
integers q. and qp, one has

chp
N

The proof uses the H-coefficients technique that we exposed in Section 3.1, and serves as a
good warm-up before the more complex two-round case. We start by defining bad transcripts.

AdvTEM[n,12(4e: @) < goe +

Definition 1. We say that an attainable transcript 7 = (Q¢, Qp,, h1) is bad if one of the
four following conditions is fulfilled:

(C-1) there exists distinct queries (¢, z,y), (t',2/,y") € Q¢ such that hy(t) ® hi(t') =z ® 25
(C-2) there exists distinct queries (¢, z,y), (t',2',y') € Q¢ such that hy(t) ® hi(t') =y B y';
(C-3) there exists (t,z,y) € Q¢ and (u,v) € Qp, such that z & hy(t) = w;
(C-4) there exists (t,z,y) € Q¢ and (u,v) € Qp, such that y ® hi(t) = v.

Otherwise we say that 7 is good. We denote ©gqoq, resp. Opaq the set of good, resp. bad
transcripts. O

We first upper bound the probability to get a bad transcript in the ideal world.

Lemma 2.
chp

N

Proof. Let (Qc, Qp,) be any attainable queries transcript. Recall that in the ideal world, the
key hi is drawn at random from H independently from the queries transcript. Fix any pair of
distinct queries (¢, x,y) and (¢',2',y") € Q¢. By the e-AXU property of H, we have

Pr[Tiq € Opaa) < ¢2c +

Prihi < H:ht)oh{)=xd2’ Vhi(t) () =ydy] < 2e.

Note that this also holds when ¢ = ¢’ since in that case necessarily x # 2’ and y # 3’ by the
assumption that D never makes pointless queries. Hence, by summing over the ¢.(q. — 1)/2
possible pairs, the probability that condition (C-1) or (C-2) is fulfilled is at most ¢2c.
Moreover, for each (t,z,y) € Q¢ and each (u,v) € Qp,, the probability over the random
draw of hy that hi(t) =z @ u or hi(t) = y v is at most 2/N by the property of uniformity
of H. Hence, the probability that (C-3) or (C-4) is satisfied is at most 2¢.q,/N. 0

12



We then analyze good transcripts.

Lemma 3. For any good transcript T, one has

Pr[Tie = 7]

— - >1.
Pr[Tig=71] —

Proof. Let T be a good transcript. By (10), we need to lower bound

(1) & Pr[P < P(n) : Y(t,z,9) € Qc, Pi(z @ hi(t) = y & hi(t) | Py - Qp,).

Since 7 is good, all values z @ hq(t) for (¢,z,y) € Q¢ are distinct since otherwise 7 would
fulfill condition (C-1), and also distinct from all values u for (u,v) € Qp, since otherwise 7
would fulfill condition (C-3). Similarly, all values y @ hy(t) for (¢,x,y) € Q¢ are distinct since
otherwise 7 would fulfill condition (C-2), and also distinct from all values v for (u,v) € Qp,
since otherwise 7 would fulfill condition (C-4). This clearly implies that

1
pP(T) =~
(N = @p)qe
so that by (10), we have
Pr[TI‘e = T] —_ ?;1 (N)Ch > (N)QC > 1 |
Pr[Tiq = 7] (N =) ~ (N—=qplg.

CONCLUDING. Theorem 1 now follows from Lemmas 1 (with e = 0), 2, and 3.

3.3 Security Proof for Two Rounds
3.3.1 Statement of the Result and Discussion

Let H be an e-AXU and uniform function family. Using Convention 1, the two-round tweakable
Even-Mansour construction is written

TEM(2 () = ha(t) @ Pa(ha(t) & ha(t) & Pi(ha(t) @ @)

where Py, Py are two public random permutations, (hy, ho) g H? is the key, t is the tweak
and x the plaintext. The main result of our paper is the following theorem.

Theorem 2. Let H be a uniform e-AXU family of functions from T to {0,1}". Assume that
@p +3¢. < N/2 and q. < min{N?/3 ¢=2/3}. Then

3/2
29, /G4y 3o 3042/
N N

AdVTEM[ 2,7 (e @p) < + eV/qeap + 4eq;

In particular, assuming H is XU for simplicity (i.e., € = 27"™), one can see that the two-round
TEM construction ensures security up to approximately 221/3 adversarial queries. In fact, for
any number g, < 22%/3 of construction queries, the two-round TEM construction remains
secure as long as ¢, is small compared with 2"/, /gc.

The proof uses the H-coefficients technique. As usual, we will first define bad transcripts
and upper bound their probability in the ideal world, and then show that the probabilities to
obtain any good transcript in the real world and the ideal world are sufficiently close.

13



3.3.2 Definition and Probability of Bad Transcripts

Let 7 = (Qc¢, Qp,, Qp,, (h1,h2)) be an attainable transcript, with |Q¢| = ¢. and |Qp,| =
|19p,| = gp. We let

U, = {u1 S {O, 1}" D (ug,vp) € Qpl}, Vi = {’Ul S {0, 1}n D (ug,vp) € Qpl},
Uy = {'LLQ < {0, l}n : (u2,’l)2) < QPQ}, Vo = {1)2 < {0,1}” : (u2,’l)2) c QPQ}

denote the domains and ranges of Qp, and Qp, respectively. For each u and v € {0,1}", let

Xy =A{(t,z,y) € Qo : 2 ® M(t) = u},
Yo ={(t,z,y) € Qo : y ® ha(t) = v}.

We define four quantities characterizing a transcript 7, namely

ar = |{(t,z,y) € Q¢ : x ® ha(t) € U},
s E [{(t,2,9) € Qo 1 y @ ha(t) € R},
B Y (L may) € Qo (W, oo y)) £ (s y)a & b () = 2 & ha (1)),
By W i(t,z,y) € Qo - A, 2, y) # (2, y),y @ ha(t) = ¥ & ha(t)}].

In words, a; (resp. ag) is the number of queries (¢, x,y) € Q¢ which “collide” with a query
(u1,v1) € Qp, (resp. that collide with a query (u2,v2) € Qp,), and 31 (resp. B2) is the number
of queries (t,z,y) € Q¢ which “collide” with another query (¢, 2',y) at the input of P; (resp.
at the output of P,). Note that one also has

pr = Z ‘Xu|7 B2 = Z ’Yv| (11)
ue{0,1}™: ve{0,1}™:
‘Xu|>1 |}/11|>1

Definition 2. We say that an attainable transcript 7 is bad if at least one of the following
conditions is fulfilled (see Figure 2 for a diagram of the first ten conditions):

(C-1) there exists (t,z,y) € Qc, up € Uy, and vo € V5 such that x @ hi(t) = u; and
y®d hg(t) = v9;

(C-2) there exists (t,z,y) € Qc, (u1,v1) € Qp,, and uy € Uy such that & hi(t) = u; and
v1 @ hy(t) ® ha(t) = ue;

(C-3) there exists (t,z,y) € Qc, (u2,v2) € Qp,, and vy € V; such that y @ ha(t) = ve and
v1 @ hi(t) ® ha(t) = ug;

(C-4) there exists (t,z,y), (t',2',y), (t",2",y") € Q¢ with (¢, z,y) distinct from (¢, 2, y") and
from (¢, 2" y") such that x @ hi(t) = 2’ @ hi (') and y ® ha(t) = y” ® ha(t");

(C-5) there exists (t,z,y) # (t',2',y') € Q¢ such that xDhy(t) = 2’ Dhy(¢') and hy (t)Dha(t) =
h(t') @ ha(t');

(C-6) there exists (t,z,y) # (t',2',y’) € Q¢ such that yBha(t) = v/ Bha(t') and hy (t)Bha(t) =
hi(t') & ha(t');

(C-7) there exists (t,z,y) # (t',2',y') € Q¢ and uy € Uy such that y & ha(t) =y’ @ ho(t') and

@ hi(t) = u;
(C-8) there exists (t,z,y) # (', 2',y') € Q¢ and v9 € Vi such that x @ hy(t) = 2’ ® hy(t') and
Y @ ha(t) = vg;
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(C-9) there exists (¢t,z,y) # (t',2",y') € Qc, (u1,v1), (u),v]) € Qp, such that x & hy(t) = uq,
z @ hi (t/) = u/1 and v; © hl(t) D hg(t) = Ui & hl(t/) & hg(t/>;

(C-10) there exists (t,z,y) # (t',2',y") € Qc, (u2,v2), (uh, vy) € Qp, such that y @ ha(t) = va,
y’ D hg(t/) = ’Ué and uy P hl(t) D hg(t) = u’2 D hl(t/) D hQ(t/);

)
C-12) g > Ve
) B> e
C-14) B2 > \/qe.

Otherwise we say that 7 is good. We denote ©ggoq, resp. Opaq the set of good, resp. bad
transcripts. O

We start by upper bounding the probability to get a bad transcript in the ideal world.

Lemma 4. For any integers q. and q,, one has

3qeq; eq?qy  2\/7:q
Pr[Tid € @bad] < sz + 252q§’ + ]i[p + \/; P + 2€q2/2.

Proof. Let (Qc, Qp,, Qp,) be any attainable queries transcript. Recall that in the ideal world,
(h1, ha) is drawn independently from the queries transcript. We upper bound the probabilities
of the fourteen conditions in turn. We denote ©; the set of attainable transcripts fulfilling
condition (C-7).

Conditions (C-1), (C-2), and (C-3). Consider condition (C-1). For any (t,z,y) € Q¢, u; € Uy,
and ve € V3, one has, by the uniformity of ‘H and since h; and hy are independently drawn,
1
Pr(h(t) =z du) A (ho(t) =y D ve)| = ek
Hence, summing over the chg possibilities for (¢, z,y), u1, and vy yields

qeqs

Pr[Tiq € ©4] < N2

Similarly, for (C-2) and (C-3), one obtains

qed;

N2

g

N2°

Condition (C-4). For any (t,z,y), (', 2',y), (", 2",y") € Q¢ with (t,z,y) distinct from
(t',2',y') and from (", 2”,y"), one has, by the e-AXU property of H and since h; and hs are
drawn independently,

Pr [Tld (S @2] <

Pr [Tld S @3] <

Pr[(hi(t) & (t') = 2@ ) A (ha(t) ® ha(t") =y & y")] < .

Note that this also holds when t =t (resp. ¢t = t”) since in that case necessarily = # 2 (resp.
y # ") by the assumption that D never makes pointless queries. Hence, summing over the (at
most) ¢ possibilities for (¢,z,y), (t',2',y'), (t',2",y"), one obtains

Pr (T4 € O4] < %¢2.
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(C-1)

(C-2)

(C-3)

(C-4)

(C-5)

(C-6)

(C-7)

(C-8)

(C-9)

(C-10)

P

(t,x) —ew

(t,z) —eow

U1

P

vo 0— (t,y)

V1

%]

(t,z) —eow

(t,z) —eou

(t',2")----ou)

Uy

vy — (t,9)

(t.y)
- (t”, y//)

V24— (t,y)

b U2

/
P U

vy — (t,9)

vhe----(ty)

Fig. 2. The ten “collision” conditions characterizing a bad transcript. Black dots correspond to pairs (ui,v1) €

Qp, or (uz2,v2) € Qp,. Note that for (C-4) one might have (¢',z")

(u1,v1) = (ul,v1), and for (C-10) one might have (uz,v2) = (uj, v3).
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Conditions (C-5) and (C-6). For any two distinct queries (¢, x,y) # (t',2',y) € Q¢, one has,
by the e-AXU property of H and since hy and hy are drawn independently,

Pr[(h1(t) @ ha(t)) = 2 @ o) A (ha(t) @ ha(t') = hi(t) © ha(t))] < €.

Hence, summing over the g.(g. — 1)/2 possible pairs of distinct queries, we get

£2q

2

QN

Pr [Tld S @5] <

Similarly,

€2q

2

QAN

Pr [T1d S 86] <

Conditions (C-7) and (C-8). For any two distinct queries (¢, x,y) # (t',2',y") € Q¢ and any
uyp € Uy, one has, by the e-AXU property and uniformity of H and since hy and hy are drawn

independently,
€

Pr[(ha(t) ® ha(t) =y DY) A (hi(t) =z @ uy)] < ¥

Then, summing over (¢,z,y) # (t,2',y’) and uy,

Pr[Tiqg € ©7] < %

Similarly,

2

€q.4p

Pr|T; Og] < ==,
r[Tiq € O] < 5N

Conditions (C-9), (C-10), (C-11), and (C-12). We will deal with conditions (C-9) and (C-11)
together, using the fact that

Pr [Tld € 69U @11] =Pr [Tld € @11] + Pr [Tld € Oy \ @11] .

To upper bound Pr [Ty € ©11], we see a; as a random variable over the random choice of h;
(since a; does not depend on hs). First, note that by the uniformity of H,

Elm]= S Y Prlz@m(t 1]:%\’?’,
(t,z,y)€Qc u1€UL

so that by Markov’s inequality,

Pr[Tiq € O11] < \/(TCQP-

Fix any h} € H such that, when hy = b}, oq < /g, and fix any queries (¢, z,y) # (t',2",y') €
Qc, (u1,v1), (uj,v]) € Qp, such that @ hy(t) = u; and 2’ ® hy(t') = u}. Note that since
a1 < /qc, there are at most % such tuple of queries. Then

€

Pr [(hl = hll) A (hg(t) S5 hg(t/) =v1 D h1(t) %) Ull ¥ hl(t/)>] < @,
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and, by summing over every hy such that a1 < ,/q. and every such tuple of queries, one has

Pr [Tld S @9 \ @11] < %

Finally,
PI‘[Tid 689U911] < @+%
N 2
Similarly,

e

Pr[TidGQH)U@lg]S@—F R

Conditions (C-18) and (C-14). For every u € {0,1}", we see | X,| as a random variable over
the random choice of hi. We also introduce the random variable

C={((t,z,y), (', 2", ¢)) € QF, (t,x,y) # (', 2',y) s x & ha(t) = 2’ & ha(t)}].
Then, by definition of 51,
Br=[{(tz,y) € Qo : 3, 2" y) # (L, y),x @ h(t) = 2" @ h(¢)}] < C.

Hence, Pr[Tiq € O3] < Pr [C > /qc]. Note that

2
E[C] = Y. Przomn®) =2 o n() < Egc '
(tyz,y)#(t 2’ y")

By Markov’s inequality,

3/2
ch/

Pr(Tiq € ©13] <

Similarly,
@/

2

Pr [Ty € O] < =

The result follows by an union bound over all conditions. O

3.3.3 Analysis of Good Transcripts

Next, we have to study good transcripts. The following technical lemma, adapted from
[CLL*"14], will be useful.

Lemma 5. Let N,a,b,c be positive integers such that a +b < N/2 and a+ ¢ < N/2. Then

(N)a(N —b—c¢)q 4abe
(N—0alN—c)s =+ N2
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Proof. One has

N2 — N(b+c+2i)+i(b+c+i)
N2 —NOb+c+2i)+i(b+c+i)+be

be
1—
N2—N(b+c+2i)+i(b+c+i)+bc>

=11 (1- be )
b (N—b—a)(N—c—a)
-1 abc
- (N-=b—a)(N—-c—a)
4dabc
_1_ W)
where for the last inequality we used a +b < N/2 and a + ¢ < N/2. 0

Lemma 6. Let q. and g, be integers such that q, + 3q. < N/2. Then for any good transcript
T, one has

3/2
Prilic=7] _ | (4aclap+240)* 1460 + 4Gy
Pr(Tiqg=1] — N2 N '

Proof. Let 7 = (Qc, Qp,, Qp,, (h1, ha)) be a good transcript. By (10), we have to lower bound

def
p(r) < Pr [P, Py <5 P(n) : TEM(1'2 & Qc|Pi k- Qp APy - Q.
NoTATION. We will group the construction queries according to the type of collision they are

involved in. Namely, we define (see also Figure 3 for a diagram of these sets of queries)

{(t,z,y) € Q¢ : x @ hy(t) € Ui},

{(t,z,y) € Qc 1 y ® ha(t) € Va},

{(t.z,y) € Qc * [ Xupwn | > 1 and z & hy(t) ¢ Uy},
{( )

{( )

t,x,y) € Q¢ : |Yy@h2(t)| >1and y® hQ(t) ¢ Vé},
t,2,y) € Qo | Xoan )| = [Yyen)| =1, @ hi(t) € Ur, and y @ ha(t) € Va}.

Qu,
Qv,
Qx
Qy

Qo

Note that by definition, |Q, | = a1 and |Qy,| = ao. Note also that these sets form a partition
of Q¢:

— Qu, N Qy, = 0 since otherwise 7 would satisfy (C-1),
— Qu, N Qy = 0 since otherwise 7 would satisfy (C-7),
— Qy, N Qx = 0 since otherwise 7 would satisfy (C-8),
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Qu, {
Qy, {

Ox

Oy uy

o

Fig. 3. Partition of the queries in Q¢. Black dots correspond to values fixed by the internal permutation
transcripts Qp, and Qp,. Red dots correspond to values (vi,i)1§i§a37 (u'{,i)lgigaé/, and (01,i,5)1<i<m,1<j<q’

over which we sum when lower bounding p”(7) in the proof of Lemma 6.
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— Qx N Qy = 0 since otherwise 7 would satisfy (C-4),
- QuNQx=Qu,NQy=091,NQAy =9, NQy=9Ax N Qy=Qy NQy=0 by definition.
We denote respectively Ey,, Ey,, Ex, Ey, and Eg the event that TEM&{P}Z) F Qu,, Qv
Qx, Qy, and Q. Since the event TEI\/I@I’]Z?Q) F Q¢ is equivalent to Ey, A Ey, A Ex A Ey A Eo,

we have
P 7P A
p(1) = Pr {TEI\/I(};J;) - Qc|Pi - Op,i = 1,2}

= Pr [EU1 VAN EV2 ANEx ANEy A E0|R H Qpi,l' = 1,2]

=p'(r) - p"(7), (12)

where
p'(1) = Pr[Ey, AEy,|Pi - Qp,,i=1,2]
p"(7) = Pr[Ex AEy AEo|Eu;, ABw, A (P - Qp,,i = 1,2)]

and the probabilities are taken over the random choice of P; and P». We now lower bound
p’(7) and p”(7) in turn.

LOWER BOUNDING p’(7). Conditioned on (P, + Qp,,i = 1,2), P; and P, are fixed on exactly g,
values each. For each (¢,z,y) € Qu,, there is a unique (uj,v1) € Qp, such that z ® hi(t) = uy,
so that Py(x @ hy(t)) is well defined (and equal to v1). In the following, we let (see Figure 3)

62 = {-Pl(m D hl(t)) D hl(t) D hQ(t) : (t7l‘,y) € QU1}
Vo = {y @ ha(t) : (t,2,) € Quy }.

Note that all values defining Us are distinct since otherwise 7 would satisfy (C-9), and all
values defining Vs are distinct since otherwise 7 would satisfy (C-7). Moreover, note that Us
and U, are disjoint since otherwise 7 would satisfy (C-2), and V5 and Vs are disjoint since
otherwise 7 would satisfy (C-1). Hence, the event Ey;, is equivalent to a; “new” and distinct

equations on Ps, so that
1

(N = p)ar
Similarly, for each (¢, x,y) € Qy,, there is a unique (u2,v2) € Qp, such that y @ ha(t) = ve, so
that Py '(y @ ha(t)) is well defined (and equal to us). In the following, we let (see Figure 3)

Vi ={Py (y @ ha(t)) ® ha(t) @ ha(t) : (t,2,y) € Qv }
U ={z@®h(t): (t,z,y) € Qv }.

Pr [EU1|P2 F Qp2] = (13)

By a similar reasoning as above (viz., all values in ‘71, resp. (71, are distinct by (C-10), resp.
(C-8), VinVi =0 by (C-3), and Uy NU; =) by (C-1)), one has that Ey, is equivalent to as
new and distinct equations on P;. Hence,
1
Pr[Ey,|PA+HQOp|=————. 14
ElP - Qn] = = (149)

Combining (13) and (14), we obtain

(15)




LowER BOUNDING p”(7). Conditioned on Ey;, A Ey, A (P F Qp,,i =1,2), P, and P, are now
fixed on respectively g, + a2 and g, + a1 values. Our goal is now to lower bound the number
of possible “intermediate values” such that the event Ex A Ey A Eg is equivalent to new and
distinct equations on P; and P,. We encourage the reader to refer to Figure 3 all along the
counting.

We start with Qx. Let U] = {x @ hq(t) : (t,2,y) € Qx} and o) = |Uj|. Note that

Xul B _ Ve
< 1< Xl _ S < 16
a; > Z = Z 2 9 = 9 ( )
ue{0,1}": ue{0,1}":
| Xu|>1 | X |>1
where the last inequality follows from the fact that 7 does not satisfy (C-13). For clarity, we
denote, using some arbitrary ordering,

Uy = {u/l’l, e ,u’l’all}.

Note that U] is disjoint from Uy by definition of Qx, and disjoint from U, since otherwise 7
would satisfy (C-8).

On the other hand, note that all values y @ ho(t) for (t,z,y) € Qx are distinct since
otherwise 7 would satisfy (C-4). Let Vi = {y @ ha(t) : (t,z,y) € Qx} and o = |V5| = |Qx]|.
One has

aq
=3 1X4 1< ¥ 1K= <V (17)
i=1 ue{0,1}™:
[ Xu|>1

where the last inequality follows from the fact that 7 does not satisfy (C-13). Note that Vi is

disjoint from V5 since otherwise 7 would satisfy (C-8), and disjoint from V5 by definition of
Qx.

Let Nx be the number of tuples of distinct values (v} ;)1<i<q; in {0, 1}"\ (V1UV1) satisfying
the following two conditions:

(i) for each i and each (t,z,y) € Xy , vi; ® hi(t) @ ha(t) ¢ (U2 U Us) (which excludes at
most (|Uz| + |U2])| Xy | = (gp + 01)| X,y

1

(ii) for each i and each (t,:n,y) € Xu U’“ @ hi(t) @ ho(t) is distinct from any value

)

vy @ hi(t) @ ha(t'), for j < i and (¥',2',y') € Xuy | (which excludes at most | X,/ |-

;;ﬁ |Xu/17j\ < O/Q\Xu/m_| values for v} ;).

| values for vf ;),

Then, since [{0,1}"\ (Vi UV})| = N — g, — ag, one has

a
Nx > [T (N =gy — a2 = (i=1) = (gp + a1 +0h)| X,y |).- (18)
=1

Note that for any tuple of values (vil) satisfying these conditions, the set of values
vy, @ h(t) ©ha(t) fori=1,...,a) and (¢, 2,y) € Xy, , are all outside Uz U Us by condition (i),
and all distinct by condition (ii) and the fact that 7 does not satisfy (C-5). Hence, conditioned
on Py(uy;) = vy, fori=1,...,a], the event TEM%;?D};) F Qx is equivalent to of distinct and
“new” equations on Ps.
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From now on, we fix such a tuple of values (v} ;), and we let
V= (s )
Uy ={vy; ®ha(t) ® ha(t) :i=1,...,a7 and (t,z,y) € Xu/u}.

We then deal with queries in Qy. Let Vi/ = {y @ ho(t) : (t,z,y) € Qv} and of = |V|.
Note that

ap< Y 1< Y @ﬂ=52<“@, (19)

2 = 2

where the last inequality follows from the fact that 7 does not satisfy (C-14). For clarity, we
denote, using some arbitrary ordering,

—{’U21,.. UZO//}

Note that VJ' is disjoint from V5 by definition of Qy-, disjoint from V3 since otherwise 7 would
satisfy (C-7), and disjoint from Vj since otherwise 7 would satisfy (C-4).
On the other hand, note that all values x @ hy(t) for (¢,z,y) € Qy are distinct since

otherwise 7 would satisfy (C-4). Let Uy = {z @ h1(t) : (t,z,y) € Qy} and of = |U/'| = |Qy|.
One has
%—mes Y. V=5 < V., (20)
ve{0,1}m:
|Yy|>1

where the last inequality follows from the fact that 7 does not satisfy (C-14). Note that Uy is
disjoint from U; since otherwise 7 would satisfy (C-7), disjoint from U; by definition of Qy,
and disjoint from U] since otherwise 7 would satisfy (C-4). B
Let Ny be the number of tuples of distinct values (u3;)1<i<ay in {0,1}"\ (U2 U Uz U U3)
satisfying the following two conditions:
(i) for each i and each (t,z,y) € Yiy , uy; & ha(t) @ ha(t) ¢ (V1 U Vi UVY) (which excludes
at most (|Vi| + [Vi| + [V{])|Yyy | = (ap + a2+ a})[Yyy | values for uj ),
(ii) for each i and each (t,z,y) € Y// i u’Q’Z @ hi(t) @ ho(t) is distinct from any value
uzj EB hi(t') @ ho(t') for j < i and ( ,y') € Y,y (which excludes at most Yy |-
3] 3

]Yu | <o ]Yu | values for ug ;).

Then, since [{0,1}"\ (U; UTU; UU})| = N — g, — a1 — ab, one has

2
Ny > T (N = gp— a1 —ah—(i—1) = (gp + az + 0 + af)|Vyy ). (21)

Note that for any tuple of values (Ulzlz) satisfying these conditions, the set of values
uy; & h(t) @ ho(t) for i = 1,...,a3 and (t,2,y) € Y,y are all outside V1 U Vi UV/ by
condition (i), and all distinct by condltlon (ii) and the fact that 7 does not satisfy (C-6). Hence,
conditioned on Py (vzﬂ) = um fori=1,...,a4, the event TEMZL“]Z2 ) F Qy is equivalent to

off distinct and “new” equations on P;.
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From now on, we fix such a tuple of values (uj;), and we denote

" " i
U :{u2,17"'7u2,0¢/2/}

V" ={uy, ® hi(t) ® ho(t) :i=1,...,a5 and (t,z,y) € Yy }-
It remains to handle queries in Qg. We let

¢, =|Qo0l = ge — a1 —ay — oy — of
Gy, = L UL UU UUY| = gy + a2 4+ ) + af
), = V2 UVa UV U VY| = g, + a1 + ab + o

Recall that m denotes the number of distinct tweaks appearing in Q¢. We denote ¢y, ..., ¢y,
these tweaks (using some arbitrary order), and for ¢ = 1,...,m, we denote Qp; the subset of
queries of Qg whose tweak is t;, and ¢, = |Qo ;| (some of these subsets might be empty). Note
that >3 ¢; = ¢

To ease the subsequent counting, we order queries in Qg so that the first ¢} queries
correspond to tweak t1, etc. Hence, we write

QO - {(tla :El,lyyl,l)a ey (t17x17q£)y17q’1)5 ey (tm7$m71)ym,1)) ey (tm,.’Emﬂ;n, ym,qin)}

Fori=1,...,mand j=1,...,q}, we let

Ui = xi; B hi(t)
Vo, = Yi,j © ha(ts).

Note that by definition of Qo, the uy; ;’s are distinct and outside Uy U U U U UUY, and the
o, j’s are distinct and outside Vo U Vo U V4 U VY.

Let Ny be the number of tuples of distinct values (01,,5)1<i<m,1<j<q; in {0,1}"\ (V1 U ViU
Vi U V/") satisfying the following two conditions:

(i) for each (i,7), D15 @ ha(t;i) @ ha(t;) ¢ (U UUz U U, U UY) (which excludes at most U,
values for vy ),

(ii) for each i =1,...,mand j =1,...,q;, U1:; ® hi(t;) © ha(t;) is distinct from any value
U1 k0 @ h(tg) ® ha(ty) for k <iand £ =1,...,q, (which excludes at most 3%_" ¢; values
fOI‘ l_)l,i,j)'

Then, since [{0,1}*\ ViUV, UVJUV/)| = N — dp, > and since ¥y ;; must also be chosen
distinct from the 3-4% ¢4 + (j — 1) previous values 91 44, k < i and £ =1,...,q,, and ¥y ; 4,
¢ < j, one has

SN

q
Ny >

s

1—1
(N—q;1 —q, —22612—(]'—1))
i=1j=1 k=1

i—1
(N B q;n - ql,)2 -2 Z ql,f) : (22)
k=1 /

4q;

I
[RemE

For any tuple of values (v, ;) satisfying the above conditions, the set of values vy ; ; hi(t;) &
ho(t;) for i =1,...,m and j = 1,...,q} are all outside Uz U Uy U U5 U Uy by condition (i),
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and all distinct by condition (ii) and the obvious fact that for ¢« = 1,...,m, the ¢, values
U1, ® hi(t;) ® ha(t;) (1 < j < ¢}) are necessarily distinct since the vy ; ;’s are distinct. Hence,
conditioned on P; satisfying the ¢ equation Pj(u1, ;) = U1, ;, the event TEM%{{D};) F Qpis
equivalent to ¢/, distinct and “new” equations on Ps.

All in all, we have that for any of the (at least) Nx - Ny - Ny possible choices for the
tuples (V] ;)1<i<ar, (U5;)1<i<ay, and (V1)) 1<i<m,1<j<q satistying all conditions above (red
dots on Figure 3), the event Ex A Ey A Eg is equivalent to exactly o + oY + ¢.. “new” equations
on P; and exactly of + of + ¢, “new” equations on P, (by new, we mean not imposed by

c

P+ Qp, APoF Qp, AN Ey, AEy,). Hence, it follows that
Nx - Ny - No

(N —qp— a2)a’1+a'{+qé (N —qp — al)"‘é"“‘é/'*'qé '

p’(1) > (23)

Gathering (12), (15), and (23), we obtain
Nx - Ny - Ny

(N - QP)a2+o/1+a'1’+qé (N - QP)oz1+a’2+o/2/+q{:

p(r) > (24)

Finally, combining (10) and (24), we arrive at

Pr[Tye = 7] < Nx - Ny - No - [[721(N)g,
Pr[lig=7] = (N - Qp)a2+a’1+a’l’+q; (N — QP)a1+oc’2+a’2’+q£
Ny y Ny L Mo T (N)g
(N —qp— 0‘2)0/1 (N—gqp—0a1— 0/2)0/2’ (N — q;n)qé(N - qzlyg)qé
Rx Ry Ry
?ll(N)qz'
?l1(N)q;(N —dp)as(N —gp — a2 — all)a’l’(N - QP)aﬁ-oc’Q .

R/

X

It remains to lower bound Rx, Ry, Ry, and R'. Injecting (18) in Ry, we have

I (N =gy — 0z — (i — 1) — (g + o1 + 04)[ X, |)
(N —gqp— Oéz)a/l

- 1”‘_1[ (1 (p + 01+ ah)| Xy | )

bl N—qg—ay—(i—1)
(gp + 1+ 0) S, [ X |

N—qgy—ay—af

(gp + 1 + ah)ay
N—qgy—ay—df

o 2V + 2V
- N Y

Rx >

—1—

(25)

where for the last inequality we used that ay < ,/qc since 7 is good, af < V@ by (17), and
qp + a2 + o) < gp + 2¢. < N/2 by assumption.
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Similarly, injecting (21) in Ry, we have

1

[[2,(N —qp—ay —ah— (i —1) — (gp + a2 + o + a)Yoy 1)
(N —qp — Q01 — 0/2)0/2’

ﬁ < qp+a2+a1+a1)\ng,i] )

Ry >

—qp—oq—az—(z—l)

(gp + a2+ ) +af) > |Y// |

N—qp—oq—az—er
(gp + a2 + o + of )aff

=1-
N—qgy—a1 —ah—of

N

where for the last inequality we used that az < /g since 7 is good, o) < V@ by (16),
af < \/qe by (20), and g, + a1 + af + of < gy + 3¢ < N/2 by assumption.
For Ry, using (22), we have

m
im1(N)g, (N—q — 23714 k:)
(N — q;l)qé(N - ql:JQ)Qé
ﬁ (N)g, (N—q{,l ~2Y14 k:)

i=1 ( — a4y~ Ti 1qk) (N — py — 2k qk)q/_

(1 i (g, + Tih qk) (4, + T4 qk))

Ry

v

>

s

N2

i=1

where for the last inequality we used Lemma 5 with a = ¢;, b = ¢, + Yl g, and ¢ =
Qp, T+ i1 g (note that a +b < g\ + 4y, < e+ qp+ ) < gp+2¢c < N/2 by assumption, and
similarly a + ¢ < N/2).

Note that by definition of q;, g;, , and g,,,, one has

i—1
G+ G <dp +d.<ap+a+a) < g+ 20

i—1

Gy + > e < by +dh < ap+aet+al < gp+ 200
k=1

where we used inequalities (16) and (19), so that we finally arrive at

4q.(gp + 2q.)*

Ry>1-— N2
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Finally, we have
;il(N - qg)qi—qg
(N = gplay (N — gp — az — O/l)a’l’(N - QP)a1+a’2

m /
S [T (N — qz‘)qi—q;
Nortaztahy+af

R =

/

(N = g) X

Noa+astastaf
(N — qc)qrqé
- Nartaztah+af

3/2
> 1 4qc

i N 9

where we used that
e — g = o1+ oz + oy +of <4/
Collecting (25), (26), (27), and (28) concludes the proof. 0

3.3.4 Concluding the Proof of Theorem 2

We are now ready to prove Theorem 2. Combining Lemmas 1, 4, and 6, one has

34y o 03, £ | 2/dedp 3/2
AdVTEmn 2,2 (% @p) < N2p + 2e°q. + ]Cvp + N + 2e¢%/
3/2
| Aaelap 2007 | 140 + 4y
N2 N
_ T4eq N 16¢2q, NCNCE TN £q2qp
N2 N2 N N
3/2
_ Tacq | 16000y | OVActp | cacap 30q2
- N2 N2 N N N '’
where for the last inequality we used the assumption that ¢. < min{N 2/3 =2/ 3}. Since the
result holds trivially when chg > N2, we can assume that chg < N?, so that chf) J/N? <

V@ap/N. Moreover, since g < N?/3, one has ¢?/N? < \/q./N and ¢?/N < /g, which
concludes the proof of Theorem 2.

3/2
167 , 14g.’

N2 N

+2%q) + 2427 +

+deg?? +

Remark 1. We quickly explain how to derive a H-coefficients proof for the two-round CLRW
construction [LST12, Prol4] from the proof of Theorem 2. First, since in the CLRW setting, the
inner permutations are secret, one can drop from the definition of bad transcripts all conditions
involving queries to P; and P». This leaves us with conditions (C-4,5,6) and (C-13,14). It can
be checked that the probability of these conditions can be upper bounded without appealing
to the uniformity of the function family H, and that the probability to get a bad transcript in
the ideal world boils down to 2e2¢> + 25qg/ % For the analysis of good transcripts (Lemma 6),
one has Qu, = Qy, = 0, so that only the lower bound on p”(7) matters. It can then be checked
that letting g, = 0 in the lower bound of Lemma 6 yields the result. This gives the security
bound for the two-round CLRW construction with a perfect block cipher, which can be turned
into a corresponding result for a concrete block cipher (with a non-zero PRP distinguishing
advantage) through a standard hybrid argument.
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4 Asymptotic Bounds via the Coupling Technique

4.1 Preliminaries and Notation

Fix an integer ¢ < N. Given a tuple t = (t1,...,%;) € T?, we will denote ¢ C ({0,1}")?
the set of possible inputs x = (z1,...,24) € ({0,1}")9 such that all pairs (¢;, z;) are pairwise
distinct, i.e.,

Oy ={x:=(x1,...,2¢) € {0,1}")? : Vi # j, (x5, t;) # (j,t5)} .

Given a finite event space {2 and two probability distributions p and v defined on 2, the
statistical distance (or total variation distance) between p and v, denoted ||u — v is defined as:

= vl = 5 3 luta) — vzl

€S

The following definitions can easily be seen equivalent:
12 = Vil = max {u(S) — v(S)} = max {1(S) — u(S)} = max {[(S) = v(S)]}.

A coupling of p and v is a distribution A on {2 x (2 such that for all z € 2, 37 o M@, y) =
p(z) and for all y € 2, 3> co Az, y) = v(y). In other words, X is a joint distribution whose
marginal distributions are resp. p and v. The fundamental result of the coupling technique is
the following one. See e.g. [LPS12, LS13b] for a proof.

Lemma 7 (Coupling Lemma). Let p and v be probability distributions on a finite event
space §2, let X be a coupling of u and v, and let (X,Y) ~ X (i.e., (X,Y) is a random variable
sampled according to distribution \). Then ||u — v| < Pr[X # Y].

For the analysis of CCA attacks, we will rely on the following lemma (see [LPS12] for a
proof).

Lemma 8. Let 2 be some finite event space and p* be the uniform probability distribution on
2. Let p be a probability distribution on 2 such that ||p— p*|| < e. Then there is a set S C 2
such that:

= [S1=01- x/g)\f(?

B
— Vo e, ux) = (1-ve)u'(z).

4.2 Security Analysis for Non-Adaptive Adversaries

We first deal with non-adaptive chosen-plaintext (NCPA) adversaries. Using a coupling
argument, we will prove the following theorem.

Theorem 3. Let n,7,q.,q, be positive integers and H be an e-AXU and uniform family of
functions from some set T to {0,1}". Then one has:

(Nege + qp)"

n dc
AdVT(Ep& [n,rH] (qc’ qP) <2 NT
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Using an e-AXU function family with € ~ 27", one can see that the construction ensures
security up to approximately 97+ queries against NCPA-adversaries.

The crucial point of the proof will be to upper bound the statistical distance between
the distribution of the outputs of the tweakable Even-Mansour cipher conditioned on partial
information on the inner permutations (namely P; - Qp, for i = 1,...,r) and the uniform
distribution on (2. We introduce the following important definitions and notations.

Let g, g, be positive integers, and fix a (g., ¢,)-NCPA-distinguisher D. Such a distinguisher
first queries the inner permutations (Py,...,P,). Let Op = (Qp,,..., Qp,) be the resulting
transcript. We say that a transcript Qp is attainable if there exists a tuple of permutations P
such that the interaction of D with P results in Op. Recall that we denote P - Op the event
Ny (P F Qp).

Definition 3. Fix any attainable queries transcript Qp = (Qp,, ..., Qp,) resulting from the
adaptive interaction of the distinguisher with the inner permutations during the first phase
of the attack. For t = (t1,...,t;.) € T% and x = (x1,...,2q.) € {2, we denote jit x,0p the
distribution of the tuple

TEME (£, %) = (TEME (t1,21), ..., TEME (t4,, 7))

conditioned on the event P - Op (i.e., when the key k = (k1,...,k,) is uniformly random
and the permutations P = (P, ..., P.) are uniformly random among permutations satisfying
N_1(Pi = Qp,)). We also denote g the uniform distribution on (2. O

The following lemma states that the advantage of a NCPA-distinguisher is upper bounded
by the maximum over every tuple of values t € 79 and x € (2 of the total variation distance
between ji¢ x 0p and pf. This is a straightforward extension of [LPS12, Lemma 4].

Lemma 9. Let q.,qy, be positive integers. Assume that there exists a such that for any attain-
able queries transcript from the first phase of the attack Op and every t € T x € (X, one
has

e x,0p — 1t < .

Then Adv#CEp,\j[n’r,H](qc, qp) < a.
Proof. Fix a (qc, ¢p)-NCPA-distinguisher D. Let Qp be the transcript of the interaction of
D with the inner permutations during the first phase of the attack. We denote I" the set of
attainable transcripts. The number of attainable transcripts is exactly

117 = (N)g,)" (29)

This can be easily seen as follows. The first query of D is fixed in all executions. Assume wlog
that this is a query to P;. There are exactly N possible answers. The next query is determined
by the answer received to the first query. If this is again a query to P;, there are now N — 1
possible answers, whereas if this a query to P;, i # 1, there are N possible answers. This can
be easily extended by induction to obtain the above claim.

The tuples of non-adaptive queries ((¢1,21), ..., (t4.,2q.)) of D to the construction oracle
is a deterministic function of the transcript Qp of the first phase of the attack. Denote
t(Qp) = (t1,...,tq.) and x(Qp) = (x1,...,24.). The output of D is then a deterministic
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function of Qp and the answers y = (y1,...,9q.) received from the construction oracle to
the tuple of queries ((t1,1),..., (tq., Zq4.)). For any attainable transcript Qp, we denote Yo,
the set of tuples y such that D outputs 1 when receiving answers y to its queries to the
construction oracle. Denote

bid = Pr [15 s TP(T,n), P < (P(n))" : DPP = 1}
pre = Pr [k g K, P« (P(n))" : DTEMP = 1]
Then, by definition, we have

pa= »,6 », Pr [15 5 TP(T,n),P +5 (P(n))" : P+ Qp A P(t(Qp),x(Qp)) = Y}

Qpel'yeXo,

= > 3 Pr[PesTP(T,n): P(t(Qp),x(Qp)) = y| - Pr[P < (P(n))" : P+ Qp]
QpEFyGZQP

= Y Pr[P<g(P(n)" : P+ Qp] 1o (Xop)- (30)
Qpel’

Also, we have:

pre= > Y Prlkesk,Peg(P(n): P Qp ATEME (6(Qp), x(Qp)) = y]

Qpel'yeXo,

= > > Pr[P<+s(P(n) : Pt Op] ti(op)x(0p)opY)
QPEFyGEQP

= Y Pr[P<5 (P(n)) : P+ Op] t(0p) x(0p),0p (Xap)- (31)
opel’

By definition and using (30) and (31), one has
Adv(D) = [pid — Pre|
< Z Pr [P A (P(n))r P F QP] : ‘/"LI(QP)(EQP) — Ht(Qp),x(Qp),0p (EQP)’

Qpel’
< Y Pr[P s (P(n)" :PF Qp]-l1g0p) — He(r)x(2p),p |
Qperl
<a » Pr[P«s(P(n)" : P+ Qp]
Qpel’
< a,
where for the last inequality we used Pr[P <—g (P(n))" : P+ OQp] = W = |—}| 0
P

We will now establish an appropriate upper bound « for it x,0p — #¢]l as required to
apply Lemma 9.

Lemma 10. Let q.,q, be positive integers. Fiix any attainable queries transcript of the first
phase of the attack Qp and any t € T% x € (. Then:
2g,\"
Iheson — 1 < e (2 + 52)
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Proof. Fix any attainable queries transcript Qp = (Qp,,...,9p,) and t € T, x € (%, with
t=(t1,...,t5) and x = (21,...,2q.). For each [ € {0,...,qc}, let z = (21,..., 24.) be a tuple
of queries such that z; = x; for ¢ <, and z; is uniformly random in {0,1}"\ {z;|t; = t;,j < i}
for i > 1. Denote v; the distribution of TEME (t, z), conditioned on P - Qp. Note that vy = p
since for [ = 0 the tuple of inputs is uniformly random in (2%, and v, = ¢ x,0p- Hence we
have:

ge—1
It x,0p — 1l = Ve, =10l < D vier —ull. (32)

=0
There still remains to upper bound the total variation distance between vy, and v, for
each [ € {0,...,q. — 1}. For this, we will construct a suitable coupling of the two distributions.

Note that we only have to consider the first [ + 1 elements of the two tuples of outputs
since for both distributions, the i-th inputs for ¢ > [ + 1 are sampled at random. In other
words, |41 — vl = ||/, — v, where v/, and v] are the respective distributions of the
I + 1 first outputs of the cipher. To define the coupling of v 41 and v/, we consider the
tweakable Even-Mansour cipher TEME, where P satisfies P + Qp, that receives inputs
x' = (z1,...,2141) and t' = (t1,...,t41), so that TEMP(t/,x') is distributed according
to v 4+1- We will construct a second tweakable Even-Mansour cipher TEME//, with inputs

z' = (21,...,2141) and t' = (t1,...,t;41), satisfying the following properties:
(i) zs =ax; fori=1,...,1, and 2 is uniformly random in {0,1}" \ {x;[t; = t;,j < i};
(ii) for i =1,...,0+ 1, if the outputs of the j-th inner permutation in the computations of

TEMY (¢;, 2;) and TEME, (t;, z;) are equal, then this also holds for any subsequent inner
permutation;

(iii) P’ is uniformly random among permutation tuples satisfying P + Qp and k' is uniformly
random in K.

Note that the same tweaks are used for both ciphers. Properties (i) and (iii) will ensure that
TEME/ (t/,2) is distributed according to . We stress that (P’,k’) will not be independent, from
(P, k), however this is not required for the Coupling Lemma to apply. The only requirement is
that both (P, k) and (P’,k’) have the correct marginal distribution.

NoTATION. Fori=1,...,r, we denote

Ui = {u;|(ui,v;) € Qp,},
Vi = {vi|(ui, vi) € Qp,}.

Fori=1,...,l+1and j=1,...,r, we also define mi as the output of the j-th round when
computing TEME(ti, z;), and similarly 2z as the output of the j-th round when computing
TEME (;, z0), i.e.,

0
T;

0_ ..
2 = Zis

I = H, (t) © Py(Hy, (t) @ 17,

i—1
1= Hy (i) © Pi(H (t) & 2] ).
We now describe how the second iterated Even-Mansour cipher is constructed. First, it
uses the same keys as the original one, namely k' = k = (ki,...,k;). In order to construct

permutations P’ (on points encountered when computing TEI\/IE/(t' ,2z')), we compare the
computations of TEMY (¢;, z;) and TEME (t;, ;) for i = 1,...,1+ 1.

= Ty,

(33)
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COUPLING OF THE FIRST | QUERIES. For every i <[, the i-th queries 2¥ and z,? are equal by
definition. Considering the system (33), we set P}, (x] ® Hy,,,(t:)) = Pjt1(2x] @ Hy,,, (t:))

for every 4 <[ and ¢ < r. This implies that the first [ outputs (zf,...,z}) and (2],...,z]) are
equal.
COUPLING OF THE (I 4+ 1)-TH QUERY. For every j =0,...,7 — 1 we define the coupling for

the [ 4 1-th query as follows:

(1) if zle@HkHl(tlH) € Uj41 or there exists i < [ such that zl];rlEBHkJH(tlH) = zj@HkJH( i),
then P! +1(ij+1 (t141) @ zl+1) is already determined; unless we have coupled Zl+1 and l‘l+1
at a previous round, we cannot do it at this round; A
(2) if 2/ ® Hy,,, (tig1) € Ujr and 2], @ Hy,,, (tiy1) # 2] @ Hy,,, (t;) for @ <1, then:
(a) if le ® Hy;,,(tiy1) € Ujqq or there exists @ < [ such that le ®© Hy,,, (1) =
x] @ Hy, ,(t;), then we choose PH(ZZJrl ® Hy,,,(ti+1)) uniformly at random in

{0,137\ (Vi1 U{P +1(z ® Hy,,(t:)),i < 1}) and we cannot couple z{ill and xfill at
this round;
JHL _ g+l

(b) else we define P/ (], & Hy,,, (ti41)) = Pi1(a]y & Hy,,, (ti1)), thus 2/ = 2.

Property (ii) can easily be seen to follow from these rules and the fact that the keys and the
tweaks are the same for both ciphers.

CHECKING THAT (P’,k’) IS UNIFORMLY RANDOM. Since we set k/ = k and k is uniformly
random, so is k’. During the coupling of the first [ queries, we set P (:z:z g Hy, () =
Pj(a:g_l ® Hy, (t;)) for every i <land 1 < j < 7; Pj(:z:g_l ® Hy,(t;)) is uniformly random
among possible values thus so is Pj(z; I1aH k; (t:)). Rule (1) says that if there is a collision

with a previous input of P, we cannot choose the value of P; (zl 1 © Hy;(t;)) so this does not
change anything to the dlstrlbutlon of P/. When conditions of rule (2)(a) are met, we have:

— for some 7 < {:

{P i(@] 1 @ H, (ti41)) = Pj(fﬁjfl & Hy, (t:)) = Pj(z~" & H, (t:))
Zl+1 D Hk (tl—‘rl) 7& Z @ -Hk (t2)7

— or for some (uj,v;) € Qp;:

{P( 0@ Hy, (tis1)) = Pi(uy) = Pi(u;)
21+1 © Hy, (ti41) # uj.

Both implies that P’(zlJrl © Hy, (tl+1)) # P; (xﬁll ® Hy, (t;11)). This means that the coupling
is impossible and we choose P! (zl 1 @© Hp;(t141)) uniformly at random among possible values
to keep Pj uniformly dlstrlbuted Flnally, when conditions of rule (2)(b) are met, we have

no problem to couple: P; (le ® Hp;(t1+1)) and P’(zl];1 © Hy,(t1+1)) are both uniformly
random among possible values. In conclusmn the permutations P’ are uniformly random and

independent as wanted, so that (z{,...,2/, ) is distributed according to vj.
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FAILURE PROBABILITY OF THE COUPLING. There remains to upper bound the probability
that the coupling fails, i.e.,

(2;7 ey Z;—i—l) 7é ('/I’Jlﬂa s 7[13;“4-1)'

For every j € {0,. — 1}, we denote Fj the event that le ) Hk]+1(tl+1) € Ujy1 or
le 2 ij+1(tl+1) € U j+1 or there exists i < such that zl+1 ® Hy,,, (tiy1) = 2] © Hy,,, (L)

or z,  ® Hy,,, (tiy1) = ] ® Hy,,(t;). This is the event of failing to couple at round j + 1.
Then we have:

Pr < ZPI‘ Zl-‘r]. EB ij+1 (tl+1) - Z @ Hk]+1( )]

i<l
+ Z Pr[a:g_H @ ijﬂ(tl“) = xf S ij+1(ti>]
i<l
+ D Py @ Hyy, (te) = wj4]
uj+1€Uj 11
+ Y. Prlafyy ® Hyy, (fig1) = ujd]
uj+1€Uj41
< ZPr[ijﬂ (t:) & ijﬂ (tlJrl) = qu ® Zl]-i-l]
i<l
+ Z Pr[Hy,,, (ti) © Hy,,, (tiy1) = 335 @ x]44]
i<l
+ Y PrHy, (i) = 74 S ujp]
uj+1€Uj 11
+ Z Pr[ij-H (tl+1) = .’E?+1 ® uj+1]
uj+1€Uj+1
2q,
<2e+ =2
< 2le + N

where the last 1nequahty comes from the e-AXU property of H (note that when ¢4 = t;,
necessarily zl | # 7z and z] i F z] since D never makes pointless queries, so that the
probability is zero) and from the umformlty of H. Since the keys k; are independent, we have:

r—1
Pr lﬂ F;
=0

2¢,\"
<(2e+=2) . 34
< ( ety ) (34)
Using the Coupling Lemma and the fact that 2] = ] for all « <[, we have:

i = prll < Prf(a1, oo 2i40) # (@1, 2740)] < Prfafyy # 2] (35)

If we succeed to couple the last query at some round j < r — 1, we know that zlj_’H and 1‘{;_1
remain equal in the subsequent rounds so that:

r—1
Pr[efyy # afs] <Pr [ﬂ F] - (36)

1=0

33



Using (34), (35) and (36), we have:

2gp\" 2q,\"
41 = il < (2le + Af) < <2qca + Np> : (37)
Finally, using (32) and (37), we get:

" 2qp\"
emon = hil < ac (20 + 22 ) 0

CONCLUDING. By combining Lemmas 9 and 10, we get the proof of Theorem 3.

4.3 From Non-Adaptive to Adaptive Distinguishers

In this section, we consider the case of CCA-distinguishers, and prove the following result.

Theorem 4. Let r be an even integer and r' = r/2. Let q.,q, be positive integers, and H be a
uniform e-AXU family of functions from T to {0,1}". Then:

11 4e(Nege + gp)"
AdV%PgM[TL,ﬁ'H] (QCu qp) S \/27’ +4 4€ ]\(;r/ b .

For odd r, we have Adv{gy (4] < AdeTCEM[n’PLH], so that we can use the above bound
with r — 1. Using an e-AXU function family with ¢ ~ 27", we see that the iterated tweakable
Even-Mansour cipher with an even number r of rounds achieves CCA-security up to roughly
2772 adversarial queries.

To prove Theorem 4, we will rely on Lemma 1 in the special case where all transcripts
are good (g2 = 0). For this, we will derive an appropriate bound e; by doubling the number
of rounds of the construction and using Lemma 8. Note that in this subsection, contrary to
Section 3, we only consider attainable queries transcripts 7 = (Q¢, Qp) without giving the
key k to the adversary at the end of the attack. We still denote T} and Tiq random variables
distributed according to the probability distributions of the query transcript 7’ induced by the
real (resp. the ideal) world.

Lemma 11. Let r be an even integer and v’ = r/2. Let q., g, be positive integers. We denote:

1 qe(Nege + )"

oa=2" N

Then for any attainable queries transcript 7/, one has
Pr[T}e = 7'
— - >1—4+/a.
BT =r) Ve

Proof. Fix any attainable queries transcript 7" = (Q¢, Qp,,..., Qp,). As usual, we write
P+ QOp for the event Al_;(P; - Qp,). We denote P = (P1,...,P,), Py = (P1,...,Py) and
5 = (Pvy1,...,Pr). Similarly, ki = (k1,...,k) and k5 = (kp41,..., k). We define the
events:
P\ Qp, = ALy (P F Qp),
P/2 - QP’2 = Ag:r’+1(f)i + QPZ)

34



Let alSO QC = ((tl,xlﬂyl) ’(tqc7$qc7ch))’ t = (t17""tqc)’ X = (wl""7l‘qc) and y =
(Y1, -, Yq.)- Then, for every i =1,..., ¢,

P! P’
TEME, (t5, i) = TEMZ (;, TEM! (¢, 23) ).
We will apply Lemma 8 independently to each half of the cipher TEML, and TEML2. Consider
1 2
the first half TEI\/Ii,ll. By Lemma 10, we have ”/‘11;,;(79;,,1 — ui]| < «, where M‘IS,X7Qp/1 is the

distribution of TEME1 (t,x) conditioned on P} - Qp/. Hence Lemma 8 ensures that there is a
1
subset Sx C 2 of size at least (1 — y/a)|§2¢| such that for all z € Sx:

1-/a
:uilz,x7QP/1 (Z) > ‘Qt| . (38)

Applying a similar reasoning to the distribution ,u%y O/ of (TEMi,IQ)—l(t, y) conditioned on
9, b 2 2
P - Qp;, we see that there exists a subset Sy C (2 of size at least (1 — \/a)[f2| such that
for all z € Sy:
1—a
2
z) > . 39
:ut,y,QPé( ) - ‘»Qt| ( )

Note that |Sx NSy | > (1 —2y/a)[f2]. Since the permutations P, ..., P, and the keys ki,. .., k,
are uniformly random and independent, one has

Pl =7]> Y Pr [TEM (6,%) =2 AP} - Op |
ZES NSy

x Pr [(TEMP,Q)*l(t, y) =2 APy Op]

> Y Hex <, 2)iigy, Oy (z) Pr[P} F Qp/ ] Pr[P5 F Qpy ]
zESxﬁSy

>Pr[P I Op] Z MthP/ “tyQp'( z).
z€SxNSy

Using (38) and (39), we get

Pr[Tie = 7] >Pr[P - Qp] w
ZESmey |Qt|
1—2y/a)|Sx NS
>Pr[P QP]( ‘@1“2 N5
S Pu{P - Op] (1-2ya)(1 —2ya)
|£2¢|

>Pr[P + Qp] ! T{i‘( (40)

We next consider Pr[Tiq = 7']. Note that, in the ideal world, the r-tuple of permutations is
independent from the tweakable permutation. Hence, one has

Pr[Tiq = 7'] = Pr[P - Qp]Pr[P + Q.
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Denote m the number of different tweaks. Let ¢; be the number of queries using the i-th tweak

m ~
for some arbitrary ordering of the tweaks. Then [2¢| = [] (N),. Finally, P F Q¢ is equivalent
i=1

1=
to g; constraints on the permutation associated with the i-th tweak, ¢ = 1,...,m. Then
~ o1 1
Pr[PF Q¢| = — = —
g (N)g; 2]
and )
Pr[z—’id = 7'/] = Pr[P F QP]W (41)
t

Hence, by combining (40) and (41), we arrive at

Pr[Tie = 7'
— = >1—4y/a. O
Pr[Tiqg =7 — Ve

CONCLUDING. Combining Lemmas 1 and 11 proves Theorem 4.
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