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ABSTRACT

Achterbahn stream cipher is proposed as a candidate for ECRYPT eSTREAM project which deals with key of length 80-bit. The linear
distinguishing attack,which aims at distinguishing the keystream from purely random keystream,is employed to Achterbahn stream
cipher. A linear distinguishing attack is based on linear sequential circuit approximation technique which distinguishes statistical bias
in the keystream. In order to build the distinguisher, linear approximations of both non-linear feedback shift register (NLFSR) and the
non-linear Boolean combining function R: F¥ — F, are used. The keystream sequence generated by this algorithm consist a

distinguisher with its probability bias 2718%°, Thus, to distinguish the Achterbahn, we only need 8—12 = (21809)2 = 23618 kaystream bits
and the time complexity is about 2—2 = 236213 which is much higher than the exhaustive key search 0(28%).
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1. INTRODUCTION

1.1 Background

A linear distinguishing cryptanalysis technique for stream ciphers was presented by Golic in 1994[3] which enable us to distinguish
the keystream from a truly random sequence. The main idea in distinguishing attack is to introduce some biased noise component and
form linear approximations of nonlinear parts of the cipher with linear functions to build linear distinguisher. The efficiency of linear
approximation functions is then measured by its correlation. Such correlation is used for distinguishing the keystream sequence from a
random sequence by a standard chi-square frequency statistical test. To distinguish a sequence from purely random binary sequence

with error probability less than 1073, the length of the observed keystream sequence should not be larger than i—fwhere € is the

correlation coefficient of the random variablex, defined as € = 1 — 2Pr[x = 1]. If the key length isk, the statistical weakness is
effective if and only if the correlation coefficient is greater than 27%/2,

Bias linear relations are usually found by replacing the nonlinear components in the cipher by appropriate linear approximation.
Efficient techniques for finding biased linear relations among the keystream bits are presented in [3, 4]. General method for
establishing such relation is the correlation attack against the combiner functions or the filter functions and linear sequential circuit
approximation introduced by Golic [1].

1.2 Contribution of the Paper

Our contribution in this paper is to mount a distinguishing attack based on linear sequential circuit approximation i.e. use linear
approximations of the cipher on Achterbahn stream cipher. First, we linearize the behavior of the nonlinear update state functions by
considering linear approximation of each function. Next, we linearize combining function, like the output function. Then we describe
how to get the bias of all these linear approximations. The keystream sequence generated by Achterbahn with its probability bias

271809 shows that there is a distinguisher. Thus, we only need siz = (21809)2 = 23618keaystream bits and the time complexity is about

g = 23621319 distinguish the keystream of Achterbahn which is much higher than the exhaustive key search of 0(28°).

2. BRIEF DESCRIPTION OF ACHTERBAHN STREAM CIPHER

The stream cipher Achterbahn is a binary additive stream cipher with 80-bits of key length and 64-bits of initial vector [5]. The core of
the keystream generator consists of eight primitive binary nonlinear feedback shift registers (NLFSR) labeled with capital
letters A, B, ...,H. The output of each NLFSR contributes with a linear feedforward logic described by filter
polynomials a(x), b(x), ..., h(x). The linear feedforward logics then contribute the Boolean combining function R(y, 3, ..., yg)Which
then produces the output keystream.
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Figure 1: Block Diagram of Achterbahn Stream Cipher

2.1 The Boolean combining function
The Boolean combining function R: F — F, has algebraic degree 3. The algebraic normal form of R is:

Ry, Y2, -, ¥8) = Y1+ Y2 + Y3+ Ya+ YsY7 + VeV7 + VeVs + YsVeV7 + V6V7Vs

2.2 The feedback shift registers
The keystream generator (KSG) consistsofeight binary primitive nonlinear feedback shift registers, labeled by the capital

letters A, B, ..., H. The feedback functions of the eight NLFSR’s are given by

A(Xg, X1, s X21) = Xo + X5 + Xg + X7 + X109 + X191 + X1z + X13 + X17 + Xpg + XpX7 + XaX1s + XgXe + X1gX11 + X1 XaX1q
+ X1X4X13X14

B(xo, X1, ...,xzz) = Xo + X6 + X7 + Xg + X11 + X12 + X14 + X15 + X17 + X19 + X1 + X1X4 + X2X7 + X5Xg + X6X10 + XpX4Xg
t X1X3X5X10 T X4X11X12%13

C(.XQ, X1, ...,x24) = X + X1 + X3 + X5 + X6 + X7 + Xg + X12 + X14 + X15 + X17 + X18 + X2 + X1Xe + X4X13 + XgX16 + X12X15
+ X5X11X14 t X1X4X11X15 + X2X5X8X10

D(.XQ, X1, ...,st) = X + X1 + Xg + X5 + X7 + Xg + Xg + X13 + X14 + X16 + X20 + X4 + X1Xe + X4 X7 + X12X16 + X15X17
t X4X15X17 + X7X9X10 T X1X3X14X16 T XgX11X12X17

E(xo, X1, ...,xZG) = Xo + X1 + Xy + X6 + Xg + Xg + X10 + X13 + X14 + X16 + X19 + X1 + X23 + X1Xg + X3X12 + X11X17 + X15X18
* XsXeX15 + X3X5X16X17 + X7X12X14%15

F(X0, X1, s X27) = Xo + X1 + Xz + X7 + X15 + X157 + X19 + X390 + Xpp + Xp7 + XgX17 + X10X15 + X11X14 + X12X13 + X5X14%X10
t XeX10X12 T XeX9X17X18 + X10X12X19X20

G(.XQ, X1, ...,ng) = X + Xy + X3 + X5 + X6 + Xg + X14 + X15 + X16 + X18 + X1 + Xo7 + X5X7 + X6X20 + X10X14 + X13X18
+ XgX19X21 t X11X16X18 t X1 X5X15X21 + X2X7X17X20

H (X, X1, ) X30) = Xo + X3 + X5 + X7 + X109 + X6 + X17 + X15 + X190 + X0 + X271 + Xou + X3¢ + XsXqs + X11X18 + X16X22
+ X17X21 T X1X2X19 + X1X12X14X17 T X2X5X13X20

2.3 Linear feedforward functions
Linear feedforward output function takes input from nonlinear feedback shift registers A4, B, ..., H. The linear feedforward output

function can be described by the filter polynomial. The binary filter polynomial for example a(x) for NLFSR-A has degree at most 6.
All filter polynomials will have nonzero constant terms. Thus the polynomial aeF,(x) has the form

a(x) = agx® + asx® + axt + azx® + ax® + agx + 1

3. ABRIEF DESCRIPTION OF LINEAR SEQUENTIAL CIRCUIT APPROXIMATION
In order to find all non-balanced linear functions of at mostM + 1 consecutive output bits whose existence is established in Theorem
[2], which is given below, one should determine the correlation coefficient for 2 Boolean functions of Mvariables.

Theorem:

Let the next state function of a binary autonomous finite state machine with M bits of memory be balanced. Then there exist a linear
function Lof M + 1binary variable effectively depending on the first variable such that the function L(z, ..., z;_p)of at most M +
1consecutive output bits is a non-balanced function of the initial state variable for each t > M.



A binary autonomous finite state machine or sequential circuit is defined as:

St = F(St—l)'t 2 1 (1)
and
z=f(S),t=1 (2

Where F:GF(2)™ - GF(2)™ is a next state vector Boolean function, f: GF(2) — GF(2) is an output Boolean function, S; =
(S1¢» > Sme) s the state vector at timet, M is the number of memory bits, z;is the output bit at time tand Sy = (S10, .-, Smo)1S the
initial state. A binary keystream generator can be defined as a binary autonomous finite state machine whose initial state, the next state
and output functions are controlled by secret key.

3.1 A Framework for Linear Distinguishing Attack
The attack is composed by three stages:

Stage 1:

Find a linear approximation of the output function fand each of the component functions of the next state function F. This enables us
to express each of these M + 1 functions as the sum of a linear function and a non-balanced function. The degree of approximation is
measured by the corresponding correlation coefficient, which should be different from zero. Note that to determine all linear
approximations of Boolean function effectively depending on Mvariables; one may use the Walsh transformation technique which has
0(M2M) computational complexity. In practice, both the output function and the component next state functions effectively depends
on small number of variables or can be expressed in terms of such functions. Therefore, the computational complexity of obtaining all
the linear approximation along with the corresponding correlation coefficients is considerably smaller than O((M + 1)M2M)

Stage 2:

By virtue of obtained linear approximations, the basic equations (1) and (2) becomes
Se = ASe1 +A(Se_q), t=1 @)
(4)

whereS;is M x 1vector, Ais M x Mmatrix, B is 1x Mvector, A is M x 1noise vector, ¢ is a scalar noise component. Then by using the
generating function technique, we obtain a linear function of at most M + 1consecutive output bits that is expressed as the sum of
unbalanced functions of the initial state variable. The linear function

Uy = Z?/I:o PiZtyi = Zgio ©; €(Sevi) + 294:1 Zfio €,j 0 (Se4i-1) )

where
o(x) = XM, @;xt, (m < M)corresponds to the reciprocal of the characteristic polynomial of state transition Matrix Aof the linear
sequential circuitand ¢; ;(0 < i <m,1 < j < M)isthe j"element of the M-bit row vectorY 7" ¢y, ;BA¥

ze =BS;+¢(Sp), t=1

Stage 3:

Under the independence assumption of the noise terms, the correlation coefficient of u,denoted by

,
&= gihw(")')Hé‘th(c') , where hw()) is the weight of a given polynomial. & = ™9 [T7_o &/™ (0
i=0

The standard chi-square frequency statistical test can then be applied to {u,} to distinguish this sequence from a purely random binary
sequence. The distinguishing error probability is less than about 1073, if the segment length is about 10/£2. The computational
complexity of processing this amount of keystream is 0(10£~2)

4. LINEAR SEQUENTIAL CIRCUIT APPROXIMATION OF ACHTERBAHN STREAM CIPHER

In this section, we derive the linear sequential circuit approximation of Achterbahn stream cipher. Let S, be 211-bit binary column
vector which contains the state of eight NLFSRs of Achterbahn at time ¢, i.e. (ag, @y, ..., a1, ..., hg, By, ..., Rzg)T in the pseudo-code
introduced in section 2. The feedback functions of each NLFSR’s are the nonlinear parts of the next state functions andthe combining
function Ris nonlinear function.

Stagel:

Let &40,pp, - Enpbe the correlation coefficient of noise vector corresponding to the next state update
functions L, o, Lg p, -, Luv,and eg,, be the correlation coefficient ofthe scalar noise term corresponding to the linear approximation
Lg,w0f R We can compute the bias of each update function and combing function by exhaustive search over all possible choices for

linear approximations for the feedback function and combining function to find the greatest correlation coefficient. The correlation
coefficient for the next update functions and nonlinear combiner function is achieved by the following choice:-

Find a linear approximation of each of the next state functions 4, B, ..., Hand output combining function R. TransformA(x, x4, ..., X21)
into multi variable as Ly o (Yo, Y1, s ¥15) = O15Y15 + 01414 + - + OV, where(yg, ¥1, -, Y15) =



(X0, X1, X2X4, X5, ..., X14, X17, X20) . Thecorrelation coefficient of A(xg, x1, ..., %21)is €4, = 27¢ with the linear approximationL, , =
x0+x1+x5+x6+x12 +x17+x20
Similarly, transform B(xg, X1, -y X22) into multi variable

as Lp, (0, Y1, -» Y18) = P18Y1s + P17Y17 + = + PoYo.wWhere (Vo, 1, .-, ¥18) = (X0, X1, o) X15, X17, X19, X21). The correlation
coefficient of B(xg, x1, ..., X22)is €5, = 277 with the linear approximation Lz, = Xo + X3 + X7 + X34 + X35 + X317 + X190 + X21.

TransformC (xo, X1, ..., X4)into  multi  variables  asL¢ q(Vo, Y1, » ¥19) = G19¥19 + G18¥18 + *** + qoYo.Where (Yo, ¥1, ..., Y19) =
(0, X1, -, X18, X22) . The correlation coefficient of C(xg, xy, ..., X24) IS €. = 27 with the linear approximation Lc, = xo + x; +
X3 +x7 +XQ +x17 +x13 +x22.

Transform D(xO, X1y e ,st) IntO multl Val‘lab|e as LD,T‘(yO' Y1, ""y18) = T18Y18 + T"17Y17 + -+ royo,Where(yo, Vs ees Y18) =
(X0, X1, X3, .., X17, X20, X24). The correlation coefficient of D (xg, xy, ..., X25)is &p, = 272 with the linear approximation Ly, = x, +
Xs + X6 + X13 + X20 + X24.

Transform = E(xg, xq, .., X2¢) into multi variable asLgs(¥o, Y1, ) ¥20) = S20Y20 + S19¥19 + - + So¥o.Where(yo, ¥1, ..., ¥20) =
(0, X1, X2, X3, X5, ..., X19, X21, X23). The correlation coefficient of £ (xg, x4, ..., %26)is €gs = 27 with the linear approximation Lgs =
x0+x2 +x6+x9+x10 +.X11 +X12 +x13 +X14+X19+xZ1 +x23.

Transform  F(xg, xq,...,x7) into multi variable asLg (¥, ¥4, ..., ¥18) = t1g¥1g + t17¥17 + -+ + toyo,where(yo, ¥4, ..., ¥18) =
(xo, X1,X2,X5, v, X7, X9, «v)y X15, X17, X18, X19, X20, X22, x27)The correlation coefficient of F(xO, X1y weny x27)iS Ept = 2_7W|th the linear
approximation Lg, = xo + x1 + X3 + X7 + X33 + X35 + Xp5+%37

Transform G(Xo, X1y eeny XZg) into multi variable aSLG’u(yo, Y1, ...,yzo) = Uz0Y20 + U19Y19 + -+ uoyo,Where(yo, Vs eees yzo) =
(%0, X1, X3, X3, X5, e, X11, X13, o) X21, X27).  The correlation coefficient of G(xg,xq, ..., %28)iS &gy = 2710 with the linear
approximation Lg, = Xo + X3 + X9 + X13+x27

Transform H(xg, X4, ..., X30) into multi variable as Ly ,(Vo,¥1, ) ¥20) = V20Y20 + Vig¥19 + =+ + voyo.Where(yo, ¥4, ..., ¥20) =
(X0, X1, X2, X3, X5, X7, X10, -+ » X22, X24, X30). The correlation coefficient of H(xg, X1, ..., x30)is &5, = 277 with the linear approximation
LH,U = Xp + X1 + X + x3+x7 + X10 + X15 + X16 + x17+x19 + X1 + X2 + x24+X30

Transform  R(xg,x1,..,%x7) into multi variable as Lg,, (¥o, Y1, .., ¥7) = W77 + WeVe + = + Woyo,where (yo, ¥4, ..., ¥7) =
(%0, X1, .., x7). The correlation coefficient of R(xo, x1, ..., x7)is &gy, = 272 with the linear approximation Lg,, = xo + x; +x; +

Stage2:
Using the decomposition function of nonlinear function, the linear approximation of (3) and (4) for the Achterbahn could be written as:

Sy =AS_q +HA, t>1 )

Ze =BSi+y, t=1 ™

whereH = [h;],11xg iS @ binary matrix whose all entries are zero, except hgo, h221, Ras 2, h703, hosar R1235 Ris1e Nigo,7
T
A= [51,t52,t53,t54,t55,t56,t57,t58,t]

A= [60(S-1)822(St-1) 845(St-1)870(St-1) S06(St-1) 6123(Se—1)8151(St-1)8180(Se—1)1"

is the 8-bit column noise vector corresponding to the next state update function and y; = y(S;) is the scalar noise term corresponding
to the linear approximation L, ,,0f Rand AandB are as follows:

whered = [e;j],11x211 IS the identity matrix and each e;, 0 < i < 210 denotes the (i + 1)"*row of identity matrix and
€0 = 0y4,€22 = PB, €45 = (¢, €70 = Tp, €96 = Sg, €123 = tr, €151 = Ug, €180 = Vi
Where

04 = 015631 + 01430 + 013819 + 012817 + 011616 + 010815 + 09€14 + 0gey3 + 07815 + 0ge11 + Ose19 + 0489 + 0388 + 0287 + 0184
+ 0peq

PB = P18€aa T P17€43 T D16€a2 T P15€a1 T D14€s0 T P13€39 T P12€38 t P11€37 T P10€36 T Po€35 + Pgl3s + P7€33 + Ps€32 + Psess
+ Pa€30 + P3€29 + P2€27 + P1€25 + Poe2s

qc = q19€69 T q18€68 + q17€67 T G16€66 T q15€65 T §14€64 T §13€63 T G12€62 T q11€61 T G10€60 T G9€59 T Ggesg T q7€57
t ge€s6 t gs€s5 + gaess + g3es3 + gze52 + q1€51 + Goeyy
Tp = T1g€gs + T17€94 + T16€92 T T15€91 + T14€90 + T13€89 + T12€gg T+ T11€87 + T10€ge T To€gs + Tgegy + T7€g3 + Vg2 + 581
+ Ty€3¢ + 3879 + Ty€e7g + T1€75 + To€71

SE = S20€122 T S19€121 T S18€120 T S17€119 T S16€117 T+ S15€116 T S14€115 T S13€114 T S12€113 + S11€112 + S10€111 T S9€110
+ Sg€109 T S7€108 T S6€107 T S5€106 T S4€105 T S3€104 T+ S2€103 T S1€101 T So€99



tp = tig€150 T t17€149 T L16€148 T t15€145 + L14€144 T+ L13€143 + 12141 + E11€140 T L10€139 T Lol13g T tg€137 + L7136 T+ tsC13s
+ tsey33 + tye13z + t3€131 + tr€130 T L1€128 + Lol123

UG = Upp€179 T U917 + Usgly77 + Ur7€176 + U16€174 + Uss€173 + Uggl172 + Usze71 + Ugn€170 + Usr€169 T Usp€168 T Uolise
+ Uglips + U7L164 + Ugl13 T UsC1ez + Uglie1 + Uz1go T Uz€i59 + Useysg + Uplys:

Uy = Vz0€210 T V19€209 T V1g€208 T V17€207 + V16€205 T V15€203 + V14€200 + V13199 + V12€198 + V11€197 + V10€196 + V9105
+ Vge194 t V7€193 + V€192 + Vse191 + Vs€190 + V3189 + V2188 + V18186 + Voligo

B = Wez€z10 + We2€209 + We1€208 + We0€207 T W59€206 T Wsg€205 + W57€204 + Ws6€203 + Ws5€202 + Ws4€201 + Ws3€179
T Wsze178 + Ws1€177 + W50€176 + Wagl175 + Wagli7s + Wyaye173 + Wye€172 + Wys€171 + Wagl150 + Wazl149
T Wype148 + Wy1€147 + Wao€146 T W39€145 + W3glrgq + W37€143 + W36€142 T Wasl12p + W34€121 + W3zl12g
T W3z€119 T W31€118 + W30€117 + Wag€116 T W2gl115 + Way€g5 + Wpe€oy + Wis€93 + Wpslgp + Wizegg
T Wpz€90 + W21€g9 + Waglgg + Wig€sg + Wig€sg + W17€67 + W16 T Wis€es + Wi4€64 + Wizes3 + Wizeyy
T Wige43 + Wig€yp + Woeyg + Wglyg + Wre39 + Weezg + W5ez1 + Walzg + W3e1g + Wieig + Wie17 + Woese

Using the general relation (5), the basic linear sequential circuit approximation of Achterbahn corresponding to the decompositions A

and B can be expressed as
m m m
U = Z PiZevi = Z PiVeri T Z ity
i=0 i=0 i=0

which can be represented in generating function domain as:-

u; = @(D)z, = p(D)y, + c(D)S,
Where
@(x) = X% @ix'is the reciprocal of the characteristic polynomial of Aand ¢;(x) = Xj%,¢;;x', 1 < j < 8whose coefficient are
defined by[cyiczi - Cgil = iy PuriBAFH.
Reciprocal of characteristic polynomial ¢ (x)of matrix Ais as follows:

() =1+x+x*+x5+x8 +x% + x12 + 213 + 2% + x5 + 18 + 109 + x72 + x73 + x70 + x77 + x128 4 x129 4 x132 4 x133
4 x136 4 137 4 1140 4 2141 4 1192 4 2193 4 4196 | 197 | 1200 | 201 4 204 4 5205

The ¢;(x), for 1 < j < 8polynomials are as follows:
() =x+x%2 + x5+ x% + 210 + x13 + x1% + x5 + x66 + x68 4 x®° + x71 + x73 + x7% + x77 + x°6 + x0T 4 x128 4 x130
4 133 4 137 4 2141 4 1142 4 1190 4 5191 4 193 | 4195 | 1197 4 1198 4 1200 4 4201 | 4204
C2 (X) - X+X2 +X5 +X9 +X10 +X13+X14 +X40 +X42 +X45 +X68+X72 +X73+X77

+ X78 +X128 +X129 +X132 +X133 +X140 +Xl4l+xl42 +X151+X154

+ X157 +X160 +X161+X169 +X189 +X194 +X200 +X201+X202

C(X) = XX+ X0+ X+ X+ xT XX X XM x4 xP x4 xT
X73 + X74 + X76 + X78 + X79 + X80 + X81 + X83 + X89 + XlOO + XlOZ + X105 + X107
Xll7 + X119 + X120
Ci(X) = X+X X+ X X+ X+ X+ X+ XX+ x4+ X+ x4 X
XX XX XX X X X x4+ XY
+ X98 + X104 + X107 + X109
CS(X): X+X2 +X3+X17 +X19+X20+X21+X31+X33+X37+X39+X40+X43
+X51+X54+X61+X69+X71+X76+X77+X79+X81+X83+X87+X91
+ X98 + X102 + X110 + X112 + X124 + X146
Co (X) = X7+ X0+ X+ X+ XX XX x4 xM - x® +xY
+ X63 + X7l + X79 + XBl + X89 + X96 + X102 + XllB + X134 + Xl49 + XlGl + X169

+ X178 + X188 + X189



C,(X) =X+ X+ X+ X+ XX XXX XX x4 xT
+ X82 + X85 + X86 + X89 + X93 + X94 + X95 + X98 + X99 + X100 + X117 + X118
+ X123 + X131 + X200
C; (X) =X+ X+ X%+ X+ XM+ X7+ XA XP XXX X X
+ X56 + X57 + X58 + X59 + X60 + XGl + X63 + X64 + XGS + X89 + X90 + X91 + X102

LxUO y 120 4 128 | (128 4 (131, (160
Stage3:

Under the independence assumption of the noise terms, the correlation coefficient of u, denoted bye = sihw(“’i) -, eihw(c"), where

hw(.)is the weight of a given polynomial and ¢; is the noise terms corresponding to linear approximations. Assuming the terms are
independent, the correlation coefficient of u, is 271899,

The keystream sequence generated by Achterbahn consist a distinguisher with its probability bias 27189, Thus, to distinguish the
Achterbahn we only need 81—2 = (21809)2 = 23618 kaystream bits and the time complexity is about g = 236213 which is much higher

than the exhaustive key search 0(28%). The standard chi-square frequency statistical test can then be applied to u, to distinguish this
sequence from a purely random binary sequence.

From this analysis we see that there are three factors determining the power of our attack.

1. The correlation coefficient € of linear approximations.
2. The weight of the polynomial of state transition Matrix Aof the linear sequential circuit.
3. The weight of the polynomial of linear approximation of feedback function

It is favorable to look for polynomials that are of low weight.

5. CONCLUSION

In this paper, we have utilizes the concept of linear sequential circuit approximation to mount distinguishing attack on Achterbahn
stream cipher. We derive the linear functions of consecutive output bits with the correlation coefficient of about 2718%9_ It shows that
output sequence of Achterbahn Stream cipher can be distinguished from a purely random sequence. In our attack, we only need
23618evystream bits with error probability less than 107 for distinguishing the output sequence from a purely random sequence. The
time complexity is about 236213 which is much higher than the exhaustive key search i.e. 0(28°).
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