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Abstract

We introducéhoney encryptio(HE), a simple, general approach to encrypting messageg lasv min-entropy
keys such as passwords. HE is designed to produce a ciphetteh, when decrypted with any of a number of
incorrectkeys, yields plausible-looking but bogus plaintexts chieney messages key benefit of HE is that it
provides security in cases where too little entropy is adél to withstand brute-force attacks that try every key;
in this sense, HE provides security beyond conventiondkbinrce bounds. HE can also provide a hedge against
partial disclosure of high min-entropy keys.

HE significantly improves security in a number of practiceattings. To showcase this improvement, we build
concrete HE schemes for password-based encryption of R&Atdeeys and credit card numbers. The key chal-
lenges are development of appropriate instances of a newafypandomized message encoding scheme called a
distribution-transforming encoddéDTE), and analyses of the expected maximum loading of bing&rious kinds
of balls-and-bins games.

1 Introduction

Many real-world systems rely for encryption on low-entrapyveak secrets, most commonly user-chosen passwords.
Password-based encryption (PBE), however, has a fundahiienitation: users routinely pick poor passwords. Ex-
isting PBE mechanisms attempt to strengthen bad passwizrdslfting, which slows attacks against multiple users,
and iterated application of one-way functions, which slaesryption and thus attacks by a constant facte.g.,

¢ = 10,000). Recent result$ [7] prove that for conventional PBE sclefeay., [[35]), work; suffices to crack a single
ciphertext with probabilityg/c2# for passwords selected from a distribution with min-enyrep This brute-force
boundis the best possible for in-use schemes.

Unfortunately empirical studies show this level of segutid frequently be insufficient. A recent study [13]
reportsp, < 7 for passwords observed in a real-world population of 69+#ianilusers. (1.08% of users chose the
same password.) For any slowdowsmall enough to support timely decryption in normal use,stheurity offered
by conventional PBE is clearly too small to prevent messagevery (MR) attacks.

We explore a new approach to PBE that provides security likytom brute-force bound. The idea is to build
schemes for which attackers areable to succeed in message recovery even after tryiny @essible password /
key. We formalize this approach by way of a new cryptographimjiive calledhoney encryptiofHE). We provide a
framework for realizing HE schemes and show scenarios Lisgbuactice in which even computationally unbounded
attackers can provably recover an HE-encrypted plainté@ktprobability at mos2~# + ¢ for negligiblee. Since there
exists a trivial, fast attack that succeeds with probghbilit* (guess the most probable password), we thus demonstrate
that HE can yield optimal security.

While HE is particularly useful for password-based endoyp{PBE), we emphasize that “password” here is meant
very loosely. HE is applicable tanydistribution of low min-entropy keys, including passwar&$Ns, biometrically
extracted keys, etc. It can also serve usefully as a hedgesagartial compromise of high min-entropy keys.

Background. Stepping back, let us review briefly how brute-force messagevery attacks work. Given an en-
cryption C = enc(K, M) of messagé\/, where K and M are drawn from known distributions, an attacker’s goal



is to recover)M . The attacker decryptS under as many candidate keys as she can, yielding mesaages. , M,,.
Should one of the candidate keys be correct (ieis from a low-entropy distribution))/ is guaranteed to appear in
this list, and at this stage the attacker wins with probgbégual to her ability to pick oud/ from the ¢ candidates.
Conventional PBE schemes make this easy in almost all gsttifor example, if\/ is a 16-digit credit card number
encoded via ASCII and the PBE scheme acts like an ideal gigheprobability that any/; # M is a valid ASCII
encoding of a 16-digit string is negligible, @t0/256)'6 < 2=, An attacker can thus reject incorrect messages and
recoverM with overwhelming probability. In fact, cryptographersngeally ignore the problem of identifying valid
plaintexts and assume conservatively thadt/ifappears in the list, the attacker wins.

Prior theoretical frameworks for analyzing PBE schemesHacused on showing strong security bounds for
sufficiently unpredictable keys. Bellare, Ristenpart, dadsarol[7] prove of PKCS#5 PBE schemes that no attacker
can break semantic security (learn partial informationuaiptaintexts) with probability greater tham (c2*); here,c
is the time to perform a single decryptiom,is the min-entropy of the distribution of the keys, and ngiple terms
are ignored. As mentioned above, though, whegs 7, such a result provides unsatisfying security guaraneess,
the formalisms and proof techniques [of [7] cannot offerdratesults. It may seem that this is the best one can do and
that providing security beyond this “brute-force barriegtnains out of reach.

Perhaps unintuitively (at least to the authors of the priggaper), the bounds above are actualby tight for all
settings, as they do not take into account the distributibth@ challenge messagdl. ShouldM be a uniformly
chosen bit-string of length longer thamn for instance, then the best possible message recoveck attzuld appear
to work with probability at most /2#. This is because for typical PBE schemes an attacker wik laalvard time, in
practice, distinguishing the result déc(K, C') for any K from a uniform bit string. Said another way, the candidate

messagesd/i, ..., M, would all appear to be equally valid as plaintexts. Thus areeshry would seem to maximize
her probability of message recovery simply by decryptingising the key with the highest probability, which is at
most1/2~.

Previously proposed security tools have exploited exadhtlyintuition for special cases. Hoover and Kausik [28]
consider the problem of encrypting a (uniformly-chosen)ARSB DSA secret exponent for authenticating a user to a
remote system. Only the remote system holds the associat#it gey. To hedge against compromise of the user’s
machine, they suggest encrypting the secret exponent arfelé (a short decimal-string password). They informally
argue that brute-force decryption yields valid-lookingpesents, and that an attacker can at best use each candi-
date exponent in a brute-force online attack against the@tesystem. Their work led to a commercially deployed
system [[3D]. Other systems similarly seek to foil offline terforce attacks, but mainly by means of hiding valid
authentication credentials in &axplicitly stored listof plausible-looking fake ones (often called “decoys” oofiey-
words”) [11/29]. Similarly, detection of system breachsig “honeytokens,” such as fake credit-card numbers, is a
common industry practice [43].

Honey encryption (HE). Inspired by such decoy systems, we set out to build HE schéna¢sprovide security
beyond the brute-force barrier. These schemes yield catedidessages during brute-force attacks that are indistin-
guishable from valid ones. We refer to the incorrect plaintandidates in HE asoney messagefllowing the long
established role of this sweet substance in computer sgtemminology.

We provide a formal treatment of HE. Functionally, an HE sohas exactly like a PBE scheme: it takes arbitrary
strings as passwords and uses them to perform randomizegbgan of a message. We ask that HE schemes simulta-
neously target two security goals: message recovery (MRirgg as parameterized by a distribution over messages,
and the more (multi-instance) semantic-security styldsggof[7]. As we noted, the latter can only be achieved up
to the brute-force barrier, and is thus meaningful only fightmin-entropy keys; our HR schemes achieve the goals
of [[7] using standard techniques. The bulk of our effortshis paper will be on MR security, where we target security
better thany/c2#. Our schemes will, in fact, achieve security bounds closk/#% for unbounded attackers when
messages are sufficiently unpredictable.

HE schemes can also produce compact ciphertexts (unlilidypstored decoys). While lengths vary by con-
struction and message distribution, we are able to givensebdor which the HE ciphertext fav/ can be as small as
a constant multiple (e.g., 2) of the length of a conventidtBE ciphertext o/ .

Framework for HE schemes. We provide a general methodology for building HE schemescdtnerstone is a new
kind of (randomized) message encoding that we cdik&ibution-transforming encoder (DTEA DTE is designed



with an estimate of the message distributigy in mind, making it conceptually similar to arithmetic/Hofén cod-

ing [20]. The message space for a DTE is exactly the suppast, gnessages with non-zero probability). Encoding a
message sampled fropy, yields a “seed” value distributed (approximately) unifdynit is often convenient for seeds

to be binary strings. A DTE must have an efficient decoder, figen a seed, obtains the corresponding message.
Applying the decoder to a uniformly sampled seed producesssage distributed (approximately) unggr. A good
(secure) DTE is such that no attacker can distinguish withiscant probability between these two distributions: (1)
a pair(M, S) generated by selectinyy from p,,, and encoding it to obtain seét] and (2) a paif}, S) generated by
selecting a seef uniformly at random and decoding it to obtain messageBuilding DTEs is non-trivial in many
cases, for example wher, is hon-uniform.

Encrypting a messagkl under HE involves a two-step procedure that we BAlE-then-encryptFirst, the DTE
is applied toM to obtain a seed. Second, the seeflis encrypted under a conventional encryption scheneusing
the key K, yielding an HE ciphertext’. This conventional encryption scheraac must have message space equal
to the seed space and all ciphertexts must decrypt underegnipla valid seed. Typical PBE schemes operating on
bitstrings provide all of this (but authenticated encrgptschemes do not). Appropriate care must be taken, however,
to craft a DTE whose outputs require no padding (e.g., for @B&tle encryption).

We prove a general theorem (Theoriem 2) that upper bounds fhsddurity of any DTE-then-encrypt scheme by
the DTE’s security and a scheme-specific value that we calki#tpected maximum load. Informally, the expected
maximum load measures the worst-case ability of an unbaliatteacker to output the right message; we relate it
to the expected maximum load of a bin in a kind of balls-antslgame. Analyzing an HE scheme built with our
approach (and a good DTE) therefore reduces to analyzingaifeand-bins game that arises for the particular key
and message distribution. Assuming the random oracle navddéal cipher model for the underlying conventional
encryption scheme enables us to assume balls are throwpeindently in these games. (We conjecture thatise
independent hashing, and thiusvise independent ball placement, may achieve strong isggumany cases as well.)

A DTE is designed using an estimate of the target messagibdi&tin p,,. If the DTE is only approximately right,
we can nevertheless prove message-recovery securityyflantdéhe brute-force-barrier. If the DTE is bad, i.e., based
on a poor estimate af,,,, we fall back to normal security (up to the brute-force kejtiat least provably achieving
the semantic security goals [A [7]. This means we never dsevitran prior PBE schemes, and, in particular, attackers
must always first perform the work of offline brute-force ekimbefore HE security becomes relevant.

HE instantiations. We offer as examples several concrete instantiations ofjeneral DTE-then-encrypt construc-
tion. We build HE schemes that work for RSA secret keys bytioigfa DTE for uniformly chosen pairs of prime
numbers. This enables us to apply HE to RSA secret keys adyssainmon tools such as OpenSSL, and improves
on the non-standard selection of RSA secret exponents iveéd@nd Kausik[[28]. Interestingly, simple encoding
strategies here fail. For example, encoding the secretdiesstly as binary integers (in the appropriate range) woul
enable an attacker to rule out candidate messages resftimgdecryption by running primality tests. Indeed, the
DTE we design has decode (essentially) implement a priméoeugeneration algorithm. (This approach slows down
decryption significantly, but as noted above, in PBE sedtsigw decryption can be advantageous.)

We also build HE schemes for password-based encryptioneafitccard numbers, their associated Card Veri-
fication Values (CVVs), and (user-selected) PINs. Encoyptf PINs requires a DTE that handles a non-uniform
distribution over messages, as empirical studies show aheser bias in PIN selection|[9]. The resulting analy-
sis consequently involves a balls-and-bins game with nofeum bin capacities, a somewhat unusual setup in the
literature.

In each of the cases above we are able to prove close to opfiRa&ecurity.

Limitations of HE. The security guarantees offered by HE come with some stetigshed. First, HE security does
not hold when the adversary has side information about thetanessage. As a concrete example, the RSA secret key
HE scheme provides strong MR guarantees only when the ettddes not know the public key associated with the
encrypted secret key. Thus HE cannot effectively proteatnabHTTPS certificate keys. (The intended application
for this HE scheme is client authorization, where the pukédg is stored only at the remote server, a typical setting
for SSH users. See, e.d., [28].) Second, because decrygftamHE ciphertext under a wrong key produces fake but
valid-looking messages, typos in passwords might confegiéiate users in some settings. We address this issue of
“typo-safety” in Sectioml7. Third and finally, we assume ir lE analyses that the key and message distributions



are independent. If they are correlated, an attacker mayleet@ identify a correct message by comparing it with
the decryption key that produced it. Similarly, encryptiag correlated messages under the same key may enable an
adversary to identify correct messages. (Encrypting inddpnt messages under the same key is fine.) We emphasize,
however, that should any of these assumptions fail, HE #ggdatis back to normal PBE security: there is never any
harm in using HE.

2 Related Work

Our HE schemes provide a form of information-theoretic gpton, as their MR security does not rely on any
computational hardness assumption. Information-theoegicryption schemes, starting with the one-time [40],
have seen extensive study. Most closely related is entegaiarity [22, 39], where the idea is to exploit high-entropy
messages to perform encryption that leaks no predicateegpldimtext even against unbounded attackers (and hence
beyond the brute-force bound). Their goal was to enable fuseiform, smaller (than one-time pads) keys yet achieve
information-theoretic security. HE similarly exploitsetlentropy of messages, but also provides useful bounds (by
targeting MR security) even when the combined entropy ofsagss and keys is insufficient to achieve entropic
security. See also the discussion in Appemndix A.

Deterministic [2, 4, 12] and hedgeld [3.37] public-key emtign rely on entropy in messages to offset having no
or only poor randomness during encryption. HE similarlyleitp adversarial uncertainty about messages in the case
that keys are poor; HE can be viewed as “hedging” against k@@ (passwords) as opposed to poor randomness.

In natural applications of HE, the message sp&tenust encompass messages of special format, rather than just
bitstrings. In this sense, HE is related to format-presgrancryption (FPE)]6], although HE is randomized and has
no preservation requirement (our ciphertexts are unstredtbit strings). An implication of our approach, however,
is that some FPE constructions (e.g., for credit-card guiay) can be shown to achieve HE-like security guarantees
when message distributions are uniform. HE is also conediptelated to collisionful hashind [10], the idea of
creating password hashes for which it is relatively easyni ifiverses and thus hard to identify the original, correct
password (as opposed to identifying a correct message).

Under (non-interactive) non-committing encryption![14],3 ciphertext can be “opened” to an arbitrary message
under a suitably selected key. (For example, a one-time padn-committing.) HE has a different requirement,
namely that decrypting a fixed ciphertext under differeniskgields independent-looking samples of the message
space. Note that unlike non-committing encryptionl [34], idE&chievable in the non-programmable random oracle
model. Deniable encryption [17] also allows ciphertextdéopened to chosen messages; HE schemes do not in
general offer deniability.

Canetti, Halevi, and Stein€r [[19] propose a protocol in Whacpassword specifies a subset of CAPTCHAS that
must be solved to decrypt a credential store. Their scheeaas ambiguity around where human effort can be most
effectively invested, rather than around the correctnéfiseccontents of the credential store, as HE would.

Perhaps most closely related to HE is a rich literature orplgan and decoys in computer security. Honeypots,
fake computer systems intended to attract and study attacks stock-in-trade of computer security research [42].
Researchers have proposed honeytokens [21, 43], whichataeobjects whose use signals a compromise, and hon-
eywords[[29], a system that uses passwords as honeytokeddgiohal proposals include false documents [15], false
network traffic [14], and many variants.

The Kamouflage systern [111] is particularly relevant. It ceals a true password vault encrypted under a true mas-
ter password amongy bogus vaults encrypted under bogus master passwords. Kag®uequires) (V) storage.
With a suitable DTE, HE can in principle achieve similar ftiopality and security wittO(1) storage. Kamouflage
and related systems require the construction of plausibeys. This problem has seen study specifically for pass-
word protection in, e.g.[ [11, 29], but to the best of our kfemige, we are the first to formalize it with the concept of
DTEs.



3 HE Overview

HE schemes. An HE scheme has syntax and semantics equivalent to thayafimstric encryption scheme. Encryp-
tion maps a key and message to a ciphertext and, in our schesmasdomized. Decryption recovers messages from
ciphertexts. The departure from conventional symmetrarygstion schemes will be in how HE decryption behaves
when one uses the wrong key in attempting to decrypt a cipktertnstead of giving rise to some error, decryption
will emit a plaintext that “looks” plausible.

Formally, letC and M be sets, the key space and message space. For generalitgsuveeathaiC consists
of variable-length bit strings. (This supports, in pad@u varying length passwords.) An HE scheid& =
(HEnc,HDec) is a a pair of algorithms. EncryptioHEnc takes input a keyX' € K, messageVl € M, some
uniform random bits, and outputs a ciphertéxtWe write this as” «<—s HEncx (M), where <—s denotes thatiEnc
may use some number of uniform random bits. Decryptiidec takes as input a ke € I, ciphertextC, and
outputs a messagel € M. Decryption, always deterministic, is written & < HDecx (C).

We require that decryption succeeds: FormatyHDecy (HEncy (M)) = M] = 1forall K € K andM € M,
where the event is defined over the randomnessEnc.

We will write SE = (enc, dec) to denote a conventional symmetric encryption scheme, diiat that the syntax
and semantics match those of an HE scheme.

Message and key distributions. We denote a distribution on sé&t by a mapp: S — [0, 1] and require that

> scgP(s) = 1. The min-entropy of a distribution is defined to bdog max,csp(s). Sampling according to such
a distribution is writters <—,, S, and we assume all sampling is efficient. We pseto denote a message distribution
over M andp,, for a key distribution ovefC. Thus sampling according to these distributions is denated-, , M
andK <, K. Note that we assume that draws frpg andp,, are independent, which is not always the case but will
be in our example applications; see Seckibn 7. Whether HEnseh can provide security for any kind of dependent
distributions is an interesting question for future work.

M essage recovery security. To formalize our security goals, we use the notion of seg@against message recovery
attacks. Normally, one aims that, given the encryption ofemsage, the probability of any adversary recovering the
correct message is negligible. But this is only possiblemieth messages and keys have high entropy, and here we
may have neither. Nevertheless, we can measure the messayeny advantage of any adversary concretely, and
will do so to show (say) that attackers cannot achieve adgenbetter than /2# wherey is the min-entropy of the
key distributionpy,.

Formally, we define the MR security game as shown in Figlre 1

and define advantage for an adversafy against a scheme&lE by MRﬁ‘E,pm,pk
Advig, . (A) = PF[MRﬁE,pm,pk = true]. When working in the ran- K* +,, K
dom oracle (RO) model, the MR game additionally has a proeedu- M* . M

plementing a random function that may query. For our schemes, we C* «<sHENc(K*, M*)
allow A to run for an unbounded amount of time and make an unbounded | M «s A(C*)
number of queries to the RO. For simplicity we assuppeand p, are returnM = M*
independent of the RO.

Figure 1: Game defining MR security.
Semantic security. Inthe case that keys are sufficiently unpredictable and
adversaries are computationally bounded, our HE schemlesahieve
semantic securityl [25]. Our schemes will therefore nevewvide worse confidentiality than conventional encryp-
tion, and in particular the MR advantage in this case equmedsntin-entropy of the message distributipy plus
the (assumed) negligible semantic security term. When awedbwith a suitable password-based key-derivation
function [35], our schemes will also achieve the multi-amste security guarantees often desired for password-based
encryption [7]. Note that the results inl [7] still hold onlgrfattackers that cannot exhaust the min-entropy of the key
space.

In Appendix/A we discuss why existing or naive approaches, eonventional encryption or hiding a true plain-
text in a list of fake ones, aren’t satisfactory HE schemes.



4 Distribution-Transforming Encoders

We introduce a new type of message encoding scheme that erdaoefs aistribution-transforming encoddDTE).
Formally, it is a paiDTE = (encode, decode) of algorithms. The usually randomized algorittancode takes as
input a messag@/ € M and outputs a value in a s8t We call the rangeS the seed spacéor reasons that will
become clear in a moment. The deterministic algorittenode takes as input a valug € S and outputs a message
M € M. We call a DTE schemeorrectif for any M € M, Pr[decode(encode(M)) = M| = 1.

A DTE encodes a priori knowledge of the message distribytjpnOne goal in constructing a DTE is thé¢code
applied to uniform points provides sampling close to thad tdrget distributior,,,. For a given DTE (that will later
always be clear from context), we defingto be the distribution oveM defined by

pa(M)=Pr[M' =M : U<«sS; M + decode(S) ] .
We will often refer top, as the DTE distribution. Intuitively, in a good or secure DTke distribution,,, andp, are
“close.”
Formally, we define this notion of DTE security or goodness falows. Let.4 be an adversary attempting

to distinguish between the two games shown in Figlire 2. Weneefidvantage of an adversadyfor a message
distributionp,,, and encoding scheni@TE = (encode, decode) by

Advile | (A) = (Pr [SAMPlS‘TE,pm = 1] — Pr[SAMPOA ¢ = 1]‘ .

While we focus mostly on adversaries with unbounded runtimgs, we note that these measures can capture
computationally-good DTEs as well. A perfectly secure DBEaischeme for which the indistinguishability ad-
vantage is zero for even unbounded adversaries. In AppBhdi explore another way of measuring DTE goodness
that, while more complex, sometimes provides slightlydrdibunds.

The inverse sampling DTE. We first build

a general purpose DTE using inverse sam- SAMP1E ¢ SAMPO5

pling, a common technique for converting m S* s S

uniform random variables into ones from §* «s encode(M*) M* « decode(S*)
some other distribution. Lek),, be the cu- b s B(S*, M*) b s B(S*, M*)
mulative distribution function (CDF) asso- returnb returnd

ciated with a known message distribution

pm according to some ordering off = Figure 2: Games defining DTE goodness.

{My, ..., M} DefineFy,(My) = 0. Let

the seed space h& = [0,1). Inverse sampling picks a value accordingptg by selectingsS «+s [0,1); it out-
puts M; such thatF,,(M;_1) < S < F,,(M;). This amounts to computing the inverse CDF = F,;!(S) =
min;{F,,,(M;) > S}. The associated DTE schentf®&-DTE = (is-encode, is-decode) encodes by picking uni-
formly from the rangdF,,,(M;_1), F,,(M;)) for input messag@/;, and decodes by computirg;,*(S).

All that remains is to fix a suitably granular representatibrihe reals betweef), 1). The representation error
gives an upper bound on the DTE security of the scheme. We thefeletails and analysis to Appenfik C. Encoding
and decoding each work in tim@(log | M|) using a tables of siz&(|M|), though its performance can easily be
improved for many special cases (e.g., uniform distrimg)o

DTEsfor RSA secret keys. We turn to building a DTE for RSA secret keys. A popular keyeyation algorithm
generates an RSA key of bit-lengfi via rejection sampling of random valugsqg € [2¢71,2%). The rejection
criterion for eitherp or ¢ is failure of a Miller-Rabin primality test [32, 36]; the n@l§ing distribution of primes is
(essentially) uniform over the range. The private expongebmputed ag = ¢~! mod (p — 1)(¢ — 1) for some
fixed e (typically 65537), yielding secret key N, d) and public key(N, e). Usually, the keyp, ¢ is stored with some
ancillary values (not efficiently recoverable frafjto speed up exponentiation via the Chinese Remainder &hreor
Since for fixede, the pairp, ¢ fully defines the secret key, we now focus on building DTE$ thke as input primes
p,q € [2/71,2%) for somel and aim to match the message distributignthat is uniformly distributed over the primes
in [2¢71,29).

One strawman approach is just to encode the ippytas a pair of(¢ — 2)-bit strings (the leading ‘1’ bit left



rsa-rej-encode(p, q)
(p1,...,pt) 3O}
Fori=1tot—1do

If IsPrime(p;) then break
pi <P
Forj =i+ 1totdo

If IsPrime(p;) then break

rsa-rej-decode(p1, ..., pt)
41
while —IsPrime(p;)
i1+ 1
If i =¢— 1thenp; + piix
P Dpi
while —IsPrime(p;)

pj < q i—i+1

return(p1, ..., pt) If i = t thenp; < gsix
q < pi
Ret(p, q)

Figure 3: Encoding and decoding usiR$A-REJ-DTE.

implicit), but this gives a poor DTE. The prime number theorimdicates that ad-bit integer will be prime with
probability aboutl /¢; thus an adversary that applies primality tests to a candidate plaintext hasey(high) DTE
advantage of about — 1/¢2.

We can instead adapt the rejection-sampling approach meepgieneration to build a DTERSA-REJ-DTE =
(rsa-rej-encode, rsa-rej-decode), which works as follows. Encodingga-rej-encode) takes a pair of prime®, q),
constructs a vector afbitstrings of lengthy — 2 bits uniformly at random. Each string corresponds to a remdmid
integer in the rang@’~!,2¢). We denote the set of odd integers in that rang@by If there are two primes in the
list of ¢ integers, then replace the first prime witland the second with. If there’s one prime in the list and it's not
the last, then replace it with and replace the last integer wigh If there’s only one prime in the last position or no
primes in the list at all, then replace the last two integeith wandgq.

Decoding (sa-rej-decode) takes as input a vector of théntegers, and outputs its first two primes. If there do not
exist two primes, then it outputs some (hard-coded) fixenedﬂ For simplicity, we assume a perfect primality testing
algorithm; it is not hard to generalize to probabilistic sBeA pseudocode description of encoding and decoding is
given in Figurd_B. We obtain the following security bound.

Theorem 1 Let p,,, be uniform over primes if2‘~!,2¢) for some/ > 2 and letRSA-REJ-DTE be the scheme

described above. ThemdvggA_REJ_DTE,pm (A) < (1—2/(3¢))"~! for any adversaryA.

Proof: Let w(x) be the number of primes less than or equaktoThen Bertrand’s postulate (cf. [41]) states that
m(2) — =201 > 2 for £ > 2. Thus the probability of each sample froffi, 1}/~2 being a prime is at least
2/3¢. One can verify that the SAMRRsa-res-DTE p,, aNd SAMPgrsa res-DTE p,, Nave identical distributions as-
suming at least two primes are chosen amongst.the standard argument gives that the advantage is bounded by
(1-2/(30)1.1

This scheme is simple, but a small adversarial advantage tdaeslate into a large encoding. For example with
¢ = 1024 (2048-bit RSA), in order to achieve a bound AHlvXSa respre ., (A) < 107° requirest > 17,680,
resulting in an encoding of about 2.25 megabytes. (Assulkegg of low entropy]10~ is small enough to contribute
insignificantly to security bounds on the order of those iot®a[Z.) It may be tempting to try to save on space by
treating.S as a seed for a pseudorandom generator (PRG) that is themougederate the values during decoding.
Encoding, though, would then need to identify seed valuasrtiap to particular messages (prime pairs), effectively
inverting the PRG, which is infeasible. One could instedeiapt to use more randomness-efficient rejection-sampling
technigues[[24] to obtain smaller encodings.

Some prime number generators do not produce uniform prinmebets. A classic algorithm picks a random
integer in[2¢71,2¢) and increments it by two until a prime is found (c.f., [16] R6]n this case, a DTE can be
constructed that requires on{¢/ — 2)-bit seeds, and so is space-optimal. The OpenSSL librarg domething
between the two approaches so-far described (c.i., [33])st picks a random, odd integger If p or p — 1 is divisible

1We could also output bottom, but we would then need to penmirgin decoding and HE decryption.
2Doing so would also require our definition of DTE correctniesallow errors.



HEnc” (K, M) HDec” (K, (R, Cy))
S +sencode(M) S+ Cod H(R,K)
R+-s{0,1}" M <« decode(S)
Cy+sHRK)DS return M

return(R, Cs)

Figure 4: A particularly simple instantiation of DTE-th&mcrypt using a hash-functiofl to implement the sym-
metric encryption.

by any of the first 2048 primes beyond 2 (i&.5, . .., 17,863), then incremenp by 2 and check divisibility again with
the incremented value. Continue until a candidate passeditisibility checks, and only then perform a primality
test on the candidate. If it passes, accept the candiddtervase start over with a fresh random, odd integer. Note
that the distribution of primes are pairwise distinct foe three approaches. We discuss DTEs for these other prime
distributions in AppendikD.

Finally we note that in some special settings it may be ptessibhook existing key-generation software, extract
the PRG key / seed used for the initial generation of an RSA key pair, and appiyditectly tox. A good DTE (and
thus HE scheme) can then be constructed trivially; &sjust a short (e.g., 256-bit) uniformly random bitstring.

5 DTE-then-Encrypt Constructions

We now present a general construction for HE schemes fogattdistributionp,,,. Intuitively, the goal of any HE
scheme is to ensure that the plaintext resulting from deicry@ ciphertext string under a key is indistinguishable
from freshly sampling a plaintext accordingjg,. Let DTE = (encode, decode) be a DTE scheme whose outputs
are in the spacé = {0,1}°. Let SE = (enc, dec) be a conventional symmetric encryption scheme with message
spaceS and some ciphertext spa€e

Then DTE-then-EncrypHE[DTE, SE| = (HEnc,HDec) applies the DTE encoding first, and then performs
encryption under the key. Decryption works in the naturay.wais easy to see that the resulting scheme is secure in
the sense of semantic security (when keys are drawn fronge &rough space) shoukE enjoy the same property.

We fix a simple instantiation using a hash functiin {0,1}" x K — S to perform symmetric encryption, see
Figure4. It is denoted adE[DTE, H]. Of course, one should apply a password-based key-derivainction toK’
first, as perl[3b]; we omit this for simplicity.

To analyze security, we use the following approach. Firsestablish a general theorem (Theofdm 2) that uses the
goodness of the DTE scheme to move to a setting where, wrglyitihe attacker’s best bet is to output the messege
that maximizes the probability (over choice of key)Mfbeing the result of decrypting a random challenge ciphertex
The attacker wins, then, with exactly the sum of the prolii#sl of the keys that map the ciphertext to that message.
Second, we define a weighted balls-and-bins game with ndarombin sizes in a way that makes the expected load
of the maximally loaded bin at the end of the game exactly timawvg probability of the attacker. We can then analyze
these balls-and-bins games for various message and kabpulisins combinations (in the random oracle model). We
put all of this together to derive bounds for some concrefdiegtions in Sectiofl7, but emphasize that the results
here provide a general framework for analyzing HE consitost

Applying DTE goodness. Let ;o = {K : K € KA M = HDec(K,C)} be the set of keys that decrypt a
specific ciphertext to a specific message and (overloaditatioo slightly) letp, (Kirc) = ZKEICM_C pr(K) be
the aggregate probability of selecting a key that falls iy sich set. Then for ang' € C we defineL'HE,pk(C) =
max s pi(Kar,c). Let Lyg, represent the random variablge ,, (C') defined overC' uniformly chosen fronC
and any coins used to defiméDec. (For example in the hash-based scheme, we take this oveothe used to
define H when modeled as a random oracle.) We will later show, forifipanessage/key distributions and using
balls-and-bins-style arguments, bounds o[n[lﬁEmk ] We call this value the expected maximum load, following the
terminology from the balls-and-bins literature.

For the following theorem we require fro8E only that encrypting uniform messages gives uniform cifehes.
More precisely, that «<—s S ; C' «—senc(K,S) andC «sC ; S «+ dec(K, C) define identical distributions for any
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key K € K. This is true for many conventional schemes, including thghFbased scheme used in Fidure 4, CTR
mode over a block-cipher, and CBC-mode over a block ciprssufing the DTE is designed so tlsaincludes only
bit strings of length a multiple of the block size). The probthe following theorem is given in AppendiXl G.

Theorem 2 Fix distributionsp,,, px, an encoding schen@TE for p,,, and a symmetric encryption schel®g =
(enc,dec). Let. A be an MR adversaryagainstE[DTE, SE]. Then we give a specific adversdsyin the proof such
that Adviit ,  (A) < Advife, (B)+E][Lugy, |- AdversaryB runs in time that of4 plus the time of one
enc operation.

Theballs-and-binsinterpretation. What remains is to bound ELg ,,, |. To do so, we use the following equivalent
description of the probability space as a type of balls-bind-game. Uniformly pick a ciphertext <—s C. Each ball
represents one kel{ and has weight equal to.(K). We leta = |K| be the number of balls. Each bin represents a
messagé\/ andb = | M| is the number of bir%.A ball is placed in a particular bin shoutd decrypt undetx to the
message labeling that bin. Thépe ,, as defined above is exactly the random variable defined asakiemam, over
bins, sum of weights of all balls thrown into that bin. In thills-and-bins game the balls are weighted, the bins have
varying capacities, and the (in)dependence of ball throeyedds on the details of the symmetric encryption scheme
used.

To derive bounds, then, we must analyze the expected maxioador various balls-and-bins games. For brevity
in the following sections we focus on the hash-based HE ser&mwn in Figurél4. By modelingf as a random
oracleﬁ we get that all the ball throws are independent. At this stegean also abstract away the details of the DTE,
instead focusing on the distributigry defined overM. The balls-and-bins game is now completely characterized
by pr, andp,, and we define the random variablg, ,,, as the load of the maximally loaded bin at the end of the
balls-and-bins game that throws| balls with weights described hy. independently intd M| bins, choosing a bin
according tg,. The following lemma formalizes this transition.

Lemmal ConsiderHE[DTE, H| for H modeled as a RO anBTE having distributionp,. For any key distribu-
tion pi, E[Lig p,] < E[Lp, p,]-

We give similar lemmas for block-cipher based modes (in teali cipher model) in AppendiX E. Thus we
can interchange the hash-based symmetric encryption scf@nother ones in the final results of Sectidn 7 with
essentially the same security bounds.

6 Balls-and-Bins Analyses

In this section we derive bounds for various types of bafid-bhins games, as motivated and used for the example
applications of HE in the next section. These cases are by eensexhaustive; they illustrate the power of our
general HE analysis framework. Treatingandp, as vectors, we can write their dimensiongg = a and|py| = b.

In the special case af = b and bothp, andp, uniform, the balls-and-bins game becomes the standard one.
One can use the classic proof to show thatk, ,,] < } + ;222 HE schemes for real applications, however, are
unlikely to coincide with this special case, and so we sebkrdbounds.

Majorization. To analyze more general settings, we exploit a result dueterBink, Friedetzky, Hu, and Martinl/[8]
that builds on a technique called “majorization” earlieedi$or the balls-and-bins setting by Azar, Broder, Karlimja
Upfal [1].

Distributions such ag;, andp, can be viewed as vectors of appropriate dimension Bvékle assume below that
vector components are in decreasing order, e.g.zth@ay > p(j) fori < j. Letm be a number angy, p;. € R
Thenp), majorizespy, denotedy, = py, if S0, pili] = S°%, pilil and S0 pi[i] > S0 peli] forall 1 < j < a.

Majorization intuitively states that, is more “concentrated” thapy,: a prefix of any length of) has cumulative
weight at least as large as the cumulative weight of the dangth prefix ofp,. We have the following theorem

3Convention is to have: balls andn bins, but we use balls andb bins to avoid confusion since connotes messages.
“Technically speaking we only require the non-programmadnielom oracle [23,34].



from [8, Cor. 3.5], slightly recast to use our terminologye Also extend our definition of load to include thHaghest
loaded bins: Ieﬂ;kvpd be the random variable which is the total weight in theghest-loaded bins at the end of the
balls-and-bins game.

Theorem 3 (BFHMO8) Letpy, p},, pa be distributions. 1), = py, thenE[L;;wpd] > E[L}, . ]forallie [1,b].

Consider the case = 1, which corresponds to the expected maximum bin loads fotviloekey distributions.
As a concrete example, lef, = (1/2,1/4,1/4), p, = (1/2,1/2,0). Thenp) > p; and thus BEL(p},pq)] >
E[ L(pk, pa) | because “fusion” of the two 1/4-weight balls into one ba#id@s the expected maximum load upwards.
Our results will use majorization to shift from a setting kviton-uniform key distributiom, having max-weight
w to a setting with uniform key distribution with weigiit /w].

Non-uniform key distributions. We turn now to giving a bound for the case thahas maximum weighi (meaning
pr(M) < w for all M) andpg is uniform. In our examples in the next section we have that b, and so we focus
on results for this case. We start with the following lemmadgse proof is given in Appendix]G).

Lemma 2 Suppose; has maximum weight andp, is such thath = ca for some positive integer. Then for any
positive integer > 2¢/c, wheree is Euler’s constant, it holds that

el <w (=12 () ())

For cases in which = O(a?), a convenient, somewhat tighter bound op/E, ,,, ] is possible. We observe that in
many cases of interest, the terrte, b) in the bound below will be negligible. Proof of this next lemns given in
AppendixG.

Lemma 3 Supposep;, has maximum weighty and p, is such thatb = ca? for some positive integet. Then
E[Lp,ps] < w1+ 5 +7(c,b)], wheree is Eulers constant and(c,b) = (55) (1 — %)—1_

Non-uniform balls-and-bins. To support our examples in the next section, we also consigezase of non-uniform
pq - Proof of this lemma is given in Appendix G.

Lemma4 Let Lg denote the maximum load yielded by throwingalls (of weight 1) into a seB of b bins of non-
uniform capacity at mosi < v < 3 — /5. Let L~ denote the maximum load yielded by throwirig= 3a balls (of
weight 1) into a se3* of b* = |2/~| bins of uniform capacity. ThelB[Lz]| < E[Lp-].

7 Example Applications, Bounds, and Deployment Consider ations

We now draw together the results of the previous sectiomssaine concrete examples involving honey encryption
of RSA secret keys and credit card data. For concretenesassueme password-based encryption of these secrets,
although our proven results are much more general. Appealjain to Bonneau’s Yahoo! study [13] in which the
most common password was selected1§8% ~ 1/100 of users, we assume for simplicity that the maximum-
weight password / key is selected with probabitity= 1/100. (At this level of entropy, prior security results for PBE
schemes are not very useful.)

7.1 HE for Credit Card Numbers, PINs, and CVVs

We first consider application of HE to credit card numberst demvenience, we evaluate HE as applied to a single
value, e.g., one credit-card number. Recall, though, thHatsklcurity is unaffected by simultaneous encryption of
multiple, independent messages drawn from the same ditnib So our security bounds in principle apply equally

well to encryption of a vault or repository of multiple credard numbers.

A (Mastercard or Visa) credit card number, known technycall a Primary Account Number (PAN), consists of
sixteen decimal digits. Although structures vary somewt@tinmonly nine digits constitute the cardholder’s account
number, and may be regarded as selected uniformly at rangom igsuance. One digit is a (mod 10) checksum
(known as the Luhn formula). A useful result then is the follog theorem, whose proof is given in Appenfik H.
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Theorem 4 ConsiderHE[IS-DTE, H| with H modeled as a RO an&-DTE using an/-bit representation. Leb,

be a uniform distribution oveb messages ang; be a key-distribution with maximum weight Leta = [1/w].
4 2

Then for any adversaryl, Advije , . (A) < w(l+6) + 1;—;[ whered = 02‘—2 + 5o <1 _ eb%) 1.
For many cases of interest,> o2, and thuss will be small. We can also sétappropriately to makél + «)/2°
negligible. Theorerhl4 then yields a simple and useful boaadpr our next two examples.

As cardholder account numbers are uniformly selected digievalues, they induce a uniform distribution over
a space ob = 10° messages. Givem = 1/100, then,a?/b = 107® and soj ~ 0. The upper bound on MR
advantage isv = 1/100. This bound is essentially tight, as there exists an aduerdachieving advantage = Wlo
Namely, the adversary that decrypts the challenge cipttestéh the most probable key and then outputs the resulting
message. This adversary has advantage atdeast

Often the last four digits of a credit-card number are tre@aesemi-public information. Itis common, for example,
for receipts and web sites to display them. Another intergdbound to consider, therefore, is the security of the
previous HE scheme here assuming adversarial knowleddeesé tdigits. Three digits form part of the customer
account number and one is a check digit. Thus, the effecte®sage space is reduced in this scenario to five digits,
i.e.,b=10°. Thusa?/b = 1/10 and Theorerfil4 yields a message recovery bound of aboift.

Finally, consider encrypting both 5-digits of the crediird / debit-card account number (the last 4 digits still
considered public) along with the user’s PIN number. (Grealid PINs are used for cash withdrawals and to authorize
debit-card transactions.) A detailed examination of a asrpf 3.4 million user-selected PINs is given lin [9], and
gives in particular a CDF that can be used to define an invensgling DTE. The most common user-selected PIN
is ‘1234’; it has an observed frequency of 10.713%. Thus,sHiBve very little minimum entropy (roughly 3 bits).
Combining a PIN with a five-digit effective account numbedues anon-uniformmessage space, with maximum
message probability = 1.0713 x 10~°. Consequently, Theorem 4 is not applicable to this example.

A variant of the proof of Theorei 4, however, that makes udeeaimd 4 for non-uniform bin sizes, establishes
the following corollary.

Corallary 1 ConsiderHE[IS-DTE, H] with H modeled as a RO an&-DTE using an/-bit representation. Lep,,

be a non-uniform distribution with maximum message prdigbj < 3 — /5, andp,, be a key-distribution with
(1+a)

50 where

maximum weightv. Leta = [1/w]. Then for any adversaryl, Advijg, ., (A) < w(l +0) +

a2 ea’ ea?) ! — 7
6=2+ I, (1 - 5—2) anda = [3/w] andb = |[2/~].
Corollary(1 yields a bound defined by the expected maximum &da balls-and-bins experiment wisid0 balls

(of weightw = 1/100) and [2/v] = 1,866,890 uniform-capacity bins, witk = @*/b = 1/20.74. The final MR
bound is therefore about02%. This is slightly better than the bound of the previous exantat 1.05%). It shows,
significantly, that Corollar{/I1 is tight enough to give impeal bounds despite the scant minimum entropy in a PIN.
Credit cards often have an associated three- or four-dagid verification valuga secret used to conduct trans-
actions. As a final case we investigate encrypting a thrgie-diniformly random CVV under a password. Here
a = 100 andb = 1000, which means that:?> /b = 10. Applying Theoreni# yields a loose bound of ab®6135%.
For a tighter bound, we offer the following corollary, a i of Theorenh}4 whose proof makes use of Lerhima 2:

Corollary 2 ConsiderHE[IS-DTE, H] with H modeled as a RO an&-DTE using an/-bit representation. Lep,,
be a uniform distribution oveb messages and Igf, be a key-distribution with maximum weight Leta = [1/w]
andc = b/«. Then for any positive integer> 2ea/b, wheree is Euler’'s constant, and for any adversa#y it holds

mr a’ €\* 4
that Adviit ,, o, (A) Sw (s =D +2( <= ) (5) ) + (1 +a)/2"

Application of Corollan2 to our CVV example here with= 10 ands = 5 yields the considerably improved bound
of approximatelyt.094%.

In cases with relatively smadl andb, simulation yields a considerably better estimate of etggemaximum loads
than some of our upper bounds suggest. For the example of @eiymtion, a simulation over 100,000 runs yields a
mean expected maximum load 2i4% (mean number of balls = 2.14, min = 1, max = 5, std. dev. = 0,3¥B)ch
makes our analytical upper bound4694% appear to be loose. Future work might therefore seek imprbeends.
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7.2 HE for RSA Secret Keys

We now show how to apply HE to RSA secret keys using the DT®dhitced for this purpose in Sectibh 4.

In some settings, RSA is used without making a user’s puldic deadily available to attackers. A common
example is RSA-based client authentication to authorizesgto a remote service using HTTPS or SSH. The client
stores an RSA secret / private key and registers the comdamp public key with the remote service.

Practitioners recommend encrypting the client’s secrgtukeler a password to provide defense-in-depth should
the client's system be passively compromieWith password-based encryption, though, an attacker camtran
offline brute-force attack against the encrypted secretWsg of straightforward unauthenticated encryption wotild
help here: as the secret key is usually stored as a pair oeppirand g (to facilitate use of the Chinese Remainder
Theorem), an attacker can quickly test the correctness ahdidate secret key by applying a primality test to its
factors. Similarly, given the passwords used in practicg.(dor w = 1/100), key-hardening mechanisms (e.g.,
iterative hashing) do not provide an effective slowdownigfabrute-force attack. Cracking a password-encrypted
RSA secret key remains fairly easy.

HE is an attractive option in this setting. To build an HE sukeor 2/-bit RSA secret keys we can use the DTE
from Sectiori#. We have the following theorem.

Theorem 5 ConsiderHE[RSA-REJ-DTE, H| with RSA-REJ-DTE the 2/-bit RSA DTE using seed space vectors of
sizet and H modeled as a RO. Let,, be uniform over primes if2—*~!,2¢) and letp, be a key-distribution with
maximum weightv. Leta = [1/w]. Then for any adversary it holds that

t—1
AdVEE (A) < w(1+6)+(1+a) (1 - 3)

3¢

»PmPEk

hered a? ea’ _ea? -
whereo = 2{2[,1/[‘ + (27[2[71/[‘2) ’ (1 - {2[71/[‘2) ’

The proof is much like that of Theorenh 4 (Appenfik H): applyedheni2; plug in the advantage upper bound
for the RSA rejection sampling DTE (Theoréin 1); apply Lenidta fet independent ball tosses; majorize to get
uniform-weighted balls (Theoreim 3); apply a union bound twenfromp, back to uniform bin selection; and then
finally apply the balls-and-bins analysis for uniform bibheihma3).

The termd is small when— log w < ¢. For example, witlf = 1024 andw = 1/100 and setting = 17,680, we
have thaty ~ 0 and the overall MR advantage is upper bounded .b§. The ciphertext size will still be somewhat
large, at about 2.25 megabytes; one might use instead thes diBEussed in Appendix]D for which similar MR
bounds can be derived yet ciphertext size ends up short.

7.3 Deployment consider ations

A number of considerations and design options arise in tipeimentation and use of HE. Here we briefly mention a
couple involving the use of checksums.

Typo-safety. Decryption of an HE ciphertex@* under an incorrect password / ké&yyields a fake but valid-looking
messagé/. This is good for security, but can be bad for usability if kef@laintext appears valid to a legitimate user.
One possible remedy, proposed|inl[29], is the use of errmetiag codes or checksums, such as those for ISBN
book codes. For example, a checksum on the password KKegnight be stored with the ciphertext*. Such
checksums would reduce the size of the key spg@@nd cause some security degradation, and thus requirailcaref
construction and application. Another option in some casesline verification of plaintexts. For example, if a cttedi
card number is rejected by an online service after decmyptite user might be prompted to re-enter her password.

Honeytokenswithout explicit sharing. In[11], itis suggested that fake passwords / honeytokershiéed explicitly
between password vault applications and service providgsplication of error-correcting codes to plaintexts in HE
can creatdnoneytokens without explicit sharings a naive example (and crude error-correcting code),Eaadtieme

Obviously an active attacker can sniff the keyboard or atis capture the secret key. We also are ignoring the rolewiark attackers
that may also gain access to transcripts dependent on thedouet key. See [28] for discussion.
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for credit-card numbers might explicitly store the first twigits of the credit-card account number. If a service
provider then receives an invalid credit-card number inchlthese digits are correct, it gains evidence of a decnyptio
attempt on the HE ciphertext by an adversary. This approaghades security slightly by reducing the message space,
and must be applied with care. But it offers an interesting wfacoupling HE security with online security checks.

8 Conclusion

Low-entropy secrets such as passwords are likely to pémsisimputer systems for many years. Their use in encryp-
tion leaves resources vulnerable to offline attack. Honeyygtion can offer valuable additional protection in such
scenarios. HE yields plausible looking plaintexts underrgation with invalid keys (passwords), so that offline de-
cryption attempts alone are insufficient to discover theemtrplaintext. HE also offers a gracefully degrading hedge
against partial disclosure of high min-entropy keys, andsimultaneously meeting standard PBE security notions
should keys be high entropy, HE never provides worse sgdhidin existing PBE schemes.

We showed applications in which HE security upper boundsgteal to an adversary’s conditional knowledge
of the key distribution, i.e., they min-entropy of keys. $hesettings have message space entropy greater than the
entropy of keys, but our framework can also be used to analims settings.

A key challenge for HE—as with all schemes involving decoys-the generation of plausible honey messages
through good DTE construction. We have described good D®Esdveral natural problems. For the case where
plaintexts consist of passwords, e.g., password vaulesrafationship between password-cracking and DTE con-
struction mentioned above deserves further exploratiomE$offer an intriguing way of potentially repurposing
improvements in cracking technology to achieve improvemamencryption security by way of HE.

More generally, for human-generated messages (passwaltd, \&@mail, etc.), estimation of message distributions
via DTEs is interesting as a natural language processingero Similarly, the reduction of security bounds in HE
to the expected maximum load for balls-and-bins problerfer®fin interesting connection with combinatorics. The
concrete bounds we present can undoubtedly be tightenedviemiety of cases. Finally, a natural question to pursue
is what kinds of HE bounds can be realized in the standard hvimlee.g.,k-wise independent hashing.
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A Unsatisfying Approachesto HE

Here we discuss in more detail why existing or simple medmsifail to provide good HE schemes. Recall that
we want in a good HE scheme both (1) semantic security, inscaben the key entropy is high and (2) a message-
recovery probability approximately equal to the prob&pitif guessing the key, in cases where the key entropy is low
(given sufficiently high message entropy).

Existing AE or PBE schemes. The first possible HE solution would be existing passworseldaencryption schemeés [7,
[35], which certainly satisfy criteria (1) but fail to ach&goal (2). To see why, consider mounting a brute-force lattac
against a ciphertext™ resulting from encrypting a messafi* under a target keys *. Should a typical authenticated-
encryption schem8E have been used to generaté (e.g., Encrypt-then-MAC[5], OCE [38], GCM [31], etc.), the
brute-force attacks can proceed as follows. Enumeratetimnéey of all potential keyd), meaningK™* € D, and
then, for eachk’ € D, executedec(K,C*) and see if the result is.. If not, meaning a message was produced,
then with all but negligible probabiIiE/the message is the targéf*. This highlights how the strong authenticity
guarantees of AE schembsnefitan attacker whei® is small enough to enumerate because the attacker canyuickl
discard incorrect keys.

If, instead, encryption was performed using a sch&gesuch as CTR-mode or CBC-mode (that are not AE-
secure), then the above brute-force strategy does not vgeisklzecause with these schemes decrypfifigvith any
key returns a possible plaintext. This means attackers smmsehow distinguish the true plaintekf* from the set
of d = |D| messaged/y, ..., M, that result from the trial decryptions. Cryptographergofsuggest thal/* can be
picked out easily and programmatically, so that this is nptablem for the attacker. In the example of CTR-mode
or CBC-mode, trial decryptions for the wrong key result insseges distributed uniformly (assuming the underlying
block cipher is ideal). Thus if an attacker has partial kremgle of the structure af/*, for example that the first few
bytes are a fixed value, then the attacker can with reasopatibability pick outM ™.

Schemes with entropic security. Russell and Wand [39] and Dodis and Smith![22] offer symmetricryption
schemes with security against unbounded attackers foragessvith some entropy, but they target the (stronger)
goal that no partial information about plaintexts is leakéd very low-entropy settings, their schemes suffer from
the same brute-force attacks as other symmetric encryptibemes. For example, the scheme by Dodis and Smith
encrypts by choosing a key for an xor-universal hash, and then outpflg(X) & M. In the spirit of our RSA HE
example, assum&’ is sampled from a distribution with max-weiglat= 1/100 (min-entropyu = — log w) and M

is a uniformly selected-bit prime number trivially encoded as @bit integer. Then a brute-force message recovery
attack will succeed with probability close to one (by chegkprimality). This is just a concrete example showing
how, as Dodis and Smith discuss, security for this schemeshmily wheny + 1 > |M| + 2log(1/¢) + 2 wherery

is the min-entropy op,,,. The problem is that in this example~ ¢ — log ¢ while |M| = ¢, and soy + p comes up
short, and security up to a bound2f* (as HE is able to achieve for MR) cannot be achieved usingtteehniques.
That said, they target a stronger notion than MR, and appltheir techniques to HE could provide a middle ground
security between full semantic security and MR security.

Explicitly stored decoy lists. Another possible approach would be to base HE schemes oifiéfacof generating
decoys, for example by storing multiple fake plaintextaglavith the legitimate one. The use of decoys is not new in
security, and there exist several examples of schemesgbhdianey messages to attempt to limit the effect of offline
brute-force attacks [11,%9,30]. The simplest idea, sinmlapirit to prior approaches, would be to build an HE scheme
for some target message distributipn using the following “Hide-in-a-List” scheme. LétiaL = (HEnc, HDec) be
parameterized by,,, and a security parameterlt uses a hash functioff : {0,1}* — [1,¢] as shown in Figurgl5.

The MR security of this scheme is bounded above by regardless of how high the entropy of the key distribu-
tion p;. is. Thus this scheme fails to achieve goal (1) of semantigrégavhen (as in practice)is relatively small and
is smaller than the size of the message space. Additioriallye min entropy of the key space is less thatog 1/t
then this approach fails to achieve goal (2): An attackekrwdover the message with probability at least simply
by guessing an element in the list, yet cannot guess the gtimmykey with probabilityl /¢.

5This holds for all typical AE schemes, though does not neségsold for all schemes since the distribution of keydiris adversarially
specified.

16



HEnc(K, M) HDec(K, M, ..., M;)
1+ H(K) 1+ H(K)

(M, ..., Mi—1, Mit1,... M) <p, M returnM;

MZ' — M

returnM, ..., M;

Figure 5: A poor HE construction called hide-in-a-listiéL).

One might attempt to fix the first issue by combining with areosymmetric scheme. The merged construction
would split the password( into two parts somehow, use the first part to chofysend use the second part to do
password-based encryption of the list of messages. (RehSmcross the two steps enables an attacker to completely
win via offline-brute force attacks when keys have low entrppThis approach, however, degrades the entropy
available to both the outer encryption (reducing brutedattack effort) and the inner hide-in-a-list (possiblgueing
the message uncertainty beldyr). It also does not rectify the space issue.

B A Ratio-based Advantage M easure for DTE Goodness

In Sectior % we defined DTE goodness using a standard inglissinability advantage measure. Another approach is
a ratio-based measure, defined for a message distribpfjpencoding schemBTE = (encode, decode), and any
adversaryA4 by the equation

AdvEatio(A) = Pr | SAMPIgre,, = 1] / Pr[SAMPUgre = 1]

whenPr [ SAMPOZ = 1] # 0 and defined to b dvZ2°(4) = 1 otherwise. The closer the advantage is to
one, the better the DTE, and the further from one, the worse.

We can prove an analog of Theoréin 2 using the above advantegsune for DTE goodness. The statement is
below.

Theorem 6 Letp,, be a message distributiop;, be a key distribution, antfiE[DTE, SE| be the DTE-then-Encrypt
scheme using a suitab®&E. Let.A be an MR adversary againstE. Then we can give an explicit adversdsysuch
that Advijg ,  (A) < Advgﬁ,f:‘;gg‘;m(l?)-E[L(pk,pd)] . AdversaryB runs in time that of4 plus the time of one
enc operation.

The proof proceeds as in the proof of Theofédm 2, except thanwhoving from game~, to G using the
adversary3 we use instead thatr[G3' = 1] < Pr[G{' = 1]- Advgreds (B). Comparing with Theoreid 2, this
leads to slightly stronger bound for some DTE schemes, ssitheainverse sampling one of Sectidn 4 (detailed in

Appendix Q). For example, we have the following for the imeesampling DTE scheme.

Theorem 7 Letp,, be a message distribution anf-DTE = (is-encode, is-decode) be the inverse sampling DTE
described above using drbit representation. Letl be any sampling adversary, the(dvﬁst?gﬁ‘;‘;m (A) <1+1/2%

Proof: We below write SAMR for SAMP1pte 5, and SAMP) for SAMPOpte ., . We first observe that
Pr[SAMPI = 1 | M* =M | =Pr[SAMP0" = 1 | M* = M |
where the event¥/* = M" is defined appropriately for each game. To see why the aguatids, note that for any

particular messag#/ we have thats-encode (M) by construction picks uniformly from the set of seed valSesr
whichis-decode(S) = M. In SAMP0 conditioning on a particular messagé fixes the choice of to be uniform
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over the same set. Let= miny; pg(M)/pm(M). Then we have that

r-Pr[SAMPI! = true] = r Y  Pr[SAMPI = true | M* = M | - p, (M)
MeM
< ) Pr[SAMPI = true | M* =M |- py(M)- pa(M)
- MeM pm (M)
= > Pr[SAMP0* = true | M* = M| - py(M)
MeM

= Pr[SAMPO* = true]

where recall thap, is the DTE distribution. Let: = 27¢ ande¢s = u/2. Let M = {My,..., Mjrq} and let
a; = F,,(M;) andb; = argmin, |a; — b - u|. Letag = by = 0. Rearranging the final inequality in the sequence above
yields that

o M) a; — a1 biu — b;_1u + 2€js
Adydteratio < P (M; i i < i i < 14 %
VDTE pm (A) - mzax pd(Mz') zaX b;u —bj_qu — mzax b;u —bj_1u S Lt s
which uses thap,(M;) = (b; — bi—1)u andp,, (M;) = a; — a;—1. |

Combining Theorerfl6 with Theorel 7 leads to a final MR bound [ @y, pg) | + 27°-E [ L(pk, pg) | @s com-
pared to the final bound & ¢ + E[ L(px, pa) | using the indistinguishability-based approach (Thedrirorbined
with TheoreniB). The former will be tighter, though the impement admittedly may not matter much in many
situations. The difference for the credit-card number i@pgibn from Sectiofi]7, for example, is tiny.

C Detailsof the Inverse Sampling DTE

The following DTE schemdS-DTE = (is-encode, is-decode) realizes inverse sampling using fixed-point arith-
metic. Letg be the greatest common divisor (GCD) of the fractions in thage of the CDF, and assume use of
an (-bit fixed-point representation with > u whereu = 27¢. The seed space i§ = {0,1}¢ and a fraction
a € [0,1] is represented by the valdesuch thatep, (a) = argmin, |a — b - u/, i.e. we round to the nearest mul-
tiple of v and store the multiple. (Rounding ties are broken arbiyragig., by always rounding up.) The require-
ment that the GCD is at least as large as tharensurds thatrep,, is unambiguous. Theis-encode(};) selects
S s [rep, (Fm(M;—1)),rep, (Fn(M;)) —1] and outputsS. Finally is-decode(.S) determines the valu®/; such that
rep, (Em(M;_1)) < S < rep,(Fn(M;)). Computation ofS-DTE is possible in timédog | M| and spacé& (M) (via
binary search over a table of precomputed CDF values), aad tdster. For exampleif,, is the uniform distribution
over a set of integerd, then encoding and decoding are constant-time operatiandecode, simply computg- «
and find the nearest multiple of |M|.

The representation error of this encoder is the maximunt, @eelmg(F,,), of the valugla — b - u|. Denote this
maximal error byis. We have that

a 1
—(3-3)-

whereround is the rounding function. We can therefore makearbitrarily small, at the cost of encoding output size,
by choosingu small (making/ large). The representation error gives thgt(M) — py(M)| < 2¢s = u for all M.
More formally we have the following theorem.

€is = max

a
a — round (—) -u|l < max
aclmg(Frm) u

- a€|mg(Fm)

| <

Theorem 8 Letp,, be a message distribution an8-DTE = (is-encode, is-decode) be the inverse sampling DTE
described above usingbits. LetA be any sampling adversary, th@(dv%f’DTEvpm(A) <1/2%

Proof: We below write SAMR for SAMP1pte 5, and SAMP) for SAMPOpte ., . We first observe that
Pr[SAMPI = 1 | M* =M | =Pr[SAMPO* = 1 | M* = M |

"Consider otherwise, that two poinis# a’ are such thatep, (a) = rep, (a'). This implies thatw — o’ = |mg — ng| = |m —nlg < u
for distinct integersn, n, contradicting the conditiop > w.
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rsa-inc-encode(p, q)

p’ < PrevPrime,(p)
q' <« PrevPrime;(q)
c1 s [p'+1,p]

rsa-inc-decode(cq, c2)
i,j 0

(p,q) < (c1,¢2)

while —IsPrime(p) do

c2s[q +1,q] pp+2
Ret(C1,Cz) 141+ 1
If ¢ > t thenp < prix
while —IsPrime(q) do
q—q+2
J—J+1
If 7 > t thenq < giix
Ret(p, q)

Figure 6: DTE schemRSA-INC-DTE for pairs of primes if2‘~!, 2). Decoding outputs some a priori fixed primes
in case normal decoding fail®revPrime;(x) returns the greater of — ¢t — 1 and the largest primg < x. Here,t is
a security parameter.

where the eventN/* = M” is defined appropriately for each game. To see why the aguatids, note that for any
particular messag#/ we have thats-encode(M) by construction picks uniformly from the set of seed valSder
which is-decode(S) = M. In SAMP0 conditioning on a particular messagé fixes the choice of to be uniform
over the same set. Then we have that

Pr[SAMPI = true] = )  Pr[SAMPI! = true | M* = M | - p,(M)
MeM
< ) Pr[SAMPO! = true | M* = M| - (u+ pa(M))
MeM

= Pr[SAMP0* = true] +u .

D Moreon DTEsfor Primes

DTE for PRIMEINC. The rejection-sampling DTRSA-REJ-DTE, whose pseudocode is shown in Figlure 3, is not
particularly space efficient. An alternative, with optintaimpactness, arises when the paiq is generated by the
classic PRIMENC algorithmi [16,26]. A DTE scherRSA-INC-DTE is given for primes generated in this manner in
Figure[®. The subroutinBrevPrime can be implemented by linearly scanning backwards at mst&tps, checking
primes, and outputing the last value checked if no primeusdo Decoding outputs some a priori fixed primes should
scanning for a prime fail. (We could also abort in other ways.

RSA-INC-DTE can make use df(¢ — 2) bits of output for encoding, as the most and least signifibéstin the
representation of a prime will always be a ‘1’. Use of suchm@esentation is, in fact, important for security in a seed
space that encompasses all bitstrings of a given lengtheXample, ifrsa-inc-encode(p, ¢) encoded primes into
¢ — 1-bit seeds and included a leading ‘1’ bit, a weakness wolddltean adversary could reject a decrypted seed on
the basis of its having a leading ‘0’ bit.

The error probability olRSA-INC-DTE can be analyzed using the results of Brandt and Dam@ardvjh&jh
assume the Hardy-Littlewood primetuples conjecture [27]; it is exponentially smalltin

Unfortunately, it is not clear whether one can use the coinpatemeRSA-INC-DTE for primes generated by
rejection sampling, as PRIMEINC does not output primesdhasstatistically close to uniforrh [24]. To see why, note
that the larger of two twin primes (ones that are separatad/byis very unlikely to be selected by PRIMEINC, while
it is as likely as any other prime to be selected by rejectmm@@ing. Fouque and Tibouchi show that, in fact, one
can give a lower bound @f.86 on the statistical distance between uniform primes and geesrated by PRIMEINC,
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rsa-ssl-encode(p, q) rsa-ssl-decode(ps, ..., p:)
(p1,...,pt) s Of 11
Fori=1tot—1do Fori=1tot—1do
c+0 c+ 0
While IsDiv(p;) andc < ¢maz do While IsDiv(p;) andc < ¢mae do
Di < pi + 2 Di < pi + 2
cc+1 cc+1

If IsPrime(p;) then break
pi < [PrevPrimeDiv:(p) + 1, p]
Forj=i¢+1totdo

If IsPrime(p;) then break
P < pi
Forj=i¢+1totdo

c<+0 c<0
While IsDiv(p;) andc < ¢maz do While IsDiv(p;) andc < ¢maz do
pj<—pj+2 pj<_pj+2
c+—c+1 If IsPrime(p;) then break
If IsPrime(p;) then break q < pj
p; < [PrevPrimeDiv;(q) + 1, q] Ret(p, q)

return(pi,...,pt)

Figure 7. DTE schem®&SA-SSL-DTE for pairs of primes generated as per the OpenSSL implen@mtatith
integral parametersandc,, ... Both decoding and encoding output some a priori fixed primease normal decoding
fails. IsDiv(x) returns true if neithex norx — 1 are divisible by the first 2048 primeRrevPrimeDiv,(z) returns the
greater ofr — ¢t — 1 and the largest primg’ < x for whichp’ — 1 is not divisible by the first 2048 primes.

suggesting this approach is unlikely to work.

DTE for OpenSSL. The OpenSSL library implements prime generation for RSAgisin approach that is a hybrid
of PRIMEINC and the pure rejection-sampling based appraoistussed in Sectidd 4 (cF. [33]). First pick a random,
odd integep of the desired bit length. We denote By the set of odd integers in the rargfe ! +1 to 2¢ —1, inclusive.
Note that describing this set requires ohly 2 bits. If p or p — 1 is divisible by any of the first 2048 primes beyond 2
(i.e.,3,5,...,17,863), then incremenp by 2 and check divisibility again with the incremented val@®ntinue until

a candidate passes the divisibility checks, and only thefope a primality test on the candidate. If it passes, accept
the candidate; otherwise start over with a fresh random,jmtéder. Figur&€l7 details a DTE for such primes.

Other approaches. Another approach for uniform primes would be to use a coon8tm due to Fouque and Ti-
bouchi [24], whose rejection-sampling algorithm uses febies of randomness than the standard rejection sampling
approach, yet enjoys upper bounds on the statistical distahgenerated primes from uniform. We suspect that there
are many other variants that may work as well, and leave metagleld investigation to future work.

E HE Using Block Cipher M odes

We focus on showing on a variant of CTR mode encryption; singhalyses for other modes (e.g., CBC) are possible.
The schem&IE[DTE, CTR] is shown in Figur&l8. It uses a hash functiéin {0,1}* — {0, 1}* to derive a one-time
key for CTR mode encryption using a block ciphgr {0, 1}* x {0,1}" — {0, 1}".

The following lemma shows that the balls-and-bins analfgishis CTR-mode based mechanism (in the random
oracle and ideal cipher model) can be reduced to that of thle-based schent¢E[DTE, H| which was described in
Sectior{’b.

Lemma5 LetHE1 = HE[DTE, CTR] andHE2 = HE[DTE, H] and modeld as a random oracle and’ as an ideal
cipher. Letp, be the DTE distribution foDTE and fix a key distributiop, over key spac&’. Then

E[Lnerp, ] < E[Luezp, | + 55

Proof: (Sketch) Note that itHE2 the pad values xord into the fixed ciphert&X are uniform and independent. For
HE1 there is the chance that a collision in the outputobccurs, which would give rise to repeatdsalues. For the
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HEnc™ ¥ (K, M)

S +sencode(M)

R+s{0,1}*

K' + H(R| K)

P+e

Fori =1to [|S|/n]
P« P||E(K',i)

Cy« P[1.|S||® S

return(R, Cs)

HDec”* (K, (R, Cy))

K'+ H(R| K)
P+c
Fori = 1to [|S|/n]
P+ P| E(K',q)
Cy« P[1..|S]|® S
S« Cy @ P[1..|5]]
M + decode(5)
returnM

Figure 8: DTE-then-Encrypt using a CTR mode encryption. fib&tion P[1..|.S|] signifies taking the firstS| bits
of P, while k& denotes the key length amdthe cipher block size.

GameGy GameG, GameGsy

K* ¢+, K K* ¢, K C*<sC
M* =, M S* s S M +s A(C™)
S* «—s encode(M™) M* + decode(S™*) K* ¢, K

C* +—senc(K*,S*)
M s A(C*)
retM = M*

C* +—senc(K*,S*)
M s A(C*)
retM = M*

S* + dec(K*,C*)
M* + decode(S*)
retM = M*

Figure 9: Games used in the proof of Theotdm 2.

fixed R value of interest (in the challenge ciphertext), a standénttiday-bound argument gives that the probability
of H(R,K') = H(R, K") for any two keysk’, K € K is at mostC|?/2* (the probability being over coins df).
Conditioned on there being no collisions, the pad valdese selectedly independently and uniformly (over the coins
of the ideal cipher)l

Interestingly, the result above could get by without maugl{ as a random oracle, and instead rely only on it
being collision resistant (though would still need to be ideal). This approach would lead toapof MR security
for computationally bounded attackers.

F Proof of Theorem 2

We use a sequence of games to move from the message recatieny eone in which the adversary can, at best,
simply guess the message to which the challenge ciphemexyjpts with highest probability. The gam@g, G+, and
G+ are shown in Figurg]9. Gante, is equivalent to the MR game, and so

Advig - (A)=Pr [Gg! = true] .

Game(, picks a uniform pointS and then setd/* = decode(Y). We bound this transition using the goodness of
the DTE. Namely, we build an adversafyagainst the DTE scheme. This adversary takes as {i#jyt\/*) and uses
these values to simulate the MR game. forShould.A win the MR game, thei8 outputs 1 and otherwise it outputs O.
Then we have thaPr[Gy' = true] = Pr[SAMP1Z = 1] and thatPr[G{* = true] = Pr[SAMP0OZ = 1].

encode encode
Thus,Pr [ Gy = true | < Advife, (B)+Pr[Gy = true].

In gameG,, the ciphertextC* is chosen uniformly, and™* is then computed adec(K*, C*). By our assumption
on SE that decrypting a uniformly chosen ciphertext gives a unif@laintext, we have that this modification does
not change the distribution of any of the variables in the gascompared t6¢';. We have also delayed computation
of K*, S*, andM™ until after A executes; the execution gf being independent of those values. Note, however, that
the choice of\/* is not independent af/, since the coins underlying the choicedf* are, in part, known tod.

In gameG,, we see thatd wins exactly when it wins the game in which a ciphertext stimssampled uniformly,
given to.4, and the message output Bymatches the decryption of that ciphertext under a fresh kethis game,
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A maximizes its probability of success by choosing the messatih highest probability of being decrypted by .
Recall thatLg p, (C) = maxar Y e, . Pk(K). We now argue thaPr [ G3' = true | < E [ Lug,, |. We have
that ’

Pr[Gy =true] = Y Pr[M=M"|C*=C]|-Pr[C*=C]
cec
= Y Pr[M =decode(K*,C) | C*=C] %
bt €l
1
< ZLHE,pk(C)'ﬁ = E[Luey, ]
cec

where the events are defined in the straightforward way évecoins used in the execution @g‘.

G Balls-and-Bins Proofs

In Section Sectiohl6, we present a series of results bourtlmgxpected maximum load for various balls-into-bins
experiments. The first Lemmas 2 and 3 give bounds for casels/ing uniform-capacity bins. Lemma 4 treats the
case of bins with non-uniform capacity.

Lemma 2 Suppose; has maximum weight andp, is such that = ca for some positive integer. Then for any
positive integer > 2e/c, wheree is Euler’s constant, it holds that

E[Ly p,] <w <(s 142 (;:) G)) .

Proof: Let g, ; denote the probability that bincontains exactly balls. Then

o= () (-3 () 0-0) 7= @ (-3) <)

Thus, a bound on the probability that at least one bin contains at lea$talls is

- °\ aey ae\ s ae ae\ 2 ae\s ae\ —1
< i — — —+ (= =0 (= - — .
s = b;pw < b; (bs) < b(bs) <1+ bs * (bs) + ) b(bs) (1 bs>
This last step is achieved by letting= 7= and using the well-known equality = 1 + A+ A2+ =1/(1—A)for
A € [0,1). By assumption in the lemma,> 2¢/c, which impliesA = ¢ < 1/2, and thusA < [0, 1). Additionally,
s > 2e/c implies that(1 — 4¢)~! < 2. Thus,q, < 2b(4%)°. For anys, we can obtain a bound on[&,, ,,] by

assuming pessimistically that: (1) At least one bin corstair- 1 balls; (2) If there is a bin that at leastballs, it
contains allz balls; and (3) All balls have weight. The resulting bound is:

ae\ s
E[Lppu] S wl(s = 1) +ag) = w (s = 1) +2ab (32) ).
Plugging inb = ca yields the lemma. |

Lemma 3 Supposep, has maximum weighty and p, is such thath = ca® for some positive integer. Then
E[Lpepa] <w[l+ % +7(c,b)], wheree is Euler's constant and(c,b) = (5%) (1 - 5) .

T

Proof: As in the proof of Lemmal2, lej, denote the probability that at least one bin contains at leballs. The

well-known Birthday Bound states that < a(%n < %_2 = . Now g3 denotes the probability of at least one triple
collision, i.e., three balls landing in the same bin. As shamwthe proof of Lemmal2,

_ 3 _ _
wev(5) (-5) = (5m) 0 5) = (=) 0-5)

We have that EL,, ,, | < ¢1+¢2+ ags, where the last term captures the pessimistic assumptid@ thniple collision
results in a maximum load af balls (and thus weighta). This yields the lemma. [
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Lemma4 Let Lg denote the maximum load yielded by throwingalls (of weight 1) into a seB of b bins of non-
uniform capacity at mosi < v < 3 — /5. Let L~ denote the maximum load yielded by throwirig= 3a balls (of
weight 1) into a seB* of b* = |2/~ bins of uniform capacity. ThelB[Lz] < E[Lg-+].

Proof: Consider an arbitrary set 6f”) binsB() = {B1 e b(O)} Suppose that two distinct blrﬁﬁé?o) L Bé?o)))
are “fused.” This means that there results a séff= 5© — 1 binsB® = {B .| b<1>} such that(B”) =
e(BMyfor1 <i < p® andc(BIE(l))) (BIE?O)) )+ c(BIE(OO))).

Let X5 be a random variable on bili denoting the number of balls it contains after a ball-thrayvexperiment.
Consider the obvious coupling of ball-throwing events@® andB") in which X o, = X ;o) for 1 <i < b() and

XB(I) =X @ T X 5O . As maX(XB(O) XB(?) ) < X we have ELz )] < E[Lgm)].

(1) b(O) 1 b(O) p(0) 1

Let B = B and, w.l.o.g., let bins be ordered by monotonlcally dedrepsapacity. Now, starting withi = 0,
repeat the following procedure: WhthBb() 1) + c(BéfJ))) < #, do the following: (1) FuseBé( )) , and Bé(}),
yielding bin set3U*1); (2) Incrementj; and (3) Reorder the bins i8(?) by monotonically decreasing capacity.

Upon termination aftet iterations, there results a set of biB$) with b)) = 5(©) —¢. For1 < i < b®, bin Bi(t)
has capacit;c(B](.t)) > ~/2. (Only the smallest capacity berb<t), may have capacity(BZ&Z)) < v/2.) Excluding
B andBIS(Z), the total number of bins is at mogtl — ~)/(v/2)]. Thus,b® < [ (1 —~)/(v/2)] +2 = |2/~].

Let B* be a bin set wittb* = |2/~ bins of uniform capacity, i.e., such that bi¥j has capacity:(B;) = 1/b*.
Forl <i<b®,¢(BY) <~ande(By) = 1/b* > 1/|2/y] > ~/2; thusc(B}) > ¢(B")/2.

For a binBZ.(t), with 1 < i < b, given an experiment with a single thrown bat;[ X B® = 1] < 4. For the

a
B,

corresponding bi3;, given an experiment in which three balls are thro®{ X p: > 1] > (1—-(1 —7/2)3) > 3v/2—
2 /2 4+ ~3/8. Algebralc manipulation shows that for these two ball-thiny eventsPr[ Bl = 1] < Pr[Xp: > 1]

for0<~vy<3—vV5~.76. 1

H Proof of Theorem 4

In Section[¥, we gather together our results into comprebhendR security bounds for the application of HE to
various practical scenarios. Our main theorem, Thedderestdted below) treats the case of uniform-capacity bins
and gives the tightest bounds when the number of bins is nargler than the number of balls. (Two corollaries in
SectiorY treat cases of non-uniform bin capacities andsaabkere the number of balls is relatively small.)

Theorem 4 Let HE[IS-DTE, SE| be an HE scheme with a suitabBE and DTEIS-DTE using an/-bit represen-
tation. Letp,,, be a uniform distribution oveb messages ang,. be a key-distribution with maximum weight Let
a = [1/w]. Then for any adversary,

1+«

Cl(2 ea4 ea2 -1
whereéz—b+W<1—?) .
Proof: We apply Theorerl2, Theordm 8, and Lenima 1 to obtain the bound

1
Advﬁé ,Pm,DPk (A) — 2[ + E[kavpd ]

We then apply majorization (Theorédrh 3) to see thatE ,, | < E [Lp, pd}, wherep) = (w,w,....,w) with
dimension[1/w]. (Note thatp; need not be a proper probability distribution, becauserttwg represents the number

of balls and their weights.) At this stage, we are analyzoagllover bins selected accordingptg which is (slightly)
non-uniform due to representation error. However, we hiaatjs,,, (M) —pq(M)| < 1/2¢ for all M (see Appendik )

and so we can apply a union bound to show th%tﬂ; pd] <E [prm} + [1/w1 .
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Now having uniform bins and balls, we can now apply Lenfina 3édirgya = [1/w], b = | M|, andc = b/a?
to get the bound

1
E |:Lp;€7pm:| S w <1 + 2_6 +T(C7 b)> =w +'UJ5,

) -1
where5:%+%;(1—%‘}) R |
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