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Abstract

The GHS attack is known as a method to map the discrete loga-
rithm problem(DLP) in the Jacobian of a curve Cy defined over the d
degree extension kg4 of a finite field k to the DLP in the Jacobian of a
new curve C' over k. Recently, classification and density analysis were
shown for all elliptic curves and hyperelliptic curves Cy/kq of genus 2,
3 which possess (2,...,2) covering C/k of P!, therefore subjected to
GHS attack, under the isogeny condition (i.e. when g(C) = d - g(Cy)).
In this paper, we first show a general classification procedure for the
odd characteristic case. Our main approach is to use representation
of the extension of Gal(kg/k) acting on cov(C/P'). Then a classifica-
tion of small genus hyperelliptic curves C/kq which possesses (2, ..,2)
covering C' over k is presented without the isogeny condition. Explicit
defining equations of such curves Cy/ky and existential conditions of a
model of C over k are also presented.

Keywords : Weil descent attack, GHS attack, Elliptic curve cryptosystems,
Hyperelliptic curve cryptosystems, Index calculus, Galois representation

1 Introduction

Let kg := Fpa, k :=F, (d > 1), ¢ be a power of a prime number.

Weil descent was firstly introduced by Frey [7] to elliptic curve cryp-
tosystems. This idea is developed into the well-known GHS attack in [11].
This attack maps the discrete logarithm problem (DLP) in the Jacobian of
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a curve Cj defined over the d degree extension field ky of the finite field &
to the DLP in the Jacobian of a curve C over k by a conorm-norm map.
The GHS attack is further extended and analyzed by many researchers and
is conceptually generalized to the cover attack [5]. The cover attack maps
the DLP in the Jacobian of a curve Cy/kq to the DLP in the Jacobian of a
covering curve C'/k of Cy when a covering map or a non-constant morphism
between Cy and C' exists.

If the DLP in the Jacobian of Cjy can be solved more efficiently in the
Jacobian of C', we call Cy a weak curve or say that it has weak covering C
against GHS or cover attack. Thus, it is important and interesting to know
what kind of curves Cy have such coverings C, how many are they, etc..

It is known that the most efficient attack to DLP in the Jacobian of al-
gebraic curve based systems is the index calculus algorithms. In [9], Gaudry
first proposed his variant of the Adleman-DeMarrais-Huang algorithm [1]
to attack hyperelliptic curve discrete logarithm problems, which is faster
than Pollard’s rho algorithm when the genus is larger than 4 but becomes
impractical for large genera. Recently, a single-large-prime variation [25]
and a double-large-prime variation [12][21] are proposed. These variations
can be applied in the GHS attack if the curve C'/k is a hyperelliptic curve
of g(C) > 3. The complexity of these double-large-prime algorithms are
O(¢?>72/9). On the other hand, when C/k is a non-hyperelliptic curve,
Diem’s recent proposal of a double-large-prime variation [4] can be applied
with complexity of O(¢%~%/(9=1). Besides, Gaudry showed a general algo-
rithm solving discrete logarithms on Abelian varieties of dimension n’ in
running time O(¢?~%/™") [10]. In particular, for elliptic curves over cubic
extension field k3, the running time is O(g*?).

Recently, security analyses of elliptic and hyperelliptic curves Cy/kq
with weak covering C'/k were shown under the following isogeny condition
[2][18][19][20][22][23]. Assume that there exists a covering curve C/k of
C() / k‘d and

I /kq : C = Cy (1)
such that for

T o J(C) = J(Cy), (2)
Res(m) : J(C) — Resy,1J(Co) (3)

defines an isogeny over k, here J(C) is the Jacobian variety of C' and
Resy,/xJ(Co) is its Weil restriction. Then g(C') = d - g(Cp). Under this
condition, the curves C/kq which possess covering curves C'/k as (2,...,2)
covering of P! are already classified for hyperelliptic curves of genus 1,2,3
[18][19][20]. Here, classification means to give a complete list of all such
weak curves Cy. In particular, defining equations are presented for these
curves. Density of the weak curves are also obtained for certain cases.



In this paper, we first discuss the existence of a model of C over k. Then
we show a general classification procedure for the odd characteristic case
of hyperelliptic curves Cy/kq : y?> = c- f(z) of genus 1,2,3 with (2,...,2)
covering C'/k. By applying this procedure, we obtain a classification of
these weak curves Cy without isogeny condition. Specifically, we assume
that g(C) = d - g(Cy) + e,e > 0. Here, e is the dimension of ker(Res(m,)).
Our approach for the classification is a representation theoretical one, to
investigate action of the extension of Gal(ky/k) on cov(C/P1). As a result,
we obtain a complete list of defining equations of these weak curves Cy/kq
for small values of e which is corresponding to cryptographically meaningful
classes of Cy. Furthermore, representation theoretical approach gives the
condition for a model of C over k explicitly.

2 GHS attack and (2,...,2) covering

Firstly, we review briefly the GHS attack and the cover attack.

Let k4(Cp) be the function field of a curve Cy/kq, C1°(kq(Cp)) the class
group of the degree 0 divisors of kq(Co), oy, the Frobenius automor-
phism of k4 over k, x the transcendental element over ky. Unless oth-
erwise noted, we assume oy, is extended to an automorphism o of or-
der d in the separable closure of ky4(z). It is showed by Diem [3] that
Ok, k can extend an automorphism of the order d when d is odd for the
odd characteristic case. We will extend the condition in the case of any
d > 1 and the odd characteristic in the section 4. The Galois closure of
kd(CO)/k‘(.’L‘) is F = kd(CO) . O'(k:d(CO)) ce O’d_l(kﬁd(Co)) and the fixed field
of ¥ by the automorphism o is F := {¢ € F' | 6(¢) = ¢(}. The DLP in
C1%(kq(Cyp)) =2 J(Co)(ky) is mapped to the DLP in C1%(F) = J(C)(k) using

the following composition of conorm and norm maps:
Ng//g: @) CO?’Lg//kd(CO) : Clo(kd(C(])) e CZO(SF)

This map is called the conorm-norm homomorphism in the original GHS
paper on the elliptic curve case [11].

This attack has been extended to wider classes of curves. The GHS
attack is conceptually generalized to the cover attack by Frey and Diem [5].
When there exist an algebraic curve C/k and a covering 7 /kq : C — Cy,
the DLP in J(Cp)(kq) can be mapped to the DLP in J(C)(k) by a pullback-

norm map.

J(C)(ka) <"— J(Co)(ka)
N Norm*
J(C)(k)

Hereafter, let ¢ be a power of an odd prime. Assume Cj is a hyperelliptic



curve with ¢g(Cp) € {1,2,3} given by

Co/ka:y* =c- f(x) (4)
where ¢ € kJ, f(z) is a monic polynomial in kg[z]. Then assume that we
have a tower of extensions of function fields such that kq(z, y, "ly, ce "n_ly) ~

n

f—"n\ﬁ —f—
kqy(C) [kq(x) (n < d)is a (2,...,2) type extension. Here, a (2,...,2) cov-

ering is defined as a covering 7/kq : C — P!

C — Cy — P'() (5)
2

such that cov(C/P) ~ F%, here cov(C/P) := Gal(kq(C)/ka(z)).

3 Representation of Gal(ky/k) on cov(C/Pt)

Next, we consider the Galois group Gal(ky/k) acting on the covering group
cov(C/Pt) ~ 3.

Gal(kq/k) x cov(C/PY) — cov(C/Ph) (6)
D — 7= ol (7)

Then one has a map onto Aut(cov(C/P')).
¢ : Gal(kg/k) — Aut(cov(C/P')) ~ GL,(Fy) (8)

Thus the representation of o for given n,d is (we use the same notation for
o and its representation):

| 0 14 )
0O - 0 In,

is consisted of the diagonal blocks of matrices which are denoted by ’s
where n = >_7_; n; and the O are zero matrices,

O ---\1
al= | (10



is an n; Xxn; matrix which has a form of an [; x[; block matrix. The sub-blocks
are n;/l; X n;/l; matrices and O’s are n;/l; x n; /l; zero matrices. Here, if
F;(z) :=(the characteristic polynomial of )li, then F(z) := LCM{F;(x)}

is the minimal polynomial of o. When d; :=ord((#; )), d = LOM{d;}. The
examples of the representation of o for given n and d are as follows:

Example 3.1. n=2,d=2

o= (é D,F(x):(x+1)2:x2+1. (11)

Example 3.2. n=2,d =3

a:G é),F(m):x2+x+1. (12)

Example 3.3. n=3,d =3

100
c=(0 1 1|,Fl@)=(@+1)@@*+r+1)=2"+1. (13)
010

Example 3.4. n=3,d =14

110
o=10 1 1|,Fla)=(@+1)>=2>+2* +z+1. (14)
00 1

Example 3.5. n=4,d =6

1111 1100
1010 0100

T loo 1 1] loo 11 (15)
0010 0010

Thus, o have the minimal polynomials as F(x) = (2> +x +1)?, or F(z) =
(x+1)2%(2?+24+1).

4 Existence of a model of C' over k
In this paper, we consider Cy as a hyperelliptic curve over k; defined by

y? = c- f(x) where ¢ € k), f(x) is a monic polynomial in kg[z]. Denote
by F(x) € Fa[z] the minimal polynomial of 0. Here, we have the following



necessary and sufficient condition for given n,d, o :
C has a model over k; <=

FOu2 = F@e. PO f(g) = FO . FOf(r) =1 mod (hyla)")?
GO)y2 #£1 mod (kg(x)*)? for"G(z) | F(z),G(z) # F(z).  (16)

Firstly, we show conditions for existence of a model of C' over k. Now
we know a model of C' over k exists iff the extension o of the Frobenius
automorphism oy, /. is an automorphism of k4(C) of order d in the separable
closure of kq(z). Diem showed in [3] that the Frobenius automorphism oy,
on kg(x) is extended to an automorphism of F'/k4(x) of order d when d is
odd for the odd characteristic case. We extend the condition in the case of
any d > 1. In the following lemma, we show explicitly the condition for ¢
in case of any d > 1. For the rest of this paper, define F(x) € Fylz] as a
polynomial such that z¢ 4+ 1 = F(z)F(z) € Fa[z].

Lemma 4.1. In order that the curve C has a model over k, when F(l) =0,

¢ needs to be a square ¢ € (k) )?. When F(1) = 1, there is a ¢ € cov(C/P")

such that o¢ has order d if o does not have order d, so we can_adopt such

o¢ instead of o. Therefore C' always has a model over k when F(1) = 1.
Proof: Let M := {%U{:d[:ﬁ] > a(z),b(z) : monic}.

Since F(0) f(x) =1 mod (kq(z)*)?, we have

F@)y? = F@e= "0 mod (kq(x)*)? (17)
F(o), — 2o
y = e 2 mod M, here e = +1 (18)
FO)F(0),, = Fo) 5™ (19)
oL, =PI (20)
. d_
oty = LMy (21)

We first consider two possibilities of F/(1) =1 and F(1) = 0 respectively.
e Case F(1)=1:

. d_
We notice F'(1) = 0 in this case. Now, oty =c"e ly. In order that o

has order d (i.e. oty = y), ¢ needs to be a square ¢ € (k)2.

o Case FF(1)=0:
Here, we consider further two possibilities of F'(1) =0 and F(1) = 1.

(a) F(1) =0
Similarly, (’dy =5 y. ¢ should be a square element in k.
(b) F(1) =1

Then ”dy = ech_ly.
If e = +1 and ¢ € (k) )?, then o has order d (i.e. °

d

y=y).



If e=—1orcé¢ (k})? then o has order 2d.
However, we can show that ¢ € cov(C/P!) such that (0¢)¢ = 1.
Suppose d = 2" - d' (21 d'). Since ¢ := oo, we have

(cp)? = opo L o2po 2. . oclpo . ot (22)
= 976790 (23)
= 9767 gt (24)

——
Now, we choose ¢ :=(0,0,...,1,0,...,0) € cov(C/P!). Define

0 1 O

I as the identity matrix, J := R m<2".
0 o1
o ... ... 0

Then J™ = O. We notice that the representation of o is

(@ f) where E =1+ J (25)

i L —N— r
Here, 7" ¢ corresponds to (I + J)*-%(0,...0,1). Now, since o o= 9,
(09)! = (670 ¢

4 .
#)? 0. Furthermore, since

0] ifm< 2"
. 0 0 1
I+(I+J) 4+ I+J)> 7 = 0 00 (26)
if m=2",
L 0O ... 00
where O is the zero matrix, it follows that
o, o2 5271 t(O, 0,... ,0) if m< 2"
$7¢" ¢ ¢_{¢:t(1,0,...,0) if m=2". (27)

On the other hand, ¢ is an element in the center of Gal(F'/k(x)),
ie., o € Z(Gal(F'/k(x))) = {1,%}. When ord(c) = 2d, o = 4.
Furthermore, notice that m = 2" in the case of (b). Thus, in the
multiplicative notation,

(06) = (676 g7 ') ol =y? =1 (28)

As a result, we can adopt the above o¢ instead of o.



Example 4.1. n=2,d =

2? +1=(z+1)? F(z) = (w+1) Fz)=1

Since F(x) =1, F(1) = 1. Therefore, ¢ should be 1 or a non-square element
in ko in order that the curve C has a model over k under the assumption

PO f(z) =1 mod (ka(x)*)*.

Example 4.2. n=2,d =3

?+1=(z+1)(a? +x+1) Flz)=2>+z+1,F(z)=x+1

Since F(x) = x41, F(1) = 0. It follows that ¢ is a square element ¢ € (k3)?
(i.e. c=1).

Example 4.3. n=3,d =3
BHl=(z+1)(a2+z+1),Fz)=2*+1,F(z) =

Since F(z) =1, F(1) = 1. Similarly, we obtain that ¢ is 1 or a non-square
element in ks.

Example 4.4. n=3,d =4
1= (x —|—A1)4, Fz)=(x+1)3F(z)=2+1
In this case, F(1) = 0. Consequently, c € (k})?.

Example 4.5. n=4,d =6
204 1= (z+1)%(2® + 2 +1)2

F(a) = (2* + & + 1), Fx) = (¢ +1)°
Now F(1) = 0 since F(x) = 2% + 1. Hence c is a square element
ce (kGX)Q.

2. F(z) = (x+ 122 +z+1),Fla)=a?+z+1
Then, F(1) =1. As a result, ¢ is 1 or a non-square element in k.

5 Classification procedure of elliptic /hyperelliptic
curves () with weak coverings

From now, we show a procedure to classify all weak curves Cy/ky for given
n,d. The procedure will output their defining equations and a complete list
of such curves.

5.1 Ramification points of Cj/P!

Also for the rest of this paper, we assume the condition (@) f(z) = 1
mod (kq(2)*)2. Recall that F'(x) € Fa[z] is a polynomial such that z%+1 =
F(z)F(z) € Falz]. We will define the following notation as b; = 1 when
there exists a ramification point (a4, 0) on Cy and let b; = 0 otherwise for
i =0,...,d—1. Here, o is either in kg (o € kg \ ky,v |+ d) or in certain



extension of kg (o € kgr \ Ky, v |2 dr, 31 € Nup) if f(z) contains all conjugate
factors of " over kg. Let ®(z) := bg_129 " + -~ + byz + by. Then ®(z)
defines a minimal Galois-invariant set of ramification points of Co/P! over
kq.

Since F@) f(z) = 1 mod (kq(z)*)2, F(z)®(x ) =0 mod (x%+1). Then,
F(z)®(z) = 0 mod (l’dA—i- 1) & &z ) = 0 mod F(x). Therefore, it fol-
lows that ®(z) = a(x)F(z) mod (% + 1) for given n,d ( Fa(z) € Fa[z],
dega(z) < deg F(x) ). Additionally, we can prove that F'(z)Fa[x]/(z%+1) =

Fol[z]/(F(x)). This suggests that we can know candidates of the ramifica-
tion points of Cy/P! if a(z) € Fa|z] are determined for given F(z) € Falz].
Hereafter, we assume that ged(F(x),a(x)) = 1 in order to treat ®(z) corre-
sponding to given F'(z). Next, we define the equivalence relation such that
(bo,b1,...,bq—1) ~ (bj,...,ba—1, bo,...,bj—1) (i.e. the coefficients of ®(x)’s
are cyclic permutation of each other), then corresponding ®(z)’s belong to
the same class of Cy. Furthermore, z"a(z)F(z) = a(z)F(z) mod (z% + 1)
< 2"+ 1=0 mod F(x) for 1 <r < d. Thus, we obtain that » = d. From
these results, the number of the classes of Cy is N := #{(Fa[z]/(F(z)))* }/d.
This means that we obtain candidates of the ramification points of Cp/P*
if N different ®(z)’s are found so that they are not cyclic permutation of
each other for given F(m) From these facts, we show a procedure to derive
candidates of the ramification points {(a?",0)|b; = 1} on Cj for given n, d, 0.

1. Choose a polynomial a(x) = 1, then ®(x) := F(x) gives ramification
points {(a?,0)|b; = 1} on Cy. If N = 1, then this procedure is
completed. If N > 2, then repeat step 2 ~ 4 until N different a(z)’s
are found so that the coefficients of ®(x)’s are not cyclic permutation
of each other.

2. Choose another polynomial a(z) such that (a(z), F'(z)) = 1 and deg a(z) <
deg F'(z) are satisfied. Next, define ®(z) := a(z)F(x).

3. Check whether all ®(x)’s are cyclic permutation of each other or not.
If so, discard such a(z). Go to step 2 again. If they are not cyclic
permutation of each others, we add {(a?",0)|b; = 1} defined by ®(x)
to the candidates.

4. Check whether N different a(x)’s are found. If yes, then this procedure
is completed. Otherwise, return to step 2.

Example 5.1. n=2,d=2

P24+1=(x+1)2 Flz)=(@x+1)%F@) =1

Now, N = 1. Choose a(x) = 1, then ®(z) = a(z)F(x) = 1. Thus, there
exists a ramification point (,0) on Cy as a candidate.

Example 5.2. n=2,d=3
P +l=(+1)(2?+2+1),Flz) =242+ 1,F(z) =z+1



Similarly, N = 1. Choose a(x) =1, then ®(x) =z + 1. Cy has ramification
points {(a,0), (a4,0)} on Cy.

Example 5.3. n=3,d =3

P 4+1=+1)(2?+z+1),Fz)=23+1,F(z)=1,N =1

Choose a(x) = 1, then ®(x) = 1. Consequently, Cy has a ramification point
(r,0) on Cp.

Example 5.4. n=3,d =4

4 l=(r+ 1)L Flz)=(x+1)3%Flz)=c+1,N=1

Choose a(xz) = 1, then ®(x) = x+1. Cy has ramification points {(c,0), (a?,0)}
on Cy.

Example 5.5. n=4,d =6
25+ 1=(x+1)%(2? +2+1)?

1. Flz)= (22 +z+1)%F(z)=(z+ 1), N =2
Now, choose a(z) = 1 and a(x) = = + 1, then ®(z) = 2% + 1 and
®(x) = 23 + 22 + v + 1. In these cases, Cy has ramification points
{(,0), (04‘12,0)} or {(a,0), («?,0), (aqz,O), (aq3,0)} as candidates.

2. F(z) = (x+1)2@2+z+1),F(z) = :17+x—|—1N—1
Now, choose a(x) = 1, then <I>( ) =22 +x+ 1. In the case, Cy has
ramification points {(7,0), (¥%,0), (v4°,0)}.

5.2 Defining equations of (j

Now, we are considering the case of a hyperelliptic curve Cy/kq for g(Cp) €
{1,2,3} such that there is a covering 7/kq : C' — Cj and the covering
curve C'/k has genus g(C) = d - g(Cp) + e (Notice that the procedure in
the section 5 and Lemma 4.1 are applicable to any e > 0). Let S be the
number of fixed points of C'/P! covering. By the Riemann-Hurwitz theorem,
29 —2=2"(=2)+2""1S then S =4+ dg§+_62 L Hereafter, we consider the
following two types:

e Type (A) : 3d; s.t. d; = d (= LCM{d;})
then, S =4+ % > max{d, 2g9 + 3}

e Type (B) : d; # d for d;
then, S =4+ % > max{q(d), 2g0 + 4}

here g(d) := Y p;* for d = [[p;* (pi’s are distinct prime numbers). Notice
that a Type(B) matrix has Type(A) matrices as subrepresentations.

10



Remark 5.1. See Example 3.5 again. We notice the left and right matrices
are a Type (A) and a Type (B) respectively. Notice for the two cases:

*1 | | *1 1 1
Type(A):0c = ( >,=<1 0>

a| O 11 11
Type(B):o = ( >’:<0 1)’::(1 0)

The procedure in the section 5.1 showed us how to drive the candidates
of the ramification points {(a4’,0)} on Cy (o € kg \ kv,v |£ d or @ €
kar \ kp,v |2 dr,7 € N5y if f(z) contains all conjugate factors of a? over
kq). Below, we show main steps to find the defining equations for every
weak curve Cj.

1. Calculate the number of fixed points of C//P! covering S = 4+ %
for given n,d, go, e using Riemann-Hurwitz formula and test if o is
Type (A) or (B).

2. If Type (A) case and o : irreducible, go to step 3 with ramification

points {(a?,0)|b; = 1} on Cy obtained by using the procedure in the
section 5.1.
Otherwise, go to step 3 with ramification points obtained from all
subrepresentations of ¢ except the trivial representation (1) by the
procedure in the section 5.1. Notice that the Type (B) matrix has
Type (A) matrices as sub-blocks. Therefore, we can reuse the results
for Type (A) in the section 5.1.

3. Find f(x) to try all combinations of polynomials which contain all
conjugate factors of x — a? for each ramification point and have the
right degree of genus gg.

The above operations are explained in further details in the following exam-
ples.

Example 5.6. n=2,d=2,90=2,e=1,9=5 (Type A)
In this case, we can know that f(x) has a factor x — «; as in Example 5.1
(a; € ko \ k or o € ko \ ky,v |£ 27,7 € Nsy if f(x) contains all conjugate
factors of o over ko). Since S =4+ (d-go+e—1)/2""2 =8, we have the
following two forms as candidates of Co/ka:
(a) S = #{a1,ai} + #{az,al} +4=2+2+4
Co/ke: y*= (v —a1)(z — az)hi(z).
(b) S = #{a1,af} + #{az, a5} + #{az,af} + #{as,af} =2 +2+2+2
Co/ka :y? = (x — a1)(z — o) (w — a3) (2 — ay).
Here, hi(z) € k[z], deg hi(x) € {4,3}, [[(x—au) € kalz]\ k[z]. Asgo=21in
this case, (a) should be chosen from two forms. We remark the ramification

11



points are ay, a0 € ka \ 'k or an € kg \ ka2, ag := oa‘fQ in consideration
of conjugate factors of a1 over ka. Recall Example 4.1. F(l) = 1 since
F(x) =1. Let n be 1 or a non-square element in ka. As a result, we obtain
Co/ka 1 y* = n(x — a1)(z — az)hi(x). Now, g =d-go +e = 5. Roughly, the
attacking costs on J(C/k) is lower than on J(C/kq) as follows:

’ Co/kq : \ C/k : hyper \ C/k : non-hyper ‘
2

Olg™#) = 0(*) | O(¢" ™) = 0(¢*") | O(¢" ™0T) = O(¢**)
Example 5.7. n=3,d=3,90 =2,e=3,9=9 (Type A)
Now, f(z) has a factor x — .. Additionally, consider also (n,d) = (2,3)
(i.e. (z—a;)(z —ad)|f(x)). Since S =4+ (d-go+e—1)/2""2 =38, there
exist two cases as follows:
(1) S=3+5

Co/ks : y* = n(z — a)h ()
Here, o € k3 \ k, h1(z) € k[z], deg hi(x) € {5,4}.
(2) S=3+3+2

Co/ks : y* = n(z — a1)(2 — af)(z — az)(z — af)h (2)
Here, (x—a1)(z—al)(z—ag)(x—ad) € ks[z]\k[z], hi(x) € k[z], deg hi(x) €
{2,1}. Y;he ramification points are oy, s € k3 \ 'k or aq € kg \ (k2 U k3),
q

ag = af . Remark that ) := 1 or a non-square element in k3. The rough
estimation of the attacking costs between J(Co/kq) and J(C/k) is as follows:
’ Co/kq : ‘ C/k : hyper ‘ C/k : non-hyper ‘

Ola"#") = O(¢*) | Ol" ™07) = 0(¢"*"*) | Olg” 1) = O(g"/")
Example 5.8. n=3,d=3,90=2,e=1,9=7 (Type A)

Similarly, we consider factors x—a and (x—a)(z—a?). Now S = 4+ (d-go+
e—1)/2""2 = 7. Consequently, we obtain Co/ks : y> = n(z—a)(x—ad)hy ()
when S = 3+ 4. Here, o € k3 \ k,hi(x) € k[z], deghi(x) € {4,3}, n:=1
or a non-square element in k3. The rough estimation between the attacking
costs is as follows:

’ Co/kq : ‘ C/k : hyper ‘ C/k : non-hyper ‘
— d- ~ ~ _ 2 ~ ~ _ 2 ~

| 0(¢) = 0(¢®) | O(¢" ™07) = 0(¢"%/7) | Olg" T0=1) = O(¢°%) |

Example 5.9. n=3,d=4,90 =2,e=1,9=9 (Type A)

Recall that (z — a)(z — )| f(z) (o € ka\ k2 or & € kar \ ky, v |2 47,7 € N>y

if f(x) contains all conjugate factors of a? over ki) when (n,d) = (3,4),
and (x — B)|f(x) (B € ka \ 'k or f € kor \ ky,v |2 27,7 € Noy if f(x)
contains all conjugate factors of B over ko) when (n,d) = (2,2). Then,
S=4+(d-go+e—1)/2"2 =8. Since gg = 2, we obtain Cy/ks : y* =
(x — a)(x — a?)hi(z) when S = 4+ 4. Here, o € kq \ ko, h1(x) € klz],
deghy(z) € {4,3}. The comparison similar to the above examples is as
follows:
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] Co/kq : ‘ C/k : hyper \ C/k : non-hyper ‘
L 0(a+") = 0a") | O(¢" ™07) = 0(g"**) | 0" 70 7) = (¢ |

Example 5.10. n=4,d=6,90 =1,e =3,9 =9 (Type A

In this case, consider the combination of (x — a)(z — a?)|f(x) and (
a)(z —af)(z — a®)(z — a®)|f(z). Now, S =4+ (d-go+e—1)/272
Since go = 1, we obtain Co/ks : y2 = (x — a)(z — a?)(z — a? )(z — ")
(o € kg \ (k3Uksa)) when S = 6+0. The comparison between attacking costs

8
|

Il
XN

is :
’ Co/kq : \ C/k : hyper \ C/k : non-hyper ‘
O0lg"*) = 0(¢’) | Olg" ™7) = 0(¢'*°) | O(g" T+—1) = Og™/")
Example 5.11. n=4,d=6,90 =1,e =3,9 =9 (Type B)

We know (z — ) (z —v9)(x —v7)|f(2) as in Example 5.5. Next, consider all
proper subrepresentations of o except the trivial representation (1). Derive
candidates of the ramification points for (n,d) = (3,3),(2,3),(2,2). From
the results of Example 5.3, 5.2 and 5.1, they have been already obtained :
(z — a)|f(x), (x — a)(x — a®)|f(x) and (x — B)|f(x) (Here, a € ks \ k or
a € k3r \ ky,v |2 37,7 € Nuq, and B € ko \ k or € kor \ ky,v |2 27,7 €
Nsirespectively). Finally, find f(z) to try all combinations of polynomials
which contain all conjugate factors of the aboves to consider that Cy/kg
have go = 1 and S = 6. In this case, it follows that Cy/ke has the form
y? =n(x — a)(z — a?)(x — B)hi(x) when S =3 +2+ 1. Here, o € k3 \ k,
B € ka\k, hi(z) € k[z], deghi(x) € {1,0}, n:=1 or a non-square element
in kg. The comparison between attacking costs is the same as FExample 5.10.

See the lists in Appendices for other defining equations Cy/kgy.

6 Classification of elliptic/hyperelliptic curves C
without isogeny condition

Here, we apply the procedure in section 5 to classify Cy/k4. In particular,
we consider cases of a hyperelliptic curve Cy/kq for g(Cy) € {1,2,3} such
that there is a covering w/kqs : C — Cp and the covering curve C/k has
genus g(C) =d - g(Cp) +e (e > 0).

6.1 Upper bound of ¢ in ¢(C) = dg(Cy) + e (e > 0)

Firstly, since Cy are used in the cryptographic applications, we need to re-
strict Cy to a practically meaningful class. Thus we will tentatively estimate
an upper bound of e for g(Cy) € {1,2,3}. In algebraic curve based cryp-
tosystems, the standard key length is above 160 bits at present. This means
the size of the Jacobian of Cy/kg is

qg(Co)d > 9160 (29)
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Next, we assume that the size of Jacobian of C/k is ¢%0F¢ < 2.

Remark 6.1. Hereafter, we discuss within a < 320. Meanwhile, Lemma
4.1 and the procedures in the previous section can apply to any e > 0 and
q?90te > 2320 The treatment of these cases will be reported in the near
future.

6.1.1 Case g(Cp) =1

Then, we have the following situation for gg = 1
qd+e < 20 (30)
2160 < qd.

qd+e

S v, ¢° < 20710, Consequently,

Now, since

log ¢° < log 227160,
It follows that an upper bound of e is

_ (a=160)d

160 . (31)
When we assume a < 320, e < d is obtained.
6.1.2 Case g(Cp) =2,3
Similarly, when ¢g(Cp) = 2, assume that
q2d+e < oa -
2160 < q2d' ( )

Then e < 2d if a < 320. When ¢(Cj) = 3, the double-large-prime algorithms
have the cost of é(qu). Accordingly, the condition ¢3¢ > 2180 (i.e. q%d >
280) should be adopted instead of ¢3¢ > 2160 (qu > 27111) to keep the
same security level with go = 1,2 hyperelliptic curves (the costs of attack
to each DLP are qg > 280 for gy = 1, ¢* > 280 for gy = 2 as a key length of

more than 2'%° respectively). Thus, one can assume

q3d+e < 2a
2180 < q3d. (33)

Consequently, e < %d if @ < 320. In the next subsection, we enumerate the
candidates of n,d, e, S within these bounds of e for g(Cyp) = 1,2, 3.
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6.2 The candidates of (n,d, e, S)
6.2.1 Type (A)

e Case gp = 1:

From the above, d + e —1 > 2"72d — 2" when gy = 1. Since we assume
0<e<d,2d—1>d+e—1>2""2d—2". Then2"—1 > (2""2-2)d (n > 3).
Now, if n > 3,

7
=2 _ 2’
Consequently, it follows that n > 6 is not within the candidates. From
this result and the property of o, the candidates of 4-triple (n,d, e, S) are:
(57 57 4’ 5)7 (47 47 17 5)7 (4’ 57 47 6)? (4’ 6’ 37 6)7 (4’ 7’ 6’ 7)7 (37 3’ 2’ 6)7 (37 47 ]" 6)7
(3,4,3,7),(3,7,2,8),(3,7,4,9),(3,7,6,10), (2,2,1,6), (2,2,2,7),(2,3,1,7),
(2,3,2,8),(2,3,3,9).

e Case gp = 2:
Similarly, when go = 2, since we assume 0 < e <2d,4d—1>2d+e—12>
2"=2d — 2. Then, if n > 4,

15
=2 4’
Thus the candidates of (n,d, e, S) are: (4,4,5,7),(4,5,3,7),(4,5,7,8),(4,6,1,7),

(n<)d<4+ (34)

(n<)d<d4+ (35)

(4,6,5,8),(4,6,9,9),(4,7,3,8),(4,7,7,9),(4,7,11, 10), (4, 15,15, 15), (4, 15,19, 16),
(4,15,23,17), (4,15,27,18),(3,3, 1, ),(3 3 3,8), (3,3,5,9),(3,4,1,8),(3,4,3,9),
(3,4,5,10),(3,4,7,11),(3,7,1,11), (3, 7 12),(3,7,5,13),(3,7,7,14),(3,7,9,15),
(3,7,11 16) (3,7,13,17),(2,2,1,8),(2,2,2,9),(2,2,3,10),(2,2,4,11), (2,3, 1, 10),
(2,3,2, 11) (2,3,3, 12),(2,3, 4, 13),(2, ,5,14),(2,3,6,15).
e Case go = 3:
Next, if gg =3 (0<e < %d), then

(5<n<)d<4+L. (36)

- T 3(2n—2 — %)

Hence possible (n,d, e, S) are: (5,8,17,9),(4,4,9,9),(4,5,6,9), (4,5, 10, 10),
(4,6,3,9),(4,6,7,10),(4,6,11,11), (4,7,4,10), (4,7,8,11), (4,7,12,12), (4,7, 16, 13),
(4,15,4,16), (4, 15,8, 17), (4,15, 12, 18), (4, 15, 16, 19), (4, 15, 20, 20), (4, 15, 24, 21),
(4,15,28,22), (4,15, 32,23),(3,3,2,9), (3, 3,4,10), (3, 3,6,11), (3,4, 1,10), (3,4, 3,11),
(3,4,5,12), (3,4,7,13), (3,4,9, 14), (3,7, 2,15), (3,7,4,16), (3,7,6,17), (3,7, 8, 18),
(3,7,10,19),(3,7,12,20), (3,7,14,21),(3,7,16,22),(2,2,1,10),(2,2,2,11), (2,2, 3,12),
(2,2,4,13),(2,3,1,13), (2, 3,2, 14), (2,3,3,15), (2, 3,4,16), (2,3, 5,17), (2,3, 6, 18),
(2,3,7,19).

6.2.2 Type (B)

e Case 21 d:
Now, d = LOCM{d;} < [[d; < [[(2" —1) < 2". (d; is the order of in
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(9)). Here, if gg =1 (0 < e < d), then

d4+e—1<2d—1<2" (37)
On the other hand, it follows that

d+e—12>2""%(q(d) — 4) (38)

since S =4+ d;f’_zl > q(d). From (37)(38), one obtains

2"t > 92 (g(d) — 4). (39)

Consequently, 12 > ¢(d). Besides, we have 20 > ¢(d) for g = 2 (0 < e < 2d)
since 2" 2(q(d) — 4) < 2d+ e — 1 < 2"2, By the similar manner, 26 > ¢(d)
when go = 3 (0 < e < Zd).

o Case 2 | d:

In this case, n;, = lym;,d; = 2"d] (2 1 d}), then d; | 2™ — 1. Let r :=
max{r;}. Here, we obtain 27! +1 < I[; < 2" for r; > 1. Accordingly,
2r=1 41 <[y < 2" when we assume [; with 7 > 1. Now, notice that

O --\1
EI e I R Y} (a0
: .. S )
O -+ O l;
Then
d=LCM{2"d}} =27 - LCM{d;} < 2" -[]d; (41)
< 2-JJe™ -1 (42)
P ey M
< iz
On the other hand, we know
dgo +e—1>2""%(q(d) — 4). (44)
Hence, if go =1 (0 < e < d), then
2d — 1> 2""%(q(d) — 4). (45)
From (43) (45), we obtain
iz mITL s 9n2(g(d) — 4) (46)
gt izimi) S (d) — 4 (47)
232 s (d) — 4 (48)
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for my > 2. Similarly, 2377=2""'=1 > ¢(d) — 4 for m; = 1. Therefore, we
obtain 8 > ¢(d). In the same way, we have 12 > ¢(d) and 15 > ¢(d) for
go = 2 and go = 3 respectively.
From these upper bounds and the property of o, we obtain a list of pos-
sible (go, n,d, e, S) :
(1,4,6,3,6),(2,5,12,9,8), (2,5,12,17,9), (2,5, 14,13,9), (2, 5, 14, 21, 10),
(2,5,21,7,10),(2,5,21,15,11),(2,5,21,23,12),(2,5,21, 31, 13), (2,5, 21, 39, 14),
(2,4,6,5,8),(2,4,6,9,9), (3,6, 21, 34, 10), (3,6, 28,29, 11), (3, 6, 28,45, 12),
(3,6,28,61,13),(3,5,21,2,12),(3,5,21,10,13),(3,5,21, 18, 14), (3,5, 21, 26, 15),
(3,5,21,34,16), (3,5,21,42,17), (3,5, 14,7, 10), (3,5, 14, 15, 11), (3, 5, 14, 23, 12),
(3,5,14,31,13),(3,5,12,13,10), (3,5,12,21,11), (3,4,6,7,10),(3,4,6,11,11).
Within the above lists, we constructed explicitly all classes of hyperel-
liptic curves Cy/kq for g(Cp) € {1,2,3} such that there is a covering 7 /kg :
C' — Cj and the covering curve C'/k has genus ¢g(C) = d-g(Cp)+e (e > 0).
Lists for all defining equation Cy/ky are shown in the Appendices.
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Let hi(x) € k[z], hq(x) € kqlz] \ ku[z] (u |2 d), n := 1 or a non-square
element in kg, o,y € kg \ ky (v |2 d), a; € kr, \ kuw, (w; |2 7;). Here, choose
a; and 7 € {d,2d,--- ,maz{i}d} such that hq(x) € kq[z] \ ku[z] (u |2 d).
Refer to Example 5.6 (n,d, go,e,S) = (2,2,2,1,8) as an example of how to
choose a; and 7;. Let Cy/kq : y* = ¢ - hq(z)hi(z).

(n7d790a€75) C hd(x) deg hl(x)
(4,4,1,1,5) |n (¢ —a)(@ — a%)(z — o) 1,0
(4,4,2,5,7) [ n (z —a)(x — a%)(z — a”) 3,2
(4,4,3,9,9) |7 (z — a)(z — a¥)(z — oﬂj) 5,4
U (z —a)(@ —7")(= —97") . 5,4
(4,5,3,10,10) | 1 | [T (= — a;)(z — a¥)(z — o )(z — o 0
(4,6,1,3,6) |1 (x—a)(z—af)(z—a?)(x—al) 0
(47279 [n| (@-a)w-a@—a?)(—a’) 2,1
n (x—a)(z—a?)(z—a?)(z—a?) 2,1
(4,7,2,11,10) | n (z —a)(z —a?)(z —a?) 3,2
n (r—a)(z—ad)(z—a) . 3,2
(4,7,3,8,11) | n (ac—a)(x—oﬂ)(:c—aqs)(a:—aq ) 4,3
n (x—a)(z—a?)(x—a?)(z—a) 4,3
(4,7,3,12,12) | 1 (z —a)(z —a?)(z—a) 5,4
n (r—a)(z—ad)(z—a) 5,4
(3,3,1,2,6) | n T— 3,2
(3a 3,2, 1, 7) n (CL‘ - Oé)(I — aq) 4,3
3.3,2,3,8 7 —a 5.4
( ) | n , | , o
n [[ioi (@ — ai)(z — af) ;
(37 3,2,5, 9) n (.I — O[)(.Z' — a(])(x — 7) 3,2
(37 37 37 27 9) n (‘T — a)(a; — aq) 67 5
(3,3,3,4,10) | n 7 —a 7.6
" [2,(z — ap)(w — af) 13
(37 37 37 6, 11) n (.T 3_ Oé)(ﬂj’ - aq)(x - 7) 57 4
> (z— ) (z—af 2,1
(2,2,1,1,6) Z Hl_i‘(ﬁ:l(m )—(ai) ) 2,1
(2,2,1,2,7) |1 [T}y (z — ) 1,0
(2,2,2,1,8) | IT;_y(z — i) 4,3
(2,2,2,2,9) |7 [Ty (z — i) 3,2
(2,2,2,3,10) |7 IT,_y(z — i) 2,1
(27 27 27 47 11) Ui 1_[?:1(3j - ai) 1a 0
(25 27 37 ]-7 10) Ui H?:l(w - ai) 65 5
(25 25 37 27 11) Ui H?:l(w - ai) 5a 4
(2,2,3,3,12) | 7 [T, (z — i) 4,3
(2,2,3,4,13) |7 [T (e — ) 3,2
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Let B S k‘g \ ki, Bj S kwj \kpj (p]’ |7£ w]'), hQ(IE) S k?g[x] \ k‘[CL‘]

Here, choose §; and w; € {d, 2d, - - -

Let Co/kq : y? = c- hg(x)ha(x)hy ().

,max{j}d} such that ha(x) € ko[z]\k[x].

(n,d, go,€,S) | ¢ ha(x) ho(z) deg hi(x)
(3,4,1,1,6) |1 (x —a)(z —a9) 1 2,1
(3,4,1,3,7) |1 (x —a)(z—a9) x—f 1,0
(3,4,2,1,8) |1 (x —a)(z —ad) 1 4,3
(3,4,2,3,9) |1 (x —a)(z —ad) x—f 3,2
(3,4,2,5,10) | 1 | [T:_,(z — o) (z — af) 1 2,1
1 @-ae-a?) | [FaE-p)| 21
(3,4,2,7,11) | 1 (z — a)(z — ad) [[_i(z— ) 1,0
1 H?:l(x i)z —al) z— 0 1,0
(3,4,3,1,10) | 1 (x — a)(z —ad) 1 6,5
(3,4,3,3,11) | 1 (x — a)(z —ad) z— 5,4
(3,4,3,5,12) | 1| [T, (z — i) (z — ) 1 4,3
1 (z — a)(z — o) [ (z - B) 4,3
(3,4,3,7,13) | 1 (z — a)(z — ad) I[_i(z—5) 3,2
1 H?Zl(:t ai)(z — o) x—f 3,2
(3,4,3,9,14) | 1 (z — a)(z — a9) szl(x —B)) 2,1
1 H?ﬂ(l‘ a;)(z — af) Hj:1($ = 5) 2,1
| T (2 — i) (e = af) 1 2,1

B Classification for Type (B): "d; # d

Here, hy(z) € ky[z] \ kwlz] (w |£ v), n := 1 or a non-square element in k.
( )n—6 d = 28, OéEk:7\/€ ﬁ€k4\k2
Co/kq : y?* = c- hr(z)ha(x)hy ()
(n,d, go,e,8) | ¢ hr(x) i . ha(z) deg hi(z)
(6,28,3,61,13) | n | (z —a)(x — a‘i)(ac —at 3)(1‘ —at 4) (x — B)(x — p9) 2,1
nj@-—a@—at)z-—a?)(z—-a’) | (x-F)x-0") ] 21
(2) n=>5d=12, 0461{24\162,,36]{53\]{2
Co/kd : y2 = C- h4($)h3(x)h1(x)
(n,d, go,€e,S) | ¢ hy(z) hs(x) deghi(x)
(5,12,2,17,9) (z —a)(z —a?) | (z—B)(xz— P37 2,1
(5,12,3,21,11) | 1 | (z —a)(@ —a9) | (x = B)(x — BY) | 4,3

21




(3)n:5,d: 14, aEkw\k:,ﬁE kz\]{, ﬁl,ﬁg S k‘Q\k‘OI“ 61 € k4\]€2,
Bo:=p1, Co/ka:y* = c-hr(x)ha(x)hi(x)

(n,d,go,e,5) | c ha(x) ha(z) deg hy ()
(5,14,2,21,10) | n | (z —a)(z — oz‘i)(ac - oc‘i)(x — 04‘144) x—p0 1,0
n|(z—a)r—a?)(z—af)(z—a?) x— 0 1,0
(5,14,3,23,12) | n | (z —a)(z — oﬂ2)(x - o/i)(m - 04‘144) x—p0 3,2
nl(z—a)r—a?)(xz—a®)(z—a?) x—f 3,2
(5,14,3,31,13) | n | (z — a)(x — 0/12)(36 —a?)(z — aq44) T (z— B) 2,1
1| - a)e—at) o —af)w —at') | [~ ) | 2.1
n (x—a)(a:—oﬂ)(x—aqg) x—pf 4,3
n (x —a)(z—ad)(z—a?) x—pf 4,3
(4) n = g,d: 21, a € k‘7\k‘,ﬂ S k‘g\k’, 081, P2 € k‘g\/{? or B € kG\(kQng),
,62 = ﬁg s C()/kd : y2 =C- h7(m)h3(x)h1(x)
(n,d,go,e,5) | c hz(x) hs(x) deg hi ()
(5:21,2,7,10) | 1] (2 —a)z —a%)(x - oﬂQS)(x — oﬂ44) (z — B)(z — B9) 0
L @-a)e—a)e—a)e—a®) | @-p-p) | 0
(5,21,3,2,12) | 1| (z—a)(@—af)(z—a®)(z—af) (z = B)(z - p7) 2,1
L @-a)e—a)e—a)e—at) | @-pla-p) | 21
(5,21,3,10,13) | 1| (v —a)(z —at)(@—a®)(z—a®) | [T (@ - B)( - 5) 0
1| (z—a)(@—a®)(z—a®)(z—a?) | TTi, (= = Bi)(z ) 0

(5)n:4,d:6,a€k3\k‘,ﬁEkQ\k,’YGkg\(k‘Qng),

or aj € ke \ (k2 Uks) , ag := a‘f, B, P2 € ko \ kor B1 € kg \ ko, (B2 := 5312,
Co/kd : y2 =C- h3($)h2(.€6)h1($)

ar,az € ks \ k

(n,d, go,e,S) | ¢ hs(x) ho(x) deg hy(x)
(4,6,1,3,6) | n (x —a)(z —af) x— 0 1,0
(4,6,2,5,8) | n (x —a)(z —af) x— 0 3,2
(4,6,2,9,9) | n T — x— 0 4,3
n | i@ —a)@—al) | 28 1,0
| @-a@-a) | [Ea@-8)| 21
(4,6,3,7,10) | n (x — a)(z —af) x— 0 5,4
(4,6,3,11,11) | n T —« x— 0 6,5
0 | ITizi(e — ai)(z — af) z—p 3,2
n| (@-a)@-af) | @-5)| 43
Co/ka:y* = c- he(x)h1 ()
(n,d, go,€,S) | ¢ he(x) deg hq(z)
(47 6,2,9, 9) n (.T — 7)($ — ’Yq)(x — ’Yqz) 3,2
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