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Abstract. Hamsi-256 is designed by Ozgiil Kiiciik and it has been a candidate Hash
function for the second round of SHA-3. The compression function of Hamsi-256 maps
a 256-bit chaining value and a 32-bit message to a new 256-bit chaining value. As
hashing a message, Hamsi-256 operates 3-round except for the last message it operates
6-round. In this paper, we will give the pseudo-near-collision for 5-round Hamsi-256.
By the message modifying, the pseudo-near-collision for 3, 4 and 5 rounds can be found
with 25, 232 and 2'?% compression function computations respectively.
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1 Introduction

Hamsi[2] is one of the 14 candidate Hash functions in the second round of SHA-3 competition
and it is designed by Ozgiil Kiicitkk. Hamsi includes four kinds of Hash functions, Hamsi-224,
Hamsi-256, Hamsi-384 and Hamsi-512.

Ivica Nikoli¢ presented the pseudo-near-collision attack for 3-round Hamsi-256 with the
difference in the chaining value instead of the message. However, the pseudo-near-collision
attack doesn’t produce any essential effect on the security of Hamsi-256. Therefore we try to
extend the attack on 6-round Hamsi-256 and this attack can incur the related-key attack on
the MAC based on Hamsi-256. As a result, the 5-round pseudo-near-collision for Hamsi-256
with the difference only in the chaining value has been found.

This paper is organized as follows: Sect. 2 briefly details the Hamsi-256 Hash function;
Sect. 3 presents our pseudo-near-collision attack on reduced-round of Hamsi-256.

2 The Hamsi-256 Hash Function

Hamsi-256 is one of the 14 candidate Hash functions of the second round SHA-3 competition.
Hamsi uses the Concatenate-Permute-Truncate design strategy, and another important design
strategy is the special message expansion function. For the Hamsi-256, the input includes a
256-bit chaining value and a 32-bit message, the compression function operates 3-round non-
linear round function, and for the last message, the compression function contains 6-round
non-linear round function. Firstly the 32-bit message is expanded to 256-bit, concatenate the
expanded message and the initial chaining value to produce 512-bit state, operate a 3-round
non-linear round function, and truncate the 512-bit state to produce 256-bit output value.
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3 Pseudo-Near-Collision for Reduced-Round of Hamsi-256

First, we identify the new pseudo-near-collision for 3-round Hamsi-256 compression function
with 23-bit hamming distance. Compared with the pseudo-near-collision in [1], the hamming
distance is reduced by 2 bits. Secondly, we further identify such pseudo-near-collision for
4-round and 5-round Hamsi-256 compression function with the probability 2763 and 27196,
Although the probability for the 5-round pseudo-near-collision is less than 27128, By modifying
the input chaining value and the message value to satisfy some conditions, the time complexity
can be reduced to 27125,

3.1 Pseudo-Near-Collision for 3-Round Hamsi-256

Ivica Nikoli¢ presented a pseudo-near-collision for 3-round Hamsi-256 with the probability
2723 and the hamming distance 25-bit. By analyzing the diffusion properties for the 3-round
Hamsi-256, we identify another pseudo-near-collision for 3-round Hamsi-256 with the proba-
bility 2723 and the hamming distance 23-bit in Table 1.

Table 1. Pseudo-Near-Collision Path for 3-Round Hamsi-256

R Difference Pr
Ry I 211
2,21 |17,24,27,31
211
2,21 |17,24,27,31
Sbox 11 272
2
21 31
17,2427 | 2
Diffusion 1
24
24
Rs Sbox 273
24
Diffusion| 30 1
25
Rs Sbox 25 270
30 25
30
Diffusion| 31 |10,11,12,21 1 1
31 26 7
4,6,27
5,16
Truncation 2,11,31[10,11,12,21|2,21]4,17,24,27,31| 1
and
FeedBack 211 2,21] 4,6,17,24,21




3.2 Pseudo-Near-Collision for 4-Round Hamsi-256

We further extend the above 3-round differential to 4-round, so the pseudo-near-collision for
4-round Hamsi-256 with the probability 2762 and the hamming distance 53-bit in Table 2.

Table 2. Pseudo-Near-Collision Path for 4-Round Hamsi-256

R Difference Pr
R, I 2,11
2,21 17,24,27,31
2,11
2.21 17,24,27,31
Sbox 11 2773
2
21 31
17,24,27 2
Diffusion 1
24
24
Rs Sbox 273
24
Diffusion 30 1
25
R Sbox 25 27°
30 25
30
Diffusion 31 10,11,12,21 4 1
31 26 7
4,6,27
5,16
R, Sbox 5,16 26 7 2732
31 10,11,12,21,26 7 6,27
5,16 10,11,12,21 4,6,27
Diffusion| 0,1,2,3,7,17,23,24,27 12,17,22,28 3,12,22,23,24,25,26 5 1
0 11,12,13,19,22,27,30 7,21,28
4,7,8,9,20 29 1,3,8,9,10,16,18,19,24 2,7,13
12,17,23 17,18,19,28,30 2,11,13,28
Truncation 0,1,3,7,11,17,23,24,27 12,17,22,28 2,3,12,21,22,23,24,25,26 5,17,24,27,31 1
and
FeedBack 2,4,7,8,9,11,20 29 1,2,3,8,9,10,16,18,19,21,24(2,7,13,17,24,27,31

3.3 Pseudo-Near-Collision for 5-Round Hamsi-256

We further extend the above 4-round differential to 5-round, so the pseudo-near-collision for
5-round Hamsi-256 with the probability 27°6 and the hamming distance 111-bit. In Table

3, we only present the output difference from the 4" round to the
output difference of the feedback and truncation operation.

5th

round, and the final




Table 3. Pseudo-Near-Collision Path for 5-Round Hamsi-256

R Difference Pr
Ry Sbox 5,16 26 7 2732
31 10,11,12,21,26 7 6,27
5,16 10,11,12,21 1,627
Diffusion|0,1,2,3,7,17,23,24,27|  12,17,22,28 3,12,22,23,24,25,26 5 1
0 11,12,13,19,22,27,30 7,21,28
1,7,8,9,20 29 1,3.8,9,10,16,18,19,24 2,713
12,17,23 17,18,19,28,30 2,11,13,28
Rs Sbox 0,12 11,12,13,18,22,27 3,24 2,11,13,21 2793
1,2,3,4, 7,8, 9, 12, T,8, 9, 10, 12, I,
20. 24, 27 11,13,18,19,27,29,30) 14 71070 00 5% o |25 7 11,13,21,28
1,2,3,24,27 18 12,22,23,25,26 5,11
T, 2,3, 4, 8, 9, 12, T,8, 9, 10, 12, I,
67’12%2?21’ 251’ %7 g i %8’2194’ 272 22)3’1215 1226 0 22255751:2 2: 10
Ihﬂhskn19,14,18,21724727,géSég’;é%;;%i;%§£ 13, 16, 18, 19, 20, |14, 15, 17, 18, 22,| 1
28, 30 T I TR T 0T 91, 22, 27, 29 24, 26, 27, 28, 29
2,4, 5 8,9, 10, 13,|12, 16, 19, 20, 27, ?%Z’I? 9&5[”213753’ 3.5,6,7,8, 12, 14,
16, 21, 22, 27, 28 |28, 29, 31 o 95 |17,22, 28,29, 31
0,1,4,9,11,17,19,|1, 9, 10, 11, 16, 20, f;5i§* ig’;g’;g’ 0,3,4,7, 09,10, 11
20,24, 25, 27, 28 |22,23,24,26,30,31) , . 01" T 77 |12, 16, 25, 26, 29
b
3,4,8, 9, 10, 1T, I3, 0, T, 2, 4, 8, 12, 15
16, 18, 19, 21, 24,?5:24%’ 12,134 46 17, 19, 23, 26, 351557‘L 9, 12, 20,
%7132’§16 8,9, 1T 7 %8422 3011 12,13 072 3,5, 6, 7, 10
Truncation 14,18,21,24,27,gé3ég’gg%;;%i;§? 16, 18, 19, 20, 22, |14, 15, 18, 22, 26,| 1
28, 30 e P AP 28, 29, 31
and
5,9, 10, 12, 15, 17,0, 3, 4, 7, 9, 10, IT,
FeedBack 0, 1,2, 4,9, 17, 19,11, 9, 10, 1L, 16, 20,1 1 ™ 7o) "0 93 |19 16, 17, 24, 25,

20, 24, 25, 27, 28

22, 23, 24, 26, 30, 31

25, 26, 31

26, 27, 29, 31




Message Modifying:

In the differential path of the 5-round pseudo-near-collision, there are 23 conditions in the
first round, among which the below 15 conditions can be satisfied by modifying the message,

89,2 =1,8%2=0,5%21 =1,5%21 =1,5% 31 = 1,8% 31 = 1,5% 17 = 1,5% 17 = 0, (1
$9120 =1,5% 24 = 0,5%107 = 1,5% 27 = 0,5%2 = 1,5%142 = 0, 5% 11 = 1. )
where s'; . represents the k' bit variable of the j* word for the input of the i*" round.

By searching 2'5 messages, there are averagely one message satisfying the above 15 condi-
tions, then we fix the message. The remained below 8 conditions can be satisfied by modifying
the chaining value,

0 _ .0 0 _ .0 0 _ 0 0 _ 0
542 = 8"12,2,5 421! = 8°12,21,5 531! = 5 13,31,8 517! = 8 13,17, 2)

0 _ .0 0 _ .0 0 _ .0 0 _ .0
§'5,04! = 571324, 55,27 = 5°13,27,5 2,2 = 5°10,2,5°2,11! = 5°10,11-

We can identify 2!° structures satisfying the above 8 conditions, each with the fixed value

in the above related 16-bit input chaining variables and any value for others bits.
There are 3 conditions in the third round as follows,

1 1 1 1
5124 =0,5 524 =1,5 924 = 513,24 (3)
511,24 is related to the following 28 bits input of the first round,
0 0 0 0 0 0 0 .
894512, 8% 4i41,5, 8 4i+1,65 S 4i+1,28, S 4i+2,18, S 4i+3,9, S 4i+3,15, (0 < 1 < 3). (4)

which includes 14-bit chaining variables and 14-bit expanded messages. In order to make the
input chaining value of the first round satisfying the conditions, there should be 23 structures,
each with the fixed value in the above related 14-bit input chaining variables and any value
for others bits. 315,24 is related to the following 12 bits input of the first round,

§%45.105 8 4i+1,23, 8% 454220, (0 <7 < 3). (5)

which includes 6-bit chaining variable and 6-bit expanded messages. There should be 2°
structures, each with the fixed value in the above related 6-bit input chaining variables and
any value for others bits.

519,24 and 5113’24 are related to the following 28 bits input of the first round,

0 0 0 0 0 0 0 ;
S5744,145 S 4i4+1,175S 454+1,245 S 4i+1,31,S 4i+2,1, S 4i+2,27, S 4i+3,11,(0 <1< 3)- (6)

which includes 14-bit chaining variables and 14-bit expanded messages. There should be 213
structures, each with the fixed value in the above related 16-bit input chaining variables and
any value for others bits.
If we choose the value of the above 16+ 14 + 6+ 14 = 50 bits input chaining variables from
these structure, the conditions in the first round and the second round have been satisfied.
There are five conditions for the input of the third round as follows,

2 1.2 a2 12 w2 2 _ 2
%430 = 1,8%8.30 = 0,8%1230 = 1,571,205 = 579,25,571,25 = $°13,25. (7

There are seven variables involved in the above five conditions. However, we found that
48 input bits of the first round are still unrelated to any of the above seven chaining vari-
ables. Among them, 24-bit is the input chaining variable and 24-bit is the expanded message
variables, and here we only list 24-bit input chaining variable as follows,

0 0 0 0 0 0 0 0 0 0 0 0
§725,5°27,52,11,5°2,13,5 °2,17,5 2,31,5 3,655 3,85 4,05 4,7,5 52,5 5,12, 8

0 0 0 0 0 0 0 0 0 0 0 0 )
$710,5,510,7,S 10,11, 10,13, 5 10,17, S 10,3155 11,655 11,8,S 12,055 12,7,S 13,2, S 13,12,



It means that the conditions in the third round are related to 256 —24 = 232 input chaining
variables of the first round. In modifying the conditions of the first round and the second
round, 52-bit input chaining variables have been given the value, so other 232 — 50 = 182
bits variables can be used to further modify the five conditions in the third round. Among
2% values for them, there is averagely one value satisfying the five conditions. We need to
identify 20! values satisfying the five conditions. When I identify one value, we can further
choose the value for the above unrelated 24-bit input variables. In total, there should be
2101924 — 9125 input values satisfying the conditions from the first round to the third round.
Due to the probability of the differential path from the fourth round to the fifth round is
2732.92793 = 27125 on average there should be one value satisfying the 5-round differential
path.

The detailed modifying process is as follows,

Step 1: Search 2'° messages and identify one message satisfying the 15 conditions in equa-
tions (1). Fix the message value.

Step 2: Set the value of 16-bit input chaining variables involved in equations (2) to satisfy
the 8 conditions in equation (2).

Step 3: Search 2 values for the 14-bit in equation (4) and identify one values satisfying the
first condition in equation (3).

Step 4: Search 2 values for the 6-bit in equation (5) and identify 2 values satisfying the
second condition in equation (3).

Step 5: Search 2 values for the 14-bit in equation (6) and identify 2 values satisfying the
third condition in equation (3).

Step 6: Search 2° values for the 182-bit variable(described in the above paragraph) and
identify one value satisfying the five conditions in equation (7).

Step 7: Search 224 values for the 24-bit in equation (8) and compute the compressive value
of the 5-round, verify if it is a near collision. If not, go to Step 6.

The time complexity for searching the 5-round Hamsi-256 pseudo-near-collision is about
2101 (25 4 224) ~ 2125 5_round Hamsi-256 implementations.

With the modifying process, the time complexity for searching the 3-round Hamsi-256
pseudo-near-collision is about 2° 3-round Hamsi-256 computations and 2'® message expansion
computations, and the time complexity for searching the 4-round Hamsi-256 pseudo-near-
collision is about 28 - (2% + 224) = 232 4-round Hamsi-256 computations.
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