DOUBLE-EXPONENTIATION IN FACTOR-4 GROUPS AND ITS
APPLICATIONS

KORAY KARABINA

ABSTRACT. In previous work we showed how to compress certain prime-order subgroups
of the cyclotomic subgroups of orders 22™ 4+ 1 of the multiplicative groups of IF;M by a
factor of 4. We also showed that single-exponentiation can be efficiently performed using
compressed representations. In this paper we show that double-exponentiation can be
efficiently performed using factor-4 compressed representation of elements. In addition
to giving a considerable speed up to the previously known fastest single-exponentiation
algorithm for general bases, double-exponentiation can be used to adapt our compression
technique to ElGamal type signature schemes.

1. INTRODUCTION

The Diffie-Hellman key agreement protocol [3] can be used by two parties A and B to
establish a shared secret by communicating over an unsecured channel. Let G = (g) be a
prime-order subgroup of the multiplicative group F} of a finite field F,. Party A selects a
private key a and sends ¢ to B. Similarly, B selects a private key b and sends g” to A. Both
parties can then compute the shared secret g?°. Security of the protocol depends on the
intractability of the problem of computing a from ¢%; this is called the discrete logarithm
problem in G. If ¢ is prime (say ¢ = p), then the fastest algorithms known for solving the
discrete logarithm problem in G are Pollard’s rho method [17] and the number field sieve [9].
To achieve a 128-bit security level against these attacks, one needs to select #G = 22°% and
p ~ 23072 [6, Section 4.2]. Note that even though the order of G is approximately 2256, the
natural representation of elements of GG, namely as integers modulo p, are approximately
3072 bits in length. If ¢ is a power of 2 or 3, then one needs to select #G ~ 22°6 and
q =~ 24800 to achieve 128-bit security level against Pollard’s rho method and Coppersmith’s
index-calculus attack [2, 12]. This brings an overhead both to the efficiency of the protocol
and to the number of bits that need to be stored or transmitted.

In recent years, there have been several proposals for compressing the elements of certain
subgroups of certain finite fields [21, 8, 1, 13, 18, 5, 4, 20, 11]. The compression methods
in these works fall into two categories. They either use a rational parametrization of an
algebraic torus [18, 5, 4], or use the trace representation of elements [21, 8, 1, 13, 20, 11].
Even though there is a close relation between these two methods (see [18]), the trace repre-
sentation of elements seems to give more efficient single-exponentiation algorithms. Single-
exponentiation in the context of compressed representations is the operation of computing
the compressed representation of g* given an integer a and the compressed representation of
g. Double-exponentiation in the context of compressed representations is the operation of
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computing the compressed representation of g***% given integers a, b, and the compressed
representations of g*,g'. It is not clear how to perform double-exponentiation efficiently
when one uses the trace representation of elements because the trace function is not mul-
tiplicative. On the other hand, the use of a rational parametrization of a torus enjoys the
full functionality of the group structure, and one can perform double-exponentiation with
similar efficiency to that of a single-exponentiation.

Having efficient double-exponentiation is crucial in cryptographic applications. For example,
in ElGamal type signature schemes the verifier should perform a double-exponentiation to
verify the signature on the received message. Moreover, double-exponentiation can be used
to speed up single-exponentiation by representing the exponent 7 = ak + b where k is some
fixed integer and a, b are half the bitlength of 7. Then ¢g¥ can be precomputed and given 7,
one can compute g7 = (g¥)® - g* using simultaneous exponentiation (Straus-Shamir’s trick;
see Algorithm 14.88 in [14]) much more efficiently than direct exponentiation by 7. As
mentioned in the previous paragraph, it is not clear if one can favourably exploit this idea
when the trace representation of elements is used.

Lenstra and Stam [22] show that in the case of factor-2 and factor-3 compression in large-
prime characteristic fields one can perform double-exponentiation very efficiently and they
discuss some related applications such as speeding up the single-exponentiation algorithm
for compressed elements.

In this paper, we show that double-exponentiation that works directly with factor-4 com-
pressed elements can be performed very efficiently in the case of characteristic two fields,
and describe two particular cryptographic applications. As a first application, we show how
to use double-exponentiation to speed up single-exponentiation thereby obtaining an esti-
mated 20% acceleration over the previously known fastest single-exponentiation algorithm
when the base is general. Speeding up the single-exponentiation is important as it speeds
up some cryptographic protocols using the factor-4 compression technique. For example, as
observed in [11], the factor-4 compression technique can be applied to the image of the sym-
metric bilinear pairing derived from an embedding degree k = 4 supersingular elliptic curve
defined over a characteristic two field. If this pairing is used to implement the identity-based
key aggrement protocol of Scott [19], then the messages exchanged can be compressed by a
factor of 4; moreover, the single-exponentiation in the protocol can be performed using the
compressed representation of elements. As a second application, we give details on deploy-
ing factor-4 compressed representation of elements in the Nyberg-Rueppel signature scheme
[16]; our method also reduces the size of public keys.

The remainder of the paper is organized as follows. Section 2 introduces some terminol-
ogy and sets the notation that we will use throughout the paper. In Section 3 we review
the previous work on factor-4 compression. Section 4 presents our double-exponentiation
algorithm and an analysis of the algorithm. Two cryptographic applications of our double-
exponentiation algorithm are given in Section 5. We make some concluding remarks in
Section 6.

2. PRELIMINARIES AND NOTATION

Let g be a prime power and F, denote a finite field with ¢ elements. Let n be a prime such
that ged(n, ) = 1, and let k be the smallest positive integer such that ¢* = 1 (mod n). Then
]F;‘k has a multiplicative subgroup of order n which cannot be embedded in the multiplicative
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group of any extension field F,: for 1 < i < k. For such a triple (¢, k,n) we denote the
multiplicative group of order n by p,, and call k£ the embedding degree of p,, over F,. In this
setting, we let h be a positive integer and define t;, = g+ 1 — h-n to be the trace of u,, over
F, with respect to the cofactor h. Throughout the rest of this paper we will assume that
the cofactor h is fixed and we simply denote the trace of u, by t, instead of ¢j,.

Let g € Fyx and let s be a positive divisor of k. We assume that g is not contained in any

proper subfield of F . The conjugates of g over Fys are g; = gqis for 0 < i < k/s. The trace
of g over [Fys is the sum of the conjugates of g over F, i.e.,

k4
(2.1) Try(g) = Y i € Fye.
i=0
The minimal polynomial of g over Fys is the monic polynomial
k_q
(2.2) fos(z) = T (@ - g0)-
i=0

Note that f; s(x) € Fys[x]. When s = 1 we simply use Tr(g) and f,(z) by abuse of notation.
Also, we will assume that the conjugates of g over F s are well defined for any integer ¢ by

setting g; = g mod k/s-

We fix some notation for finite field operations that will be used in the remainder of the
paper. We will denote by A;, a;, C;, F;, I;, M;, m;, and S; the operations of addition, addition
by 1 or 2, cubing, exponentiation by a power of the characteristic of the field, inversion,
multiplication, multiplication by 2, and squaring in F: for i € {1,2}. SR; ; will denote the
cost of finding a root of a degree ¢ irreducible polynomial over IF ;. We use soft-O notation

O(-) as follows: a = O(b) if and only if a = O(b(log, b)®) for some constant c.

3. REVIEW OF FACTOR-4 COMPRESSION

We recall some of the facts on factor-4 compression and also review the exponentiation
algorithms presented in [11].

Let 7 be a positive integer, and let ¢ = 22"+ ¢ = £2"+1 T = |t|. The values of r for which
q+1—1t=hn and n is prime lead to a multiplicative subgroup u,, of Fr of prime order n
with embedding degree 4 and trace t. We fix h,n,q,t,T and p, = (g) in this fashion, and
also write ¢, = Tr(g%). Note that cg = 0 and c,7 = L

w

The following theorem shows that g* € u, can be uniquely represented (up to conjugation
over IF,) by its trace, thus providing compression by a factor 4. From now on, we will refer
to this group p, C Fra as the factor-4 subgroup of Fra with trace ¢.

Theorem 3.1. [11, Corollary 4.5] Let pu, = (g) be the factor-4 subgroup of ¥y, with trace
t. Let fgu(z) be the minimal polynomial of g* € py, over Fq. Then

fye(x) = a* + cyz® + cla® + ez + 1.

Next, we recall some facts from [11] that we will use in Section 4.
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Lemma 3.2. Let i, = (g) be the factor-4 subgroup ofIFZ4 with trace t. Then for all integers
u and v we have

(i) Cutrv = (Cu + Cu_2v)Co + Cuvcl + cy_3, [11, Corollary 4.4(i)].

(i) ¢y = c—y [11, Lemma 4.2(i)].

(iii) co = 2 [11, Corollary 4.4(ii)].

(7;”) CuCy = Cyqp + Cy—ov + Cutv(t—1) + Cotu(t—1) [11a Lemma 42(11)}

Remark 3.3. Throughout the remainder of this paper, we will assume without loss of
generality that the trace ¢ is positive. If ¢ is negative then one can replace the expressions
of the form cﬁ(t), where p is some polynomial, by CZ(T) without changing the validity of the

results in this paper.

Let a,b be integers with 0 < a,b < n. Single-exponentiation to the base a in p, is the
operation of computing c,, given ¢, and b. Five single-exponentiation algorithms were
presented in [11]. We concentrate on Algorithm 1 that works directly with ¢,, and is the
fastest exponentiation algorithm for general bases. For completeness we present Algorithm 1
and its running time.

Algorithm 1 Single-exponentiation
Input: ¢, and b
Output: cqp

1: Write b= Y"'"0 ;2 where b; € {0,1} and by, = 1

2t Sy = [Cu72vcuflacuacu+1] — [Ca,O,Ca,Cz]

3: mp — 1/ctt and mgy « 1/cq

4: for i from ¢ — 2 down to 0 do

5: cou1 — my ((Cut1 + o+ cum1 + cu—2)? + (cu + cu—1)?(ch + ¢2))
6

7

8

9

Coq Ci
2 2t
Cout1 — Cou—1+ ma ((Cut1 + cu—1)? + 2c)
if b; — 1 then
2
Cou+2 < Cyiq

10: Su — [C2u—1, C2u, Cout1, C2ut2)
11: else

12: Coy—9 0371

13: Su — [C2u—2, Cou—1, C2u, Cou+t1)
14: end if

15: end for

16: Return (c¢,)

TABLE 3.1. Cost of Algorithm 1 for factor-4 compression. The exponent
is an ¢-bit integer.

’ Algorithm \ Precomputation \ Main Loop ‘
[ Algorithm 1 [11] | 111 4+ 1M, | (AMy +4S1)(¢-1) |

Next, we give a generalization of Theorem 4.7 in [11] that will be used in Section 4 to
describe a double-exponentiation algorithm in g, .
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Theorem 3.4. Let p, = (g) be the factor-4 subgroup of Fy, with trace t. Let ¢, = Tr(g"),

2 2 t
Cy Cy 0 0 Cou—3v (Cu + Cu—QU) + Cu—vCo
2 2t
A= 0 Cy C;} 0 X = Cou—v Y = (Cu+v + Cu—v) ;’ CuCo

0o 1 ¢ 1]’ Coutv ’ (cu + Cutv)?cy

t 2
1 ¢ 1 0 Cout3v (Cyu—v + cu)?cy
Then

(i) A is invertible and AX =Y.
(ii) If ¢, is given then A and A~ can be efficiently computed.
(“Z) Cou—v = C;:)% ((Cu+v + ey +Cy—n + Cu—2v)2 + (Cu + Cu—v)Q(cf} + C?;)) .

Proof. The proof is analogous to the proof of Theorem 4.7 in [11]. (]

Corollary 3.5. Let p,, = (g) be the factor-4 subgroup of IF‘Z4 with trace t. Let ¢y, Coy_y and
Suw = [Cu—2vs Cu—v, Cu, Cuto) be given. Then

(1) curav = (Cusv + Cu—v)Co + Cuc + cy_ay, and can be computed at a cost of 1Fy + 2Mj.
(11) causv = (Cutv + Cu—v)Cu + CoCl, + c2u_v, and can be computed at a cost of 1Fy + 2M.
(111) Cu—3v = (Cu + Cu—20)Co + Cu—vCl + Cusv, and can be computed at a cost of 1Fy + 2M.
() c3u—v = (Cyp + Cou—v)Cu + Cu—uCly + Cutw, and can be computed at a cost of 1Fy + 2Mj.
(V) Cu—tv = Cusav+ (Cutcu—20)(E+ch +1) +cupch™, and (cut2u, Cu—aw) can be computed
at a cost of 1F} +5M, + 15;.

(Vi) Cau—v = Coutn+(Co+Cous)(+ct+1)+eu_octt, and (cautv, Cau—v) can be computed
at a cost of 1Fy +5M; + 15;.

(Vii) C3utv = Cu—v + (Cusv+Cu—v) (2 +ck+1) ottt and (c3u—v, C3utws) can be computed
at a cost of 1F} +5M; + 1.5;.

Proof. (1)—(iv) follow from Lemma 3.2(i) and (ii).

(v) Using Lemma 3.2(i) and (ii), we first write

(31) Cut+20 = (Cu+v + Cu—v)cv + Cucf; + Cu—2v

(32) Cu—4v = (Cu—v + Cu—SU)Cv + Cu—?vci + cy-

Now, adding (3.1) and (3.2) together and replacing ¢, 3, = (¢y + Cu—20)Co + Cu—vCl + Cutp
gives cy—av = Cutao+ (Cutcu—20) (2 +ct +1)+cyu_pcit. Finally, once ¢, 42, is computed as
in (i) at a cost of 1F + 2Mj, it is clear that ¢,_4, can be computed at a cost of 3M; + 157,
which completes the proof.

(vi) The proof follows as in (v) after interchanging u and wv.
(vii) The proof follows as in (v) after replacing (u,v) by (v — v, u). O

4. DOUBLE-EXPONENTIATION IN FACTOR-4 GROUPS

Definition 4.1. Let p, = (g) be the factor-4 subgroup of F;4 with trace t, and as usual
let ¢, = Tr(g“). Let a,b, k,l be integers with 0 < a,b,k,l < n. Double-exponentiation
to the base (k,l) in py, is the operation of computing cerip given a,b,¢; and sp; =
[Ck—21, C—1 Chs Ch41).-

We assume that a, b, k, [ are strictly positive as otherwise double-exponentiation just becomes
a single-exponentiation. Note that k£ and [ are not necessarily known.



6 KORAY KARABINA

TABLE 4.1. Update rules for double-exponentiation in factor-4 groups

‘ Rule ‘ Condition ‘ d ‘ e ‘ u ‘ v ‘ Cy ‘ Cou—v ‘ Suw = [Cu—20, Cu—v; Cus Cutv] ‘
ifd>e
R1 d < 4e d—e e U | UFV| Cytv | Cu—v Cut20s Cos Cuy C2uto)
R2 |d=e (mod2)|(d—e)/2|e [2u|u+v|curv | C3uv|[cZCuv,C2,C3utn]
R3 | d=0 (mod2)|d/2 e 2u | v Cy Cau—v | [C2 s Cou—ns 2y Cout)
R4 |[e=0 (mod?2) |d e/2|u |2v c2 A | leu—av, Cu—20, Cuy Cutov)
else
S ‘ e>d ‘ e ‘ d ‘ v ‘ u ‘ Cy ‘ Cyu—2v ‘ [C2u—vvcu—vacvvcu+v]

TABLE 4.2. Analysis of update rules for double-exponentiation in factor-4 groups

| Rule [ Condition | Cost | Reduction factor for (d +e) |
ifd>e
R1 d < 4e 2F) +4M, >5/4, <2
R2 d=e (mod 2) ].F1 +5M1+251 2
R3 | d=0 (mod2) | 1F; +5M; +25; | >5/3, <2
R4 e=0 (mod 2) 1 +5M +25, | > 1, < 10/9
else
S [e>d IE |1

A double-exponentiation algorithm was presented by Stam and Lenstra [22] for second-
degree and third-degree recursive sequences. Their algorithm is an adaptation of Mont-
gomery’s method [15] to compute second-degree recursive sequences. In this section, we
adapt the techniques used in [22, 15] and present a double-exponentiation algorithm for
fourth-degree recursive sequences.

Algorithm 2 starts with v = k,v = I,d = a > 0, e = b > 0, from which it follows that
ud + ve = ak + bl = 7, ¢, and s,, are known, and cy,—, can be computed at a cost
of 1Fy + 117 + 3M; + 351 by Theorem 3.4. The reason we introduce the term co,_, in
step 2 of Algorithm 2 is to avoid the repeated computation of co,_, during the updates.
In the main part of the algorithm, u,v,d, e will be updated so that ud + ve = ak + bl = 7
holds, d,e > 0, and (d + e) decreases until d = e. Also, ¢,, cay—v and s,, are updated
according to the new values of v and v. When d = e, we will have 7 = d(u + v) and
Suw = [Cu—20s Cu—v, Cu, Cuto]. Finally, we compute ¢, = ¢g(y4v) using a single-exponentiation
algorithm. Table 4.1 gives the update rules for u,v,d, e, c,, c2,—, and s, ,. Table 4.2 gives
the cost of each update operation and the factor by which each update reduces (d+e). The
cost analysis as summarized in the third column of Table 4.2 follows from Table 4.1 and
Corollary 3.5.

Correctness: Let m = ged(a,b), a = ma’, and b = mb'. It is easy to see that if m = 2"m/,
r > 0, and m’ is odd then after step 6 in Algorithm 2 we will have f = 2", d = m/ad’, e =
m'b’. Moreover, after step 9, we will have d = e = m/ and d(u + v) = m'd’k + m'V'l
since ud + ve is kept invariant while applying the rules in Table 4.1. Hence, ak + bl =
2"m'a’k + 2"m'b'l = f - d(u + v), Cak4+bl = Cf.d(utv), and the correctness of the algorithm

follows from Lemma 3.2(iii), as cf.q(ytv) = cg(u_m).
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Algorithm 2 Double-exponentiation
Input: @ > 0,b> 0,¢; and si; = [Ck—21, Ck—1, Ck, Cht1)
Output: ceptbl

Lu—k vl dea,eb, s, sk

2 Cou—p — C% ((Cutov + Cu+ Cumnv + cu—20)? + (cu + cu—p)?(ch + ¢2))
3: f — 1 :

4: while d and e are both even do

5. d—dJ2, e—e/2, f—2f

6: end while

7: while d # e do

8:  Execute the first applicable rule in Table 4.1

9: end while

10: Compute cg(y4v) using Algorithm 1 with input ¢, ., and d

—_
—_

f
: Return Ci(utv)

Analysis: The running time analysis of Algorithm 2 is similar to that in [15]. We will ignore
the costs F; and S;. If R4 is never required during the execution of Algorithm 2, then it is
clear from Table 4.2 that the cost of the second while loop in Algorithm 2 never exceeds

max(4logs 4 (a' +1'),5log, (@' +b'),510gs /3 (a' + b)) My ~ 12.4log, (a' +b') M.

Now, suppose that R4 is used ¢ > 0 times successively, with the starting (d, e) value (dy, e1).
That is, dq > 4ej, dy =1 (mod 2), and e; = 0 (mod 2). Let (da, e2) be the updated value
of (d,e) after i applications of R4. Clearly, d; = da and e; = e32¢. Now, only the rule R2 is
applicable, and suppose we apply R2 and R3 (possibly after R2) j times until R1 qualifies
(i.e. d < 4e) or j < i; and suppose that the (d,e) value is updated to (ds,es3). Clearly,
es = ez and d3z < d2/21 If d3 < 4ez then
(dy +e1) S 20 _ g
(d3 + 63) - 563
If j =4 then
(dl + 61) dg + 622i i
> , =2
(d?, + 63) - d2/2] + €9
In both cases, the value (d + e) value is reduced at least by a factor of 2¢ at a cost of
5(i + j)M; < 10iM;. Hence, the total cost of the second while loop in Algorithm 2 never
exceeds 12.41og, (a’ + b')M;. Using Algorithm 1 for step 10 in Algorithm 2, we can conclude
that the total cost of Algorithm 2 never exceeds 12.41og, (a + b) M.

In our experiments we observed that the performance of Algorithm 2 in practice is re-
markably better than the upper bound 12.4 log, (a + b) M;. Moreover, the behavior of Algo-
rithm 2 becomes very stable as (a+b) gets larger. We tested the performance of Algorithm 2
with 22° randomly chosen pairs (a, b) such that a € [1,2%99),b € [1,26'2?) and a, b € [1, 21%21).
The intervals ([1,269%),[1,25'2)) are relevant for obtaining a faster single-exponentiation al-
gorithm at the 128-bit security level (see Section 5.1), and the interval [1,2!?2!) is relevant
for deploying our double-exponentiation algorithm in the Nyberg-Rueppel signature scheme
at the 128-bit security level (see Section 5.2). Our experimental evidence suggests that the
main loop in steps 7-9 of Algorithm 2 is executed approximately 1.45log, (A + B) times
on average (where A = a/gcd(a,b), B = b/ged(a,b)), and that the average number of mul-
tiplications per iteration is 4.39. Moreover, R1 is used in around 61% of the total number
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of iterations. In our experiments, as one might expect, ged(a,b) is very small and the cost
of step 10 is 2.32M; on average (see Table 4.3). Note that step 11 can be performed at a
negligible cost. Hence, we may conjecture that the expected running time of Algorithm 2 is
(1.45-(0.61-4 4 0.39 - 5)) log, (a + b)M; ~ 6.371og, (a + b) M.

TABLE 4.3. Practical behavior of Algorithm 2 at the 128-bit security level.
229 pairs (a,b) were randomly chosen such that a € [1,209),b € [1,2612)
and a,b € [1,2'22Y). A = a/ged(a,b) and B = b/ged(a, b).

Average Standard deviation
a € [1,2609), (a,b) € [1,2122Y) | a € [1,2599) | (a,b) € [1,21%21)
b€ [1,2012) b€ [1,2012)
Tog, (a + b) 6114 1221 1.058 0.816
log, (A + B) 611 1221 1.251 1.053
# of iterations (of steps 7-9) 1.451 - log, (A + B) | 1.453 - log, (a + b) 0.018 0.012
# of multiplications per iteration 4.390 4.390 0.027 0.019
(during steps 7-9)
# of multiplications in step 10 2.320 2.315 5.414 5.412
Rule Average usage Standard deviation
R1 0.610 0.610 0.027 0.019
R2 0.175 0.175 0.013 0.009
R3 0.129 0.129 0.012 0.008
R4 0.085 0.085 0.013 0.009

5. APPLICATIONS OF DOUBLE-EXPONENTIATION IN FACTOR-4 GROUPS

In this section we discuss two applications of double-exponentiation of compressed elements
in factor-4 groups. We show in Section 5.1 that double-exponentiation can be used to
obtain faster single-exponentiation of compressed elements in factor-4 groups. Next, we
show in Section 5.2 that double-exponentiation allows us to use compression techniques
in ElGamal type signature schemes and furthermore obtain shorter public keys. As an
illustrative example, we provide details for the Nyberg-Rueppel signature scheme.

Throughout this section we let p, = (g) be the factor-4 subgroup of Fra with trace t, and
let T = [t].

5.1. Speeding up Single-Exponentiation. Algorithm 2 can be turned into a single-
exponentiation algorithm as follows. Suppose we want to compute ¢, given ¢, and 0 < s <
n. Clearly, if s = 0 then ¢,.s = 0. Suppose s # 0, and write s = aT + b where 0 < a < T
and 0 < b < T (this can be done as T = /2¢g and n = g+ 1—1¢). If a = 0 then ¢,5s = ¢, can
be computed using Algorithm 1. If b = 0 then ¢,s = c.or = 2, (recall that T is a power
of 2) can be computed by first computing ¢, from ¢, and a using Algorithm 1, and then
raising the result to the T°th power. Now, suppose a,b # 0. Then ¢.s = corrrbr = Caktbls
where k = T and | = r. In other words, ¢.; can be computed from a,b,¢; = ¢, and
Sk = [CT(T_2)7cr(T_l),ch,cr(TH)} using Algorithm 2. Note that ¢; is already given, and
s, is the last s, value obtained from running Algorithm 1 with input ¢, and 7. Our
discussion yields Algorithm 3 for single exponentiation in .

Let C1(i) denote the cost of Algorithm 1 when the input exponent b is approximately
an |7]-bit integer. Similarly, let C2(i) denote the cost of Algorithm 2 when the sum of
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Algorithm 3 Single-exponentiation
Input: ¢, and s

Output: c,s
1: if s =0 then
2: Crs — 0
3: else
4:  Write s=aT +b, where T =[t[,0<a<T,0<b<T
5: if a =0 then
6: Use Algorithm 1 to compute ¢, from ¢, and b
T Crs <= Crp
8: elseif b =0 then
9: Use Algorithm 1 to compute ¢, from ¢, and a
10: Crs L
11:  else
12: Compute s, = [c,(7-2), Cr(T=1), T Cr(7+1)] from ¢, and T
13: Skl < Su, Cl < Cr
14: Use Algorithm 2 to compute cq4p; from a,b, ¢; and sy ;
15: Crs < Cak+bl
16: end if
17: end if

18: Return ¢,

the two input exponents is approximately an |i]-bit integer. If s ~ n and if one uses
Algorithm 1 to compute [c.(7_2), Cr(7—1), ¢+ Cr(7+1)] in step 12 of Algorithm 3 then the
running time of Algorithm 3 is approximately Ci((logyn)/2) + Ca((logyn)/2) since T =
\/n. Therefore, we can conclude from Table 3.1, and from the running time analysis of
Algorithm 2 at the end of Section 4, that the running time of Algorithm 3 will not exceed
(4log, n+12.410g, n) M /2 = 8.2(log, n) My and the running time of Algorithm 3 is expected
to be (4logy n + 6.37logy n) M7 /2 =~ 5.19(log, n)M;. Moreover, in the case that the base
¢, is fixed, si,; in Algorithm 3 can be precomputed, and the running time of Algorithm 3
is expected to be 6.38(log, n)M;/2 = 3.19(logy n)M;. Assuming the base ¢, is fixed, we
may conclude that Algorithm 3 is faster than Algorithm 1. However, for general bases,
Algorithm 1 remains the fastest single exponentiation algorithm in factor-4 groups, unless
we can find a more efficient method for computing [c,(7—2), Cr(7—1), CrT, Cr(741)] given ¢,
and T'.

We now argue that [CT(T,Q), Cr(T=1)> CrT CT(T+1)] can be computed at a negligible cost. This
will refine Algorithm 3 and give a faster single-exponentiation algorithm than Algorithm 1
for general bases. We first need the following theorem.

Theorem 5.1. Let p, = (g) C Fs be a factor-4 group with trace t, and let ¢, = Tr(g").
Then

(i) crt = ct.

(ZZ) Cr(t—l) = Cp.

(’LZZ) Cr(t—2) = Cfn.

() creg1y is a oot of F(x) = a? + ciHla + (P2 + 3t + 2 + ).

Proof. (i) follows because t is a power of 2 and char(F,) = 2.
(i) ¢pp—1) = Crq = ¢l = ¢, since ¢ =t — 1 (mod n).
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(iii) ¢p(p—2) = Crqt = L since gt = ¢* + q=q—1=1t—2 (mod n).
(iv) First note that

1
Cr(2t—1) = Ct+1 ((Cr(t+1) +crt + Cr(t—1) + cr(t72))2) +
1
(51) Ct+1 ((Crt + cr(t—l))Q(Cﬁ' + Czt)) ’

by using Theorem 3.4(iii) with v = rt and v = r. Moreover, using Lemma 3.2(iv) with
u = rt and v = r together with the fact that c,;_1) = ¢, from part (ii), we can show that

(5.2) crae-1) = A F )
Now, combining (5.1) and (5.2) we can write
Cz(tﬂ) + ey + (P + ) =0,

which proves the result. O

Suppose now that ¢, is known and that ¢ > 0, whence T' =t (we can similarly argue when
t < 0). By Theorem 5.1(i), (ii), and (iii), we can compute [c,(p_2), ¢r(r—1), ¢rr] at a cost of
2F;. We also know that the roots of F(z) = 2> + Bz + C, B,C € F,, B # 0, are given by
{r1,m2} = {B-R(C/B?),B-(R(C/B?) +1)}, where R(C/B?) is a oot of 2% + z + (C/ B?),
and if 1,79 € F, then they can be computed at a negligible cost (see [10, Section 3.6.2]).
By Theorem 5.1(iv), the roots of F(z) = 2% + c¢!Flz + (ci72? + 3 + 2 + ¢}) are in F,, and
so can be computed efficiently. Hence, we can determine [c,(r—2), Cr(7—1), CrTs Cr(741)] 3t &
negligible cost, up to the ambiguity that we cannot differentiate between the roots ¢, (1)
and ¢,(p41) + cX of F(x) (see Theorem 5.1). This ambiguity problem can be resolved if
the sender of ¢, is also required to compute ¢, 741y and send one extra bit b € {0, 1} to help
the receiver distinguish c,(741) from ¢, (r41) + eI+ (see Section 5.2 for a similar discussion
on how b can be determined).

Hence, assuming that we have a general base ¢, and that the distinguisher bit b is known,
the running time of Algorithm 3 does not exceed (12.4log, n)M; /2 = 6.2(log, n)M;. Based
on our experiments (see Table 4.3), the running time of Algorithm 3 is expected to be
(6.371ogy n)M; /2 = 3.19(log, n) My; this is 20% faster than Algorithm 1 which requires a
negligible precomputation and has running time 4(log, n)M; (see Table 3.1). Note that the
Diffie-Hellman key exchange protocol is an example of the scenario where ¢, and b can be
computed from ¢; by one of the communicating parties and sent to the other party.

To be more concrete, we compare the expected running time of our new single-exponentiation
algorithm (Algorithm 3) with the previously known fastest single-exponentiation algorithm
(Algorithm 1) at the 128-bit security level when general bases are employed. We let ¢ = 21223
and t = 262, Then q + 1 —t = 5n where n is a 1221-bit prime, and FZ4 has a factor-4
subgroup i, of order n. For any exponent s € [1,n — 1], we can write s = a - 2612 + b
where a has bitlength at most 609 and b has bitlength at most 612, and compute c¢,¢ using
Algorithm 3 with input ¢, s and these a,b values. Based on our experiments, the average
cost of Algorithm 3 is 3895M; (see Table 4.3). Note that this is 20% less than the cost of
Algorithm 1, which is 4880 .
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5.2. Nyberg-Rueppel Signature Scheme in Factor-4 Groups. The Nyberg-Rueppel
signature scheme [16] can be modified to be used with compressed representations of ele-
ments in p, as follows. We suppose that ¢, n and ¢; are system-wide parameters; alternately,
they may be included in a party’s public key. Alice chooses a random integer k € [1,n — 1]
and computes Sk 1 = [ck—2, Ck—1, Ck, Ck+1]. Alice’s public key is si 1 and her private key is k.
To sign a message M, Alice chooses a random integer a € [1,n — 1] and computes ¢,. Alice
extracts a session key K = Ext(¢,) from ¢,, and uses a symmetric-key encryption function
E to encipher M under K: e = Ex(M). Moreover, she computes the hash h = H(e) of the
encrypted text and sets s = k- h + a mod n. Alice’s signature on M is (e, s).

If Bob wants to verify Alice’s signature (e, s) on M, he first computes h = H(e), replaces h by
—h mod n, and computes cpits from s; 1 and ¢;. Note that this is a double-exponentiation
to the base (k,1). Bob extracts the session key K’ = Ext(cpi+s) from cpris and computes
e/ = Eg/(M). Bob accepts the signature if and only if ¢’ = e.

One advantage of using the compressed representation of elements in p,, with the Nyberg-
Rueppel signature scheme is that ¢; is a system parameter instead of (the longer) g. We
further show that it is possible to have a shorter public key at the expense of some negligible
precomputation. In particular, we show that ¢4 1 is a root of a certain quadratic polynomial
Py, whose coeflicients are determined by ¢y, ¢x—1 and ¢. That is, Alice can omit ¢4 from
her public key and instead specify one bit to help Bob distinguish ¢4 from the other root
of Pk.

Consider the matrix
Cy Cu41 Cy Cu+1
M _ Cyu+1 Cu+2 Cu+3 Cyu+4
“ Cy+2 Cu+3 Cutd  Cu+b
Cu+3 Cutda Cuts5 Cuité
Giuliani and Gong [7] showed that the characteristic polynomial of the matrix M, !+ M, is
equal to the characteristic polynomial of ¢g* over Fq, namely for(z) = xzt + cpad + 02x2 + 1.
In particular, using Lemma 3.2(i), we can compute the characteristic polynomial Py of
M:QI - Mj,_o and find that the coefficient Cy(Py) of 22 in Py (w) satisfies
(c1ee)’Ca(Pr) = (& +)chpr + (crce((er—2 + cx) + crop—1 + crcr))cr
+(er1(er—2 + cx))? + Fer(er—ack + (1 + )?)
tercp_1ce(cie + cp—z + ck) + (cr—1(c1 + & + 1))
+eq(ei +¢).
We should note that c¢; # 0 as otherwise f, would not be irreducible over F,. Since P = f»,
we must have Co(Py) = ¢}, yielding the following result.

Theorem 5.2. cj1 is a oot of the polynomial Py(x) = Ax? + Bx + C where

A = d+df
B = ce(ekp—2+ck) + crck—1 + crcr)
C = (cilcpg+cp))? +cicilep_ack + (et +cx)? + cher)

Jrclck_lct(c%ck + cp—o + cg) + (cp—1(c1 + C% + ct))2 + ci(c‘l1 + cf)

First note that A = 0 if and only if ¢; = ¢, that is, if and only if g and g' are conjugates
over F,. Using ¢* = —1 (mod n) and ¢ =t —1 (mod n), we can show that this is never the
case.
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Now, the roots of P(z) = Az? + Bx + C, B,C € F,, A,B # 0, are given by {r;,m} =
{(BJA)-R(AC/B?),(B/A)-(R(AC/B?)+1)}, where R(AC/B?) is aroot of 2 +x+(AC/B?).
Furthermore, if 71,75 € F, then they can be computed at a negligible cost (see [10, Section
3.6.2]).

If A, B # 0, then Alice’s public key can be ([cx—2, ck—1, k], b) where b € {0,1} is determined
by Alice to help Bob to distinguish cp41 from the other root of P,. For example, Alice
can do this as follows. She first computes cgi+1 (ck+1 is obtained for free while computing
¢ from c¢; using a single-exponentiation algorithm) and determines the roots r1, 79 of Py
together with integers corresponding to the bit representations of r1 and 79, say i; and is,
respectively. We may assume without loss of generality that i1 < ia. If cxy1 = r1 then Alice
sets b = 0, otherwise she sets b = 1. Given Alice’s public key, Bob can easily recover s 1 at
a negligible cost and verify Alice’s signatures.

If A# 0 and B =0 in Py(z), then cxq1 can be uniquely computed by taking the square
root of C'/A in F, at a negligible cost.

To be more concrete, we compare the length of public keys when compression is deployed
with the length of public keys in the original scheme at the 128-bit security level. As in
Section 5.1, we let ¢ = 21223 and t = 2512, whence ¢+ 1 —t = 5n where n is a 1221-bit prime
and Fla has a factor-4 subgroup ., of order n. We find that the length of a public key
when compression is deployed is 3669 bits, while the public key length without compression
is 4892 bits.

6. CONCLUDING REMARKS

We showed that double-exponentiation can be efficiently performed using factor-4 com-
pressed representation of elements in factor-4 groups. This allowed us to speed up single-
exponentiation and also to use compression techniques in ElGamal type signature schemes.

A future research goal is to further speed up single-exponentiation and double-exponentiation
algorithms that use compressed representation of elements. One possibility is that Algo-
rithm 2 can be optimized by taking into account update rules different from those given
in Table 4.1 (see for example [15] and [22]). Another possibility is to search for better pa-
rameters. For example, at the 128-bit security level, generating parameters g,n such that
tn C FZ4 is a factor-4 group, ¢ = 2™ ~ 2200 and n is a 256-bit prime, would result in
shorter exponents and therefore a speed up by a factor of more than 4. Such parameters
can be found by searching for a suitable prime factor n of Ny =ged(Pypm(2),9 + 1 — t)
or Ny =ged(Pyn(2),q + 1+ t), where Py, is the (4dm)th-cyclotomic polynomial of degree
©(4m), and ¢ is Euler’s totient function. Note that when ¢(m) is significantly smaller than
m, then factoring IV; is expected to be easier than factoring ¢ + 1 +¢. For example, when
m = 1209, N, is a 718-bit integer and has a 271-bit prime factor n.

We expect that our double-exponentiation algorithm can be adapted to the factor-6 groups
that arise as multiplicative subgroups of characteristic three finite fields [20, 11]. However,
further analysis would be needed to estimate its efficiency, and to judge how the resulting
single-exponentiation method compares to previously known algorithms.
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