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Abstract. Erasing old data and keys is an important capability of honest parties in cryptographic
protocols. It is useful in many settings, including proactive security in the presence of a mobile adversary,
adaptive security in the presence of an adaptive adversary, forward security, and intrusion resilience.
Some of these settings, such as achieving proactive security, is provably impossible without some form
of erasures. Other settings, such as designing protocols that are secure against adaptive adversaries, are
much simpler to achieve when erasures are allowed. Protocols for all these contexts typically assume the
ability to perfectly erase information. Unfortunately, as amply demonstrated in the systems literature,
perfect erasures are hard to implement in practice.

We propose a model of imperfect or partial erasures where erasure instructions are only partially
eledtive and leave almost all the data erased intact, thus giving the honest parties only a limited
capability to dispose old data. Nonetheless, we show how to design protocols for all of the above
settings (including proactive security, adaptive security, forward security, and intrusion resilience) for
which this weak form of erasures su [ces.

We show how to automatically modify protocols relying on perfect erasures to ones for which partial
erasures su [ced. Stated most generally, we provide a general compiler that transforms any protocol
using perfect erasures into one that maintains the same security properties even when only partial
erasures are available. The key idea is a new redundant representation of secret data which can still
be computed on, and yet is rendered useless when partially erased. We prove that any such compiler
must incur a cost in additional storage, and that our compiler is near optimal in terms of its storage
overhead.

We also give computationally more e LCcieht compilers for a number of special cases: (1) when all
the computations on secrets can be done in constant parallel time (NC°); (2) for a class of proactive
secret sharing protocols where we leave the protocol intact except for changing the representation of
the shares of the secret and the instructions that modify the shares (to correspondingly modify the new
representation instead).

Key words: mobile adversary, proactive security, adaptive security, forward security, intrusion re-
silience, universal hashing, partial erasures, secure multiparty computation, randomness extractors

1 Introduction

As anyone who has ever tried to erase an old white board knows, it is often easier to erase a large amount
of information imperfectly, than to erase a small amount of information perfectly.

In cryptographic protocol design, perfect erasures, namely the complete disposal of old, sensitive data
and keys, is an important ability of honest parties in fighting future break-ins, as this leaves no trace of
sensitive data for the adversary to recover.

Examples where perfect erasures have been used extensively include:
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— Proactive Security: One example where some form of erasures is provably necessary is in the setting of
proactive security [61]. Here time is split into fixed size intervals, or time periods, and a mobile adversary is
considered. A mobile adversary can corrupt di Lerent parties in di [erknt time periods, subject to an upper
bound on the total number of corrupted parties per time period. Namely, the identity of the corrupted
parties may change from one time period to the next. Ostrovsky and Yung [61] studied the question
of achieving general secure computation and presented an information theoretic solution robust against
mobile adversaries. At the heart of their solution (as in all subsequent papers on proactive security, for
instance [32,30,39,13,52]) is a secret sharing method in which at the end of every time period, the old
shares held by parties are first replaced by new shares and then erased. It is easy to see that secret
sharing would be impossible to achieve without some form of erasures: otherwise a mobile adversary
which is able to corrupt every single party in some time period or another, can eventually recover all old
shares for some single time period and recover the secret.

— Forward Security: Erasures are essential to even define (as well as solve) forward security [35,21].
Forward security is an approach taken to tackle the key exposure problem, so that exposure of long-term
secret information does not compromise the security of previous sessions. This notion was first proposed
in the context of key-exchange protocols by Guinther [35], Di e, Van-Oorschot, and Weiner [21], and by
Anderson [2] for the challenging setting of non-interactive public-key encryption. Again, the lifetime of
the system is divided into NV intervals (or time periods). The receiver initially stores the secret key SKg
and this secret key “evolves” with time: at the beginning of time period 7 (or, one can think of it as the
end of time period ¢ — 1), the receiver applies some function to the previous key SKi_1 to derive the
current key SKj; the key SKi—1 is then erased and SK; is used for all secret cryptographic operations
during period 7. To make such a scheme viable, the public (encryption) key remains fixed throughout the
lifetime of the scheme. A forward-secure encryption scheme guarantees that even if an adversary learns
SK; (for some i), messages encrypted during all time periods prior to ¢ remain secret. Obviously, this is
provably impossible to do without some form of erasures.

— Intrusion-Resilience: Intrusion resilience is a strengthening of forward security [45] which can be
viewed as combination of forward and backward security, i.e. an adversary that attacks the system and
gets the current key at time ¢ cannot compromise the security of sessions either before ¢ (forward security)
or after (backward security). Again as in the case of forward security it is straight forward to see that it
is impossible to do without some form of erasures.

— Adaptive Security: An example of a dilerknt flavor of the utility of erasures is in adaptive security,
which guards against adversaries that can choose which future parties to corrupt as the protocol pro-
ceeds, based on information already gathered. Erasures are useful in this context since they limit the
information the adversary sees upon corrupting a party. Indeed, although protocols have been designed
which remain secure even without erasures, these tend to be much more complex than those that rely
on data erasures [46,12,8,63].

Unfortunately, perfect erasures of data are hard to achieve in practice and thus it is problematic to
assume that they are available, as pointed out by Jarecki and Lysyanskaya [46] in their study of adaptive
adversaries versus static adversaries in the context of threshold secret sharing.

Some of the di Ccullties in implementing perfect erasures are illustrated in the works of Hughes and
Coughlin, Garfinkel, and Vaarala [41,42,31,67]. The root cause of the di [cullties is that systems are actually
designed to preserve data, rather than to erase them. Erasures present di [cullties at both the hardware level
(e.g. due to physical properties of the storage media) and at the software level (e.g. due to the complications
with respect to system bookkeeping and backups). At the hardware level, e.g. for hard drives, the Department
of Defense recommends overwriting with various bit patterns [60]. This takes the order of days to complete
per 100GB, and is not fully e [edtive because modern hard drives use block replacement and usually employ
some form of error correction. For main memory, due to “ion migration”, there is the memory remanence
e [edt — previous states of memory can be determined even after power o [_At the software/operating systems
level, many operating systems detect and remap bad sectors of the hard drive on the fly. Such a remapping
is stored in the drive’s file system, thus providing a software layer of hard disk defect management. Original
data can remain in the bad sectors and be recoverable to a certain extent, even if these sectors are labeled
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“bad” and are not considered part of the storage anymore. Erasures also complicates the management of
the virtual memory system: sensitive data in memory might be paged onto the hard drive. In fact the entire
memory contents will be saved onto the hard drive when a system hibernates.

1.1 This Paper

In light of the above di [culties, we propose to study protocols that can guarantee security even when only
imperfect Or partial erasures are available.

The first question to be addressed is how to model erasures that are only partially e [edtive. One option is

to simply assume that each erasure operation succeeds with some probability. However, such a modeling does
not capture all the di [culties described above. In particular, it allows obtaining essentially perfect erasures
by applying the erasure operation several times on a memory location; therefore such a model is unlikely
to yield interesting or e [edtive algorithms. In addition, such modeling does not take into account potential
dependencies among information in neighboring locations.
The model of Partial Erasures We thus take a much more conservative approach. Specifically, we model
partial erasures by a length-shrinking function 4 : {0,1}™ 3 {0, 1}"*™5Jthat shrinks stored information by
a given fraction 0 < ¢ < 1. We call ¢ the leakage fraction and h the partial-erasing function. When ¢ = 0
then we get the perfect erasures case; when ¢ = 1 nothing is ever erased. For the rest of this work we think
of ¢ being a value close to 1 (namely, the size of what remains after data is partially erased is close to the
original size). Note that we do not require ¢ to be a constant — for instance, for reasonable settings of the
parameters, it may be m-close to 1, where « is a security parameter of the protocol in question.

The shrinking function may be chosen adversarially. In particular, it is not limited to outputting exact
bits, and any length-shrinking function (e Lciehtly computable or not) on the inputs is allowed. This modeling
captures the fact that the remaining information may be a function of multiple neighboring bits rather than
on a single bit. It also captures the fact that repeated erasures may not be more e [edtive than a single one.

The function h is assumed to be a function only of the storage contents to be erased. Furthermore, for
simplicity we assume that A is fixed in advance — our schemes remain secure without any modification even if
the adversary chooses a new h; prior to each new erasure. This choice seems to adequately capture erasures
that are only partially successful due to the physical properties of the storage media®. However, this may not
adequately capture situations where the failure to erase comes from interactions with an operating system,
for instance memory swapping, and caching. In order to capture this sort of erasure failures, one might want
to let h to be a function of some information other than the contents to be erased, or alternatively to be
determined adaptively as the computation evolves.

We treat m, the input or block length of &, as a system parameter. (For instance, m might be determined
by the physical properties of the storage media in use.) One can generalize the current model to consider
the cases where h is applied to variable-length blocks, and where the block locations are variable.

Our Memory Model. We envision that processors participating in protocols can store data (secret and
otherwise) in the CPU registers, as well as in the cache, main memory (RAM), and hard drives. WWe assume
all types of storage are only partially erasable with the exception of a constant number of constant size
CPU registers, which are assumed to be perfectly erasable. We emphasize that having a constant number
of constant size registers being perfectly erasable just means that we have perfect erasures only for some
constant space. This limitation ensures that we cannot use the registers to (e [ectively) perfectly erase all
other types of storage and thus circumvent the lack of perfect erasures for them, since at no time can the
registers hold any non-negligible part of the secret. We call this the register model.

We remark that it seems very reasonable to assume that a constant number of constant size CPU registers
can be eledtively erased, whereas main memory, hard drives, etc. cannot.

1 Indeed, physical properties of the storage are mostly fixed at the factory; from then on the behavior of the hardware
only depends on what is written.



4 Ran Canetti, Dror Eiger, Shafi Goldwasser and Dah-Yoh Lim

We shall use these registers to perform intermediate local computations during our protocols. This will
allow us to ignore the traces of these computations, which would otherwise be very messy to analyze.

Since we only (need to) focus on the part of the storage that needs to be erased, so not everything that
is normally done in the CPU registers is going to be included in the constant-size registers in our model —
the addressing of main memory being an example (otherwise, in order to be able to access polynomial sized
storage, the registers need to be of logarithmic size).

Results and Techniques. Our main result is a compiler that on input any protocol that relies on perfect
erasures for its security (proofs), outputs a protocol with the same functionality that remains secure even
if the erasures are only partial. We assume that the original protocol uses two types of storage — one that
is (perfectly) erasable, and one that is persistent (never going to be erased). Of course, this persistent part
need not be changed, so in the sequel we will ignore this part of the storage, and our transformation applies
only to the erasable part. (In particular, in the case of a single secret, the erasable part is a single secret.)
Consequently, when we focus on the erasable part of the storage and analyze the storage and computation
costs of our transformation, we will be overstating the costs: in reality, a large part of the storage is persistent,
and there is no storage or computation blow up for this part.

The idea is to write secrets in an encoded form so that, on the one hand, the secret can be explicitly
extracted from its encoded form, and on the other hand loss of even a small part of the encoded form results
in loss of the secret.

Perhaps surprisingly, our encoding results in ezpanding the secret so that the encoded information is longer
than the original. We will prove that expanding the secret is essential in this model (see more discussion
below). This expansion of secrets seems a bit strange at first, since now there is more data to be erased
(although only partially). However, we argue that it is often easier to erase a large amount of data imperfectly
than to erase even one bit perfectly.

We describe the compiler in two steps. First we describe a special case where there is only a single secret
to be erased. Next we describe the complete compiler.

Our technique for the case of a single secret is inspired by results in the bounded storage model, introduced
by Maurer [54,55]. Work by Lu [50] casted results in the bounded storage model in terms of extractors [59],
which are functions that when given a source with some randomness, “purifies” and outputs an almost
random string.

At a high level, in order to make an n-bit secret s partially erasable, we choose random strings R, X
and store (R, X, Ext(R, X) [s)l where Ext is a strong extractor that takes R as seed and X as input, and
generates an n-bit output such that (R, Ext(R, X)) is statistically close to uniform as long as the input X has
su Lcieht min-entropy. To erase s, we apply the imperfect erasure operation on X. Both R and Ext(R, X) [s
are left intact.

For the sake of analysis, assume that | X| = m, where m is the input length for the partial erasure
function h. Recall that erasing X amounts to replacing X with a string A(X) whose length is ¢m bits. Then,
with high probability (except with probability at most 2~(1=®™m/2) " X" would have about (1 — ¢)m/2 min-
entropy left given h(X). This means that, as long as (1 — ¢)m/2 > n, the output of the extractor is roughly
2~ A=®)IXI”2_close to uniform even given the seed R and the partially erased source, h(X). Consequently, s
is e [edtively erased.

There is however a snag in the above description: in order to employ this scheme, one has to evaluate
the extractor Ext without leaving any trace of the intermediate storage used during the evaluation. Recall
that in our model the size of the perfectly erasable memory is constant independently of n, the length of the
secret. This means that Ext should be computable with constant amount of space, even when the output
length tends to infinity. We identify several such extractors, including e-almost universal hashing, strong
extractors in NC°, and Toeplitz Hashing [53]. It would seem superficially that locally computable strong
extractors [68] can be used, but unfortunately they cannot, as we show in theorem 3.3 on page 23.

Now let us move on to describe the general compiler. Suppose we want to compute some function g
(represented as a circuit) on some secret s, only now, s is replaced by a representation that is partially
erasable, and we would like to make sure that we can still compute g(s). We are going to evaluate the
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circuit in a gate-by-gate manner where the gate inputs are in expanded form. The inputs are reconstructed
in the registers, and the gate is evaluated to get an output, which is in turn expanded and stored in main
memory (see Figure 1). Even though some small (negligible) amount of information is leaked at each partial
erasure, we show that as long as the number of erasure operations is sub-exponential, the overall amount of
information gathered by the adversary on the erased data is negligible.

Original Computation New Computation
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| PE X(si.5j) |

f /
“Expansion”
\ p /

f \ /
X(si, sj) © X(si, si)
in the registers
gate X : gate X
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Fig. 1. Computations Involving Secret s = s1, ..., sn; PE(°) is the partially erasable form of its argument

For maximum generality we formulate our results in the Universally Composable (UC) framework. In
particular we use the notion of UC-emulation [10], which is a very tight notion of correspondence between
the emulated and emulating protocols. Our analysis applies to essentially any type of corruption — adaptive,
proactive, passive, active, etc. That is, we show:
Theorem (informal): For any protocol 1, that requires perfect erasures (for security), the protocol
IThew := Compiler(Ilorg) UC-emulates 1o, and tolerates (maintains security even with) imperfect/partial
erasures in the register model. For leakage fraction of ¢, if IIorg uses n bits of storage then Ilnew Uses about
ﬁn bits of storage.
Optimality of the Scheme. One of the main cost parameters of such compilers is the expansion factor,
the amount by which they increase the (erasable part of the) storage. That is, a compiler has expansion
factor ¥ if whenever Ilorg uses n bits of storage, IInew Uses at most ¥n bits of storage. It can be seen that
our compiler has expansion factor ¥ < ﬁ + v(n) where v is a negligible function. In addition, we show
that if e-almost universal hashing is used and ¢ > 1/4, then our compiler would have an expansion factor of
about 2, where ¢ = £ — 3¢. For 1/4<¢ < 1, we have that 2=c¢ > 1.

We show that our construction is at most twice the optimal in this respect. That is, we show that any

such compiler would necessarily have an expansion of roughly ¥ = ﬁ. This bound holds even for the
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simplest case of compiling even a single secret into one that is partially erasable. Roughly speaking, the
argument is as follows. If we do not want to leak any information on a secret of n bits the function ~ must
shrink the expanded version of s by at least n bits. In our model, h shrinks by (1 — ¢)¥n bits and therefore,
QA—¢Wn=n LTk ﬁ.

Some Specific Solutions. In addition to the general compiler, in Sections 5 and 6 we describe some
special-tailored solutions to two specific cases. One case is where the function to be evaluated is computable
by NCP° circuits. The second case is the case for all known proactive secret sharing schemes. These solutions
are computationally more e [cieht since they do not require running the compiler on a gate-by-gate basis. In
particular, in the first case, since each output bit can be computed with only a constant number of input bits,
we can alaonrd to keep all the input bits required in the registers and compute each output bit in “one-shot”.
In the second case of proactive secret sharing, we can apply our expanded representation directly to the
secret and its shares, and correspondingly modify the instructions that operate on the shares, leaving the
rest of the protocol intact. In both cases we avoid partially erasable computation at the gate level, and thus
the resulting protocols are more e [cieht computation wise than via the general compiler. Note that this
greater e [ciehcy also translates into tighter security — for instance if the original protocol assumed some
timing guarantees, then the new protocol need not assume a timing that is much looser than the original.

Remark 1 (Everlasting Security). Note that because we prove statistical security, our schemes are “everlast-
ingly secure” in the sense that even if the adversary stores all the partially erased information, whatever
happens in the future will not help him, e.g. even if it turns out that P = N P.

1.2 Related Work

Side Channel Attacks. We can view partial erasures as a special case in the more general framework of
side channel attacks which takes into account the physical nature of computation, as opposed to an idealized,
abstract computation model like Turing Machines (which can, among other things, overwrite data). See [56]
for a nice model of computation which explicitly captures physical attacks, and for schemes that are provably
secure against all physically observable attacks. We stress that in this work we focus only on partial erasures.
In particular, the adversary is not allowed physical access to the parties before corruption, and so is not
allowed to measure say the time or power taken to do some computation, or to monitor the electromagnetic
radiation. If these side channel attacks are a concern, then they have to be dealt with in other ways — for
instance using provably secure schemes given in [56], or using heuristic countermeasures like shielding the
hardware to reduce radiation, power filtering and balancing, and injecting noise to the side channel.

On the other hand, we note that even though we can view partial erasures as a special case of side channel
attacks, the “practical implications” go beyond just partial erasures. In particular, as we elaborate at the
end of Section 4, a side benefit of using our constructions is that it can be resistant to a practical class of
physical attacks [36] that involves freezing RAM and recovering secrets from it.

The Bounded Storage Model (BSM) Much of modern cryptography assumes that the adversary is
computationally bounded. The Bounded Storage Model (BSM) proposed by Maurer [54,55], makes in contrast
assumptions on the storage capabilities of the adversary. These assumptions enables novel approaches to the
secure communication problem as follows.

As usual communicating parties A and B begin with a short initial secret key k. They use this key & and
access to a very long public random string R in order to derive a longer key X, which will enable them to
communicate privately over the public channel by simply using X as a one-time pad. The key (or one-time
pad) derivation protocol takes place in two phases.

Phase I: During this phase all parties (A, B, and the adversary) have access to the long random string R.
A and B (non-interactively) apply a public key-deriving function f to (k, R) to derive the long key X that
they can use as a one-time pad. The adversary which has access to R is space bounded, and cannot store
all of R. This is formalized by modeling the adversary’s storage with a length-shrinking storage function hg,

i.e. a function hg : {0,131 {0,1}53.t. IIIW < ¢, where ¢ is a constant 0 < ¢ < 1 which is called the
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storage fraction of the adversary (or of function hg). The best the adversary can do at this phase is to store
he(R).

¥ Phase II: The common random string disappears. In this phase, the honest parties use their derived key
X to encrypt their communication. The question is, how much information can the adversary find about X?
A sequence of works including [55,7,26] culminated in showing that, for ¢ arbitrarily close to 1, there exists
an explicit key-deriving function f such that, X = f(k, R) is e-close to uniform given &, hy(R). Namely, even
if the adversary is given the initial secret key k at this point (in phase Il), on top of hy(R) that it stored in
phase I, it still cannot distinguish X apart from random with probability more than e.

The ideas emerging from the BSM research inspire a way to capture some weak form of erasures. In
particular, the information about R (the long common random string) stored by the bounded-space adversary
in the BSM model was captured by computing an arbitrary length-shrinking function applied to R. In the
partial erasures setting we will use the same kind of length-shrinking function to capture the act of partially
erasing old shares of a secret.

However, the settings of the BSM and partial erasures are fundamentally di [erknt. In the BSM possibility
is proved by putting limitations on the adversary (storage), whereas in our work possibility is achieved in
spite of putting limitations on the honest parties (erasing capability). Thus, although some of techniques are
similar the underlying setup is entirely di[erknt.

From a technical point of view there are two di [erknces we emphasize as well.

Firstly, the extractors that we use must be computable with the constant number of constant size registers,
whereas in the BSM the extractors are not necessarily computable with constant size memory.

Secondly, in the BSM, it is assumed that the adversary’s storage bound remains the same as time goes by,
namely a constant fraction ¢ of r, the length of Rj. Whenever the adversary gets access to new information
(e.g. Ri+1), it has to update the information @; kept in its storage (e.g. by applying some update function
g : {0,137 < {0,1}*" 3 {0,1}°", on (Ri+1, Qi) to get Qi+1). The same assumption holds for results in
the bounded retrieval model [20,18,24,25,27]. For instance [27] constructs intrusion resilient secret sharing
schemes by making the secret shares large and assuming that the adversary will never be able to retrieve
any piece completely. On the other hand, for partial erasures this bound on the storage is unreasonable, and
we allow the adversary’s storage to grow with time, namely he gets ¢ fraction of some R; for each erasure
operation.

Exposure Resilient Functions (ERF) Exposure-resilient functions, or ERFs, were introduced by Canetti
et al. [11,22]. An (-ERF is a threshold function with a random input, which if the adversary learns all
but ¢ bits of the input, cannot distinguish the output of the function from random. Formally, a function
f {0, 13 - {0,1}" is ¢-ERF if for any choice of m — ¢ bits and for z ha {0,1}™ and u ha {0,1}", given
the m — ¢ bits of z, f(z) and u are indistinguishable, either perfectly, statistically or computationally.

The ERF objectives seem very similar to partial erasures. However, the settings are di [erknt. It turns out
that in partial erasures we would think about our inputs as consisting of two parts, so to aid comparison,
below we use the same notation, (R, k), to denote the input.

In ERFs:

(a) There is a fixed known function f.

(b) The adversary chooses up to m — ¢ bits of (R, k).

(c) The adversary sees his choice of the bits of (R, k).

(d) The adversary attempts to guess f(R, k), using his knowledge of (R, k).

In partial erasures:

(a) There is a fixed known function f.

(b) The adversary chooses a shrinking function A(:) to apply on k, leaving up to m — ¢ bits.

(c) The adversary sees the result of function h(:) applied on k, and also sees independently chosen new data
R.

(d) The adversary attempts to guess f(R, k), using his knowledge of h(k) and R.
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Notice that in (b) for ERFs, it is crucial that the adversary only gets to choose exact bits of (R, k) to see,
otherwise he can just compute f(R, k) and store (parts of) it.

On the other hand, in (b) for partial erasures, the adversary can get to store h(k), which represents
arbitrary m — ¢ bits of information about £. This is because R will only be seen by the adversary later (in
(c)), and will thus be independent of h(°) and k regardless of whether h(e) outputs only exact bits of its
input or not.

Therefore, due to the di[erkence in settings, ERFs can only tolerate adversaries knowing m — ¢ exact bits,
whereas partial erasures can tolerate leakage of m — ¢ arbitrary bits of information.

Encryption as Erasures. One straightforward way of achieving secure erasures is to keep the data in
encrypted form and the key on some secure part of the storage that is assumed to be perfectly erasable.
When the data is to be erased, erasing the key su [ced. Without the key, the encrypted data is useless, and
so in this sense the data has been erased.

In more detail, as Di Crescenzo et al. [17] noted, one simple but ine [cieht way to implement erasable
memory can be obtained by using the crypto-paging concept of Yee [69]. Assume that we have a linear amount
of perfectly erasable memory Per fect, and we want to make the other part of the memory Persistent (poly
sized) into an erasable one, despite the fact that what is stored in Persistent remains there forever. The
preprocessing stage consists of choosing a secret key k1 for an encryption scheme (Gen, Enc, Dec), storing
it in Perfect, and using it to encrypt the contents (say C1, C>) to be stored in Persistent. When Cq is to
be erased, Persistent = Ency, (C1,C2) is decrypted and a new key k;, is chosen (replacing k1) and used
to encrypt C, which is then stored back to Persistent. If the adversary breaks in at this time, he gets
Ency, (C1,C2), Enc,(C2), and k2, so he recovers C,. However, without k1, C7 is eledtively erased. Di
Crescenzo et al. improve on the e [ciehcy of this scheme.

To achieve statistical security, Shannon’s classic result [66] implies that this secure part of the storage
has to be of size at least as large as the other part, so such a solution is not too interesting. On the other
hand if only computational security is desired, then this secure part of the storage only needs to be linear in
the security parameter, and the other part of the storage can be polynomial.

In contrast, using our compiler, we achieve statistical security only assuming that constant sized registers
are perfectly erasable. Even without using our general compiler, we can directly apply our ideas to the
“encrypted erasures” described above, to get computationally secure erasures. The advantage of using our
ideas here is that the assumption is weakened (from having perfect erasures for a linear storage to having
perfect erasures for a constant sized storage).

2 The Model of Partial Erasures

As sketched in the introduction, we model partial erasures by an arbitrary length-shrinking function A :
{0,13™ - {0,1}MCwhere 0 < ¢ < 1 is called the leakage fraction. By partially erasing some information
x, we mean the operation of applying such an & to z, leaving h(X). If | X| > m, then we consider a predefined
partition of z into blocks of size m, and h is then applied separately to each block. We stress that the protocol
has no access whatsoever to (partially) erased data, and the partial leakage is only made available to the
adversary.

More precisely, we need a suitable model of computation for Turing Machines that partially erase.

Definition 1 (Partial Erasing Function, Leakage Fraction, Block Length). A partial-erasing func-
tion h is a length-shrinking function h : {0,1}™ B {0, 1} with a positive integer m as its block length
and a real number ¢ s.t. 0 < ¢ <1 as its leakage fraction.

Definition 2 (Partially Erasable (PE) Tape). Let h be a partial-erasing function with m as its block
length and ¢ as its leakage fraction. A tape of a Turing Machine is said to be partially erasable (PE) if:
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— It has two stdes:
— a primary side pre-partitioned into m-bit blocks, and
— a secondary, “shadow” side, pre-partitioned into m-bit blocks.

— The primary side:
— may be read multiple times, i.e. the corresponding read head is free to move both forward and backward,
- may be written once, i.e. the corresponding write head always mowves forward, and
— has an “erase” write head that is free to move both forward and backward, but can only write [ _the
empty or blank symbol, to replace a block by TF.

— The secondary, “shadow” side:
— cannot be read, and
— has a write head with a separate control logic (state transition function) which computes the function
h. This write head is used to implement the partial erasure operation.

— It supports the partial erasure operation: on input a block number i, let x L0, 1}™ be the contents
of the i-th m-bit block on the primary side, and the Turing Machine:
— computes h(x) and writes it on the i-th block on the shadow side 2, and
— overwrites the i-th block of the primary tape, currently containing x, with [ Yso the Turing Machine
no longer gets any access to the data).

Remark 2 (The Computation of h is Unbounded). In the above definition we specifically introduced a separate
control logic for computing A to address the fact that whereas the complexity of the Turing Machine may be
restricted, e.g. to polynomial time, the complexity of & is not. Alternatively, one may view the computation
as an oracle call.

Definition 3 (Externally Writable (EW) Tape). A tape of a Turing Machine is said to be externally
writable (EW) if it may be written to by other partially erasable interactive Turing Machines. We assume
that all EW tapes are write once, so the write head only moves forward.

The only dilerkences between our model of computation and the interactive Turing Machine of [10] are
that:

1. The work tape, input tape, and subroutine output tape are PE instead of EW.
2. The random tape is read once, i.e. the read head always moves forward.

The first point addresses the fact that overwriting is not allowed (it is a form of perfect erasures), only
partial erasures is.

The second point addresses the fact that if the Turing Machine wants to use the random bits, it has to
copy them to the computation tape (or rather, encode them in some way and keep the encoded version on
the computation tape), and thus they can only be partially erased. Upon corruption of a party, we assume
that the adversary does not gain access to the random tape, but sees all the rest of the tapes. See remark 3.

In order to have a concrete model, here is the full description of our model of computation, by incorpo-
rating the change described above into the model of interactive Turing Machines (ITMs) given by [10]:

Definition 4 (Partially Erasable Interactive Turing Machine (PEITM)). Let h be a partial-erasing
function with m as its block length and ¢ as its leakage fraction. A partially erasable interactive Turing
Machine (PEITM) is a Turing Machine with the following tapes:

— An EW identity tape (here the identity of the party is written).

2 The reason we have two di[erknt write heads is that overwriting old data is a form of erasures, and we want to
make it clear whenever erasures occur. Forcing the ordinary write head to always move forward means it cannot
overwrite or erase, which is left to the special head.

3 More precisely it passes control to the control logic computing A, which writes h(z) of size ¢m < m to the
corresponding block on the hidden side in some canonical way, for instance by always starting from the beginning
of the block.
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An EW security parameter tape.

A PFE input tape.

A PE work tape.

An EW incoming communication tape.
A read once random tape.

An output tape.
A PE subroutine output tape (this and the next tape are used in the UC framework).

A read and write one-bit activation tape.

Definition 5 (Adversary View). When the adversary corrupts a party, it gains access to all the tapes of
the party’s TM, including the shadow sides of all the PE tapes (and thus gains access to the partially erased
data), with the exception of the random tape.

Remark 3 (Randomness). We think of the randomness as coin tosses rather than as a tape of random bits
prepared in advance. Essentially, this just boils down to assuming that we have a random (one) bit generator
in the CPU that is perfectly erasable. The reason for thinking about randomness this way is the following.
The encoding of the secret has to be randomized, and anyone with access to all of the randomness can always
decode and get the secret back. Therefore if upon corruption the adversary gets to see all the randomness,
then e [edtively this is the same as having no erasures. On the other hand, to prevent the Turing Machine from
using the random tape to trivially implement erasures, we require that the random tape be un-writable and
read once. In particular, if the Turing Machine wants to use the random bits, it has to encode them somehow
and keep the encoded version on the computation work tape, which (upon corruption) the adversary will be
allowed to see anyways.

Remark 4 (When does the adversary choose h). \We note that our schemes remain secure without any modi-
fication even if the adversary is allowed to choose a new h; whenever an erasure is to be done; in particular,
no independence is assumed on the dilerent erasures done on dilerent memory locations. However, this
choice must be done independently of the current data to be erased, i.e. the choice of h; is fixed before the
data to be erased by h; is written in memory. This certainly su [ced for modeling the imperfect erasures due
to physical limitations.

Remark 5 (How to model ITMs). We refer the reader to [10] for the definitions of a system of ITMs and
probabilistic polynomial time ITMs, which can be extended straightforwardly to deal with PEITMs instead.
We stress again that to the advantage of the adversary, in bounding the resources of the ITMs, the time
taken to partially erase (i.e. compute h) should be ignored.

Alternatively, instead of the ITM model of the UC framework [10], one could apply the modifications
(of changing some tapes to PE instead of EW, and making the random tape read once and hidden from the
adversary) to the ITM model of [34]. We choose to use the ITM model of the UC framework [10] since our
results are later stated in the UC framework.

Remark 6 (Boolean circuits versus Turing machines). Furthermore, we will actually be using boolean circuits
as our model of computation instead of Turing Machines. The reason is that boolean circuits already operate
at the bit level, allowing us to explicitly talk about leveraging the constant number of constant size registers
so that the computations would not leak too much information. For instance, for a computation on a secret,
the input bits to the gates at the first level of the corresponding circuit are actually bits of the secret, and
the output bits of gates represent various stages of the output; these input and output bits need to be kept
secret, which is where the perfectly erasable registers come in. Therefore, instead of using Turing Machines,
we will be using circuits and the register model. This is without loss of generality since for any TM running
in time 7'(n), there exists a family of circuits {Cn} of size |Cn| = T'(n) % polylog(T'(n)) computing the same
function [62]. The same holds for any PEITM.
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2.1 The Memory Model

We envision that processors participating in protocols can store data (secret and otherwise) in the CPU
registers, as well as in the cache, main memory (RAM), and hard drives. We assume all types of storage are
only partially erasable with the exception of a constant number of constant size CPU registers, which are
assumed to be perfectly erasable. We call this memory model the register model. We remark that it seems a
very reasonable assumption that a constant number of constant size CPU registers can be e [edtively erased,
whereas the main memory, hard drives, etc. cannot.

We emphasize that the constant size of the registers ensures that we do not use this to e [edtively perfectly
erase main memory and thus circumvent the lack of perfect erasures in main memory, since at no time can
the registers hold any non-negligible part of the secret.

We shall use these registers to perform intermediate local computations during our protocols. This will
allow us to ignore the traces of these computations, which would otherwise be very messy to analyze.

Actually, these perfectly erasable registers can in principle be encoded in the finite control state of the
Turing Machine, and need not be written on any tape at all. In particular, the model need not explicitly
allow for perfectly erasable storage at all.

Remark 7 (The Registers). As we mentioned in the beginning of Section 1.1, we only deal with storage that
would need to be erased, so not everything that is normally done in the CPU registers is going to be included
in the registers of our model — the addressing of main memory being an example (otherwise, in order to be
able to access polynomial sized storage, the registers need to be of logarithmic size).

2.2 Discussion on the Partial Erasures Model

The partial erasures model represents several sources of information leakage on data that is intended to be
erased — let us discuss a few. One di Cculty with implementing perfect erasures is that it is highly dependent
on the physical characteristics of the devices in use. For instance, as described in the introduction, for main
memory, due to ion migration there is a cumulative remanence e [edt — the longer a bit pattern sits in the
RAM, the more “burnt-in” it becomes and the longer it takes to erase. Furthermore, even dilerent RAM
batches exhibit di [erkent physical characteristics, much less di [erent memory technology. Security proofs that
assume perfect erasures fail as long as even one bit of information remains; to ensure security, one would have
to somehow find out the “maximum” time it takes for the RAM to be erased. In contrast, partial erasures
also provides security even when the adversary breaks into the parties when they are only “half-way” done
in erasing their secrets., no matter how the adversary chooses the timing of the corruptions (as long as some
information has been erased).

2.3 Alternative Models of Partial Erasures

The function h we consider is a deterministic length-shrinking function, that can be dilerknt each time
erasures is to be done, but this choice has to be done independent of the data to be erased. It is assumed to
be a function only of the storage contents to be erased. In Section 1.1 and above we argued that this su [ced
for capturing imperfect erasures due to physical limitations. We discuss alternative models in the conclusion.

3 How to Make Secrets Partially Erasable

To change a protocol using perfect erasures to one that uses only partial erasures, the first step is to store
secrets in a partially erasable way, which is what this section focuses on. The second step is to make sure
computations can still be done on the secrets without leaking too much information, and will be discussed
in the next section.

The high level idea is that instead of having a piece of secret s [{D,1}" directly in the system, we let the
parties store it in expanded form. At the cost of more storage and a small computation overhead, this gives
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the ability to e [edtively erase a secret even when only partial erasures are available. In the end, the number
of bits that have to be partially erased might be more than the number of bits that have to be perfectly
erased. This is still reasonable because it is often much easier to partially erase a large number of bits than
to perfectly erase a small number. Furthermore, we show in Section 3.4 that such expansion is inherent in
the model.

We write Ux to denote an r.v. uniformly random on some set X.

Definition 6 (Statistical Distance). Suppose that A and B are two distributgens over the sanyefinite set
Y. The statistical distance between A and B is defined as A(A; B) := % CIEZ@:’I’A[a] - PrB[UT]'E

ition 7 (Statisticaj-Digtance fresn Uniform). Let d(A) = A(A;UA). Also define d(A|B) =
p A(A|B =0)-Prg[b] = PrB[b]% alPrajg=sla] — ITi\II We say that a random variable A is e-close to
uniform given B to mean that d(A|B) < e.

Definition 8 (Partially Erasable (or Expanded) Form of a Secret). Let Exp(e, ©) be the “expansion”
function taking the secret s to be expanded as the first input and randomness as the second, and Con be the
“contraction” function taking the output of EXp as the input. Let h := h(EXp(s, $i)), where $i are independent
randomness. We say that (Exp,Con) is an (¢, «, ¢)-partially erasable form if [s1CZD,1}", for any h with

leakage fraction ¢,

1. (Correctness) Con (Exp(s, ) = s for all r I:{_(E}po'y(”).
2. (Secrecy) [SPLID, 13", A B3, ..., bS5k , ..., hS <279
3. (Computable in the Registers) Both Exp,Con are computable with constant memory.

In correctness, we require that the expansion function be non-trivial and not lose information about the
secret. It does not mean that whenever we need bits of the secret s, we would actually compute the whole
s from the expanded form in one shot, since once the “bare” secret appears outside of the registers, there
is nothing much that can be done: bits of the secret would be leaked even after partially erasing (see the
elaboration in the paragraph following the next).

In secrecy, we require the indistinguishability for many (¢ above) erasures to account for the fact that
many computations may be done during the execution of the protocol (directly or indirectly) on the secret,
from which the adversary might gain more information. Generally, an adversary may have many partially
erased forms of the same secret (i.e. the adversary can see h(Exp(s,$;)) s.t for each i, it knows a 1-1 and
onto correspondence gj(°) from Exp(s, $;i) to s).

We also require partially erasable forms to be computable with constant memory (i.e. in the register
model), bit-by-bit, so that no bit of the secret will be leaked in expanding and contracting to and from the
secret (or more precisely, the functions work on some constant number of bits of the secret at a time). This will
be discussed in more detail in the next chapter. For (Exp, Con) a partially erasable form, we introduce further
notation. let Exp;(s,$) denote the algorithm for expanding the i-th bit of the secret, and Con;(Exp;(s,$))
denote the algorithm for contracting the i-th bit of the secret. We overload the notation so that for instance,
Conj(°) takes as input both Exp(s,$), the expanded form of the whole secret, and Exp;(s,$), the expanded
form of just the i-th bit of the secret.

Note that Exp;(s,$) is not necessarily independent from Exp; (s, $) (i.e. the coins used are not necessarily
independent), and in fact for space e [ciehcy purposes we would like them to be dependent- but of course
there is a tradeo [‘Hetween e [ciehcy and security. For completeness, on page 19 immediately before corol-
lary 1, we briefly describe this dependency (for partially erasable forms based on Toeplitz hashing). As we
will see in the next section, the storage costs can be amortized so that it no longer grows with m. Regarding
computational e Lciehcy, since our general compiler works at the gate level, there is a computational over-
head incurred to do the contraction and expansion before and after each gate computation, respectively. In
Sections 5 and 6 we give special compilers that decrease this blow up in computational cost.

Whenever it is clear from the context we write “the partially erasable (or expanded) form of s” to mean
Exp(s,$) instead of (Exp, Con), especially since the Con functions we consider are all straightforward given
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Exp. An example of an expanded form of a secret which can be partially erased and satisfies correctness and
secrecy (in the above definition) would be to use a universal hash function family { Hr} as follows: expand s
to (v, R, k) s.t. s = Hr(k) CuIBy using the leftover hash lemma [43], for any constant ¢ such that 0 < ¢ < 1,
for any arbitrary partial erasure function h with leakage fraction ¢, for any universal hash function family
{HRr}, Hr(k) can be made negligibly close to uniform given R and h(k) (so Hr(k) is as good as a one-time

pad).

3.1 Using Universal Hashing

Let us first focus on bounding d(Hr(k)|R, h(k)). We need the leftover hash lemma:

Lemma 1 (The Leftover Hash Lemma [38]). Let H be a universal family of hash functions from X to
Y. Let H denote a random variable with the uniform distribution on H, and let X denote a random variable
taking values in X, with H, X independent. Then (H, H(X)) is §-uniform on H XY, where

—1.
o= Y] m)z(ixP(X)/Z.

Theorem 1 (Security for a Single Erasure using Universal Hash). Let {HRr} be a universal family
of hash functions. Let (R, h(k)) be a tuple such that R [Z0,1}">™ k 0,1}, and h(k) C0,1}°™, where
R picks out a random function out of {HRY}, and k is random. Then *,

3 —1(1—@)m+D
d(HR(K)|R, h(k)) < 57 - 27 347OM. (6]

Proof. The big picture is that, since h(°) is a length-shrinking function, with good probability & should still
have high min-entropy given h(k). This implies that if we apply a strong extractor (in particular, here we
use universal hashing) on k, the result should still be close to random when given the hash function and
h(k).

First, let us show that with high probability, & still has high min-entropy given h(k). Intuitively, rare
events give more information to the adversary. Accordingly, let A be a real number such that 0 < A < 1—¢,
and define B, the “bad” set, to be the set of realizations y of h(k) such that Py (h(k) = y) < 2~ @~Mm,

So, for yo [ Bl

P(k = ko n h(k) = yo)
P(h(k) = yo)
P(k = ko)
— P(W(k) = yo)
<2 m. 2(1—)\)m

P(k = kolh(k) = yo) =

=27 ",

Therefore, for h(k) Bl we havq}hat Heo (E|h(K)) = Am, and by the leftover hash lemma, for h(k) [B]
we have that d(Hr(k)|R,h(k)) < 2n.2=2m and we can bound the statistical distance of Hr(k) from
uniform:

Wodis pointed out to us that by using their generalized leftover hash lemma in [23], we can save a root,
to get d(Hr(k)|R, h(k)) < 22% .p—3@-@)m+5
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—
d(Hr(B)IR, h(k)) = PR =rnh(k)=y)d(Hr(K)|R =r h(k) =y)
[ e T —
P(R=7) P(h(k) = y)d(Hr(K)IR = r, h(k) = y)
r y [B1

— -
+  P(u(k) = y)d(Hr(K)|R = r, h(k) = 1)
rB1
—
< PR=r) Pl(k)=y) 1
' e — -
+  P((k) = y)d(Hr(K)|R = r, h(k) = y)
—™ —1
— — v_
= P@R=7) L) 27CPM+ - POuk) =y) 27-27Am ]
— N =

< PR=r) 29M.2707MM 4 0. o-Am
.
= 2= ((I=@)=N)m | o—Am/2+n/2

We could minimize the right hand side over 0 < A < 1 — ¢ by dilerkntiating wrt A and setting to zero.
After some simplification we get the result. —1

Dealing with Relations Between Secrets What happens when the secrets are used to compute some
new secrets? How would the adversary’s information add up as he sees more partially erased information?
Consider the following scenario. In the original protocol (before making the secrets partially erasable), for
some secrets sj and some functions gj, say that s; = gi(si—1) and later s; is used to do some cryptography.
Now, if we made the secrets partially erasable (not worrying about how we would compute the gjs for the
moment), how random is s;, given partially erased s;j,j < i? In the following, we consider a generalization
of the above scenario where for sgefet si, the adversary-knows a 1-1 and onto function ¢i(=) which relates it
to s1. Or rather, for each tuple R;, h(ki), Hi(ki) [sil, the adversary knows 1-1 and onto functions which
relate Hg, (ki) and Hg, (k1).

There are two things that this 1-1 and onto function is trying to capture (see Figure 2). First, consider the
case in which the secret s remains the same, and multiple, say two, partial erasures were done on the expanded
form. In this case, let us look gt;how the view of the pgversary allows him to addtp his information. T
first partial erasure gives him R, h(k1), Hr, (k1) s and the second gives him Ry, h(kz), Hr,(k2) Cs1
This means he gets Hr, (k1) [Hk,(k2), and therefore any information he gains on Hg, (k1) is as good as
information on Hgr,(k2) (and vice versa). So the 1-1 and onto function relating Hg, (ki) and Hgr, (k1) is just
the XOR operator.
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related through g¢2(o), which is 1-1 and onto; any info gained on Hr,(k2) < info on Hgr, (k1)

Ri,ka, ' Hry (k1) @ s1 Evolution Ro, ko, Hry(k2) @ s2 |

partially

- partially

related through g2(o)

(e.g. refreshing phase for

Ry, h(k1), Hr, (k1) @ s1 h(k2), Hr, (k
! proactive secret sharing) Rz, hika), Hr, (k2) & s2

% Theorem 1 &% Theorem 1

Ra, h(k1),Un @ s1 R, h(k2),Un @ s2

the information adds up-as given by theorem 2

Fig. 2. Secrecy for Multiple Erasures

Second, consider the case in which the secret s evolves over time: at time 1 it is s; and at time 2, it
evolves to so = g2(s1). The first partial erasure gives him R1, h(k1), Hr, (k1) [Csal and the second gives him
Ry, h(k2), Hr,(k2) sl This means he gets Hg, (k1) [Hk,(k2) sy [Csol If in addition, he knows any of
Hg, (k1), Hr, (k2), s1, Or sz, then (through g»(°) which we can, to the advantage of the adversary, assume is
public, 1-1 and onto), he knows all of them. For instance, say that he gets Hg, (k1). Then he can recover s;
through Hg, (k1) Csil compute sp = g2(s1), and then recover Hgr, (k2) through Hg, (k2) Cs2l So in this case
the 1-1 and onto function relating the one-time pads Hg, (k1) and Hgr,(k2), also takes the evolution of the
secrets into account.

To prove security for multiple erasures, we need the following two lemmas (refer to [16] for the definition
of mutual information, I):

Lemma 2 (Difference in Unconditional and Conditional Mutual Information is Symmetric).
For random variables X,Y , and Z,

IX;Y)—I(X YN 2)=1(X; 2)— I(X; ZIY) = I(Y; Z2) — I(Y; Z| X). 2
Proof.

I(X;Y) = I(X;YZ) = (H(X) — H(X|Y)) — (H(X|2) — H(X]Y, 2))
= (H(X) — H(X|2)) — (H(X|Y) — H(X|Y, Z))
= I(X; 2) — I(X; Z|Y).

The symmetric equality, reversing the roles of X and Y, can be obtained by noting that the proof above
does not use anything particular about X,Y’, or Z. —1
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Lemma 3 (Statistical Distance and Entropy). If X is a random variable taking values in X := {0, 1}",
and d(X) < 1/4, then:

n
n—H(X)SZd(X)Iogﬁ, ®3)
and
id(X)2 <n— H(X). (4)
In2
Proof. This lemma is a special case of theorem 16.3.2 and lemma 16.3.1 of [16]. —1

The following theorem proves that for secrets that possibly evolve over time, the adversary cannot gain
too much information even after seeing multiple erasures.

Theorem 2 (Security for Multiple Erasures using Universal Hash). Let {HRr} be a family of uni-
versal hash functions. Let (Ry, h(k1)), ..., (Rh(kr)) be £ tuples such that Ry [0, 13"*™ & [0, 1}, and
h(ki) T30, 13°™M where R picks out a random function out of {HR}, ki is random, and gi(°) are public 1-1
and onto functions such that s = qi(HR, (ki)). Then, for any 5 > 0, m poly in n, and sufficiently large n,

|
2 on
d(Hr, (k)| Ry, h(k1), ooy Resh(k0) < nTzz—%ﬂ—(p)m—“‘ LI

Proof. Since the family of universal hash functions that we consider, { Hr}, is always of the form Hr(k) =
R -k, we will just write R - k below, to prevent confusion from H(°), the entropy function.

] [
I R ki; (Ri, M(ki)) = H(Ri - ki) — H(Ri - kil Ri, h(ki))
=n-— H(Ri . kilRi, h(ki))
2n

(€©))
< 2d(Ri - ki|Ri, h(ki)) log
%Ri - kil Ri, h(ki))

(2 3.2-3(1—@)m+5+3 log zn% . 23(1—@)m—3—3
= 3.27307OmeE+E g 230-OmT Ry jog ¢
—1a-@m+2+1 I?I 2n 1 -
<3.275 I R
= 275A7OMFE4S (1 — ¢)m + 2n — 1)
< 27 3A-omr PRy )

The second inequality also requires the fact that for § and e suchthat 0 < 0 < e < 2"z (which the right
hand side of equation (1) satisfies for su [ciehtly large m), we have that —§logé < —e