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Abstract.  The stream cipher Salsa20 was introduced by Bernstein in 2006 as a can-
didate in the eSTREAM project, accompanied by the reduced ve rsions Salsa20/8 and
Salsa20/12. ChaCha is a variant of Salsa20 aiming at bringing better di usion for sim-
ilar performance. Variants of Salsa20 with up to 7 rounds (in stead of 20) have been
broken by di erential cryptanalysis, while ChaCha has not b een analyzed yet. We in-
troduce a novel method for di erential cryptanalysis of Sal sa20 and ChaCha, inspired
by correlation attacks and related to the notion of neutral b its. This is the rst appli-
cation of neutral bits in stream cipher cryptanalysis. It al lows us to break the 256-bit
version of Salsa20/8, to bring faster attacks on the 7-round variant, and to break 6- and
7-round ChaCha. In a second part, we analyze the compressionfunction Rumba, built
as the XOR of four Salsa20 instances and returning a 512-bit output. We nd collision
and preimage attacks for two simpli ed variants, then we dis cuss di erential attacks
on the original version, and exploit a high-probability di  erential to reduce complexity
of collision search from 22°¢ to 27° for 3-round Rumba. To prove the correctness of our
approach we provide examples of collisions and near-colligons on simpli ed versions.

1 Introduction

Salsa20 ] is a stream cipher introduced by Bernstein in 2005 as a caddie
in the eSTREAM project [17], that has been selected in April 2007 for the
third and ultimate phase of the competition. Three indepenent cryptanalyses
were published 1, 13,16], reporting key-recovery attacks for reduced versions
with up to 7 rounds, while Salsa20 has a total of 20 rounds. Bestein also
submitted to public evaluation the 8- and 12-round variantsSalsa20/8 and
Salsa20/12 §], though they are not formal eSTREAM candidates. Later he
introduced ChaCha f, 3, 8], a variant of Salsa20 that aims at bringing faster
di usion without slowing down encryption.

The compression function Rumba7] was presented in 2007 in the context of
a study of generalized birthday attacks17] applied to incremental hashing 7],
as the component of a hypothetical iterated hashing schemBumba maps a
1536-bit value to a 512-bit (intermediate) digest, and Berstein only conjectures
collision resistance for this function, letting a further onvenient operating mode
provide extra security properties as pseudo-randomness.

Related Work. Variants of Salsa20 up to 7 rounds have been broken by dif-
ferential cryptanalysis, exploiting a truncated di erential over 3 or 4 rounds.
The knowledge of less than 256 key bits can be su cient for obsving a dif-
ference in the state after three or four rounds, given a bloasf keystream of



up to seven rounds of Salsa20. In 2005, Crowleyl] reported a 3-round di er-
ential, and built upon this an attack on Salsa20/5 within clamed 2 trials.
In 2006, Fischer et al. 13] exploited a 4-round di erential to attack Salsa20/6
within claimed 277 trials. In 2007, Tsunoo et al. [ 6] attacked Salsa20/7 within
about 2! trials, still exploiting a 4-round di erential, and also claimed a break
of Salsa20/8. However, the latter attack is e ectively sloer than brute force,
cf. x3.5. Tsunoo et al. notably improve from previous attacks by redting the
guesses to certain bits|rather than guessing whole key worsjusing nonlinear
approximation of integer addition. Eventually, no attack o» ChaCha or Rumba
has been published so far.

Contribution.  We introduce a novel method for attacking Salsa20 and ChaCha
(and potentially other ciphers) inspired from correlationattacks, and from the
notion of neutral bit, introduced by Biham and Chen P] for attacking SHA-O.
More precisely, we use an empirical measure of the corretatibetween certain
key bits of the state and the bias observed after working a feswunds backward,
in order to split key bits into two subsets: the extremely redvant key bits to
be subjected to an exhaustive search and ltered by observahs of a biased
output-di erence value,and the less signi cant key bits ulimately determined
by exhaustive search. To the best of our knowledge, this iseahrst time that
neutral bits are used for the analysis of stream ciphers. Ouesults are summa-
rized in Tab. 1. We present the rst key-recovery attack for the 256-bit vesion
of Salsa20/8, improve the previous attack on 7-round Salsady a factor Z°,
and present attacks on ChaCha up to 7 rounds. The 128-bit veosis are also
investigated. In a second part, we rst show collision and gimage attacks for
simpli ed versions of Rumba, then we present a di erential aalysis of the orig-
inal version using the methods of linearization and neutrdits: our main result
is a collision attack for 3-round Rumba running in about 2 trials (compared
to 226 with a birthday attack). We also give examples of near-coflions over
three and four rounds.

Table 1. Complexity of the best attacks known, with success probaliiy 1/2.

Salsa20/7 Salsa20/8 ChaCha6 ChaCha7 Rumba3

Before 2190 2255 2255 2255 2256
Now 2151 2251 2139 2248 279

Road Map. We rst recall the de nitions of Salsa20, ChaCha, and Rumban
X2, then x3 describes our attacks on Salsa20 and ChaCha, ard presents our
cryptanalysis of Rumba. The appendices give the sets of ctar# values, and
some parameters necessary to reproduce our attacks.



2 Speci cation of Primitives

In this section, we give a concise description of the streanphers Salsa20 and
ChaCha, and of the compression function Rumba.

2.1 Salsa20

The stream cipher Salsa20 operates on 32-bit words, takes iaput a 256-
bit key k = (Ko, K1,...,k7) and a 64-bit noncev = (vo,V;), and produces a
sequence of 512-bit keystream blocks. Theh block is the output of the Salsa20

function, that takes as input the key, the nonce, and a 64-bit counter= ( to, t;)

corresponding to the integei. This function acts on the 4 4 matrix of 32-bit

words written as

0 1
Xo X1 X2 X3 Co Ko K1 k2
X4 X5 Xg X ks Cci VoV
X = 4567§: 3101§_ 1)
8 Xg XioX11 to t1 C2 Ka
X12 X13 X14 X15 Ks Ke k7 C3

The ¢;'s are prede ned constants (see AppendiR). There is also a mode for a
128-bit key k% where the 256 key bits in the matrix are lled with k = k%Kk°
If not mentioned otherwise, we focus on the 256-bit versioA keystream block
Z is then de ned as

Z=X+ X%, (2)

where \+" symbolizes wordwise integer addition, and whereX" = Round(X)
with the round function Roundof Salsa20. The round function is based on
the following nonlinear operation (also called theuarterroundfunction), which
transforms a vector o, X1, X2, X3) t0 (2o, 1, Z2, Z3) by sequentially computing

z1=X1 (X3+Xp)n 7
Z=X; (Xo+z)n 9
Zz3=X3 (zz+2z)n 13
Zo=Xo (z2+2z3)n 18 .

3)

In odd numbers of rounds (which are calledolumnroundsn the original speci -
cation of Salsa20), the nonlinear operation is applied to kkonns (X, X4, Xg, X12),
(Xs, X9, X13, X1), (X10, X14, X2, Xe), (X15, X3, X7, X11). In even numbers of rounds
(which are also called therowround$, the nonlinear operation is applied to the
rows (Xo, X1, X2, X3), (Xs, X6, X7, X4), (X10, X11, X8, X9), (X15, X12, X13, X14). We write
Salsa20/R forR-round variants, i.e. with Z = X + XR. Note that the r-round
inverse X " = Round " (X) is de ned di erently whether it inverts after an odd
or and even number of rounds.

2.2 ChaCha

ChaCha is similar to Salsa20 with the following modi catios



1. The input words are placed di erently in the initial matrix:

0 1 O 1
Xo X1 X2 Xz Co C1 Co C3

X4 X5 Xg X7 § _ ko k]_ k2 k3§
8 Xg X10 X11 K4 Ks Ks k7
X12 X13 X14 X15 * o t1 vovp

X = 4)

2. The nonlinear operation ofRound transforms a vector g, X1, X2, X3) to
(2o, 21, 22, 23) by sequentially computing

bo = Xp *+ Xi, b3 = (X3 bo) n 16
b2 = X + b3, bl = (Xl b2) n 12 (5)
Zo=bo + by, zz=(bs zo)n 8

22:b2+23, 21:(b1 22)n 7.

3. The round function is de ned di erently: in odd numbers ofrounds, the non-
linear operation is applied to the columns X, X4, Xg, X12), (X1, Xs, X9, X13),
(X2, Xg, X10, X14), (X3, X7, X11, X35), @and in even numbers of rounds, the non-
linear operation is applied to the diagonalsXy, Xs, X10, X15), (X1, Xs, X11, X12),
(X2, X7, Xg, X13), (X3, X4, X9, X14), S€€ B] for details.

As for Salsa20, the round function of ChaCha is trivially ingrtible. R-round
variants are denoted ChaChaR. The core function of ChaChaggests that“the
big advantage of ChaCha over Salsa20 is the di[ugion, which at least at first
glance looks considerably faster” [4].

2.3 Rumba

Rumba is acompression function built on Salsa20, mapping a 1536-bit message
to a 512-bit value. The input M is parsed as four 384-bit chunk®y,...,Ms,
and Rumba's output is

Rumba(M) = Fo(Mg) Fi(M1) Fa(Mz)  F3(Ms) (6)
=(Xot+ X§%) X1+ X)) (Xo+ X3%)  (Xs+ X539,

where eachF; is an instance of the function Salsa20 with distinct diagora
constants (see Appendid). The 384-bit input chunk M; along with the corre-

sponding 128-bit diagonal constants are then used to Il uphe corresponding
input matrix X;. A single wordj of X; is denotedx;; . Note that the functions

F; include the feedforward operation of Salsa20. RumbaR stasmdor R-round

variant.

3 Dierential Analysis of Salsa20 and ChaCha

This section introduces di erential attacks based on a newethnique called
probabilistic neutral bits (shortcut PNB's). To apply it to Salsa20 and ChaCha,
we rst identify optimal choices of truncated di erentials, then we describe
a general framework for probabilistic backwards computain, and introduce



the notion of PNB's along with a method to nd them. Then, we ouline the

overall attack, and present concrete attacks for Salsa2Q/%alsa20/8, ChaChaé,
and ChaCha7. Eventually, we discuss our attack scenariosdpossibilities of
improvements.

3.1 Choosing a Di erential

Let x; be thei-th word of the matrix-state X, and x° an associated word with the
dierence A? = x;  x{. The j-th bit of x; is denoted k;];. We use (truncated)
input/output di erentials for the input X, with a single-bit input-di erence

[AP]j =1 in the nonce, and consider a single-bit output-di erencgA], after r

rounds in X". Such a di erential is denoted (Ag], | [Aio]j ). For a xed key, the

bias g4 of the output-di erence is de ned by

Pre[a, = 1] A% 9= 51+ &), )

where the probability holds over all nonces and counters. Rihermore, consider-
ing key as a random variable, we denote the median value ofgfby €. Hence,
for half of the keys this di erential will have a bias of at leat €]. Note that our
statistical model considers a (uniformly) random value oflte counter. In the
following, we use the shortcutdD and OD for input- and output-di erence.

3.2 Probabilistic Backwards Computation

In the following, assume that the di erential ([Ap], j [Aio]j) of bias g4 iIs xed,
and the corresponding outputsZ and Z° are observed for nonce, counter t
and keyk. Having k, v and t, one can invert the operations irZz = X + XR and
Z%= X% (X9R in order to access to tha-round forward di erential (with r <
R) from the backward direction thanks to the relationsX" =(Z X)" R and
(X9 = (Z° X9 R, More speci cally, de ne f(k,v,t,Z,Z9 as the function
which returns the g-th LSB of the word numberp of the matrix (Z X)" R
(z° X9 R, hencef(k,v,t,Z,Z9 = [ A],- Given enough output block pairs
with the presumed di erence in the input, one can verify the arrectness of a
guessed candidat& for the key k by evaluating the bias of the functionf. More
precisely, we have Firf(k,v,t,Z,Z9 = 1g = 1(1+ &4) conditioned onk = k,
whereas for (almost allk 6 k we expectf be unbiased i.e. Pif(Kk,v,t,Z,Z9 =
1

1g = 3. The classical way of nding the correct key requires exhatige search

over all possible 256 guessesk. However, we can search only over a subkey
of m = 256 n bits, provided that an approximation g of £ which e ectively
depends omm key bits is available. More formally, letk correspond to the subkey
of m bits of the key k and let f be correlated tog with bias €, i.e.:

Prif(k,v,t,2,2% = g(k,v,t,2,Zg = %(1+ €a) - (8)

Note that deterministic backwards computation (i.e.k = k with f = g) is a
special case withe, = 1. Denote the bias ofg by ¢, i.e. Prig(k,v,t,Z,Z9 =



1g = 3(1 + €). Under some reasonable independency assumptions, the @iy
€ = g4 &, holds. Again, we denote&? the median bias over all keys (we veri ed in
experiments thate” can be well estimated by the median of; €,). Here, one can
verify the correctness of a guessed candidakefor the subkeyk by evaluating
the bias of the functiong based on the fact that we have FTrg(Q,v,t,Z, Z9 =
1g= (1 + ¢) for k = k, whereas Pfg(k,v,t,2,29 = 1g = 1 for k 6 k. This
way we are facing an exhaustive search ovel Zubkey candidates opposed to
the original 22°¢ key candidates which can potentially lead to a faster attack

We stress that the price which we pay is a higher data compléyi seex3.4 for
more detalils.

3.3 Probabilistic Neutral Bits

Our new view of the problem, described k3.2, demands e cient ways for
nding suitable approximations g(k, W) of a given function f(k, W) where W

is a known parameter; in our case, it iSV = (v,t,Z,Z9. In a probabilistic

model one can consideWw as a uniformly distributed random variable. Finding
such approximations in general is an interesting open pradh. In this section
we introduce a generalized concept of neutral bit§][called probabilistic neutral

bits (PNB's). This will help us to nd suitable approximations in the case that
the Boolean functionf does not properly mix its input bits. Generally speaking,
PNB's allows us to divide the key bits into two groupssignificant key bits (of

sizem) and non-significant key bits (of sizen). In order to identify these two

sets we focus on the amount of in uence which each bit of the kéias on the
output of f. Here is a formal de nition of a suitable measure:

De nition 1.  The neutrality measure of the key bit k; with respect to the func-
tion f(k,W) is defined as y;, where Pr = %(1 + v;) is the probability (over
all k and W) that complementing the key bit k; does not change the output of
f(k,W).

In Appendix B we describe our algorithm to compute the neutrality measure
for key bits of Salsa20 or ChaCha. Singular cases of the nality measure are:

{ vi =1: f(k,W) does not depend ori-th key bit (i.e. it is a neutral bit).

{ vi = 0: f(k,W) is statistically independent of thei-th key bit (i.e. it is a
signi cant bit).

{ vi= 1:f(k,W) linearly depends on thei-th key bit.

In practice, we set a thresholdy and put all key bits with y;  y in the set of
signi cant key bits. The less signi cant key bits we get, thefaster the attack
will be, provided that the bias €, (see EQq.8) remains non-negligible. Having
found signi cant and non-signi cant key bits, we simply letk be the signi cant
key bits and de ne g(k, W) as f(k, W) with non-signi cant key bits being set
to a xed value (e.g. all zero). Note that, contrary to the mutual interaction be-
tween neutral bits in [9], here we have directly combined several PNB's without
altering their probabilistic quality. This can be justi ed as the biase, smoothly
decreases while we increase the threshgid



Remark 1. Tsunoo et al. [L6] used nonlinear approximations of integer addition
to identify the dependency of key bits, whereas the indepeedt key bits|with
respect to nonlinear approximation of some order|are xed. This can be seen
as a special case of our method.

3.4 Complexity Estimation

Here we sketch the full attack described in the previous subdions, then study
its computational cost. The attack is split up into a precomptation stage, and
a stage of e ective attack; note that precomputation is not peci c to a key or
a counter.

Precomputation

1. Find a high-probability r-round di erential with 1D in the nonce or counter.

2. Choose a thresholg.

3. Construct the function f de ned in x3.2

4. Empirically estimate the neutrality measurey; of each key bit forf.

5. Put all those key bits with y; < y in the signi cant key bits set (of size
m =256 n).

6. Construct the function g using f by assigning a xed value to the non-

signi cant key bits, seex3.2 and x3.3.

7. Estimate the median biase” by empirically measuring the bias ofy using
many randomly chosen keys, see.2.

8. Estimate the data and time complexity of the attack, see th following.

The cost of this precomputation phase is negligible compatdo the e ective
attack (to be explained later). The r-round di erential and the threshold y
should be chosen such that the resulting time complexity isptimal. This will
be addressed later in this section. At step 1, we require the erence to be in
the nonce or in the counter, assuming that both variables areser-controlled
inputs. We exclude a di erence in the key in arelated-key attack due to the
disputable attack model. Previous attacks on Salsa20 useetihough estimate of
N = & 2 samples, in order to identify the correct subkey in a large aech space.
However this estimate is incorrect: this is the number of sgoles necessary to
identify a single random unknown bit from either a uniform source or from a
non-uniform source withg, which is a di erent problem of hypothesis testing.
In our case, we have a set of"”2sequences of random variables with™2 1 of
them verifying the null hypothesisHg, and a single one verifying the alternative
hypothesisH,. For a realization a of the corresponding random variablé&\, the
decision ruleD(a) = i to acceptH; can lead to two types of errors:

1. Non-detection:D(a) =0 and A 2 H;. The probability of this event is pnq.
2. False alarm:D(a) =1 and A 2 Hy. The probability of this event is ps,.

The Neyman-Pearson decision theory gives results to estitaathe number of
samplesN required to get some bounds on the probabilities. It can be svn
that p p X
alogd+3 1 €2
€

N 9)




samples su ces to achievep,g = 1.3 10 2 and pr, = 2 . Calculus details
and the construction of the optimal distinguisher can be fauwd in [15, see
also [1] for more general results on distributions' distinguishaibty. In our case
the value of € is key dependent, so we use the median bia$ in place ofe
in Eqg. 9, resulting in a success probability of at Ieas%(l Pnd) % for our
attack. Having determined the required number of sampled and the optimal
distinguisher, we can now present the e ective (or online)teack.

E ective attack

1. For an unknown key, collectN pairs of keystream blocks where each pair is
produced by states with a random nonce and counter (satishg the relevant
ID ).

2. For each choice of the subkey (i.e. then signi cant key bits) do:

(a) Compute the bias ofg using the N keystream block pairs.

(b) If the optimal distinguisher legitimates the subkeys cadidate as a (pos-
sibly) correct one, perform an additional exhaustive sedrcover the n
non-signi cant key bits in order to check the correctness ahis ltered
subkey and to nd the non-signi cant key bits.

(c) Stop if the right key is found, and output the recovered ke

Let us now discuss the time complexity of our attack. Step 2 iepeated for all
2™ subkey candidates. For each subkey, step (a) is always execlwhich has
complexity* of N. However, the search part of step (b) is performed only with
probability ps, = 2  which brings an additional cost of 2 in case a subkey
passes the optimal distinguisher's Iter. Therefore the aoplexity of step (b)
is 2'pra, showing a total complexity of 2'(N +2"ps) = 2™N +22%  for the
e ective attack. In practice, a (and henceN) is chosen such that it minimizes
2"N+22%  Note that the potential improvement from key ranking techiques
is not considered here, see e.dl4. The data complexity of our attack isN
keystream block pairs.

Remark 2. It is reasonable to assume that a false subkey, which is cldsethe

correct subkey, may introduce a non-negligible bias. In geral, this results in
an increased value ops,. If many signi cant key bits have neutrality measure
close to zero, then the increase is expected to be small, bhetprecise practical
impact of this observation is unknown to the authors.

3.5 Experimental Results

We used automatized search to identify optimal di erentia$ for the reduced-
round versions Salsa20/7, Salsa20/8, ChaCha6, and ChaChd&his search is
based on the following observation: The numben of PNB's for some xed
threshold y mostly depends on theOD, but not on the ID . Consequently, for
each of the 512 single-bitOD's, we can assign thdD with maximum bias

4 More precisely the complexity is about 2(R  r)=RN times the required time for producing one
keystream block.



€4, and estimate time complexity of the attack. Below we only prsent the
di erentials leading to the best attacks. The thresholdy is also an important
parameter: Given a xed di erential, time complexity of the attack is minimal
for some optimal value ofy. However, this optimum may be reached for quite
smally, such that n is large andje?j small. We use at most 2 random nonces
and counters for each of the® random keys, so we can only measure a bias of
about jeZj > ¢ 2 2 (wherec 10 for a reasonable estimation error). In our
experiments, the optimum is not reached with these computeal possibilities
(see e.g. Tab2), and we note that the described complexities may be improste
by choosing a smalley.

Attack on 256-bit Salsa20/7. We use the di erential ([A7],4 j [A%5,) with jeij =
0.131. TheOD is observed after working three rounds backward from a 7-rod
keystream block. To illustrate the role of the thresholdy, we present in Tab.2
complexity estimates along with the numbemn of PNB's, the values ofje?j and
j€’j, and the optimal values ofa for several threshold values. Foy = 0.4, the
attack runs in time 2! and data 2. The previous best attack in ].6] required
about 2!*° trials and 2'? data.

Table 2. Dierent parameters for our attack on 256-bit Salsa20/7.

n i"Z i Time Data
1.00 39 1000 01310 31 2 21
090 97 0655 00860 88 2™ 215
0:80 103 0482 00634 93 29° 216
0:70 113 0202 00265 101 2% 2%
0:60 124 Q049 00064 108 2% 228
0:50 131 Q017 00022 112 3% 2%

Attack on 256-bit Salsa20/8. We use again the di erential (JA%],4j [A%5,) with
j€7j = 0.131. TheOD is observed after working four rounds backward from an 8-
round keystream block. For the thresholdy = 0.12 we nd n = 36, je2j = 0.0011,
and je’j = 0.00015. Fora = 8, this results in time 22! and data 2. The list of
PNB's is f 26, 27, 28, 29, 30, 31, 71, 72, 120, 121, 122, 148, 165, 166, 16H,
169, 170, 171, 172, 173, 174, 175, 176, 177, 210, 211, 212,225} 242, 243,
244, 245, 246, 24y Note that our attack reaches the same success probability
and supports an identical degree of parallelism as brute fo. The previous
attack in [16] claims 2°° trials with data 21° for success probability 44%, but
exhaustive search succeeds with probability 50% within theame number of
trials, with much less data and no additional computations.Therefore their
attack does not constitute a break of Salsa20/8.

Attack on 128-bit Salsa20/7. Our attack can be adapted to the 128-bit version
of Salsa20/7. With the di erential ([A%],,j [AY5;) andy =0.4, we nd n = 38,
jeZj = 0.045, andje’j = 0.0059. Fora = 21, this breaks Salsa20/7 within 31!
time and 2! data. Our attack fails to break 128-bit Salsa20/8 because tifie
insu cient number of PNB's.



Attack on 256-hit ChaCha6. We use the di erential ([A3,], j [Ad5]13) with jeij =

0.026. TheOD is observed after working three rounds backward from an 6und
keystream block. For the thresholdy = 0.6 we nd n = 147, je’j = 0.018, and
je’j = 0.00048. Fora = 123, this results in time 2'3° and data Z°.

Attack on 256-bit ChaCha7. We use again the di erential (JA3,], j [A%]5) with

je7j =0.026. TheOD is observed after working four rounds backward from an
7-round keystream block. For the threshol¢y = 0.5 we nd n = 35, je?j = 0.023,
and je’j = 0.00059. Fora = 11, this results in time 2248 and data 2’. The list

of PNB's isf3, 6, 15, 16, 31, 35, 67, 68, 71, 91, 92, 93, 94, 95, 96, 97, 98, 99
100, 103, 104, 127, 136, 191, 223, 224, 225, 248, 249, 250,282 253, 254,
255.

Attack on 128-bit ChaCha6. Our attack can be adapted to the 128-bit version
of ChaCha6. With the di erential ([ A2,], j [A%3],5) andy = 0.5, we nd n =51,
j€?j = 0.013, andje’j = 0.00036. Fora = 26, this breaks ChaCha6 within 2°7
time and 2°° data. Our attack fails to break 128-bit ChaCha7.

3.6 Discussion

Our attack on reduced-round 256-bit Salsa20 exploits a 4und di erential, to
break the 8-round cipher by working four rounds backward. FoChaCha, we
use a 3-round di erential to break 7 rounds. We made intensevexperiments for
observing a bias after going ve rounds backwards from the gas of a subkey,
in order to attack Salsa20/9 or ChaCha8, but without succes&our seems to be
the highest number of rounds one can invert from a partial keguess, while still
observing a non-negligible bias after inversion, and suchét the overall cost
improves from exhaustive key search. Can one hope to breakther rounds by
statistical cryptanalysis? We believe that it would requie novel techniques and
ideas, rather than the relatively simple XOR di erence of 1hit input and 1-bit
output. For example, one might combine several bias€dD's to reduce the data
complexity, but this requires almost equal subsets of gueskbits; according to
our experiments, this seems di cult to achieve. We also fouth some highly bi-
ased multibit di erentials such as (J[Af], [A3]s j [A%],6) with bias 4 =  0.60 for
four rounds of Salsa20, see also Appendix However, exploiting multibit dif-
ferentials, does not improve e ciency either. Note that an &ernative approach
to attack Salsa20/7 is to consider a 3-round biased di ererl, and observe it
after going four rounds backward. This is however much morgensive than
exploiting directly 4-round di erentials. Unlike Salsa2(Q our exhaustive search
showed no bias in 4-round ChaCha, be it with one, two, or threarget output
bits. This argues in favor of the faster di usion of ChaCha. Bt surprisingly,
when comparing the attacks on Salsa20/8 and ChaCha7, resulsuggest that
after four rounds backward, key bits are more correlated witthe target di er-
ence in ChaCha than in Salsa20. Nevertheless, ChaCha looksrentrustful on
the overall, since we could break up to seven ChaCha roundsaagst eight for
Salsa20. For the variants with a 128-bit key, we can break umtseven Salsa20
rounds, and up to six ChaCha rounds.



4  Analysis of Rumba

This section describes our results for the compression faioon Rumba. Our goal
is to e ciently nd colliding pairs for R-round Rumba, i.e. i nput pairs (M, M9
such that RumbaR(M) RumbaR(M9 = 0. Note that, compared to our attacks
on Salsa20 (where a single biased bit could be exploited in aftack), a collision
attack targets all 512 bits (or a large subset of them for neagollisions).

4.1 Collisions and Preimages in Simpli ed Versions

We show here the weakness of two simpli ed versions of Rumbaspectively an
iterated version with 2048-bit-input compression functio, and the compression
function without the nal feedforward.

On the Role of Diagonal Constants. Rumba?20 is fed with 1536 bits, copied
in a 2048-bit state, whose remaining 512 bits are the diagdneonstants. It is
tempting to see these values as the IV of a derived iterated $la function,
and use diagonal values as chaining variables. However, Bgein implicitly
warned against such a construction, when claiming thatRumba20 will take
about twice as many cycles per eliminated byte as Salsa20 takes per encrypted
byte” [7]; indeed, the 1536-bit input should contain both the 512-bichaining
value and the 1024-bit message, and thus for a 1024-bit inptlte Salsa20 func-
tion is called four times (256 bits processed per call), wheas in Salsa20 it is
called once for a 512-bit input. We con rm here that diagonalvalues should
not be replaced by the chaining variables, by presenting a mettidor nding
collisions within about 228/6 trials, against 2% with a birthday attack: Con-
sider the following algorithm: pick an arbitrary 1536-bit nessage blockvi®,
then compute RumbaM®) = HykH.kH,kHs, and repeat this until two distinct
128-bit chunksH; and H; are equal|say H, and H,, corresponding to the di-
agonal constants oy and F; in the next round; hence, these functions will be
identical in the next round. A collision can then be obtainedy choosing two
distinct message block#1! = MikMikMikMi and (M9t = MikMEkMikMmE,
or M = MkMEkMIkM: and (M9t = (MQ)k(MQkMIkM3. How fast is this
method? By the birthday paradox, the amount of trials for nding a suitable
MO is about 2?8/6 (here 6 is the number of distinct set$i,jg f O,...,3q),
while the construction ofM?* and (M9?! is straightforward. Regarding the price-
performance ratio, we do not have to store or sort a table, sdhe price is
2'28/6|and this, for any potential Iter function|while perform  ance is much
larger than one, because there are many collisions (one cdiwose 3 messages
and 1 di erence of 348 bits arbitrarily). This contrasts with the cost of Z°¢ for
a serial attack on a 512-bit digest hash function.

On the Importance of Feedforward. In Davies-Meyer-based hash functions
like MD5 or SHA-1, the nal feedforward is an obvious requimment for one-
wayness. In Rumba the feedforward is applied in eadh, before an XOR of
the four branches, and omitting this operation does not trikally lead to an



inversion of the function, because of the incremental comsttion. However, as
we will demonstrate, preimage resistance is not guaranteedth this setting.
Let Fi(M;) = X%, i=0,...,3 and assume that we are given a 512-bit value
H, and our goal is to nd M = ( Mg, Mq, M5, M3) such that Rumba(M) = H.
This can be achieved by choosintandom blocks Mg, My, M,, and set

Y = Fo(Mo) Fi(M1) F(M2) H. (10)

We can nd then the 512-bit state X such that Y = X2° If X{ has the
correct diagonal values (the 128-bit constant df3), we can extractMs from X3

with respect to Rumba's de nition. This randomized algorihm succeeds with
probability 2 128, since there are 128 constant bits in an initial state. Thefere,

a preimage of an arbitrary digest can be found within about2? trials, against

251278 (= 25125(1+l0g 2 4)) with the generalized birthday method.

4.2 Dierential Attack

To obtain a collision for RumbaR, it is su cient to nd two mes sagesM and
MO such that
Fo(Mo)  Fo(MJ) = Fo(My)  Fo(M)) (11)

with My MJ= M, M2, M; = M? and M3 = MJ. The freedom in choosing
M; and M3 trivially allows to derive many other collisions (ulticollision). We
use the following notations for di erentials: Let the initial states X; and X?
have theID A? = X; XPfor i = 0,...,3. After r rounds, the observed
di erence is denotedA!l = X! (X9', and the OD (without feedforward)
becomesAR = XR  (X9R. If feedforward is included in theOD, we use the
notation r R = (X; + XR)  (XP%+ (X9R). With this notation, Eq. 11 becomes
r 8 = r &, and if the feedforward operation is ignored in thé;'s, then Eq. 11
simplies to A} = AR. To nd messages satisfying Eql1, we use anR-round
di erential path of high-probability, with intermediate target di erence &' after
r rounds, 0 r R. Note that the di erential is applicable for both Fy and
F,, thus we do not have to subscript the target di erence. The prbability that
a random message pair witHD &° conforms tod" is denotedp,. To satisfy
the equation A} = AR, it suces to nd message pairs such that the observed
di erentials equal the target one, that is, A} = 3R and A} = &R. The naive
approach is to try about ¥/p, random messages each. This complexity can
however be lowered down by:

{ Finding constraints on the message pair so that it conform®tthe di erence
5! after one round with certainty (this will be achieved bylinearization).

{ Deriving message pairs conforming td' from a single conforming pair (the
message-modi cation technique used will beeutral bits).

Finally, to haver § = r &, we need to nd message pairs such that} = 8% 8°
andr & = 8RR  3° (i.e. the additions are not producing carry bits). Given a
random message pair that conforms téR, this holds with probability about
2 V' W wherev and w are the respective weights of théD &° and of the target



OD 3R (excluding the linear MSB's). The three next paragraphs areespec-
tively dedicated to nding an optimal di erential, describing the linearization
procedure, and describing the neutral bits technique.

Remark 3. One can observe that the constants dfy and F, are almost similar,
as well as the constants of; and F3 (cf. Appendix A). To improve the general-
ized birthday attack suggested inT], a strategy is to nd a pair (Mg, M5) such
that Fo(Mg) F2(My) is biased in anyc bits after R rounds (wherec 114,
see []), along with a second pair M1, M3) with F;(M;) F3(M3) biased in the
samec bits. The sumFy(My) F,(My) can be seen as the feedforwat@D of
two states having anlD which is nonzero in some diagonal words. However,
di erences in the diagonal words result in a large di usionand this approach
seems to be much less e cient than di erential attacks for oty one function
Fi.

Finding a High-Probability Di erential. We search for dinear di erential
over several rounds of Rumba, i.e. a di erential holding wit certainty when
additions are replaced by XOR's, seelf]. The dierential is independent of
the diagonal constants, and it is expected to have high probdity for genuine
Rumba if the linear di erential has low weight. An exhaustive search for suitable
ID 'sis not traceable, so we choose another method: We focus anrgyle column
in X;, and consider the weight of the input (starting with the diagpnal element,
which must be zero). With a xed relative position of the nonzero bits in this
input, one can obtain an output of low weight after the rst linear round of
Rumba (i.e. using the linearized Eq3). Here is a list of the mappings (showing
the weight only) which have at most weight 2 in each word of thenput and
output:

0::(0,0,0,0)! (0,0,0,0) gs: (0,1,2,0)0! (1,1,1,0)
g2:(0,0,1,0)! (2,0,1,1) go: (0,1,2,2)! (1,1,1,2)
03:(0,0,1,1)! (2,1,0,2) 010:(0,2,1,1)! (0,1,0,0)
94:(0,1,0,1)! (1,0,0,1) 011:(0,2,1,2)! (0,0,1,1)
05s:(0,1,14,0)! (1,1,0,1) 012:(0,2,2,1)! (0,1,1,2)
06:(0,1,1,1)! (1,0,1,0) 013:(0,2,2,1)! (2,1,1,1)
g7:(0,0,2,1)! (2,1,11) 014:(0,2,2,2)! (2,0,2,0)

The relations above can be used to construct algorithmicslh suitableID with
all 4 columns. Consider the following example, where the staafter the rst
round is again a combination of useful rows:g(, 910,01, 911) ' (01, 92,04, 91).
After 2 rounds, the di erence has weight 6 (with weight 3 in tle diagonal words).
There is a class ofD 's with the same structure: ¢1, 910, 91, 911), (91, 911, 91, J10),
(910,91, 911, 91), (011,91, 910, 91). The degree of freedom is large enough to con-
struct these 2-round linear di erentials: the positions ofthe nonzero bits in a
single mappingg; are symmetric with respect to rotation of words (and the
required g; have an additional degree of freedom). Any other linear dirential
constructed with g; has larger weight after 2 rounds. LetA;; denote the dif-
ference of wordj = 0,...,15 in statei =0, ..., 3. For our attacks on Rumba,



we will consider the following input di erence (with optima rotation, such that
many MSB's are involved):

A%, = 00000002 A?; = 80000000
A%, = 00080040 AY,, = 80001000
A% = 00000020 AY,, = 01001000

and Ai?j = 0O for all other words j. The weight of di erences for the rst four
linearized rounds is as follows (the subscript of the arrondenotes the approx-
imate probability p, that a random message pair conforms to this di erential
for a randomly chosen value for diagonal constants)'

0 1 0 1 0 1

0010 0000 0000 Y2231 83 24
201§Fiound Ooogﬁound ooog Round 034§30md%3103
100 24 @100 27 @112 24 @1L173 3 10 1113
2020 1010 0011 1116 6 9109

With this xed 1D , we can determine the probability that the OD obtained
by genuine Rumba corresponds to th®D of linear Rumba. Note that integer
addition is the only nonlinear operation. Each nonzero bitithe ID of an integer
addition behaves linearly (i.e. it does not create or annildite a sequence of
carry bits) with probability 1 /2, while a di erence in the MSB is always linear.
In the rst round, there are only four bits with associated pobability 1/2,
hencep; =2 “ (see also the subsection on linearization). The other cunative
probabilities arep, =2 7, p3 =2 *, p, =2 1% For 3 rounds, we have weights
v =7 and w = 37, thus the overall compIeX|ty to nd a collision after 3 rounds is
about 21*37*7 =28 For 4 rounds,v =7 and w = 112, leading to a complexity
2313, The probability that feedforward behaves linearly can benicreased by
choosing low-weight inputs.

Linearization. The rst round of our di erential has a theoretical probability
ofp, =2 #for arandom message. This is roughly con rmed by our experents,
where exact probabilities depend on the diagonal constan{for example, we
experimentally observedp; =2 ¢ for Fy, and p; =2 ©3 for F,, the other two
probabilities are even closer to 2*). We show here how to set constraints on the
message so that the rst round di erential holds with certanty, using methods
similar to the ones in [L3.

Let us begin with the rst column of Fo, wherecoo = Xo.0 = 73726966 In
the rst addition Xoo + Xo.12, We have to address\3,,, which has a nonzero
(and non-MSB) bit on position 12 (counting from 0). The bits ¢ the constant
are Kooliz 10 = (010),, hence the choiceXp.12]11:10 = (00), is su cient for
linearization. This corresponds toxg.1» Xo:12 N FFFF3FFFThe subsequent
3 additions of the rst column are always linear as only MSB'sare involved.
Then, we linearize the third column ofF,, wherecy, = Xo.10 = 30326162 In
the rst addition Xg.10 + Xo.6, We have to addresﬂg;e, which has a nonzero bit
on position 5. The relevant bits of the constant arexy.10]s 1 = (10001),, hence
the choice ko6]s 1 = (1111, is sucient for linearization. This corresponds



to Xoe Xo.6 _ O0O00001E In the second additionzg.i4 + Xo.10, the updated
di erence Aj,, has a single bit on position 24. The relevant bits of the coresit
are Ko.10l24.23 = (00)2, hence the choicezp.14],3 = (0)2 is su cient. Notice
that conditions on the updated words must be transformed totte initial state
words. ASZpi14 = Xo1a (X010 + Xoe) N 8, we nd the condition [Xg.14]23 =
[Xo:10 + Xo:6]16- If we let both sides be zero, we havexd.14]2s = (0)2 Or Xo.14
X4 FF7TFFFFFand [Xo.10 + Xoslis = (0)2. AS [Xo10l1615 = (00)2, we can
choose Xo.6l16:15 = (00)2 Or Xo6  Xo.  FFFE7FFFHFinally, the third addition
Zo2 + Zo.14 Must be linearized with respect to the single bit iMAj.,, on position
24. A su cient condition for linearization is [Zo.2]24.23 = (00), and [zo.14]23 =
(0),. The second condition is already satis ed, so we can focus ome rst
condition. The update is de ned byzp, = Xo2 (Zo:14 + Xo:20) N 9, SO we set
[Xo2loa2s = (00)2 OF Xo2  Xo2 » FE7FFFFFand require Eo1s + Xo0lis:14 =
(00)2 As [X0;10]15 13 = (011)2, we can set 10;14]15 13 = ( 101)2 This is satis ed
by choosing Ko:.14]15 13 = (000); or Xp14  Xo:14  FFFF1FFFand by choosing
[X0:10 + Xoiels 6 = (101)2. As [Xp10ls 5 = (1011),, we set Koels 5 = (1111);
or Xo.  Xo:e _ OO0001EOQ Altogether, we xed 18 (distinct) bits of the input,
other linearizations are possible.

The rst round of F, can be linearized with exactly the same conditions.
This way, we save an average factor of*Zadditive complexities are ignored).
This linearization with su cient conditions does not work well for more than
one round because of an avalanche e ect of xed bits. We loseamy degrees of
freedom, and contradictions are likely to occur.

Neutral Bits.  Thanks to linearization, we can nd a message pair conformgn
to 82 within about 1/(2 "**) = 23 trials. Our goal now is to e ciently derive
from such a pair many other pairs that are conforming td?, so that a search
for three rounds can start after the second round, by using &notion of neutral
bits again (cf. x3.3). Neutral bits can be identi ed easily for a xed pair of
messages, but if several neutral bits are complemented inrpbel, then the
resulting message pair may not conform anymore. A heurist@pproach was
introduced in [9], using amaximal 2-neutral set. A 2-neutral set of bits is a subset
of neutral bits, such that the message pair obtained by comgrnenting any two
bits of the subset in parallel also conform to the di erentih The size of this set
is denotedn. In general, nding a 2-neutral set is an NP-complete probta|
the problem is equivalent to the Maximum Clique Problem frongraph theory,
but good heuristic algorithms for dense graphs exist, seegge[10. In the case
of Rumba, we compute the valuen for di erent message pairs that conform
to 8% and choose the pair with maximumn. We observe that about ¥2 of
the 2" message pairs (derived by ipping some of tha bits of the 2-neutral
set) conform to the di erential®. This probability p is signi cantly increased,
if we complement at mostl_1 n bits of the 2-neutral set, which results in a
message space (not contradicting with the linearization)fesize aboutp "

® In the case of SHA-0, about 1=8 of the 2" message pairs (derived from the original message pair
by complementing bits from the 2-neutral set) conform to the di erential for the next round.



At this point, a full collision for 3 rounds has a reduced the@tical complexity
of 285 7/p = 278/p (of course,p should not be smaller than 23). Since we will
have p > % for a suitable choice off,the complexity gets reduced from 2 to
less than Z°.

4.3 Experimental Results

We choose a random message of low weight, apply the lineatiaa for the rst
round and repeat this about 2 times until the message pairs conforms t#?. We
compute then the 2-neutral set of this message pair. This gaxol is repeated
a few times to identify a message pair with large 2-neutral se

{ For Fo, we nd the pair of states (Xo, XQ) of low weight, with 251 neutral
bits and a 2-neutral set of size 147. If we ip a random subsetf ¢the 2-
neutral bits, then the resulting message pair conforms @ with probability
Pr=0.52.

0 73726966 00000400 00000080 OOZOOO]C)l

X = %80002000 6d755274 000001fe 020000
o~ 0000040 00000042 30326162 10002880
00000080 00000000 01200000 636f6c62

{ For F,, we nd the pair of states (X,, X?) of low weight, with 252 neutral
bits and a 2-neutral set of size 146. If we ip a random subsetf ¢the 2-
neutral bits, then the resulting message pair conforms & with probability
Pr=0.41.

0 72696874 00000000 00040040 00000400

% = %80008004 60755264 000001fe 0602116%1
2~ @p0000000 00800040 30326162 00000080
00000300 00000400 04000000 636f6c62

Given these pairs for 2 rounds, we perform a search in the 2wl set by
ipping at most 10 bits (that gives a message space of about®, to nd pairs
that conform to 33. This step has a theoretical complexity of about 2 for
each pair (which was veri ed in practice). For example, in X, X3) we can ip
the bits f59, 141, 150, 154, 269, 280, 294 ,4256 order to get a pair of states
(Xo, XQ) that conforms to 33.In the case of K, X9), we can ip the bits f58, 63,
141, 271, 304, 317, 435, 417, 458, 460 order to get a pair of states K, XJ)
that conforms to &3.

0 1
73726966 08000400 00000080 00200001

X = %84400000 6d755274 000001fe 020000
0~ 1002040 00000002 30326162 10002880
00000080 00000200 01200000 636f6c62

0 72696874 84000000 00040040 000004100

X, = %8000a004 6d755264 000001fe 060211
2= 0008000 20810040 30326162 00000080
00000300 00080402 04001400 636f6c62



At this point, we have collisions for 3-round Rumba without éedforward, hence
A} A3 = 0. If we include feedforward for the above pairs of stateshen

r 3 r 3 has weight 16, which corresponds to a near-collision. Noteat a near-

collision indicates non-randomness of the reduced-roundrapression function
(we assume a Gaussian distribution centered at 256). This arecollision of
low weight was found by using a birthday-based method: we pidace a list of
pairs for Fo that conform to & (using neutral bits as above), together with the
corresponding value of 3. The same is done foF,. If each list has sizeN, then

we can produceN? pairs ofr 3 r 3 in order to identify near-collisions of low
weight.

However, there are no neutral bits for the pairsXo, XJ) and (X2, X9) with
respect tod3. This means that we cannot completely separate the task of ding
full collisions with feedforward, from nding collisions wthout feedforward (and
we can not use neutral bits to iteratively nd pairs that conform to 3%). To nd a
full collision after three rounds, we could perform a search the 2-neutral set of
(Xo, XJ) and (X3, X9) by ipping at most 20 bits. In this case, the resulting pairs
conform to 32 with probability at least Pr = 0 .68, and the message space has a
size of about 2°. The overall complexity becomes 2/0.68 2'° (compared to
2% without linearization and neutral bits). Then, we try to nd near-collisions
of low weight for 4 rounds, using the birthday method descrdd above. Within
less than one minute of computation, we found the pairs<p, X0) and (X, XJ)
such thatr 3 r 3 has weight 129. Consequently, the non-randomness of the
di erential is propagating up to 4 rounds.

0 73726966 00020400 00000080 002000101

N %80002400 6d755274 000001fe 020000
0~ 0000040 00220042 30326162 10002880
00000080 00001004 01200000 636f6c62

0 72696874 00001000 80040040 000004%0

N %80008804 6d755264 000001fe 060211
2- 0000000 80800040 30326162 00000080
00000300 00000450 04000000 636f6c62

5 Conclusions

We presented a novel method for attacking reduced-round Sak0 and ChaCha,
inspired by correlation attacks and by the notion of neutrabits. This allows to
give the rst attack faster than exhaustive search on the seam cipher Salsa20/8
with a 256-bit key. For the compression function Rumba the ntbods of lin-
earization and neutral bits are applied to a high probabily di erential to nd
collisions on 3-round Rumba within 2° trials, and to e ciently nd low weight
near collisions on 3-round and 4-round Rumba.
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A Constants

Here are the diagonal constants for Salsa20 and ChaCha (ftioo Round and
for Rumba (functions Fq to F3).

Round Fo F1 F Fs
Co 61707865 73726966 6f636573 72696874 7275666
c; 3320646E 6d755274 7552646e 6d755264 75526874
C 79622D32 30326162 3261626d 30326162 3261626d
c3 6B206574 636f6c62 6f6c6230 636f6c62 6f6c6230

B Computation of the Neutrality Measure

We use Alg.1 to compute the neutrality measure of a single key bit of Sal2a
or ChaCha.

Algorithm 1 Computation of the neutrality measure

Require:  Number of rounds R and r, key bit index i.

Ensure: Determine the neutrality measure .

1: Choose the number of samplesT and let ctr = 0.

2: for i from1to T do

3: Pick a random state X (with xed constants) and apply the ID to get X°.

4:  Compute Z = X + XR and z%= X%+ (XOR,

5.  Compute (Z X)" Rand(z° X9 R and observe theOD.
6:  Flip the i-th key bitin X and X°

7:  Compute (Z X)" Rand(z° X9 R and observe theOD.
8: Increment ctr if the OD's are equal.

9: end for

10: Output { =2 ctr=T 1.

C Multibit Di erentials

In Tab. 3 we present the best multibit di erentials that we found for Salsa20.

Table 3. Multibit di erentials over four Salsa20 rounds.

"d ID oD
021 [ 7l [ 15 [ 2ha
023 [ 9hs [ il [ 3l
025 [ 7le [ ilo [ 3l
025 [ 7l [ 1l [ %ho
033 [ 7l [ il [ 3k
033 [ 71z [ 1h [ 3ho
050 [ %7 [ il [ 2l
-0.60 [ 9ls [ 1o [ 3l




