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Abstract. We describe the use of explicit isogenies to reduce Discrete
Logarithm Problems (DLPs) on Jacobians of hyperelliptic ge nus 3 curves
to Jacobians of non-hyperelliptic genus 3 curves, which are vulnerable to
faster index calculus attacks. We provide algorithms which compute an
isogeny with kernel isomorphic to (Z=27)2 for any hyperelliptic genus 3
curve. These algorithms provide a rational isogeny for a positive fraction
of all hyperelliptic genus 3 curves de ned over a nite eld o f charac-
teristic p > 3. Subject to reasonable assumptions, our algorithms pro-
vide an explicit and e cient reduction from hyperelliptic D LPs to non-
hyperelliptic DLPs for around 18 :57% of all hyperelliptic genus 3 curves
over a given nite eld.

1 Introduction

After the great success of elliptic curves in cryptographyresearchers have natu-
rally been drawn to their higher-dimensional generalizatons: Jacobians of higher-
genus curves. Curves of genus 1 (elliptic curves), 2, and 3 awidely believed to
o er the best balance of security and e ciency. This article is concerned with
the security of curves of genus 3.

There are two classes of curves of genus 3: hyperelliptic ambn-hyperelliptic.
Each class has a distinct geometry: the canonical morphismfoa hyperelliptic
curve is a double cover of a curve of genus 0, while the canomicmorphism of a
non-hyperelliptic curve of genus 3 is an isomorphism to a smath plane quartic
curve. A hyperelliptic curve cannot be isomorphic to a non-typerelliptic curve.
From a cryptological point of view, the Discrete Logarithm Problem (DLP) in Ja-
cobians of hyperelliptic curves of genus 3 ovefF, may be solved in®(g*=3) group
operations, using the index calculus algorithm of Gaudry, Thorre, Tteriault, and
Diem [6]. Jacobians of non-hyperelliptic curves of genus 3ver F, are amenable
to Diem's index calculus algorithm [3], which requires only®(q) group opera-
tions to solve the DLP (for comparison, Pollard/baby-step-giant-step methods
require @(g*=2) group operations to solve the DLP in Jacobians of genus 3 cwes
over Fq). The security of non-hyperelliptic genus 3 curves is theréore widely held
to be lower than that of their hyperelliptic cousins.

Our aim is to provide a means of e ciently translating DLPs fr om Jacobians
of hyperelliptic genus 3 curves to Jacobians of non-hyperbptic curves, where



faster index calculus is available. We do this by constructing an explicit isogeny of
Jacobians: a surjective homomorphism, with nite kernel, from the hyperelliptic
Jacobian to a non-hyperelliptic Jacobian. The kernel of ourisogeny will intersect
trivially with any subgroup of cryptographic interest, and so the isogeny will
restrict to an isomorphism of DLP subgroups.

Speci cally, let H be a hyperelliptic curve of genus 3 over a nite eld of
characteristic p > 3. Suppose the JacobianJy of H contains a subgroup S
isomorphic to (Z=2Z)3, generated by di erences of Weierstrass points. If the 2-
Weil pairing restricts trivially to S, then there exists an isogeny with kernelS
from Jy to a principally polarized abelian variety A. Using Recillas' trigonal
construction [12], A may be realized as the Jacobian of a genus 3 curvk¥.
This construction appears to be due to Donagi and Livre [5]; our contribution,
aside from the cryptological application, is to provide exdicit formulae and algo-
rithms to compute the curve X and the isogeny. Nawve moduli space dimension
arguments suggest that there is an overwhelming probabiliy that X will be
non-hyperelliptic, and thus explicitly isomorphic to a plane quartic curve C. We
therefore obtain an explicit isogeny :Jy ! Jc with kernel S. If is de ned
over Fq, then it maps Jy (Fq) into Jc (Fq), where Diem's ®(q) index calculus is
available. Given points P and Q = [n]P of odd order in Jy (Fq), we can solve
the DLP (recovering n from P and Q) in Jc (Fq), using

Q=[nlP =) (Q)=[n] (P):

There are several caveats to our approach, besides the regement of a sub-
group S as described above. First, it does not apply in characterist 2 or 3.
In the case of characteristic 2, the subgroupS is the kernel of a verschiebung,
so X is necessarily hyperelliptic. In characteristic 3, we canot use the trigonal
construction. Second, in order to obtain an advantage with hdex calculus onX
over H, the isogeny must be de ned overFq and X must be non-hyperelliptic.
We show in x8 that, subject to some reasonable assumptions, given a hypalip-
tic curve H of genus 3 over a su ciently large nite eld, our algorithms succeed
in giving an explicit, rational isogeny from Jy to a non-hyperelliptic Jacobian
with probability 0:1857. In particular, the DLP can be solved in®(q) group
operations for around 1857% of all Jacobians of hyperelliptic curves of genus 3
over a nite eld of characteristic p > 3.

Our results have a number of interesting implications for cuve-based cryp-
tography. First, the di culty of the DLP in a subgroup G of Jy depends not
only on the size of the subgroupG, but upon the existence of other rational
subgroups ofJy that can be used to form quotients. Second, the security of a
given hyperelliptic genus 3 curve depends upon the factoriion of its hyperel-
liptic polynomial. Neither of these results have any paralkl in lower-genus curve
cryptography.

After reviewing some standard de nitions for hyperellipti ¢ curves inx2, we
de ne the kernels of our isogenies inx3. In x4, x5 and x6, we describe and
derive explicit formulae for the trigonal construction, which is our main tool for
constructing isogenies. After giving an example irx7, we compute (heuristically)



the expectation that the methods of this article will comput e a rational isogeny
for a randomly chosen curve inx8. Finally, in x9 we brie y describe some of the
problems involved in generalizing these methods.

A Note on the Base Field

We will work over Fq throughout this article, where g is a power of a primep > 3.
We let G denote the Galois group GalF,=F,), which is (topologically) generated
by the g power Frobenius map. Some of the theory of this article cargs over
to elds of characteristic zero: in particular, the contents of x5 and x6 are valid
over any eld of characteristic not 2 or 3.
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2 Notation and Conventions for Hyperelliptic Curves

We assume that we are given a hyperelliptic curveH of genus 3 overFq, and
that the Jacobian Jy of H is absolutely simple. We will use both an a ne model

H:y?=F(x)
and a weighted projective plane model
H:w? = B(u;v)

for H (whereu, v, and w have weights 1, 1, and 4, respectively). The coordinates
of these models are related byx = u=v andy = w=v*. The polynomial F is
squarefree of total degree 8, with®(u;v) = v8F (u=v) and B(x; 1) = F(x). We
emphasize thatF need not be monic. By arandomly chosen hyperelliptic curve
we mean the hyperelliptic curve de ned by w? = B(u;v) where [ is a randomly
chosen squarefree homogenous bivariate polynomials of deg 8 overF,. The
canonical hyperelliptic involution of H is de ned by (x;y) 7! (x; V) in the
ane model, (u:v:w)7! (u:v: w)inthe projective model, and induces the
negation map [ 1] onJy. The quotient :H ! P! = H=hi sends (1: Vv :w)
to (u : v) in the projective model, and (x;y) to x in the a ne model (where it
maps onto the a ne patch of P! wherev 6 0).

To compute in Jy, we X an isomorphism from Jy to the group of degree-
zero divisor classes o, deng,ted Pi®(H). Recall that divisorsl;are formal sums
of points on H, and if D = =, np(P) is a diyisor, then =, np is the
degreeof D. We say D principal if D =div(f):= ,,, ordp(f)(P) for some
function f on H, where ord- (f ) denotes the number of zeroes (or the negative of
the number of poles) off at P. SinceH is complete, every principal divisor has
degree 0. The group Pi&(H) is de ned to be the group of divisors of degree 0
modulo principal divisors. The equivalence class of a divier D is denoted by D].



3 The Kernel of the Isogeny

The eight points of H (k) where w = 0 are called the Weierstrass points of H .
Each Weierstrass pointW corresponds to a linear factorLyw = v(W)u u(W)v
of B. If W; and W, are Weierstrass points, then 2(V;) 2(W5) = div( Lw,=Lw,),
so 2[W31) (W2)] =0; hence [(W1) (WS5)] corresponds to an element ofly [2]. In
particular, [(W1) (W2)]=[(W2) (W3)], so the divisor class [W1) (W>)] cor-
responds to the pairf Wy ; W»g of Weierstrass points, and hence to the quadratic
factor Ly, Lw, of .

Proposition 1.  Every partition of the eight Weierstrass points ofH into four
disjoint pairs corresponds to a subgroup ofly [2] isomorphic to (Z=2Z)3. The
subgroup isFq-rational if the partition is stabilized by the Frobenius map.

Proof. Let ff W2 W%, f W2 W%y, f W Wy, f WP WYg be a partition of the
Weierstrass points ofH into four disjoint pairs. Each pair f W% W4 corresponds
to the two-torsion divisor class [W?) (W09] in Jy [2]. Further,

x4 h v i
(W9 (W= divw= Lyeo =0:
i=1 i=1

This is the only relation on the classes [V (W%], so
HWO  (Wo1:1 i 4 = (2=22)%

The action of G on Jy [2] corresponds to its action on the Weierstrass points,
proving the second claim. We emphasize that neither the indridual Weierstrass
points nor the pairs in the partition need be Fq-rational for the corresponding
subgroup to be F4-rational. u

De nition 1.  We call the subgroups corresponding to partitions of the Wetr-
strass points of H as in Proposition 1 tractable subgroups We let S(H) denote
the set of all Fy-rational tractable subgroups ofJy [2].

Remark 1. Requiring the pairs to be disjoint ensures that the correspading
subgroup is 2-Weil isotropic. This is necessary for the quaéent by the subgroup
to be an isogeny of principally polarized abelian varietiegseex9).

Remark 2. Not every subgroup of Jy [2] that is the kernel of an isogeny of Ja-
points of H, then the subgroup
[(W1)  (Wi)+(W;) (Wil (i k) 21(2;3;4);(2;5,6);(3:5 7)g

is maximally 2-Weil isotropic, and hence is the kernel of ansogeny of Jacobians.
However, this subgroup contains no nontrivial di erences d Weierstrass points,
and so cannot be tractable.



Computing S(H) is straightforward if we identify each tractable subgroup
with the corresponding partition of Weierstrass points. Each pair f W2 W,y of
Weierstrass points corresponds to a quadratic factor of®. Since the pairs are
disjoint, the corresponding quadratic factors are pairwie coprime, and hence
form (up scalar multiples) a factorization of the hyperelliptic polynomial . We
therefore have a correspondence of tractable subgroups, gaions of Weierstrass
points into pairs, and sets of quadratic polynomials (up to salar multiples):

S! fwewly:1 i 4! Fi:l i 4 B=FFFsF, :

Since the action ofG on Jy [2] corresponds to its action on the set of Weierstrass
points, the action of G on a tractable subgroup S corresponds to its action on
the corresponding setf F1; F»; F3; F40. In particular, S is Fy-rational precisely
whenfFq; Fy; Fs; Fagis xed by G. The factors F; are themselves de ned oveiF
precisely when the corresponding points o6 are Fqy-rational.

We can use this information to compute S(H). The G-action on pairs of
Weierstrass points contains an orbit fW,°;W%;:::;fW? ;W% if and only if
(possibly after exchanging some of theNi%: with the W29 either (W2;:::;W0)
and (W2%:::; W) are both Gorbits or (W?2;:::; W2 ;WX :::; W) is a G-
orbit. Every G-orbit of Weierstrass points corresponds to arFq-irreducible factor
of F. Elementary calculations therefore yield the following ugful lemma, as well

as algorithms to compute all of the Fq-rational tractable subgroups of Jy [2].

Lemma 1. Let H : w? = B(u;Vv) be a hyperelliptic curve of genus3 over Fq-
The cardinality of the set S(H) depends only on the degrees of tHg,-irreducible

factors of B, and is described by the following table:

| Degrees ofFg-irreducible factors of B [# S(H)|

(8);(6;2);(6;1,1);(4,2,1,1) 1
(4;4) 5
(4,2,2);(4,1,1,151);(3;3,2);(3;3,1,1)] 3
(2;2;2;1;1) 7
(2;2;1;1;1;1) 9
(2;,1,1,1;,1;1,1) 15
(2;2;2;2) 25
(1;1;1,1;1;1;1;2) 105
Other 0

4 The Trigonal Construction

Assume we are given arkq-rational tractable subgroup S of Jy [2]. We will now
construct a curve X of genus 3 and an isogeny :Jy ! Jx with kernel S.

De nition 2. SupposeS = (W9 (W?]:1 i 4i is a tractable subgroup.
We say that a morphismg : P* ! P! is a trigonal map for S if g has degree3
andg(W9 = gW% for1 i 4



Given a trigonal map g, Recillas' trigonal construction [12] speci es a curveX
of genus 3 and a mapf : X ! P! of degree 4. The isomorphism class of is
independent of the choice ofy. Theorem 1, due to Donagi and Livre, states that
if g is a trigonal map for S, then S is the kernel of an isogeny fromJy to Jx .

Theorem 1 (Donagi and Livre [5, x5]). Let S be a tractable subgroup of
Ju [2], and supposeg : P! P! is a trigonal map for S. If X is the curve formed
from g with Recillas' trigonal construction, then there is an isogeny  :Jn ! Jx
with kernel S.

We will give only a brief description of the geometry of X here, concentrating
instead on its explicit construction; we refer the reader toRecillas [12], Donagi [4,
x2], Birkenhake and Lange [1,x12.7], and Vakil [15] for the geometrical theory
(and proofs). The isogeny is analogous to the well-known Rieelot isogeny in
genus 2 (see Bost and Mestre [2] and Donagi and Livre [5]).

In scheme-theoretic terms, ifU is the subset of the codomain ofg above
which g is unrami ed, then X is by de nition the closure of the curve over U
representing the sheaf of sections of : (g ) *(U)! g (U). This means
that the points of X over a point P of U represent partitions of the six points of
(g ) (P)into two sets of three exchanged by the hyperelliptic involtion. The
bre product of H and X over P! (with respectto g andf) is the union of two
isomorphic curves,R and R® which are exchanged by the involution onH 1 X
induced by the hyperelliptic involution. The natural proje ctions induce coverings

H:R! Hand x :R! X of degrees 2 and 3, respectively, sR is a (3;2)-
correspondence betweell and X. Themap ( x) ( n) ondivisor classes |
that is, pulling back from H to R, then pushing forward onto X | induces an
isogeny :Jy ! Jx, with kernel S.* If we replaceR with R%in the above, we
obtain an isogeny isomorphic to . Thus, up to sign, the construction of the
isogeny depends only on the subgrouf®. The curves and morphisms described
above form the commutative diagrams shown in Fig. 1.

The hyperelliptic Jacobians form a codimension-1 subspacef the moduli
space of 3-dimensional principally polarized abelian vagties. Nasvely, then, if X
is a curve of genus 3 selected at random, then the probabilitghat X is hyper-
elliptic is inversely proportional to q; for cryptographically relevant sizes ofq,
this probability should be negligible. This is consistent with our experimental
observations.

Hypothesis 1. The probability that the curve X constructed by the trigonal
construction for a randomly chosenH and S in S(H) is hyperelliptic is negligible.

5 Computing Trigonal Maps

Suppose we are given a tractable subgrouf of Jy [2], corresponding to a par-
tition ff WeWOy:1 i 4g of the Weierstrass points ofH into pairs. In this

S EE— P P P
! Recall that ( n) ( pany NP(P)) = PaipP o2 Hl(P)(q:}, with appropriate

multiplicities where x ramies, and ( x) ( Q2R mq(Q)) = Q2R no ( x (Q)).



Fig. 1. The curves, Jacobians, and morphisms ofx4
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section, we compute polynomialsN (x) = x3+ ax+ band D(x) = x®+ cx + d
such that the rational map g: x 7! t = N (x)=D(x) de nes a trigonal map for S.
ChoosingN and D to have degrees 3 and 2 respectively ensures thgtmaps the
point at in nity to the point at in nity; this will be usefult 0 us in x6.

By de nition, g : P! ! P! is a degree-3 map withg( (W9) = a( (W)
for1 i 4. We will expressg as a composition of mapsg = p e, where
e: P! P2 s the rational normal embedding de ned by

e:(u:v) 7! (up:ug:up:ug)=(ud:udv:uv?:vd);

andp:P3! P!isthe projection de ned as follows. Foreach 1 i 4, we letL;
denote the line in P? passing throughe( (W.9) and e( (W?9). There exists at
least one lineL intersecting all four of the L; (generically, there are two). We
take p to be the projection away from L; then p(e( (W9)) = p(e( (W.9)) for
1 i 4,sog=p eisatrigonal map for S. Given equations forL, we can
use linear algebra to computea, b, ¢, and d in Fq such that

L = V(up + auy + bus;u; + cu, + dug):
The projection p: P2 ! P! away from L is then de ned by
p:(Up:ug:up:ug) 7! (ug+ aup+ bug:ug+ cup + dug);
and thereforeg = p eis de ned by
g:(u:v) 7! (ud+ auv?+ bV 1 uPv+ cuv? + dvd):

Therefore, if we setN (x) = x3+ ax+ band D(x) = x? + cx + d, then g will be
de ned by the rational map x 7! N (x)=D(x).

To compute equations forL , we will use the classical theory ofGrassmannian
varieties. The set of lines inP? has the structure of an algebraic variety Gr(1; 3),



called the Grassmannian. There is a convenient model for GA( 3) as a quadric

Gr(1;3) := V(vpVv3 + V1V4 + VoV5) !

Lemma 2. There is a bijection between points ofGr(1;3) and lines in P2, de-
ned as follows.

1. The point on Gr(1; 3) corresponding to the line through(po : p1 : p2 : p3) and
(Q: a1 : ) in P? has coordinates

Po Pr . Po P2 . PoP3 . P2P3 . P3P1 . P1 P2
&k B OB BB B &P
2. The line in P2 corresponding to a point( o : . 5) of Gr(1; 3) is de ned by
0 1
Oug 3U1 4U2 5U3;
% 3Up+ Our U2+ 1Us;
4Up+ U1+ Oup oUs;
5Ug 1u; + ouz + Ous

(two of the equations will be redundant linear combinationsof the others).

Further, if ( o: : 5) is a point on Gr(1;3) corresponding to a lineL, then
the points of Gr(1; 3) qgrresponding to lines meetingL are precisely those in the
hyperplane de ned by iS:O iVi+3 , where the subscripts are taken modulé.

Assume that S is represented by a sefF; = au>+ buv+ ¢gv?:1 i 4g
of quadratics, with each F; corresponding to the pair f W2 W%y of Weierstrass
points. With this notation, elementary calculations show that the point on
Gr(1; 3) corresponding to the lineL; through e(W,%) and e(W,°J has coordinates

(Z: ch:bf ac:a’:ab :ac):

If( o: . ) is a point on Gr(1;3) corresponding to a candidate forL, then
by the second part of Lemma 2 we haveM ( ¢;:::; 5)' =0, where
0 1
a? aily aiq & b (B aq)
_ %2% ak e & b (B ac)E. )
T @a3 ashy ascs 5 czhs (B asCs)A
aj asly ascs & csby (B ascy)
The kernel of M is two-dimensional, corresponding to a line inP°. Let f_; ¢
be a basis for keM , writing _ =( o;:::; s)and =( o;:::; 5). If Sis F_q
rational, then so is kerM , so we may take the ; and ; to be in Fq. We want to
nd apoint PL=( o+ o: : s+ s5)where the line in P° corresponding
to ker M intersects with Gr(1;3). The points (Up : ::: : ug) on the line L in P?
corresponding toP, satisfy (M_+ M )(up;:::;u3)T =0, where
0 1 0 1
0 3 4 5 0 3 4 5
-Bs 0 =2 1§ — % 3 0 2 1§ :
M % ., X 0 . and M : . , 0 A
5 1 0 0 5 1 0 0



By part (2) of Lemma 2, the rank of M_+ M is 2. Using the expression

1 X X6 16 2

det(tM_+ M )= > i ivg Ot it 5 i i+3

i=0 i=0 i=0

(where the subscripts are taken modulo 6), we see that this amirs precisely when
det(M_+ M ) =0. We can therefore solve detM + M ) =0 to determine
a value for , and to see that Fq( ) is at most a quadratic extension of Fgq.
Considering the discriminant of det(M + M ) gives us an explicit criterion for
determining whether a given tractable subgroup has a ratioml trigonal map.

Proposition 2. SupposeS is a subgroup inS(H), and letf _=( i); =( i)g
be any Fq-rational basis of the nullspace of the matrixM de ned in (1). There
exists an Fq-rational trigonal map for S if and only if

X 2 X6 X6
i i+3 i i+3 i i+3
i=0 i=0 i=0
is a square inFq.

Finally, we compute a, b, ¢, and d in k( ) such that (1;0; a;b) and (0; 1; c; d)
generate the rowspace oM + M (this is easily done by Gaussian elimina-
tion). We may then take L = V(ug + au, + usz;u; + cuz + dug). Both L and the
projection p: P3| P! with centre L are de ned overk( ). Having computed L,
we compute the projectionp, the embeddinge, and the trigonal mapg=p e
as above.

Proposition 2 shows that the rationality of a trigonal map for a tractable
subgroup S depends only upon whether an element of, depending onS is a
square. It seems reasonable to assume that these eld elemsnare uniformly
distributed for random choices of H and S, and indeed this is consistent with
our experimental observations. Since the probability that a randomly chosen
element of Fy is a square is essentially #2, we propose the following hypothesis.

Hypothesis 2.  The probability that there exists anFq-rational trigonal map for
a randomly chosen hyperelliptic curveH over Fq and subgroupS in S(H) is 1=2.

6 Equations for the Isogeny

Suppose we have a tractable subgrouf® and a trigonal map g for S. We will
now perform an explicit trigonal construction on g to compute a curve X and
an isogeny :Jy ! Jx with kernel S. We assume thatg has been derived as
in x5, and in particular that g maps the point at in nity to the point at in nity.

Let U be the subset ofA® = P nf(1: 0)g above whichg s unrami ed.
We denotef (U) by Xjy,and (g ) *(U) by Hjy. By de nition, every point
P on Xjy corresponds to pair of triples of points onHjy, exchanged by the
hyperelliptic involution, with each triple supported onth e breof g overf (P).



To be more explicit, supposeQ is a generic point ofU. Sinceg  is unrami ed
above Q, we may choose preimageB;, P, and P3 of Q such that

(@ ) YQ)= fP1;P2;P3; (P1); (P2); (P3)g: )

The four points on X in the preimagef *(Q) correspond to partitions of the six
pointsin (g ) (Q) into two unordered triples exchanged by the hyperelliptic
involution:

8 9
3 QS fP1PPsg; f (P): (P2); (Pa)g 3
2 Q3$ f (P1);P2; (P3)g fP1; (P2);P3g ;3
" Qa$ f (P1); (P2);Psg; fP;P2; (P3)g

Every triple is cut out by an ideal (a(x);y b(x)), where a is a cubic polynomial,
bis a quadratic, andt? F (mod a). If we require a to be monic, then there is a
one-to-one correspondence between such ideals and tripjekis is the well-known
Mumford representation. For exanwle, the triple f P1; P2; P3g corresponds to the
ideal (a(x);y b(x)) wherea(x)= ~;(x x(P;))and bsatisesy(P;) = b(x(P;))
for1 i 3; the Lagrange interpolation formula may be used to computeb.
If (a(x);y b(x)) corresponds to one triple in a partition, then (a(x);y + b(x))
corresponds to the other triple. The union of the triples equals the whole bre
(g ) ¥Q), and since the union of the triples is cut out by the product of the
corresponding ideals, we know thata(x) must cut out the bre of g over Q.
Therefore, we havea(x) = N(x) t(Q)D(x). We may thus de ne a bijection
between pointsP on X jy and pairsf (N (x) t(f (P))D(x);y b(x))g of ideals,
wherebis a quadratic such that > F (mod N (x) t(f (P))D(x)).

The polynomials of the form N (x) tD (x) are parametrized by A?, via the
mapt$ N(x) tD(x). The space of quadratic polynomialsh(x) may be viewed
naturally as the a ne space A3 via the identi cation

b(x) = box?+ byx + by | (bo;bys k) 2 AS:

We will therefore construct a model of the abstract curve X jy in A1 AS3; the
isomorphism will be de ned by

p:(tbobb) If (Gtx);y (o+ bix+ bpx?)g;

where
G(t;x) = X3+ g(t)x? + gr(t)x + go(t) := N(X) tD(X):

P :
If (t;bo;b1;bp) is a point on p *(Xju), then we have ( ihx')2 F(x)
(mod G(t; x)). Expanding (lpx? + byx + )2 F(x) modulo G(t;x), we obtain
polynomials ¢y, ¢1, and ¢, in K][t; bg; by ; ] such that

X,
Gi (t; bo; br; bp) X' b x'

i=0 i=0

F(x) (mod G(t;x)):



Set Z := V(cy;C1;C2). By de nition, ¢, c1, and ¢, all vanish onp (X jy), so
p *(Xju) Z.Dene polynomials fq, f1, and f5 in k[t] by

fo(t)x2+ f1(t)x + fo(t) F(x) (mod G(t;x)):
The polynomials ¢y, ¢1, and ¢, are given explicitly by the equations

Co(t; bo; br; ) = Ga()Go(D)BF 2g0(t)pby + B Fo(t);
ca(t;bo; b bp) = (()au(t) G5 201()beby +2biby  f4(t); and  (4)
C2(t;bos buib2) = (G(1)? Gu(D)BE 202(t)beby + 2bpby + B f2(1):

Themapp:Z ! X is a double cover, whose sheets are exchanged by the
involution  : (t;bg;by;bp) 7! (t; by; bp; ) of Z induced by the hyperelliptic
involution . We will see that Z is the union of two curves, each isomorphic to
(an open subset of)X ; the involution  maps each curve onto the other.

Remark 3. What follows is essentially a derivation of the primary decanposition
of the ideal (co;c1;C2). In practice, the reader equipped with a computational
algebra system may avoid using the formulae below by computig the primary
decomposition using Gmbner basis methods. This approaclis quite e cient if
(co; €15 C2) is viewed as a zero-dimensional ideal ik(t)[bo; by; by].

Consider again the bre of f : X | P! over the generic pointQ = (t) of U
(asin (3)). If fP1;P2;P3gis one of the triples in a pair in the bre, then by the
Lagrange interpolation formula the value ofk, at the corresponding point of Z is

X
by = y(P)=(x(Pi)  x(P))(x(Pi)  x(P)));

where the sum is taken over the cyclic permutations i j; k ) of (1;2; 3). Interpo-
lating for all triples in the pairs in the bre, an elementary but involved symbolic
calculation shows that if we dene 1, 2,and 3 by

= (x(P)  x(Px)?
and 1, 2,and 3 by
i = fa()X(P)?+ F1()X(Pi) + fo(t) = F(X(P)))
for each cyclic permutation (i; j; k ) of (1;2; 3), and set
=1 2 3,

then b, satis es
X 1 X X 5 2 Y
b3 2 B+ = 2 3 i 64 i B=0: (5
i i i i
P P , Q N
Now , ; i, ; %, and ~, ; are symmetric functions with respect to per-
mutations of the points in the bre g (Q) = g ((t)). They are therefore poly-
nomials in the homogeneous elementary symmetric functions
X X Y
e = x(P;); e = X(Pi)x(P;); and es= x(Pp);



which are polynomials int. Indeed, the g are given by the coe cients of G(t;x):

er= QAt); e =aq(t); and e3= go(l):

P
Expressing , ; i, 2, and Qi i interms of fo, f1, f2, go, 01, O2, and gs,

and then simplying, we de ne 4, 2, and g by

2795 +18Q0h 0> 40003 495 + 0795
12foqn  4fogf  18f100 +2f100G +12f2000  4f20%; (6)
A of o + f 12;

o N A
o

and s by

S = fg' fgflgz 2f02f291+fozfzg%+foffgl+3f0f1fzgo fOflfzgng (7)
2fof$00g2 + fof 07 figo+ fffagoge faffgogn + F305:

With this notation, (5) becomes

A+ JOB+ oft) © 64s(t)E = 0: ®)

Sinces(t) = F (x(P1))F (X(P2))F (x(Ps)) = ( y(P1)y(P2)y(P3))?, there is a square
root of s(t) in Fg[t]. Indeed, if s(0) is a square inFq, then the square root is an
element of F4[t], and we de ne

1 -g"s: ()]

We de ne polynomials d, and d, in Fq[t; bo; by; by] by
dy = OB+ 2B+ 1D+ o) and d; = dao(t; bo; by bp): (10)

It follows from (5) that d,d, vanishes on every breof f p):Z ! U, so
it must vanish everywhere onZ. HenceZ = V cy;C1; Cp;d2d, , from which it
follows that

Z = V(Cp;C1;C2;02) [ V o515 C25 0,

The schemeZ™* = V(cp;c1;Cp; dy) is singular: it has some embedded points
supported on the bres where ; vanishes. To remove these singularities, we
derive two more de ning equations.

When b, 6 0, the equation ¢, = 0 becomes

b= FE+QRep)hbh &+ f)=(2b): (11)

Substituting (11) into the de nitions of ¢y and ¢;, we obtain functions
Qtbyb) = oo t (0 BB+ b+ f2)=(2by);bisby

and

Qb)) = t (0 B)B+QRm)kh b+ f)=(2b); b by



Considered as polynomials in k(t)[b]=(d2))[l1], we see thatc$ and ¢§ have
degree 4 and 3, respectively. Since botk) and ¢§ vanish onZ*, so must their
greatest common divisor, which is a linear polynomial inb; over k(t)[b;]=(d>).
Hence, there are polynomialsn;.1, di.1, N1.0, @nd di.o in K[t; b2] such that

Nua(tz) - Nuo(tiby).
d;1(t; b2) dyo(t;b2)
Since gcd€8; c?) =0 on Z*, the polynomial

di(t; by; k) := nya(t; b2)dy;o(t; b2)ly + nyo(t; b2)dy;a(t; b2) (13)
vanishes onZ* . Substituting by = (n1.0d1.1)=(N1.101.0) into ¢; =0, we obtain
an equation do(t; by; bp) = 0, where

do(t; by; ) := no;a(t; b2)do;o(t; b2)lo + no;o(t; b2)do;1(t; b2) (14)

for some polynomialsng.1, No.o, do:1, and do.o in K[t; by].

The curve Y = V(Co; C1;Cp; do; dg;dp) in A1 A3 is nonsingular, and agrees
with Z* on an open subset; the double covep : Zjy ! Xjy restricts to an
isomorphism from an open subset ofY to an open subset ofXjy. By Corol-
lary 1.6.12 of Hartshorne [7],Y itself is isomorphic to an open subset oX , and
we may viewY as an a ne model of X . Hence, in the sequel, we will takeX to
be (a projective closure of the curve) de ned by

X 1V(Co;C1;C;do;di;d) AL A%

ged(c; o) = (12)

Next, we compute the Recillas correspondencB. The bre product H 51 X
with respecttog andf isdenedby H A1 X = V(G(t;x)) A2 (Al A3,
and has two components:

V(G(tx)) =V G(tx); y Pihxi [V G(tx); y+ Piqui

We set
R=V G(tx); y (o+ bix+bx?) :
The natural projections x :R! X and 4 :R! H send ;y;t;bg;bi; ) to
(t;bo; by; bp) and (x;y), respectively. On the level of divisor classes, the isoggn
:Jy ! Jx is made explicit by the map

=(x) (wn):

In terms of ideals cutting out e ective divisors, is realized by the map
Ip 7! 1o +(G(tx);y  (bz®+ bixz + bpx?)) \ K[s;t; bo; by; bp]:

Taking V G(t;x);y + (bpx? + byx + by) in place of R above gives an isogeny
equal to . Similarly, the isogeny from H to X ®induced by R° is isomorphic
to the isogeny from H to X.

Considering the formulae above, we see thaX and the isogeny are both de-
ned over Fq if a certain element of Fq depending only onF and g | namely s(0)
| is a square in Fq. This gives us a useful criterion for when anFq-rational S
and g leads to anFq-rational X .



Proposition 3. If Sis a subgroup inS(H) with an Fq-rational trigonal map g,
then the trigonal construction on g yields a curveX de ned over Fq if and only
if s(0) is a square inFq, wheres is de ned in (7).

If we assume that the valuess(0) are uniformly distributed for randomly
chosenH, S and g, then the probability that s(0) is a square inFq is 1=2. Indeed,
it is easily seen thats(0) is a square forH if and only if it is not a square for the
quadratic twist of H. This suggests that the probability that we can compute
an Fg-rational X and given an Fqy-rational g for a randomly chosenH and S
in S(H) is 1=2. This is consistent with our experimental observations, ® we
propose Hypothesis 3.

Hypothesis 3. Given a randomly chosen hyperelliptic curveH over Fy and
tractable subgroupS in S(H) with an Fqy-rational trigonal map g, the probability
that we can compute anFq-rational curve X is 1=2.

7 Computing Isogenies

Suppose we are given a hyperelliptic curvéd of genus 3, de ned overFy, and a
DLP in Jy (Fg). Our goal is to compute a plane quartic curveC and an isogeny
Ju ! Jc so that we can reduce to a DLP inJc (Fq).

First, we compute the setS(H) of Fqy-rational tractable subgroups of Jy [2].
For eachS in S(H), we apply Proposition 2 to determine whether there exists a
Fq-rational trigonal map g for S. If so, we use the formulae o5 to compute g;
if not, we move on to the next S. Having computed g, we apply Proposition 3
to determine whether we can compute anX over Fq. If so, we use the formulae
of x6 to compute equations forX and the isogenyJy ! Jx ; if not, we move on
to the next S.

The formulae of x6 give an a ne model of X inin Al A3, In order to apply
Diem's algorithm to the DLP in Jx , we need a plane quartic model ofX : that
is, a nonsingular curveC P2 isomorphic to X , cut out by a quartic form. Such
a model exists if and only if X is not hyperelliptic. To nd C, we compute a
basisB of the Riemann{Roch space of a canonical divisor oK . This is a routine
geometrical calculation; some of the various approaches arlisted in Hess [8]. In
practice, the algorithms implemented in Magma [9] computeB very quickly. The
functions in B de ne a rational map : X ! P2 If the image of is a conic
or a line, then X is hyperelliptic, and we move on to the nextS. Otherwise,
the image of is a smooth plane quartic modelC of X, and restricts to an
isomorphism :X ! C.

If the procedure outlined above succeeds for somg in S(H), then we have
computed an explicit Fq-rational isogeny :Jy ! Jc. We can then map
our DLP from Jy (Fq) into Jc (Fq), and solve using Diem's algorithm.

We emphasize that the entire procedure is very fast: as we saabove, the
curve X and the isogeny can be constructed using only low-degree peiomial
arithmetic and low-dimensional linear algebra. For a roughidea of the compu-
tational e ort involved, given a random H over a 150-bit prime eld, an unop-
timized implementation of our algorithms in Magma [9] computes the trigonal



map g, the curve X, the plane quartic C, and the isogeny :Jy ! Jc inaround
six seconds on a 1.2GHz laptop. Since the di culty of the congruction depends
only upon the size ofFq (and not upon the size of the DLP subgroup ofl (Fg)),
we may conclude that DLPs in 150-bit Jacobians chosen for crqgtography may
also be reduced to DLPs in non-hyperelliptic Jacobians in aound six seconds.

We will give an example over a small eld. For the sake of spacewe will not
display the equations for the intermediate curveX or the isogeny.

Example 1. Let H be the hyperelliptic curve over F3; de ned by
H :y? = x” +28x5 +15x5 + 20x* + 33x3 + 12x% + 29x + 2:
Using the ideas inx3, we see that]y has oneFs7-rational tractable subgroup:

uZ+ quv+ ovZ u?+ Jluv+ §7v?

S(H) = 2 2
(H) u?+ 3uv+ 372 uv+20v2

where , = 3019 and $+29 2+9 ; +13 = 0. We compute an Fgz;-rational
trigonal map g: x 7! N (x)=D(x) for S, with

N(x)= x3+16x+22; and D(x)= x?+32x+18:

Using the formulae ofx6, we compute a curveX of genus 3 and a map on divisors
inducing an isogeny fromJy to Jx with kernel S. Computing the canonical
morphism of X, we nd that X is non-hyperelliptic, and isomorphic to the
plane quartic

x4 +28x3y +2x3z + 8x2y? + 11x2%yz + 32x%z% + 16xy° + 4xy?z

c=V +18xyz? + 14xz°3 + 18y* + 26y3z + 25y?z2 + 3yz® + 352%

Composing the isomorphism with the isogeny, we obtain anisgeny :Jy ! Jc.
The characteristic polynomial of Frobenius on both Jy and Jc is T8 +4T5
6T+ 240T3 6 37T2+4 37°T+373.1f D and D are the divisor classes o with
Mumford representatives (x2+13x+29;y 10x 2)and (x?+3x+26;y 10x 23),
respectively, thenD%=[5719]D. Applying , we have

(D)=[(20:22:1)+(3:22:1) (20:1:0) (11:6:1)] and
(DY =[(25:3:1)+(27:36:1) (34:14:1) (21:32:1)];

direct calculation shows that (D9 =[5719] (D), as expected.

8 Expectation of Existence of Computable Isogenies

We conclude by estimating the proportion of genus 3 hyperelptic Jacobians
over Fq for which the methods of this article produce a rational isogny | and
thus the proportion of hyperelliptic curves for which the DLP may be solved
using Diem's algorithm | as q tends to in nity. We will assume that if we are
given a selection ofF4-rational tractable subgroups, then it is equally probable
that any one of them will yield a rational isogeny. This is corsistent with our
experimental observations.



Hypothesis 4. If S; and S, are distinct subgroups in S(H), then the proba-
bility that we can compute an Fq-rational isogeny with kernel S; is independent
of the probability that we can compute an Fq-rational isogeny with kernel S;.

Theorem 2. Assume Hypotheses 1, 2, 3, and 4. LeT be the set of integer
partitions of 8; for each T in T we de ne t(n) to be the multiplicity of nin T,
and de ne s(T) =# S(H), whereH is any hyperelliptic curve over Fq such that
the multiset of degrees of thé=y-irreducible factors of its hyperelliptic polynomial
coincides withT. As g tends to in nity, the expectation that the algorithms in this
article will give a reduction of the DLP in a subgroup ofJy (Fq) for a randomly
chosen hyperelliptic curveH of genus3 over Fq to a subgroup ofJc (Fg) for
some plane quartic curveC is

X Y
1 1 1=4)pM = (n)! ntM 0:1857
T2T n2T

Proof. Hypotheses 1, 2, 3, and 4 together imply that ifH is a randomly chosen
hyperelliptic curve of genus 3 overfF, then the probability that we will succeed
in computing a rational isogeny from Jy is

1 (1 (1=2 1=2))#SH): (15)

Lemma 1 implies that S(H ) depends only on the degrees of the irreducible factors
of . For eachT in T, let No(T) denote the number of homogeneous squarefree
polynomials over Fq whose multiset of degrees of irreducible factors coincides
with T. By (15), the expectation that we can compute an F4-rational isogeny
from the Jacobian a randomly chosen hyperelliptic curve to he Jacobian of a
non-hyperelliptic curve using the methods in this article is

P
ror (Lo (1 124 D)Ng(T)

Eq = I
721 No(T)

(16)

Let Ng(n) denote the number &f monic irreducible polynomials of degee n
over Fq; clearly Ng(T)=(q 1) ~ .1 NTqér':; . Computing N4(T) is a straight-
forward combinatorial exercise: we nd that Nq(n) = g"=n+ O(q" 1), so

Y
Ng(T) = (r(mf nTM) o+ O(c);
n2T

P
and  1,r Ng(T)= ¢®+ O(cf). Therefore, asq tends to in nity, we have
X Y
lim Eq = @ @ =)= (1) nT™M):
¢ T2T n2T

The result follows upon explicitly computing this sum using the values fors(T)
derived in Lemma 1. u



Theorem 2 gives the expectation that we can construct an exptit isogeny
for a randomly selected hyperelliptic curve. However, lookng at the table in
Lemma 1, we see that we can ensure that a particular curve hasmrational
isogenies if its hyperelliptic polynomial has an irreducibie factor of degree 5 or 7
(or a single irreducible factor of degree 3). It may be di cul t to construct a curve
in this form if we are using the CM construction, for example, to ensure that
the Jacobian has a large prime-order subgroup. In any caset is interesting to
note that the security of genus three hyperelliptic Jacobians depends upon the
factorization of their hyperelliptic polynomials. This ob servation has no analogue
for elliptic curves and Jacobians of genus 2 curves.

Remark 4. We noted in x4 that the isomorphism class of the curveX in the

trigonal construction is independent of the choice of trigonal map. If there is no

rational trigonal map for a given subgroup S, then the methods ofx5 construct

a pair of Galois-conjugate trigonal mapsg; and g, instead. If the trigonal con-

structions on g; and g, require no further base extension, then we obtain a pair
of curves Xy and X, which must be twists. If the isomorphism between these
two curves was made explicit, then Galois descent could be esl to compute a
curve X in their isomorphism class de ned overFq, and hence a plane quarticC

and isogenyJy ! Jc over Fy. This approach would allow us to replace the ¥4

in (15) and (16) with 1=2, raising the expectation of success to over 30%.

9 Other Isogenies

In this article, we have used a special kind of (22; 2)-isogeny for moving DLPs
from hyperelliptic to non-hyperelliptic Jacobians. More generally, we can con-
sider using other types of isogenies. There are two importarissues to consider
here: the rst is a theoretical restriction on the types of subgroups S of Jy that
can be kernels of isogenies of Jacobians, and the second isragiical restriction
on the isogenies that we can currently compute.

Supposely is a hyperelliptic Jacobian, andS a ( nite) Fq-rational subgroup
of Jy. The quotient Jy ! Jy =S exists as an isogeny of abelian varieties (see
Serre [14,x111.3.12], for example). For the quotient to be an isogeny ofJaco-
bians, there must be an integerm such that S is a maximal isotropic subgroup
with respect to the m-Weil pairing (see Proposition 16.8 of Milne [10]): this
ensures that the canonical polarization onJy induces a principal polarization
on the quotient. The simplest such subgroups have the form Z=1Z)% where |
is prime. The theorem of Oort and Ueno [11] then guarantees tat there will
be an isomorphism overF, from Jy =S to the Jacobian Jx of some (possibly
reducible) curve X . Standard arguments from Galois cohomology (see Serre [13,
Xlll.1], for example) show that the isomorphism is de ned over F.. We can ex-
pect X to be isomorphic to a non-hyperelliptic curve C. To compute an isogeny
from Jy to a non-hyperelliptic Jacobian, therefore, the minimum requirement is
an Fq-rational subgroup of Jy isomorphic to (Z=1Z)* for some primel.

The second and more serious problem is the lack of general cstnuctions
for isogenies in genus 3. Apart from integer and Frobenius edomorphisms, we



know of no constructions for explicit isogenies of general acobians of genus 3
hyperelliptic curves other than the one presented here. Trg situation stands in
marked contrast to the case of isogenies of elliptic curvesyhich has been made
completely explicit by \elu [16]. Deriving general formul ae for explicit isogenies
in genus 3 (and 2) remains a signi cant problem in computational number theory.
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