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1 Introduction

For an elliptic curve E de ned over a nite eld F ¢, let# E(Fq) = n = hr be
the number of Fq-rational points on E, wherer is the largest prime divisor of
n, and gcd(; g) = 1. The set of all points of order r in E(Fq) forms a subgroup
of E(F 4) denoted by E[r]. For such an integerr, a bilinear map can be de ned
from a pair of r-torsion points of E to the group , of rth roots of unity in Fq,
by

e E[r] E[r]7" :

In fact, the multiplicative group ; in the above mapping lies in the extension
eld F o« where k is the least positive integer satisfying k 2 and of 1
(mod r). The above mapping is called theWeil pairing, and the integer k is
called the embedding degreef E.

Pairings such as the Weil pairing (other proposed pairings iclude the Tate
pairing, the Eta pairing [2], or the Ate pairing [8]) are used in many crypto-
graphic applications such as identity based encryption [4] one-round 3-party
key agreement protocols [9], and short signature schemes][3The computation
of pairings requires arithmetic in the nite eld F . Therefore, k should be
small for the e ciency of the application. On the other hand, the discrete loga-
rithm problem (DLP) in the order- r subgroup of E(F4) can be reduced to the
DLP in F 4 [14]. Therefore,k must also be su ciently large so that the DLP in
F 4 is computationally hard enough for the desired security. Inparticular, it is
reasonable to ask for parametersy;r and k so that the DLP in E(F ), and the



DLP in F 4« have approximately the same di culty. Given the best algori thms
known and today's computer technology to attack discrete lgarithms in elliptic
curve groups and in nite eld groups, the 80-bit security le vel can be satis ed
by choosingr 2160, and g¢ 21024 |f E=F is of prime order, thenr g, and
thus the 80-bit security level can be achieved iff 2'7° and k = 6.

Now, Miyaji, Nakabayashi, and Takano [15] gave a characteration of prime-
order elliptic curves with embedding degreek = 3; 4 and 6, in terms of necessary
and su cient conditions on the pair ( q;t) wheret = q+1 #E(F), the trace
of E over Fq. Such elliptic curves, if ordinary (i.e., when gcd@;t) = 1), are
nowadays commonly calledMINT curves.

The only known method to construct MNT curves is to compute sutable
integers g and t such that there exists an ordinary elliptic curve E=F 4 of prime
order and embedding degreek, and to then use the Complex Multiplication
method (or CM method) [1] to nd the equation of the curve E over Fq. In fact,
all methods known so far to construct ordinary elliptic curves of any order and
small embedding degree use the CM method; see [5] for a compensive survey.
A central equation in this context is the CM equation

4q t2=DY? (1)

where D is a positive integer andY 2 Z. If D is square-free, we calD the
Complex Multiplication discriminant (or CM discriminant, or brie y discrimi-
nant) of E. Given current algorithms and computing power, the CM method is
practical if D < 10% (see [5] for a discussion of this bound).

From (1) Miyaji, Nakabayashi, and Takano [15] derived Pelltype equations,
which we subsequently callMNT equations (see Section 2). For a xed em-
bedding degreek 2 f 3;4; 6g and CM discriminant D, solving the corresponding
MNT equation leads to candidate parameters §; t) for prime-order elliptic curves
E=Fqoftracet = q+1 # E(F,), embedding degree and discriminant D. As,
by nature of generalized Pell equations, the solutions of alMNT equation (if
sorted by bitsize and enumerated) grow exponentially, MNT arves are very rare.
In fact, Luca and Shparlinski [12] gave a heuristic argumentthat for any upper
bound z, there exists only a nite number of MNT curves with discrimi nant
D z, regardless of the eld size. On the other hand, speci ¢ sam[e curves of
cryptographic interest have been found, such as MNT curves 10160-bit, 192-bit,
or 256-bit prime order ([18, 21]).

Contribution of this paper. First, we further analyze the solutions of the
MNT equations and establish that the MNT curves of embeddingdegree 6 are
given through the solutions in one of the two (if any) solution classes of the MNT
equation (Section 3). Based on this analysis we give a comgk algorithm (in
the appendix) to calculate such solutions that lead to poterially prime-order
elliptic curves; we could not nd such an explicit algorithm anywhere in the
literature. We also point out a one-to-one correspondence étween MNT curves
of embedding degree 4 and MNT curves of embedding degree 6 (@position 1).

Second, building on the work by Luca and Shparlinski [12] whayave a heuris-
tic upper bound on the expected numberE (z) of MNT curves with embedding



degree 6 and bounded discriminanD  z, we provide a heuristic lower bound
for E(2) (Sec})ign 4.2). Speci cally, we show that for large enoughz we have

E(2) 0:49ﬁ, which nicely complements the Luca-Shparlinski result tha

E(z) z=(logz)? and corrects the guess [12, p. 559] thaE(z) z°®. Here
and throughout, log z denotes the natural logarithm of z.

Finally, we give numerical data on E(z) over nite elds of bounded char-
acteristic, and compare those data with our new lower bound $ection 4.3). At
least for this experimentally verifyable range, our lower bund, once corrected
by a constant factor, seems to quite well capture the number BMNT curves of
discriminant D z.

Acknowledgements.  The authors thank Florian Luca and Igor Shparlinski
for their feedback on an earlier version of this paper, whicthelped us to improve
the statement and proof of Theorem 3.

2 MNT curves and their Pell equations

The Miyaji-Nakabayashi-Takano characterization [15] of MNT curves is summa-
rized in the following theorem.

Theorem 1. Let E=F4 be an ordinary elliptic curve de ned over a nite eld
Fq. Let n=# E(Fq) be a prime andk the embedding degree dE.

1. Supposeq > 64. Then k =3 if and only if q=121° l1andt= 1 6l for
somel 2 Z.

2. Supposeq > 36. Then k=4 ifand only if gq= 1?2+ 1+1 andt= [l +1
for somel 2 Z.

3. Supposeq > 64. Then k =6 ifand only if q=412+1 andt =1 2| for
somel 2 Z.

Note that for each elliptic curve characterized by Theorem 1we have exactly
two representations. For example k = 4),if t= landqg= 12+ | +1 for some
integer |, we can also writel°= | 1 andt=1°+1and q= I®+ 19+ 1. (See
also Proposition 4.)

The characterization from Theorem 1 implies a one-to-one cwespondence
between MNT curves with embedding degreek = 4 and MNT curves with
embedding degreek = 6.

Proposition 1. Let n > 64 and g > 64 be primes. Thenn and ¢ represent an
elliptic curve Eg¢=F 4 with embedding degre& = 6 and # E¢(F 4) = n if and only
if n and q represent an elliptic curve E4=F, with embedding degre&k = 4 and
#Ea(Fn) = q.

Proof. Let n> 64 andq > 64 represent an elliptic curveEg=F 4 with k =6 and
#Ee(Fq)= n=qg+1 t. By Hasse's theorem we have? 4qg. Now,

t2 4q, t2 4@t 1+n)
. (t 2?2 4n: (2)



Let n°= g, °=n,andt°= ®+1 n% Thent®=2 t, and by (2), t°satis es
the Hasse bound withg® = n. So let E4 be an elliptic curve over Fq with n°
points. Now, by Theorem 1(3) q =412+ 1 for some integerl. If t =1 2, then
®=qg+1 t=@2N%+21+1and t°=2l+1, and thus by (2) of Theorem
1, E4=F ¢ has embedding degre&’= 4. Replacing | by | in the last sentence
settles the other casef =1+21.

To prove the converse, letn;q be primes greater than 64 representing an
elliptic curve E4=F 4 with embedding degreek = 4 and n points, and let t =

g+1 n.Thenby Theorem1(2)t=1+1ort= | for somel 2 Z. Since both
n;q are odd primes,t must be odd. Thus, | is evenift = | +1, and | is odd if
t= |I.Inthe rstcase, | =2m andt = 1+2 m for some integerm, while in the

second case, we can writt=2( m) landt=1+2m forsomem2 Z. We
now proceed just as in the rst part (starting after (2)).

Now, let us parametrize MNT curves by (q(1);t(1)) where g(l) and t(l) are as
in Theorem 1. Then, after some elementary manipulation of the corresponding
CM equations 4q(l) t(I)> = DY 2, one can obtain generalized Pell equations
which we call the MNT equations. In particular:

1. The MNT equation for k =3 is X? 3DY? =24, wheret(l)=61 1 and
X =6l+3,ort(l)= 6 landX =61 3.

2. The MNT equation for k = 4 is X2 3DY? = 8, wheret(l) = | and
X =3l+2,ort(l)=1+1and X =31 +1.

3. The MNT equation for k =6is X? 3DY?= 8. wheret(l)=21+1 and
X =61 lyort()= 2[+1land X =61+1.

The MNT method then consists of the following: Fix k. ChooseD < 10%.
Solve the MNT equation to (hopefully) nd pairs ( g;t) such that qis a prime
power and of the desired bitlength, andgq+ 1 t is prime. Finally, use the CM
method to construct the actual curve.

3 Solving the MNT equations

For solving the MNT equations, we need some facts from the thery of Pell
equations and continued fractions. We refer to Mollin's bod [16] for more details.

Let m2 Z,D 2 N and D not a perfect square. Then a generalized Pell
equation can be given as follows

X2 DY?=m: ()

If x 2 Z;y 2 Z and x> Dy? = m then we use both {;y) and x + ypﬁ
to referpto_a solution of (3), sincex + y D is an elen&eﬂt in the quadratic
eld QC D) with norm x> Dy2 = m. lLet = x+y D be a solution to
(3). If ged(x; }5)11 then s called Bp_rimitive solution. Two primitive solutions

1=X1+y; Dand = xa+ Yy, D belong to the sameclass of solutions if
there is a sqjuiion =u+v DofX2 DY2=1suchthat 1= 5. Now,
if =x+y D thenlet °denote the conjugate of ,thatis, °=x y D.



If a primitive solution and its conng_ate are in the same clas then the class
is called ambiguous If = x+ y D is a solution of (3) for which y is the
least positive value in its class then is called the fundamental solution in its
class. Note that if the class is not ambiguous then the fundarantal solution is
determined uniquely. If the class is ambiguous then adding hlepcgndition x 0
de nes the fundamental solution uniquely. Finally, if = x+y D is a solution
of (3) for which y is the least positive value andx is nonnegative in its class then

is called the minimal solution in its class, and it is determined uniquely. If
(x;y) is a minimal solution to X2 DY 2= m, and (u;V) is a minimal solution
to U2 DV ?2 =1 then all primitive solutions ( x;;y;) in the class of (x;y) are
generated as follows:

Xj +j "5 - (x + yp D)(u + v D)!;wherej 2 Z: 4)

The following proposition determines whether the given two solutions of a
Pell-type equation are in the same class.

Proposition 2 ([16], Proposition 6.2.1). Let x; + y1p D and x, + yzp D be
primitive solutions of X2 DY 2 = m. They are in the same class if and only if
both

(X1Xx2  y1y2D)=m2 Z and (yix2 Xi1y2)=m2 Z: )

Consequently, there are only nitely many classes of primiive solutions of X 2
DY 2= m.

Next, we show that under certain circumstances Pell-type egations cannot
have elements from an ambiguous class as solutions. We willsa this result in
Section 3.1.

Lemmal. Letm2Z,m 0 (mod4), and letD be an odd positive integer,
not a perfect square. Then, the set of solutions toX? DY?2 = m does not
contain any ambiguous class.

Proof. Suppose that there is an ambiguous class of solutions. Therhére exists
a primitive solution = x+y D such that and ©are in the same class.
Sincem is even andD is odd and gcdk;y) = 1, y must be odd. By Proposition
2, (x2+ y?D)=m = (m + 2y?D)=m must be an integer. In particular, 2y?D=m
is an integer. But this is a contradiction since 4m while y and D are odd.

If = (x;y) is any solution in a given solution class ofX? DY ? = m then

it is known ([17], Theorem 4.2) that there exists an integer Py which satis es
j mj=2<Pgy j mj=2 and

P0+p5:(x+yp5)(s+tp5) (6)

. P— . . .
for some unique elemens+t D. In this case =(x;y) is said to belongto the
element Pg.

Remark 1. If  belongs toPy and the class containing is not ambigious, then
0= (x; vy) belongs to Py. This can Fpe_seen by ﬁ({ljugatingp(G_) and then
multiplying it by 1, which gives Pp+ D=(x y D)( s+t D)



3.1 Embedding degree k =6

In this section we analyze the MNT equation for the casek =6: X2 3DY? =
8. We let D°= 3D and for future reference rewrite the equation as

X? D%?= 8 ©)

We will show that for nding all computable MNT curves with k = 6 the fol-
lowing applies:

1. D%should be xed such that 0 <D %< 3 10 and D %3 is squarefree. { This
is required for the CM method.

2. D% 9 (mod 24)and 2is a square moduloD® (Proposition 3).

3. Ifthere is a solutionto X2 D% ? = 8thenitis enough to nd, if it exists,
only one minimal solution, say (Xo;Yo) (Theorem 2, Proposition 4).

4. Let (u;v) be a minimal solutionto U2 DW?2 =1and (x;;yj) =  (Xo;Yo)(u;Vv)!
the set of all solutions in the same class asx(y). Then it is enough to con-
sider only one of the solutions &;;y;) and (X;;y;) (Proposition 4).

Proposition 3.  AssumeE=Fq (q > 64) is an MNT curve with embedding de-
greek =6 and CM discriminant D that is constructible with the MNT method.
Let D° = 3D. Then (7) must have only primitive solutions. Further, D® 9
(mod 24), and 2 must be a square moduld®®.

Proof. If there exists E=F 4 with k = 6 then by Theorem 1(3) there exists some
integer | satisfying 4q t2 = 121> 4l + 3. As the CM equation (1) needs to
hold, this implies 4/(3I 1)+3 = DY?, and soDY? 3 (mod 8). Hence,
D 3 (mod8),andD® 9 (mod 24). Now, let (x;y) be a solution of (7)
with gcd(x;y) = d > 1 and let x = dx% y = dy°. Sinced’(x®2 D%®)= 8 and
D%is odd, we must haved = 2. Then x® D%® = 2 and thusx® y® 6
(mod 8). But this congruence has no integer solutions, and s@ny solution of
(7) must be primitive. Finally, reducing (7) modulo D° proves that 2 must be
a square moduloD®.

By Proposition 3, the MNT curves with k = 6 can only be obtained through
the primitive solutions of the equation

X2 D%2%2= 8 whereD?® 9 (mod 24) (8)

Lemma 2. If (x;y) is a primitive solution to (8), then x and y must both be
odd.

Proof. First note that D%is odd. Thus, if y is even thenx must be even, and is
(x;y) is not primitive. So y must be odd. Suppose now thaty is odd and x is
even. But then 4j D® a contradiction.

Remark 2. For any solution (x;y) of (7) with x odd we must have x 1
(mod 6). (Reducing (7) modulo 3 yieldsx? 1 (mod 3).)



Theorem 2. Equation (8) either does not have any solution or it has exaty
two classes of solutions. In particular, if is a solution of (8) then and its
conjugate ° represent the two solution classes.

Proof. If (8) does not have any solution then we are done. Thereforeywe shall
assume that is a solution belonging to some class, saly. Then, by Lemma 1
and Remark 1, Cis a solution belongingto Py. If these are the only two solution
classes then we are done. So assume that there are more tharotaolution classes.
Now, by the choice of P, we haveP§ D° 0 (mod8),and 4<Po 4.
Thus, sinceD® 1 (mod 8), the only possible values forPy which represent
the di erent classes of solutions arePo = 1; 3.Solet; % ; ©correspond
to the P values 1, 1;3; 3, respectively.

Since is a solution belonging to clasy = 1 we can write for some integers
sq;tq that

1+p_0: (sl+t1pD_0); (9)

1 0= Qs tlp D9: (10)

Now, let D° 1 (mod8)andlet = x+ yp DO. Consider the quadratic
eld Q(C D9, and its ring of integers R. The prime ideal generated by 2 factors
in R as

P50 P50
2R:hZ;1+2Dih2;1 2Di (11)

([15,_Theorem 25]). Note that =2 and ©°2 are both algebraic integers in
Q( DY since, by Lemma 2,x and y have the same parity. Also the princi-
pal ideals generated by =2 and %2 are prime ideals since both have norm

2 in Q( DO9. Therefore, (9) and (10) give the inclusiont2; X*-2-i h i and

;L 2D°| h —i, respectively. In fact, we even have equality in both inclusons
since all four ideals are nonzero prime ideals, that is,

p__
. 1+ DO o1
h§| = hZ’TI and h7| = h2;

DO

p
5l

We now apply a similar reasoningto and ©. Since is a solution belonging
to classPy = 3 there exist integers s, and t, such that
P— pP—
3+ DO%= (sx+ty D9,

that is,



and using » ; = 2 we obtain
pP__
1 DO 0 p—
T: E(E-‘- 32+t2 D(D
P — p—
Consequently, i2; L2 h i, and similarly, also t2; 2% h - i. Again,
all four ideals are nonzero prime ideals so that we have indeeequality in both
inclusions. Therefore,
p__
DYk DU 12
T TR T (12)
and
2 1 i D°, h—O' h=i
’TI_ 2|— 2|. (13)
It follows from (12) that
P— + 0
14" po= o tz? D (14)

for some integersss;t; of the same parity. In fact, s3 and t3 must be odd since
and ©belong to di erent solution classes. Similarly, it follows from (13) that

p

pP—
3+ o= o3t B

> (15)

for some odd integerss, and t4. Now write D®= 8n + 1 for some integer n. If
n is odd, then we multiply (14) with its conjugate to obtain s3 t3D%=4n. So
s3 tZ 4 (mod 8), which does not have any solution for odd values ofgs; t3).
If n is even, then multiplying (15) with its conjugate gives s3 t2D%=4(n 1),
thatis, s3 t3 4 (mod 8) which does not have any solution for odd values
of (s4;14). Consequently, the assumption that there are more than twosolution
classes was wrong. This completes the proof.

Proposition 4. Assume (8) has a solution, and letS and S° denote the two
solution classes. LetE and E° denote the sets of elliptic curves of embedding
degree 6 that correspond to the solutions inS and S° respectively, using the
correspondence from Section 2: if(x;y) 2 S (or S% and x 1 (mod 6), let

| =(x 1)=6 and Ex be the elliptic curve overF 4 with trace t whereq=412+1
andt =1+21, while if (x;y) 2 S (or SY and x 1 (mod 6), letl =(x+1)=6
and Ex be the elliptic curve overF 4 with trace t whereq=412+1 andt =1 2.
Then E= E°

Proof. Let E=F4 2 E with trace t, and # E(F4) = n. Then there exists a pair
(x;y) 2 S such that x 1 (mod 6). Suppose rst that x 1 (mod 6),
and| = (x 1)=6. Thenq=412+1,t=1 2 andn =412+2l+1. Now
let (x%y9) = ( x;y). Since the set of solutions to (8) does not contain any
ambiguous class (Lemma 1), we havexCy% 2 S Further, x° 1 (mod 6).
Now let 9= (x°+1)=6, and°=41® +1, t°=1+21° n%=41®+21%+ 1. Let



E? 2 E° be the corresponding elliptic curve over F with trace t® and n° points.
Sincel®= | and thus ® = g, t°= t and n® = n, we have (up to isogenies)
Exo = E. The analogous reasoning applies for the case g (mod 6). Thus,
E E % The converse follows with the same argument.

Summing up, we showed that MNT curves withk = 6 are completely charac-
terized through certain primitive solutions of the corresponding MNT equation,
X2 3DY? = 8. Moreover, we showed that this MNT equation either has
no primitive solutions or has exactly two solution classesln the latter case, we
proved that the two solution classes lead to the same set of ightic curves and so
it is enough to consider only one of the two solution classesAlso, we gave some
necessary conditions orD for the existence of solutions to the MNT equation.

3.2 Embedding degree k =4

The case of MNT curves with embedding degreék = 4 is completely covered
by combining the above analysis for thek = 6 case with the explicit one-to-
one correspondence of Proposition 1 between the MNT curvesith embedding
degreek = 6 and those with k = 4.

3.3 Embedding degree k =3

The analysis of this case is similar to the casé& = 6. First, we let D°=3D and
rewrite the CM equation for k = 3 as

X% DO%?=24:
Below, we summarize the results from our analysis [10].

1. D%should be xed such that 0< D °< 3 10'° and D%3 is squarefree.

2. D% 57 (mod 72) and 6 is a square moduld®®.

3. Ifthere is a solutionto X2 D% 2 = 24 then it is enough to nd, if it exists,
only one minimal solution, say (Xo; Yo)-

4. Let (u;v) be a minimal solutionto U2 DWV?2 =1.Let(X;;y;) = (Xo;Yo)(u;Vv)!
be the set of all solutions in the same class ax{y). It is enough to consider
only one of the solutions §;;y;) and  (X;;y;).

4 Frequency of MNT curves

In this section we give estimates for the number of (isogeny lasses of) MNT
curves of bounded CM discriminant. In our discussion, we fogs on the case
k = 6. Following Luca and Shparlinski [12], we de ne E(z) to be the expected
total number of all isogeny classes of MNT curves (over all rite elds) with
embedding degree 6 and CM discriminantD z. Luca and Shparlinski [12]
gave heuristic upper bounds onE(z) which we recall in Section 4.1, while in
Section 4.2 we will give a (hew) heuristic lower bound.



4.1 The Luca-Shparlinski upper bounds

Recall from Sections 2 and 3.1 that in order to nd MNT curve parameters with
k = 6 (for a particular D), one needs to rst nd a minimal solution ( x;y) of
(8) as well as the minimal solution, say (;v), of U2 3DV 2 = 1. Then the
solutions (xj;y;) (j 2 Z) in the same class asX;y) would lead to an integer
li =(x; 1)=6 (see Lemma 2 and Remark 2). Finally, one checks & := 4Ij2+ 1
andn; := g 2lj (cf. Theorem 1(3)) satisfy the primality conditions.

Luca and Shparlinski [12] de ne, for a xed discrininant D, N (D) as the
expected total number ofj 2 Z for which ¢ is a prime power andn; is a prime.
Then X
E(z) = N (D) :

D z
D squarefree

Under the assumption that the primality properties of g and n; are ruled by
the prime number theorem (meaning that g and n; are prime with proba-
bilities 1=logg and 1=logn;, respectively), Luca and Shparlinski show that
N (D) 1=(logD)2. They conclude that E(z)  z=(log z)?. Further, Luca and
Shparlinski suggest a stronger upper bound foE (z) which relies on the conjec-
ture (see [11, p.185]) that there exists a seD of nonsquare positive integers that

has asymptotic density 1 and such that limp 2p %5%_@ = 1. Using this

conjecture, Luca and Shparlinski argue thatN (D)  1=(D'*°®) for D 2 D,
and suggest thatE(z) z°® . We will see below (Theorem 3) that this does not
hold.

4.2 A lower bound

In this section we give a lower bound forE (z). For this we are going to restrict
ourselves to solutions of the MNT equationX? 3DY?= 8 with Y =1.

Theorem 3. Assume that the primality properties of 41> +1 and 412 2l +1,
wherel 2 N and such that(6l 1)> =3D 8 for some odd squarefree integer
D, are captured by the prime number theorem. Then there existan integer zg
such that

P3

E(2) 0:49W

(16)

for everyz = z.

Proof. Let F(z) denote the set of odd and squarefree integer® 2 [3;z] such
that 3D 8 is a perfect square, and letF(z) = # F(z). For D 2 F (2), let
Xp (> 0) such that x5 =3D 8, and letlp 2 N such that xp = 6Ip +1 or
Xp =6lp 1. Denotegp =413 +1,and np =413 +2Ip +1if xp =6lp +1or
np =413  2lp + 1 otherwise.

An easy calculation shows that ifD z,theng z=2andnp 3z=4. As
we assume that the primality properties of both ¢y and np are captured by the



prime number theorem, and since forz > 17, the number (z) of primes z
satises (z) >z=logz, we have

Prob(gp and np primejop =412+1;np =412 21 +1; where
| 1and (6 1)2=3D 8 for some squarefre® z)
> 1 1 > 1 .
log(z=2) log(3z=4) (log )2 "
Now, by Section 2, the numberG(z) of pairs (¢p;np) (D 2 F (z)) where
both go and np are prime constitutes a lower bound forE (z). Thus,

E(z) G2 F(2 (17)

1 .
(logz)?
To nd a lower bound for F(z), rstnote that 3 D 8 is a perfect square andD
is odd and squarefree, if and only ifD = 1212 4l + 3 is squarefree (by putting
3D 8=(6l 1)?).Letf,(I)=1212+41+3,and F,(z)=fD 2 [5;z] :D =
f. (1) squarefreq. As f. (l) is irreducible over Z[I], there are ¢, L positive

integers | L such that f. (l) is squarefree, wherec;, is a positive constant
([19, Th&iorem A], [6, Theorem 1]). Now, 5 D = f,.(l) z if and only if
1 | Z 2 1= L..Thus, foreach"> 0 there exists an integerZ. such

that (¢;, ")L+ <#F.(2)< (¢, +")L, forall z Z,.Doing the analogous
with f (1) g 1217 41+3,and F (z):= fD 2 [5;z] : D = f (I) squarefreq

andL = % Z+ 1 we nd that there exists a positive constant ¢; such

that for each " > 0 there exists anintegerZ suchthat(cc ")L < #F (2) <
(¢ +")L forallz Z .Thus,sinceF(z)=F.(2)[F (2)[f 3g (disjoint),
we obtain p____
F(z)> (¢, + & 2") z=12 (18)
forall z  zo:=maxfZ,;Z g Now, ¢, = * prime 1 Wi, (p)=p* where
ws, (p) denotes the number of integersa 2 [1; p?] for whichf, (@) 0 (mod p?)
([19, 6]), and the same holds foc;  with f. replaced byf throughout. It can be
readily seen thatws, (3) = wy (3) =1 and ws, (p);ws (p) 2 f 0; 2g otherwise.
Further, the polynomial ax? + bx+ c has two solutions modulop? if and only if
a is invertible modulo p?> and ¥  4ac is a square modulop?. Thus, f+(I) 0
(mod p?) (p > 3) has two solutions modulop? if and only if 128 is a quadratic

residue modulop?. This is the case if and only if TZ =1, which holds if and

onlyifp 1 (mod8)orp 3 (mod 8). The same reasoning applies té (I).
Consequently,

Y

[(e]ee]
o

2= :

G, =CG =
p prime;p 1;3 (mod 8)

Now, *, orime:p 10000:p 1:3 (mods I 2=p > 0:858146, while the tail can
be lower bounded as

Y
1 2=p 1 g=g = 2999 10000 5 o006

p prime;p> 10000 s> 10000 10001 10002



Hence,c; > 0:858146 0:9996> 0:8578. Combined with (18), using” = 0:0008,

this yields F (z) > 0:857 z=3forallz zy. Used along with (17), this completes
the proof.

Remark 3. The above lower bound onE(z) can be increased by a constant
factor if also solutions to the MNT equation X2 3DY2 = 8 with Y > 1
are considered. In fact, for each oddy such that X? 3Y? 8 (mod 6Y?)
is solvable, a lower bound for the numberFy (z) of odd and squarefree integers
D 2 [3;z] such that 3Y?D 8 is a perfect square, can be derived in exactly
the same way as fory = 1. The corresponding polynomialsfy. () are given as
fv. (1)=12Y21?2 4sl+(s?+8)=(3Y?), wheres?> 3Y? 8 (mod 6Y?2). They
all have (polynomial) discriminant 128, and thus the correspondingc -values
will di er only by those factors that involve primes pjY. In particular, including
the casesY = 3;9 will raise our lower bound by a factor of (1 + 1=3 + 1=9).

4.3 Experimental results on E(2)

Using the computational algebra system MAGMA [7] we implemeated an al-
gorithm to calculate, for given bitsize N and upper discriminant bound z, all
(isogeny classes of) MNT elliptic curves of embedding degee6 and discriminant
D zovera nite eld qwhereq 1is anN-bit prime.

As discussed in Section 3, only those squarefré2 such that for D= 3D we
haveD® 9 (mod 24) and D—% =1 need to be considered.

For any suchD  z, our algorithm (Algorithm 3 of the appendix) rst calls a
Pell equation solver to compute minimal solutions §;y) and (u; v) to (7) and to
the equationu? 3Dv? = 1, respectively. This Pell equation solver is Algorithm
1 (of the appendix) if 3D > 64 and Algorithm 2 (of the appendix) if 3D < 64;
both algorithms are taken from Robertson [20]. The minimal ®lutions (x;y) and
(u;v) are used to compute, one by one, all primitive solutions to {). For each
such primitive solution, it is checked if it yields values for g and n such that q is
a prime power and of the desired bitsize, anch is prime.

Using Algorithm 3, we rst conducted a series of experimentsto check the
quality of our lower bound on E(z) (Theorem 3).

Let Eg (z) denote the number of (isogeny classes of) MNT elliptic cures
with embedding degreek = 6 and CM discriminant D z over nite elds F g
with g < 28. Then Eg(z) E(z)forall B,andE(z)=limg1 Eg(2).

We computed Eg (z) for selected values ofB, by running Algorithm 3 with
input N, forall1 N B. Table 4.3 shows the ratios ofEg (z) and the lower
bound (16) forz=2',z 2% and B = 160; 300,500, 700, 1000.

Let R(B;z) = Epg (2)2(0:49W)‘ As we would expect,R(B; z) is increasing
for xed z asB increases. For the smallest values dB, we also see thatR(B; z)
is essentially decreasing (for xedB) as z increases. In fact, we expect that
lim,1  R(B;z) =0 for any xed value of B, asif X2 DY? = 8, then the
resulting eld size q( 28) is of the order of magnitude of D, which implies
that Eg (z) remains constant for large enoughz. On the other hand, for larger



Table 1. Ratios R(B;z) of Eg(z) and the lower bound (16) for E(z). Here Eg (2)
denotes the number of MNT curves with k =6 and D z over Fq with g < 2&.

R(B;z) = Eg (z)=(o:49(,0;—§)2), where z = 2.

i ||B=25|B=50|B=100|B =160|B = 300|B =500|B = 700|B = 1000
10| 30.64 | 30.64 | 30.64 | 33.70 | 33.70 | 33.70 | 33.70 | 33.70
11|| 31.45 | 34.08 | 34.08 | 36.70 | 36.70 | 36.70 | 36.70 | 36.70
12|| 26.47 | 28.68 | 28.68 | 30.88 | 30.88 | 30.88 | 30.88 | 30.88
13| 23.80 | 25.63 | 25.63 | 27.46 | 27.46 | 27.46 | 27.46 | 27.46
14| 24.02 | 27.02 | 27.02 | 30.02 | 30.02 | 30.02 | 30.02 | 30.02
15 23.15 | 26.81 | 26.81 | 30.46 | 30.46 | 30.46 | 30.46 | 30.46
16| 21.57 | 25.49 | 26.47 | 29.41 | 29.41 | 29.41 | 29.41 | 29.41
17| 20.35 | 24.26 | 26.61 | 29.74 | 29.74 | 29.74 | 29.74 | 29.74
18/ 19.23 | 23,57 | 25.43 | 27.92 | 27.92 | 27.92 | 27.92 | 27.92
19| 18.57 | 23.46 | 25.42 | 27.86 | 28.35 | 28.35 | 28.35 | 28.35
20| 16.85| 21.83 | 24.51 | 26.81 | 27.19 | 27.19 | 2757 | 27.57
21|| 15.22 | 21.20 | 23.58 | 25.67 | 26.87 | 27.47 | 28.06 | 28.06
22|| 14.83 | 22.01 | 26.64 | 28.73 | 29.66 | 30.12 | 30.81 | 30.81
23| 14.32| 22.74 | 27.40 | 29.72 | 30.62 | 30.98 | 32.05 | 32.41
24|| 13.65 | 24.12 | 28.54 | 30.88 | 32.12 | 32.67 | 33.64 | 34.05
25|| 13.11 | 24.54 | 29.30 | 31.52 | 32.79 | 33.32 | 34.17 | 34.48

xed values of B and in particular along the down-ward diagonal, R(B; z) seems
somewhat more stable (around 30, although there is an increse towards the very
end). It is tempting to conclude from this that the lower bound (16) for E (z) has
indeed the right order of magnitude, and possibly is just o by a factor of around
30. So, let us try to estimate the number of (isogeny classespcomputableMNT
elliptic curves of embedding degree 6. That is, putzo = 1019(  2%%), and let's

boldly assume that E(z) = 30 (0:4955%7)- Then E(z) 30 924 = 2772.
For comparison, we found that E 525 (21°) = 10; Eu00 (210) = 11; E s (224) = 124
and E 1000 (225) = 326.

As prime-order elliptic curves over elds of bitsize 155 170 approximately
match the security level of SKIPJACK (i.e., the 80-bit symmetric key security
level), we found it of interest to calculate the number of (isogeny classes of)
MNT elliptic curves over 155 170-bit elds. But the smallest discriminant for
which we found an MNT curve in the desired bit range has 21 bits with the next
two such MNT curves appearing for 24-bit discriminants. These data certainly
do not allow for a meaningful extrapolation to z = 101°.

5 Conclusion

Our analysis in this paper brought us closer to the true nature of the function
E (z), the number of prime-order elliptic curves over nite eld s with embedding
degreek = 6 (MNT curves) and discriminant D  z. However, it would be nice
to be able to estimate the number of MNT curves of bounded disdmant and
given bit-size. Our experimental data for the cryptographically interesting range
are too limited to encourage any predictions.
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Appendix: Algorithms

We present two Pell equation solver algorithms: Algorithms 1 and 2; and one
algorithm for nding suitable MNT curve parameters for embe dding degreek =

6: Algorithm 3. Our reference for the rst two algorithms is R obertson's paper
[20]. Algorithm 3 uses these two algorithms and the facts desloped in this paper.

Algorithm 1 Pell Equation Solver
Input: D2 Z, m2 Znf0g: D >m?, D is not a perfect square
Output: all minimal positive solutions (x;y): x> Dy?=m

B O, G 1 1 p_
Po 0, Qo 1, ao b Dc, Bo 1, Go ao
i 0
repeat
i i+l

Pi & 1Qi 1 Pi1

Q (Db sz)_=Qi 1

a b (Pi+ D)=Qic

Bi aBi 1+Bi2

10: Gi aGi 1+ G 2

11: untl Qi=1landi 0 (mod2)

CxNoahr®NE

122s O

13: for 0 j i 1do

14: if G DB/ = m=f? for somef > O then
15: Output: (fG;;fB )

16: s 1

17:  endif

18: end for

19: if s==0 then
20:  Output: No solutions exist
21: end if




Algorithm 2 Pell Equation Solver 2
Input: D2 Z,m2 Znf0g: D m?, D is not a perfect square
Output: all fundamental solutions (x;y): x> Dy2=m

1: Find a minimal solution ( u;v) to U? DV 2 = 1 using Algorithm 1 with inputs D,
1.

2. if m> 0Othen

3: L1 0, L2 m(u 1)=(2D)

4: else p

5 Li ( m)=D, L ( m)(v+1)=2D)

6: end if

7:for L1+ y Ljdo

8 if m+ Qyz is a squarethen

9: X m + Dy?

10: if (x;y)and ( Xx;y) are not in the same classthen
11: Output: (x;¥);( X;¥)

12: else
13: Output: ( x;y)
14: end if
15:  endif

16: end for




Algorithm 3

Elliptic curve parameters, embedding degreek = 6

Input: N, z

Output: EC parameters (q; n; D) whereq 1isanN -bitprime, ¢® 1 (mod n)

butg 6 1 (modn)forl i 5 ,andD z (where4q t2= DY?)

1: for 0<D° 3z, D%3 squarefree,D® 9 (mod 24), 2 is a square moduloD®

do

2:  if D°> 64 then

3: nd a minimal solution, ( Xo;Yo), to X2 = 8 by using Algorithm 1
with input D% 8.

4: else

5: nd a minimal solution, ( Xo;Yo), to X2 = 8 by using Algorithm 2
with input D% 8.

6: endif

7:  nd a minimal solution, ( u;v), to U? D%?2 =1 by using Algorithm 1 with

input DY 1.

8 X Xo,Y VYo

9. if x 1 (mod 6) then

10: while jxj 22 do

11: I (x 1)=6

12: if (N 3)=2 log,l< (N 2)=2then

13: q 42+1,n 4% 2+1

14: if gand n are primes then

15: Output ( g; n; D%=3)

16: end if

17: end if

18: B X

19: X  xu+ yvD®

20: y B+ uy

21: end while

22:  endif

23: X Xou VYovD%y uyo Xov

24: if x 1 (mod 6) then

25: while jxj 22 do

26: I (x 1)=6

27: if (N 3)=2 log,l< (N 2)=2then

28: q 42+1,n 4% 2+1

29: if gand n are primes then

30: Output ( g; n; D%=3)

31: end if

32: end if

33: B X

34: x xu yvD°

35: y uy RBv

36: end while

37: endif

38: end for




