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Abstract. At CMS 2006 Bringer et al. showv how to conceal the alge-
braic structure of a \traceable block cipher" by adding perturbations
to its description. We here exploit and strengthen their ideas by further
perturbing the represertation of a cipher towards a white box implemen-
tation. Our technique is quite general, and we apply it { asa challenging
example in the domain of white box cryptography { to a variant of the
block cipher AES.
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1 Intro duction

In this work, we aim at protecting the designof a block cipher, as well
as any secretsinvolved in the computations, while the whole implemen-
tation is actually available to attackers, i.e. in a white box environment.
White box cryptography is indeed intended to provide a practical level of
protection of software implementations on an untrusted host. The main
constraint is that the result must be directly executable.

Here, the attacker hasin his possessiorthe full implemertation of a
keyed block cipher and he looks for the key. The generalidea to secure
an implementation is to add one or more input and output encalings
resulting in a obfuscated function that is harder to analyse or tamper
with. Chow et al. introduce this idea and propose a white box imple-
mentation of DES in [6] by interleaving a ne transformations and using
de-linearization techniques. An improvemert is explainedin [14]. An im-
plementation of AES is also given in [7] by represerting it with a set
of key-dependert look-up tables. Someattacks that can exploit the non-
linear properties of S-boxes have also beenproposedregarding these at-
tempts, sudc asthe statistical bucketing attack and the injection of faults
(e.g. see[13,14]) for DES implemertation or by the analysis of look-up

* Our previous attempt has beenpublished on the eprint the 11th of Decenmber, 2006.
Jean-Sbastien Coron pointed out an attack of this previous version to usin [8].
** Work done while the third author was at SagemDefenseSecurite.



tables composition for AES [4]. Our approad hereis di erent since,in
addition to mixing transformations, we intro duce someperturbations in
the cipher.

In [3], Billet and Gilbert proposeda traceable block cipher. The idea
wasto represen and implement the sameinstance of a cipher in di erent
ways. An authority, which knows secretcomponerts of the cipher, is able
to distinguish the di erent instances,while attackers are unable to forge
untraceable represenations. The security of this schemeis basedon the
Isomorphismof Polynomials (IP) problem [16]. In [12], algorithms to solve
this problem were proposed,and a challenging example of [3] has been
broken.

In [11], the idea of intro ducing perturbations to reinforce an IP-based
cryptosystem is introduced. In a similar approad, Bringer et al. show
in [5] how to perturb the represeration of the traceable block cipher by
Billet and Gilb ert to moveit away from theseattacks [12]. The principle of
the protection is to add perturbations to the original equationsin order to
dissimulate the algebraicstructure, which is actually neededto mount the
attack. Basedon this work, we here proposenew ideaswhich should help
protecting better. Particularly, we add specic terms to the rst round
which are cancelledonly in the last round sud that every round is tightly
linked to the others. As a challenging example, we give an application of
our techniquesto a variant of the AES block cipher wherethe S-boxesare
part of the key and unknown to the adversary{ called AEw/0S (Advanced
Encryption without standard S-boxes){ and proposean implemertation
in a white box cryptography approad.

The paper is organized as follows. In Sect. 2, we give a brief recall of
the principle of the protection and of the perturbations intro duced by [5].
In Sect. 3, we presernt our modi cations of these previous protections. In
Sect. 4, we give practical implementations of our ideasto AEw/oS for a
white box represemation. In Sect. 5 we analysethe security of this new
represertation. Finally, we concludein Sect. 6.

2 Bringer et al.'s perturbations [5]

The traceableblock cipher introducedby Billet and Gilb ert [3] consistsof
rounds, Gj; denoting the system of equations of userj's represenation
of the i-th round. The attack of [12] usesthe algebraic structure of this
systemto recover the secretcomponerts, thusthe aim of [5] is to hide this
structure (or merely to modify it). To describe the protection proposed
by [5], we rst have to introduce somenotations. Let 0 be a polynomial



which \often" vanishes{ or, say, in a corntrolled way { and PP = P + 0O,
whereP is a polynomial. By the way, S standsfor a systemS of equations
where sudh substitutions are made, replacing someequationsP by P

The ideaof [5] is simply to replacethe original systemsof polynomials
Gij by @;; and to insert random linear transformations between two
rounds to hide this modi cation. Then, the algebraic structure of eadh
round is made lessaccessibleto an attacker, and the attack [12] seems
hard to apply anymore sincethe description of the original systemis not
available.

On the other hand, asthe new systemdoesnot always give the right
result anymore, the systemG;; hasto bereplacedby distinct, concurrert
systems @;; with correlated polynomials 0, such that a majority vote
allows to decidewhich result hasto be kept.

The way polynomials 0 are constructed is recalled belowv asthey are
part of our new protection. They start with well-known linearized poly-
nomials:

De nition 1. Let gy a power of 2 and q= ¢,

{ ) Qo-polynomial over GF(q) is a polynomial of the form L(X) =
P aX% with e2 N and (ap;:::;a) 2 GF (g)¢*?,

{ anane g-polynomial over GF (q) is a polynomial of the form A(X) =
L(X) where 2 GF(qg) and L is a gp-polynomial.

Prop osition 1. Let L be a go-polynomial, thenéhe set of its roots is a
linear subsp@ce of its splitting eld, i.e. L(X) = oy (X ) forV a
linear subs@ce and some 1. In fact, for a gop-polynomial with simple
roots, = 1

The construction of a polynomial 0 given in [5] is then the following:

1. let Q bean ane go-polynomial over GF (q3') which equalszero over
a subspaceU of dimensione,
2. amultiv ariate versionof Q is made by choosinga random multiv ariate

polynomial in n variables over GF (q) chosens.t. 0 has at least some
monomials of chosenshapes.

The resulting polynomial vanishesat least on 1=2M € points.



3 Perturbing a block cipher to hide its structure

3.1 Overview

We present a generalization of the ideasabove by modifying rounds of a
block cipher, when theserounds are expressedas a system of polynomial
equationsin a nite eld. It leadsto a polynomial white box implemen-
tation.

For this, we intro duce additional terms that are mixed to the onesof
the original system by linear transformations:

{ weintroducerandom variablesin every round (but the last one), they
are hereto dissimulate the information;

{ we alsoadd speci c terms to the rst round, that will often take some
predetermined value. These terms generalizethe 0 described in the
previous section. They are carried round after round, up to the last
one;

{ nally, corresponding polynomials { chosenfor vanishing when the
predetermined value is reached { are addedto the last round.

Thus doing, intermediate results given by rounds are “false’ with a high
probability asthe speci c terms addedin the rst round perturb all the
intermediate valuesuntil they are cancelledin the last round.

3.2 Notations

Now, we work with a generic block cipher and in the remainder of the
paper, we will adopt the following notations:

Thesevariableslie in a nite eld and ead operation { including S-boxes
{ appearing in the round can be expressedas a polynomial, obtained
by combination of its componert functions. This way, we compute the
system of equations represetting the whole round and denote by S; the
systemfor the i-th round of the cipher.

We get Y1 = Si(X) and, for the other rounds, Y,' = Si(Y!,). We
alsointroduce the following variables, assaiated to the i-th round:



In the new represettation, the i-th round outputs n + s + t; variables,
written Z;j. We now describe the operations implemerted in the modi ed
rounds for a cipher consisting of R rounds. We distinguish the rst and
the last ones.

3.3 Mo difying the represen tation of each round

First round. The rst round consistsin the execution of the following
operations (see.Fig. 1):

1. YL =Si(X); YZ= &X); Y£=RiX),

2. Z1= My(Y55 YA YD),

where:

{ Siisthe systemcorrespondingto the rst round of the original cipher;

{ € is a system of s polynomials taking \often" a value (" 1;:::;"' )

polynomial O (e.g. asin Sec.2);
{ R1 is arandom systemof t; polynomial equations;
{ M1 is alinear bijection, represertied by an n + s+ t; squarematrix.

The rst round is implemented as the composition of these operations,
i.e. by a systemof n + s+ t; equations:Z; = S)(X).

s?
- — ~ ~
Y = Si(X) YZ = €(X) Y2 = Ry(X)
' ' '
M1
L )
Zy

Fig. 1. Protected represertation of rst round.



Following rounds. The following rounds, except the last one, consist
in the foIIowmg operations (see.Fig. 2). Fori 2 f2;:::;R 1g,

1( .|1v|l)_ |1(Z|1)
2. Yl Si(Y;)); Y-é =Y2,; Y3
3. ZI = M; (Yl, YG0);

where:

{ S isthe systemcorresponding to the i-th round of the original cipher;
{ R; is a newrandom systemof t; polynomial equations;

{ M is alinear bijection, represenied by an n + s+ t; square matrix.

= Ri(Zi 1),

The i-th round is then implemened as the composition of these opera-
tions: Zj = SAZ; 1).

Zi 1

S0 ‘

- ] ~
M, Y

Yil = Si(Yil 1) Yi2 = Yz'z 1 Yi3 = Ri(Z;i 1

Fig. 2. Protected represertation of inside rounds.

Last round. For the last round we execute (seeFig. 3):
L (Yg ;Y8 yYR D =M R 1(ZR 1);

2. Yd = Sg(Ya %) Y& =0 (Y& 1),

3. Zr = Yg + Y&

where:
{ Sr isthe systemcorresponding to the last round of the original cipher;
{ O isasystemofn polynomial equationsthat vanishesin (" 1;:::;" s).

Last round is implemented asthe systemrepresening the composition of
these operations: Zg = S8(Zr 1).
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Fig. 3. Protected represenation of last round.

3.4 Getting the right result

As we see,the resulting algorithm gives the right result (i.e. the result
that would be given by the original algorithm) only when the system

implemented, with well chosen €'s, sothat the right result canbe deduced
from a majority vote (cf. Sec.4.4).

Remark 1. Note that, when the nite eld is GF(2) (the cipher can al-
ways be expressedby boolean equations), one instance of the protected

we can get the right result with only oneinstance of the protected cipher.

It is not always practical to represent a block cipher in GF (2), asfor
AES which represertation would be too large, but someciphers are nat-
urally tted to. For instance, we can compute a practical implementation
of the block cipher 3-Way [10]in GF (2) following our ideas. We can also
remark the simplicity of its polynomial represertation and it seemswell-
suited for our work, but its white box implementation doesnot resist to
interpolation (seeSec.5.2).

4 An example: white box represention of AEw/0S

In the following, we presert a practical set-up of our method on our
AEw/oS block cipher. The AEw/oS block cipher di ers from the AES [15]



by consideringthat the S-boxesare part of the key and thus unknown to
the adversary. The main advantage of AES or AEw/0S block ciphers, for
this work, is that they can be e cien tly written as a transformation on
elemers in GF (28) (cf. [17]). In fact, for pedagogicalpurposes,we give
our white box represertion of AEw/0S with the regular S-boxes of the
AES. Note that due to an attack by Jean-Sbastien Coron [8] which is
described below 5.3, working with our white box represenation of AES
is no longer a viable option.

4.1 Brief description of AES

AES takesasinput a 16-byte block and consistsmainly in the iteration
of a round. The 16-hyte block is represened asa 4 4 squarecalled a
state and subject to the following operations:

{ AddRoundKeythis operation addsaround key to the state by a bitwise
XOR operation;

{ SubBytes: the non-linear byte substitution operatesindependertly on
eadt byte;

{ ShiftRows : it is a permutation on the 16 bytes;

{ MixColumns this operation treats ead column asa 4-byte vector and
multiplies it by a matrix.

The complete algorithm consistsin the sequenceof operations on the left
part below but for our application, we will write the algorithm, ason the
right part, i.e. in a slightly dierent, though equivalert, way.

1. AddRoundKefK o) 1. for i from 1to 9:
2. fori from 1to 9: (a) AddRoundKefK; 1);
(a) SubBytes; (b) SubBytes;
(b) ShiftRows ; (c) ShiftRows ;
(c) MixColumns (d) MixColumns
(d) AddRoundKefK ;). 2. AddRoundKelK o).
3. SubBytes; 3. SubBytes;
4. ShiftRows ; 4. ShiftRows ;
5. AddRoundKefK 1¢). 5. AddRoundKefK 1¢).

Thus, the cipher consistsnow in the repetition of a sequenceof oper-
ations named rounds 1 to 9, the four remaining operations composethe
10-th and last round.



4.2 Represen tation of the original rounds

If we composethe operations of one round we obtain the previously de-
ned systems(Sj):1 i o; they are systemsof n = 16 equationsin GF (28),
ead one depending on 4 variables and having around 1020 monomials of
maximal degree254. The last round givesa system S;o of 16 equations,
ead having around 255 monomials of maximal degree254.

4.3 Choice of parameters

Firstly, we choosea polynomial 0 following Sec.2, which equalszero at
least half of the time, and we will construct € accordingly.

Now, there are two important points to deal with: the e ciency of
the represenation, and the protection of the original rounds. Let i 2

inputs involved in this round and let (L; 1.1;:::;Li 1N, ,) bethe lines
of M; 4. Then, we obtain
0 1 0 1
i 11 Li 1n+1
vi=s® : Kz pandvz=8 : Kz o
I—i 1;n I—i 1n+s

The parametersshould be chosenaccordingto the following conditions:
Cond. 1 The sizes of € is chosenin order to give a su cien t number

equationsto ensurethat the intermediate rounds are not valid, with
a high probability when evaluated individually with random inputs
(i.e. the systemY{Z will not be cancelledin the last round). We choose
here a systemof s = 4 equations.

Cond. 2 For the n rst lines of M, 4, the number of non-zero coe -
cients in a line should be small, otherwise the number of terms in the
resulting image Y;! of the block S; would have an exponertial number

example of AEw/0oS white box represeration, we set this number to
exactly 2 variables by lines.

Cond. 3 As the valueof Y;? will be a constart with a probability greater
than one half when the inputs come from the previous rounds, the
number of non-zeroinputs of linesL; 1 (for j 2 fn+ 1:::n+ sg),

in the computation of Y;2, should be su cien t to avoid an attacker to
guessthe value of the line; note that for this he could validate his guess
by looking for an almost constart result (with probability > 1=2).



Cond. 4 We should also control the number of non-zero coe cien ts in
M; 1 to bound the number of monomials in ead equations at the
output of the (i 1)-th round.

Cond. 5 At last, random systemsR; 1 should contain a su cien t num-
ber of equations(say at leastasmany asthe total number of equations
of Y;* ; and Y, ;) and should look like the other systemsin order to
mask all the operations.

To manage all these points, we chose random systemsR; of t; = 23
equationsfor the i-th round (1 i 9) and matrix M; are constructed
as block matrix having the following form:

ALY

e i% T g §

Bi
where

{ the Ai(” are random invertible blocks of size5 5 sud that their
inverseshave exactly 2 non-zerocoe cien ts on ead line;

{ Bjisarandom invertible submatrix of size8 8with its inversehaving
at least 7 non-zerocoe cien ts by line;

{ iisarandom permutation of f1;:::;N;g;

{ ; arandom permutation of f1;:::;N;g such that

In other words, the Ai(” are usedto mix the 16 original equations with
19 random equations(19 is in fact the rst number k greaterthan n = 16
such that 5j k + n) and B; is usedto mixed the secondsystem Y;? (of s
equations) with exactly s = 4 other random equations.

Thus, the choice of a diagonal block matrix helps for Cond. 4. The
construction of Ai(” is implied by Cond. 2, the one of B; comesfrom
Cond. 3. For Cond. 5, the R; will be taken with about the samenumber
of terms as Y,! and Y,2 gathered with the aim to look like both these
systems. The parameter t; is chosento have enough equations to mask
all other equations and with respect to the construction of M, i.e. to
make possiblethe cutting in sewen blocks of size5 5 and one block of
size8 8. The sizeof ead block hasbeenset accordingto somesecurity



concernsasit will be explainedin Sec.5. As this construction is regular
and limits the transformations, the matrix are precededand followed by
the two permutations ; and ; in order to enlargethe spaceof possible
transformations.

4.4 Resulting cipher

We have actually computed oneinstance of the resulting cipher according
to the previous parameters. Table 1 givesthe results of our implementa-
tion. Considering that eadch monomial can be coded on 17 bytes for the

Table 1. Size of the new represertation of the cipher

round || s | t;| # monomials

1 4123 161.353
2t0 9 4|23 3.445.848
10 4| - 201.600

rst round (one for the coe cien t and the remainder for the exponerts of

and two for the exponerts, as there are in fact only binomials) in the
rounds 2 to 9, and 44 bytes (one for the coe cien t and the remainder for
the exponerts) for the last round, then 142MB are necessaryto code one
instance of the whole cipher.

To get the right result by a majority vote { asexplainedin Sect. 3.4
{ four concurrernt implementations are necessaryTo this end, we choose
four correlated polynomials 0 such that, for any input, two of them equal
zerowhile the two otherswill give two di erent values(i.e. the good result
will be distinguishable).

5 Security analysis

5.1 General observ ations

Ead round, taken individually, always returns “false' results due to the
random equationsand the block Yiz. But, the whole algorithm often gives
the right result. The rounds are in fact linked all together as the speci ¢
terms, €, are cancelledonly at the end. The crucial point hereis that an
attack against all the rounds at the sametime seemshard to conceie.



The random systemsR; are chosensud that they hide the equations
of original systemsS; and additional systems,namely € in the rst round
and identity in the following ones.

In Mj, the block's size are chosen sud that eah submatrix lie in
a subspacelarge enoughto prevent an attacker to nd them, one after
the other by exhaustive seard. Indeed, a block of size5 5 was the
minimum to have more than 28 invertible matrices in GF (28) with 2
non-zerocoe cien ts on ead line.

For the choice of the blocks B; (with regard to the fourth condition

ing lines of M, ! asthere are too many guessedo make. To recover one
line for the i-th round, all the linear combination involving sewen inputs
of Z; have to be cheded (by looking for the probability of constancy),
which meansmore than % (28 1)7 > 2% possibilities.

5.2 Resistance to a specic attac k: interp olation

An attacker could try to recover the original systemby usinginterpolation
and solve the systemto recover the value of the key. In this con gura-
tion, where the attacker is restricted to perform the interpolation in the
base eld, the bestalgorithm [18] hasthe following characteristics: for an
equation of k terms and n variables in GF (g), the complexity is given
by ¢*n log(k) k'09( . Note alsothat this algorithm assumesthe attacker
can choosethe points, which is not the casein our problem due to the
perturbations.

If we considerour example with AEw/0S, the original systemslie in
GF (28) and have the following characteristics:

{ for all rounds exceptthe last one:k = 102Qn = 4;
{ for the last round: k = 255n = 4.

The complexity is thus around 232 4 10 21°8 in the rst caseand
232 4 8 288 in the other, in eah caseit is more than 2199,

5.3 Coron's attac k of our white box represen tation of the
AES [8, 9]

Supposethat an adversary considers,as a variable, one input byte of an
intermediate round SP of our white box represertation of AES and settles
all the others to a constart value. Then with a good probality, the vari-
ableintervenesin the computation of Y;! ; { for simplicity, say in the rst



position { so he gets Yi1 1= (X+ ujag; i aie) Whereu;ap;:::;ae Stay
constart. HenceYil is a vector madeof 16 polynomialsin x for which it ex-
ists a linear combination of thesepolynomials leadingto SubBytes(x + v)
where v is a constart. He thus obtains an overde ned system by look-
ing at Zi = Mi(Y;%;Y;%Y;%) and nally can solwe it by trying all v in
SubBytes(x + v).

For the AEw/oS block cipher, this attack seemsnot to hold asinstead
of SubBytes for the AES, the cipher usesnow S-boxeswhich are unknown
to the adversary Note, however, that, as pointed out by [9], all the 160
S-boxes intervening in the AEW/0S block cipher must be dierent!. We
can for instance assumethat the implementation of such a cipher is done
with two keys: one follows the key schedule of AES and plays a classical
role, another one follows a similar procedureasthosedescribedin [1] (see
also[2]) and is employed to generateS-boxesin a pseudo-randommanner
but according to speci ¢ criteria regarding, for instance, resistance to
di erential and linear cryptanalysis.

6 Conclusion

We proposea new solution to the problem of white box represertation
of block ciphers. Following Bringer et al. [5], we improve their work on
the perturbation of the algebraic structure of a cipher, implemented as
systemsof multiv ariate polynomials in a nite eld. As a challenge, we
describe how our techniques can be applied to a variant of the AES block
cipher for which the S-boxes are all dierent and part of the key, and
we give someelemerts to evaluate the security of our proposition against
somespeci ¢ attacks. Intended to run in software on a general purpose
processor,our solution hasstill to be improved to achieve better perfor-
mances.This problem { or designinga new cipher dedicatedto our white
box solution while staying e cien t { and the scrutiny of the security are
open averuesfor future works.
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