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Abstract

A random system is the abstraction of the input-output behavior of any kind of discrete system,
in particular cryptographic systems. Many aspects of crypbgraphic security analyses and proofs can
be seen as the proof that a certain random system (e.g. a blockipher) is indistinguishable from an
ideal system (e.g. a random permutation), for di erent types of distinguishers.

This paper presents a new generic approach to proving upper dunds on the distinguishing ad-
vantage of a combined system, assuming upper bounds of vars types on the component systems.
For a general type of combination operation of systems (inalding the combination of functions or the
cascade of permutations), we prove two ampli cation theorens.

The rst is a direct-product theorem, similar in spirit to th e XOR-Lemma: The distinguishing
advantage (or security) of the combination of two (possibly stateful) systems is twice the product of
the individual distinguishing advantages, which is optimal.

The second theorem states that the combination of systems isecure against some strong class of
distinguishers, assuming only that the components are seca against some weaker class of attacks. As
a corollary we obtain tight bounds on the adaptive security d the cascade and parallel composition of
non-adaptively (or only random-query) secure component sgtems.

A key technical tool of the paper is to show a tight two-way corespondence, previously only known
to hold in one direction, between the distinguishing advantge of two systems and the probability of
provoking an appropriately de ned event on one of the systens.

1 Introduction

1.1 Motivation

A random system! the abstraction of the input-output behavior of a system, can be seen as the gen-
eralization of a random variable. In contrast to a random varable, which is non-interactive, a random
system interacts with its observer and can keep a state.

Many cryptographic systems (e.g. a block cipher or the CBC-MAC construction) can be modeled as
random systems, stateful or stateless, and security proofsften amount to proving the indistinguishability
of two such systems. While in practice one is mostly interestd in computational indistinguishability, the
core of the proofs is often a proof ofnformation-theoretic indistinguishability. For example, Vaudenay's
decorrelation theory [Vau98, Vau99, Vau03] is purely infomation-theoretic, but its application is for the
design of actual block ciphers. This paper is concerned withnformation-theoretic indistinguishability
but has also implications for the computational case.

An important theme in cryptography is the ampli cation of security properties of a certain scheme.
Examples of ampli cation results are the XOR-Lemma, Vaudenay's direct-product theorem for random
permutations [Vau99] and the \adaptive from non-adaptive security" theorems of [MP04] and [MOPSO06].
In this paper we investigate suchindistinguishability ampli cations . In contrast to earlier works, we do
not restrict ourselves to statelesssystems. The term \ampli cation" is used with two di erent m eanings:
either the distinguishing advantage is reduced by the consuction, or the allowed type of distinguishers is
strengthened. This paper generalizes, strengthens, and ues the above mentioned results and provides
a framework for proving such ampli cation results.

I Throughout the paper, the term \random" is used in the same se nse as it is used in the term \random variable", without
implying uniformity of a distribution.



1.2 Contributions of this Paper

An important paradigm in indistinguishability proofs is th e de nition of an internal monotone condition
in a random system (sometimes also called a \bad event") suctthat for any distinguisher D the dis-
tinguishing advantage can be shown to be upper bounded by th@robability that D provokes this bad
event. A key technical tool of the paper (Lemma 2) is to show that this holds also in the other direction:
for two systemsF and G one can always de ne new system$ and &, which are equivalent to F and G
respectively, but have an additional monotone binary outpu (MBO) such that (i) for any distinguisher
D the distinguishing advantage for F and G is equalto the probability that D sets the MBO to 1 in F
(or &) and (ii) the systems F and & are equivalent as long as the respective MBOs are 9.

This lemma is used to prove the two main theorems of this paperone for each type of ampli cation
mentioned above. Instead of stating the theorems here in thantroduction, we state two corollaries
understandable without much notation.

For a class of attacks ATK we denote with 4™ (F,G) the distinguishing advantage of the best
ATK-distinguisher making g queries to the systemF or G. The attacks we consider are adaptive and
non-adaptive chosen-plaintext attacks (CPA, nCPA), random queries KPA) and, if the system at hand is
a permutation, also adaptive and non-adaptive chosen-cipértext attacks (CCA and nCCA).

With F CGB(X) € G(F(X)) we denote the sequential, and with F CGB(X) £ F(X) CG(X) the
parallel composition (where [Stands for any group operation, like XOR). Let R (resp. P) denote a
uniform random function (resp. permutation). See De nition 2 for a de nition of (stateful) random
functions and permutations.

Corollary 1 (Direct Product) . For ATK [{hCPA CPA nCCA CCA} and any stateless random permu-
tations F, G
TOFG,P) =2 {(FP)- §7°G,P) (1)

For ATK [{hCPA CPA} and any (possibly stateful) random functionsi, G
TCFBR <2 (FR: §(GR)
Corollary 2 (Adaptive Security by Composition). For any stateless random permutationsF and G
§NF B, P) < {“AF,P)+ §7(G,P) (2
gCA(F m—l’ P) < SCPA(F, P) + GCPA(G, P) (3)
For any (possibly stateful) random functionsF, G
CPA CPA CPA
¢ (FIGR = g7 (F,R)+ §"(GR)

Note that the statements (1)-(3) for sequential compaosition are only given for statelessrandom per-
mutations. This is necessary, as (1)-(3) are wrongin the stateful case?

1.3 Related Work and Applications

Lemma 2 from this paper improves on Lemma 9 of [MP04] where a tation between distinguishing
advantage and monotone binary outputs (there called conditons) was introduced, but which \lost" a
logarithmic factor and whose proof was quite technical basg¢ on martingales. We had to leave the

2We give another interpretation of Lemma 2. If two random vari ables X and X © have statistical distance , this can be
interpreted as \ X and X ° are equal with probability 1 ." More precisely, there exists a (common) random experiment
with (at least) two random variables X and X ° with correct marginal distributions such that P(X = X9 =1 . Lemma 2
can be interpreted as the generalization of this statement t o random systems. For any distinguisher D, two random systems
F and G are equal with probability 1 , where is D's distinguishing advantage.

SActually, in (1) and (2) only G, but not F must be stateless, whereas (3) is wrong if eitherF or G can have state.

4The step where statlessness is required in the proof of (1) isProposition 2 from this paper. For (2) and (3) statelessness
is used in the proof of the Corollary 2 given in Appendix B.



question whether one can avoid this loss as an open problem iMfMP04], Lemma 2 answers it in the
a rmative.

Adaptive Security by Composition Type Problems. Our stronger result immediately applies to
all results that made use of the bounds from [MP04] (where we ave a weaker version of Corollary 2). For
example for [KNRO5], where Kaplan, Naor and Reingold considr the problem of randomness-e cient
constructions of almostk-wise independent permutations. Their construction a priai only achieves non-
adaptive security, but they observe that one can apply the reults from [MPO04] in order to get adaptive
security. Another application of Corollary 2 is in the already mentioned decorrelation theory [Vau98,
Vau99, Vau03], where it implies better security against adgtive attacks of some special form, even if the
block-cipher considered only satis es a non-adaptive notn of decorrelation.

The question whether composition implies adaptive securig also in the computation setting (i.e. for
pseudorandom systems) has been investigated in [Mye04, RIB]. Unlike for the direct product results,
this type of results do not to hold for pseudorandom systemsn general, though some positive results
have also been achieved in this setting [Pie06].

Direct Product Problems. The direct product property for sequential composition of dateless
permutations, i.e. eq.(1), was proved earlier by Vaudenay whin his decorrelation framework (see [Vau98]
for the non-adaptive and [Vau99] for the adaptive case). Vadenay's proofs | which use matrix norms

| are tailored to the construction and attack at hand (i.e. se quential composition), and do not extend
to our general setting.

In the computational setting, where one considers polynomnally time-bounded adversaries, a direct

product theorem for the sequential composition of permutatons was proven by Luby and Racko [LR86].
Myers [Mye03] proves a direct product theorem for a construction which is basically parallel composition
but with some extra random values XOR-ed to the inputs.
Subsequent Work.  Theorem 2 can be used to prove the adaptive security of more caplicated con-
structions than the sequential and parallel composition casidered in Corollary 2. In [MOPS06] Theorem
2 is used to prove that the four round Feistel network with non-adaptively secure round functions is
adaptively secure (that paper also shows that in the computéional setting this is no longer true).

A result using Lemma 2 of a completely di erent vain than the problems considered in this paper is
given in [PS06], where the security of some constructions faange extension ofKPA-secure functions is
proven in the information theoretic setting (again, in the computational setting those results no longer
hold).

2 Random Systems Basics

2.1 Notation and Basic Definitions

Notation for Sets and Random Variables. Capital calligraphic letters (e.g. X) denote sets and
the corresponding capital letter (e.g. X) denotes a random variable taking values in the set. Concred
values for X are usually denoted by the corresponding small letterx. A list [ Xq,...,X;] of random
variables is often denoted asX'.

Notation for Probabilities. P[a] denotes the probability of the event a. The distribution of a

random variable V is denoted Py, we usePy [v] = P[V = v], similarly for conditional probabilities
Pyjwlv,w] € PV = v|W = w].

Because we will consider di erent random experiments wherghe same (names for) random variables
appear, we sometimes explicitly write the random experimeh E considered as a superscript, e.gP\E, [Vv].
Equivalence of distributions means equivalence on all inpts, i.e.

= PE2

E1
P VW

iw CIACViw OW @ PRy [v,w] = PRy, [v, W]

To avoid confusion, we usep® instead of PE if E is not fully de ned random experiment but only a
conditional distribution.

SWhich in some sense is stronger than the ampli cation from [L R86], see [Mye03] for a discussion.



2.2 Random Systems

A random system an abstraction introduced in [Mau02], is a system which tales inputs X4, Xo, ...
and generates, for each new inpufX;, an output Y; which depends probabilistically on the inputs and
outputs seen so far. We de ne random systems in terms of the dtribution of the outputs Y; conditioned
on X'Y'~1 (i.e. the actual query X; and all previous input/output pairs XiY1,...,Xi—1Yi—1). For a
random system€F, this distribution is given by:

PG vt 1 (i XLy E PIF(x) = yi| (T j <i:F(q) = ]
Definition 1. A (X,Y)-random system F is a (possibly in nite) sequence of conditional probability
distributions pf(i IXiyi 1 for i = 1. Two random systemsF and G are equivalent, denoted F = G, if

F _ G ;
pYilxiYi 1 - pY,|X'Y' 1 fOI’ a” IZl

Definition 2 (Random function/permutation) . A statelessrandom function X - Y (random permuta-
tion on X) is a random variable which takes as values functionX - Y (permutations X — Y where
X =Y). Throughout, the symbolsR and P are used for the set of all random functions and the set of
all random permutations respectively K,Y to be understood). Note thatP [RIl

A uniform random function (URF) R : X - Y (A uniform random permutation (URP) P on X)
is a random function with uniform distribution over all functions from X to Y (permutations on X).
Throughout, the symbolsR and P are used for the systems de ned above.

A stateful random function X - Y is a (X, Y)-random system which is consistent, i.e. it outputs the
same value when gqueried on the same value twice. gdateful random permutation is de ned similarly,
but has the additional property of being a permutation. Thraighout, Rs and Ps are used for the set
of all stateful random functions and the set of all stateful andom permutations respectively. Note that

P [P},R [Rk and Ps [Rk.

Definition 3 (L)1 The sequential compositionof two (or more) random systemsF and G, denoted
F [G, is de ned naturally: The output of F is connected to the input ofG. For functions this corresponds
to function composition.

Similarly, the parallel composition of F and G for some group operation [Can the output alphabet,
denoted F [, is the system obtained by feeding the input to botk and G and combining the outputs
using [

2.3 Indistinguishability of Random Systems

The statistical (or variational) distance of two random var iables X and X over X is de ned as

1 X
[Pk — Pxol= > [Px (X) = Pxo(X)].
x X1

It is equal to the advantage of the best distinguisher for X and X~ The generalization to random
systems is more involved as one must explicitly introduce a @tinguisher D to be able to de ne how
(in)distinguishable two systems are.

Definition 4 (Distinguisher). A (Y, X)-distinguisher is a (Y, X)-random system which is one query
ahead, meaning that it is de ned bpriIYi 1yi 1 (instead of p)E()i|YiXi 1) for all i. In particular the rst

output p?  is de ned before D is fed with any input.
The random experiment when &Y, X)-distinguisher D interactively queries a(X, Y)-random system
F is denoted as
D3F

For the proof of the direct product theorem it is convenient b de ne (Y, X)-double-distinguisherswhich
have access to tw@X, Y)-random systems, and which can arbitrary schedule their quies between the two
systems. For a(Y, X)-double-distinguisherD we denote withD3 [F, G] the random experiment whereD



queries the two(X, Y)-random systemsF and G. Note that if we instantiate just one of the two systems,
we get a standard distinguisher, i.e.D3[ - ,F] and D3 [F, - ]is a (Y, X)-distinguisher for any compatible
F.

One can distinguish di erent classes of distinguishers by psing restrictions on how the distinguisher
can access the system. In particular the following attacks wl be of interest to us:

« CPA (Adaptively Chosen Plaintext Attack): This is the most general attack. Here the distinguisher
can make any rst query X; and receives the outputYq, then it chooses a queryX, depending on
X3 and Y; and receivesY,, and so on. In general, he can choose thgh query X; depending on
X~tandy'~—1,

 nCPA (Non-Adaptively Chosen Plaintext Attack): The distinguis her must choose all queries in
advance.

« KPA (Known Plaintext Attack): The distinguisher obtains only d istinct random inputs (i.e., the
choice of input is beyond its control) to the system and the coresponding outputs.

If Fis a permutation, then also its inverseF~! is well de ned. So in the case where the system queried is
guaranteed to be a permutation, we can consider an even moreowerful attack where the distinguisher
can query the system at hand from both directions.

e CCA (Adaptively Chosen Ciphertext Attack): Is de ned as CPA but the distinguisher can query
from both sides.

 nCCA (Non-Adaptively Chosen Ciphertext Attack): Non adaptive v ersion of CCA

Definition 5 (ATK,). Let ATK be one of the classes of distinguishers considered aboveerha double
distinguisher D (see De nition 4) is in the class ATK if for any F the systemsD3[F, - ]and D3| - , F]
are ATK distinguishers.

For given k = 1, the two random experimentsD3 F and D3 G each de ne a transcript XXY ¥, a random
variable with alphabet Xk x Yk,

Definition 6 () . For k = 1, the advantage of D after k queries in distinguishing F from G, denoted
E(F, G), is the statistical di erence between the transcripts®

Q(F.G) £ R, — PR ] (4)
The advantage of the besATK-distinguisher making k queries for F and G is

ATK def D
(.G ¥ max  P(F.G)

2.4 Monotone Binary Outputs for Random Systems

In the realization of a random system (e.qg., the Luby-Racko construction of a random permutation from
three random functions), it is often convenient to considera certain condition that can hold within the
system, for example that all inputs to an internal component are distinct (no collision). Such conditions
are very useful for proving the indistinguishability of random systems [Mau02]. In this paper we also
consider conditions for random systems, but the conditionsonsidered here do usually not have a simple
interpretation (like there was a collision). Rather, the conditions are de ned such, that the system at
hand is equivalent to some other system while the conditionsolds.

We only only consider monotone conditions, which once they fail to be satis ed, they remain so.
We model such monotone conditions by considering random syasms with a monotone binary output

5This de nition is equivalent to asking the distinguisher D to make a binary decision, and also equivalent to requiring
that the distinguisher guesses correctly with which system it interacts, both being equally likely.



(MBO). Monotonicity means that the binary output is initial ly 0 and may eventually turn to 1. For a
(X,Y x {0,1})-random system with an MBO S it is useful to consider S~ which denotes the projection
of S to the Y-output (i.e., ignoring the binary output). It is also usefu | to de ne a system S™=Which is
equivalent to S, but where the Y-output is blinded (i.e. set to some dummy value ) wWhen the binary
output turns to 1.

Definition 7. A random-system with a monotone binary output (MBO)S is a (X, Y xA)-random system
where A = {0,1} and the MBO satises Aj =1 [CAl; =1 (i.e. is monotone). From such a S we get
the (X, Y)-random systemS~ and the (X,{Y [CII3k A)-random systemS™as follows.

e S~ is S with the following function applied to the output: (y,b) - v.
« S5 S with the following function applied to the output:

0 o Yy if b=0

We will always use the letters S and T for random systems with an MBO, and F, G for random
systems without an MBO. Also the special systemsD (always a distinguisher), R, P (URF and URP)
and | (\ideal system" or identity function) do not have MBOs.

We will often start with a random system without an MBO, and ad d an MBO to it. We then add
a """ to denote the derived system. For example F will always denote a random system with an MBO
which satis es £~ = F.

Definition 8. For a (X,Y x A)-random sytem S with an MBO, we denote with ka(S) the advantage
of a (Y, X)-distinguisher D in setting the MBO to 1 with k queries and byv£™® (S) the advantage of the
bestATK distinguisher’

D(qy— pD3Sra, — ATK - D
S)=P A =1 d S) = S 5
Vi (S) [Ak = 1] an Vi " (8) = max v (S) (5)
For a double-distinguisher D, we denote WitthD (S, T) the advantage ofD in setting both MBOs to 1
making k queries to each system respectively
vO(S, T)= PP3STIA =1 Bk =1] and vi™®%(S,T)= max Ve (S, T)
2

where A1, A, ... and By, By, ... denote the MBO ofS and T respectively.

If two random systems S and T with MBOs are equivalent while the MBOs are 0, then clearly séting
the MBO to 1 is equally di cult in both, i.e.

St THCT, k : v2(S) = v (T). (6)
By the following lemma from [Mau02] this probability is also an upper bound on the distinguishing
advantage ofDD for the two systems.
Lemma 1. If S&= T 5}hen for any distinguisher D and any k [N
LS. TT) =W (5= w (). (7)
Proof. Let A1, A,,... and B, By,... denote the MBO of S and T respectively

1
E(S*,Tq) = > PQEYSK_PQEJK
Xk;yk
< 1 X PD3S _PD3T + 1 X PD3S _PD3T
= 3 Ap=0X kYK Bi=0Xkyk T 5 Ag=1Xkyk By=1XkYk
| Xk;yk {z ) Xk;yk
=0 as Sa=T?2
1 1
= SPRA+PEL =5 WE+WM =W ()= w (T

O

"Note that the random experiment D [Sih (5) is not well de ned, as the domain of D is Y but S has rangeY A . The
meaning here is that D does not get the MBO Aj;A»;::: as input.




By the above lemma, if we add MBOs to random systemd= and G in order to get random systems
with MBOs which satisfy F™== & Sthen for any k

P(F.G) =vP (F) = vP(6). (8)

If we compose two random systems with MBOs into a new one usingome construction like Cdr [then
we can naturally de ne a new MBO on the composed system as a (mtone and binary valued) function
of the MBOs of the components; We will only use the logical AND( D-dnd OR ( O The function used is
written over the composition operator. For example, let S and T be random systems with MBOs, then
S E‘ denotes the random systemS~ [T~ with an MBO which is 1 if the MBO of S AND the MBO
of T is one.

If we combine a random system with an MBO S with a random system F (without an MBO), then
the combined system is the combination ofS— with F, and this system has an MBO which is simply the
MBO of S. For example S [H denotes the random systemS~ [HF with an MBO which is the MBO of
the componentS.

3 Technical Lemmata

The following lemma considers the other direction of Lemma land states that to any random systems
F and G, we can add conditions in order to getF and &, such that one can achieve equality in (8).

Lemma 2 (Indistinguishability vs. Conditions) . Let F and G be (X, Y)-random systems. Then there
exit systemsE and & with MBOs such that F~ = F and 6~ = G,

e
and, for any distinguisher D and any k [N,
L(F.G)= v (F) = wW(6) .

Proof. We rst give an explicit construction of the random systems F and & (see (11) below). Then, in
a second part of the proof, show that these systems have all thdesired properties.

To simplify the formulas, we introduce the following abbreviations which we use whenever the choice
of inputs X1, X2, . .. is clear from the context. For anyk [N, xK := (X1, ...,Xk) XX, yK = (y1,...,yx) 1
Yk, and H F, G}, let

( pH ) if k=1
pH = TYKIxk=xk Y -
y 1 otherwise

Oy == min( p)'fk,p)cfk) .

Ngte that, for any k =1, xed inputs x* = (x,...,Xx), and xed outputs y*~* = (y1,...,yk—1), we
have Vi pka = pka ., Where the sum ranges over the last elemenyy of the k-tuple y¥. This implies
X X & G X X
Oyk = m|n(pyk,pyk) < min( Py pyk) = Oy 1, 9)
Yk Yk Yk Yk
P
and, hence, p;'k — oy = p;'k . — Oy« 1. Consequently, the probability pka . — Oy« 1 can be split
into nonnegative valuesy)',*k < pka — Ok, ie. 8
X oh H
yyk = pyk 1 _Gyk 1. (10)

Yk

8Note that the choice of the probabilities yk is generally not unique.



The random systems with MBO, F and &, are now constructed such that, for any given input tuple
XKk = x, the event that the output Y ¥ equalsy® and the MBO By equals 0 has probability oy«. That

is, formally, for H [{F, G}, the constructed random systemF should satisfy equation (12) below. This
is achieved with the de nition

8
£ if bk~1=(0,...,0),b =0
S T _
" S b fpkl=(0,...,0),b =1
Py B X k=xk;yk 1=yk 1.k 1=k 1(Yk, D) = yk; (11)
X if b1 E(0,...,0),b=1
pyk 17 yk 1
"0 otherwise,

for any k [N, x¢ XK, y* WX, and b* 4D, 13* (with the convention 3 = 0). It follows directly
from the de nition of th|e:> values yyk that all quantities on the r.h.s. are nonnegative. Moreovet because
of (10)and  , oy + p;'k — Olyk —yka = ay« 1, the conditional probabilities sum up to one, i.e.,
the conditional distribution is well de ned. It is also easy to check that the binary output is indeed
monotone.

We now turn to the second part of the proof, where we verify tha the random systemsfF and & de ned
by (11) satisfy the properties stated in the lemma. For this, it is convenient to consider the conditional
probability distributions pskska:xk and pé de ned by these systems. By induction over
k [N it is easy to see that, forH [{F, G},

kBk|Xk=xk

pekBkIXk:xk(yk1o) = Oy« (12)
pekBHszxk(ykvl) = p|;k _Gyk . (13)

To check that £~ = Fand G~ = G holds, it su ces to sum up the quantities (12){(13) which giv es

pekp( k=xk(yk) = pckp( k=xk(yk) )

for any k [N, xX XX and yk CYK.
Furthermore, for the property == &t su ces to verify that

p$k5k|xkzxk(yk,0) = pnglek:Xk(yk,O)

holds for any k [Nl This is a direct consequence of (12).

Finally, we need to prove that, for any distinguisher D, the distinguishing advantage E(F, G) after
k steps equals the probabilityv (F) = vP (&) that the MBO of F or G equals 1. Recall that 2 (F, G)
is given by the statistical distance 3% —PR3S [where, for H [{F, G}, the distribution PR3¥, is

kyk xkyk
de ned by
D3H [k K * D H
Pyiyk (X5, y°) = Pxi|xi l=xi Liyi lzyi 1(Xi)'PYi|Xi:Xi;Yi 1=y 1(Yi)
i=1
= pgkwk 1= yk 1(Xk)'p$k|xkzxk(yk) )
for xXK XX and y* YK, where pgkIYk 1= gk (XK = Q:(:1 P>E<)ilxi 1oyt 1yl 12y 1(Xi) . Because

gle statistical distance between two distributions Pz and Pzo can be written as [Py — Pzo[F 1 —
, Min(Pz(z), Pzo(z)), we nd

X
P(F,G)= ER3F, —PREG 31— min PREF, (X, y¥), PREG, (3K, y¥)
Xk yk
=1- DQKWK 1= yk 1(xk)-min p$k|xk=xk(yk)vp$k|xk=xk(yk) . (14)
xk;yk



Furthermore, the probability that the MBO By of the systemH, for H [{F, G}, equals 1 afterk steps
is given by

X
vO(P) = PREF@=1— PRER, (X.y%,0)
k -k
o X D k A k
=1- Pxkjyk 1=yk 1(X )‘pkakp(k:Xk(y ,0) . (15)

xkyk

Recall that we need to show that the quantity in (14) equals the quantity in (15). It thus su ces to
verify that, for any xkK XK and y* YK,

min p$k|xkzxk(yk),p$k|xkzxk(yk) = pekBHXk:Xk(yk,O) .
This is however a direct consequence of (12) and the de nitio of o, . O

Definition 9 (LJ].0J For two random systemsF and G we denote with [H, G[the system which is
de ned by rst sampling a bit b uniformly at random and then setting the system to bd= if b=0 and G
if b=1.

The following trivial lemma will be useful:

Lemma 3. For any systemsF and G and any distinguisher D
L(F.G)=2- P(F.BGH (16)

Definition 10 (Composition Operator 1). A composition operator 1 for a class of random systemsl
is a random system which expects oracle access to two systefram I. With F 1 G we denotel where
the rst and second oracle are instantiated with F and G, respectively.

We will only consider 1 where (i) for any F,G [I] alsoF 1 G [I] and that (ii) on every invocation
of F 1 G the systemF and G is invoked exactly once’

Definition 11 (Closure of D with 1). Let D be a class of distinguishers and. a composition operator
for I. Let
D' = {D3(F1 -),D3( - 1 F);F I}

We say that1 over | is closed forD if D! [l

For example if D is an ATK [{KPA, nCPA, CPA} distinguisher, then clearly so isD3 (F [1 ) and
D3 (- [H) for any F [[Rs. Also sequential composition is closed for the attacks condered in this paper
(though for some attacks only in the stateless case).

Proposition 1.
(i) [Caver Ps is closed fornCPA CPA, and CCA, and over P also for KPA and nCCA
(i) [Cdver Rg is closed for KPA, nCPA, and CPA.

To motivate Lemma 4 below, consider a gambler who plays blackack at two di erent tables, and
that he can schedule his moves in the two games arbitrarily, dpending on the state of the other game.
Assume that his only goal is to win both games. The following lemma states that playing independent
optimal strategies at each table is optimal, i.e., that charging tables between moves does not helf. The
proof of the Lemma is given in Appendix C.

This de nition could be generalized in many ways in order to ¢ apture more sophisticated constructions. For example
in [MOPSO06] we use an operator (the Feistel network) which combines more than two components and where (i) does not
hold.

10 This statement appears intuitive and perhaps simple to prov e, but we point out that there exist very similar statements
which are false and serve as paradoxes in probability theory. In particular, a simpler proof via two separate distinguis hers
which cannot communicate, but each with access to the other system's randomness, does not work. Induction appears
unavoidable.



Lemma 4 (Independent vs. combined attacks) For any random systemsS and T with MBOs, and any
attack ATK C{hCPA CPA}, or if S~, T~ are permutations ATK [{hCCA CCA},*!

V(S T) = wT(S) W (T)

For two systems S and T with MBOs consider an attacker whose task it is to set both MBOs to 1.
The following lemma states the intuitive fact that | if 1 is closed for the attacks considered | this
task is not easier when having access to the combined systemging 1) instead of having access to each
system separately.

Lemma 5. For any composition operator 1 and any classATK of distinguishers, if 1 over I is closed
for ATK, then we have for anyk and S, T (whereS~, T~ [1)

Ve (s 1) = vATK7 (s, T)

Proof. Let D be an ATK distinguisher where ve€ (S 1 M = v2(S 1 ) and consider the double-

distinguisher D"where D'3 [S, T] simulates the random experimentD3 S~ 1 T -, then v2 (S i:'l') =
vP°(S,T). As 1 is closed forATK, D3[S, -] and D3[ -, T] are ATK distinguishers, and thus D"is a

ATK, double-distinguisher. We concludev/™ (S i1)= VoS, T) = viT(s, T). O

Definition 12 (Transparent 1). A composition operator 1 is transparent for 1, if there is a systeml [l
(which we call the ideal system forl) such that for all F 11

F1l=11F=lI

As the cascade of a URP with any other (independent) stateles permutation is again a URP, and the
parallel composition of a URF with any other function is a URF we get the following simple proposition.

Proposition 2.

e [i§ transparent for P (but not for Pg) with the ideal system beingP.
e [§ transparent for Rs with the ideal systems beindR.

4 The Direct Product Theorem

Corollary 1 follows from Propositions 1 and 2 and the followhg theorem which we will prove in this
section.

Theorem 1 (Direct Product) . For any transparent composition operator 1 (over 1 with ideal system
1) and any ATK [C{hCPA CPA} or if | [P} also ATK [{hCCA CCA}, if 1 over | is closedfor ATK,
we have for anyF, G [1l

ACFLG ) = 20 FF - G,

Lemma 6. For 1 as in the theorem and random systems with MBOS,, ..., Sz whereSy~,...,S3~ [
and

Sot=S, S, s (17)
Then

1 1
So 195,81 3:0= 151735, 8, 13,0 (18)

1| et us stress that the lemma is wrong for ATK = KPA, as a KPA, attacker (who must make random queries) can
use correlated queries (say the same query for both systems) and thus also correlate the probability of the two MBOs
becoming 1.

10



Proof. We can write (18) as T{—= T -Where T is S Rj for random i [0, 1}, j {2, 3} conditioned
oni+ jmod2-=c.

Now assume we queryT for a random ¢, and at some point the MBO of componentS; becomes 1
(but the MBO of S; is still 0). From then on T behaves either asSg Hj orS; Hj , but this gives no
no information on ¢ = i+ j mod 2, as if for examplei =0, then c=0if j=2but c=1if j =3, butas
the MBO of S; is 0 and by assumptionS; % S35 ho information on j has been leaked yet. Similarly,
when only the MBO of S; becomes 1 no information aboutc can be learned. With this observation we
see that Tg and T behave exactly the same as long as not both MBOs are 1, i.@o-= T, 0

Proof of Theorem 1. Recall that 1 being transparent for I means that for any F 11
Fll=ll1F=l111=1I. (19)

Consider any F,G [I] by Lemma 2 we can add MBOs to those systems in order to gef, &, 1 and -
(hereE- =F, &6~ =G, =7 =1) which satisfy

ECZ24and &0 (20)

and for all D
voM=vgE®) =  FJFD (21)
vg (=136 = F@G (22)

Now the theorem follows as (In the systeml 1 | below the two components are realized byndependent
instantiations of 1)

a(F1 G
Lem: 3
o 2. (B 1G,10)

(19)
= 2. fM(B1GI1ICIEL 111G

Lem:1 & 6
15 S £8.4 Ty
Def: 9 & union bound
= VATK (- 18) + v (¢ 1

Le2:5 Vg‘TKz([A—', é) + Vg\TKz(’L fq
AR (5 BVAM(S RV ORVAR (B

(21;22)
= 2. gD TG

5 When Two Weak Make One Strong

In this section we will prove a theorem which provides some auditions which, if satis ed, imply that the
composition of components which are only secure against samweak class of attacks, is secure against
stronger attacks. Corollary 2 follows from this theorem (far a and a™from the statement of the theorem
being 0) by basic arguments as shown in Appendix B.

Theorem 2. Consider three classes of attacks, a strong on&TK and two weak ones denotedATK and
WATKY Let 1 be any composition operator (overl with ideal system|) where 1 over I is closed for
WATK and wATK If there exist'? a, a™” CRl such that for all all random systems with an MBOS (where
S~ [ and all k NI

VTK(S1T ) =wWAK(S1 )+ a and viK(11 S) =vWAK°(11 S)+ a” (23)

121n this paper we will only use the case where = °=0. We prove the more general case of the theorem with non-zero
values for and Cas it is not harder to prove and has applications in other work s, in particular [MOPSO06].

11



then for all F,G [Iland all k NI
K(FL G111 )< MWK+ MK, 1)+ a+ o

Proof. Consider any F, G [l by Lemma 2 we can add MBOs to those systems in order to gef, G, 1
and 1Bhere £~ =F, 6~ =G,1~ =7 = 1) which satisfy

FCE{Tand &0 (0 (24)
and for all D
vgM=vg(® =  J(F (25)
ve(MH=vg(6) = {6 (26)
From eq. (24) we get
EE) =affy (27)
Now the theorem follows as
ATE(FLG 1) (28)
Lem: 1:& 27) VQTK (ll\ H@ (29)
L GATK R 1) + VAT (121 (30)
@3 VévATK ('I\ 11+ VévATKO(I 1 m+ a+ a” (31)
PET VY AR+ it ol (32)
(25:326) \a/ATK(F’ )+ \évATKO(G, )+ o+ ol (33)
O
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A On the Tightness of Corollaries 1 and 2

In this section we have a look at the tightness of Corollariesl and 2 (and thus also the underlying

Theorems 1 and 2).

Corollary 2 (Adaptive Security by Composition) is Tight. We consider only the statement for

sequential composition. This is, we must construct a randompermutation F such that for someq we

have §$PA(F [H,P)=2- {°PA(F,P). The ideais to rst de ne a random permutation G which can

be distinguished from a URP P with adaptive, but not with non-adaptive queries. Then we dene F as

being the identity function | with some probability [LJand G with probability 1 — LINow F [H is G if one

of the components isl (as G [II= | [G = G), this happens with probability 2(1 — D1 which is basically 21
for small [LJIf G is easily distinguished with g adaptive queries, then gPA(F [HP)=P[F[H=G] =21
and if G is hard to distinguish from P with g non-adaptive queries then [°PA(F,P) = P[F =1]= []
thus GPAF [H,P)=2- {°PA(F,P) as required.

We still have to give a realization for G, i.e. a random permutation where $”A(G,P) = 1 and

SCPA(G, P) = 0 for someq. We now give such aG where this is the case for anyg = 2 andq [1
N/2 where N denotes the domain size of the permutations considered. LeG be a uniformly random
permutation conditioned on some distinct element 0 satisfing G(G(0)) = 0 (i.e. O lies on a cycle of
length 2). Using standard techniques (e.g. [Mau02]) it is ey to show that §°PA(G,P) < 2¢/N and

SPA(G,P) = 1—2/N.

There is a similar example which proves the tightness of the tatement for parallel composition of
Corollary [?]. Corollary 1 (Direct Product) is Tight. Consider the following example from
[Mye03]; Let F : {0,1}" - {0, 1} be a uniformly random function, but with the restriction tha t on input
0" the output is always 0. Note that then, for [BHeing XOR, alsoF [F = F. So, asP[R(0")=0]=0 .5
and 0" is the only query whereF and R di er, we get that for ATK [{hCPA CPA} and anyq=1

AK(F,R)=0.5 and thus asF [B = F also AT (F [H,R) =0 5

Because 2(0.5)? = 0.5 this shows that the statement for parallel composition of Grollary 1 is tight. This
counterexample does not directly translate to a counterexenple for sequential compaosition, but consider
the two following examples:

Let F be a permutation over {0, 1}" which keeps the rst bit xed, but otherwise is uniformly ran dom.
For this F we haveF [B = F and thus 1™ (F,P)= {K(F [B,P)=0.5.

Let G be a uniformly random permutation which is even (i.e. can be decomposed into an even
number of transpositions), then alsoG [ is even. As exactly half the permutations (over any domain
of size at least 2) are even we get '€ (G,P) = {(G [G, P) =0.5 whereN denotes the size of the
domain considered.
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This two examples show that Corollary 1 is tight for sequental composition if the number of queries
is 1 or N. We do not know if the bound (for this particular constructio n) is tight \in-between", i.e. if
1 g I " Nlltis possible that for this range the constant 2 can be replaed with 1+ [Wwhere [ {4, N)
is some function ofq, N and [(4,N) [ITibr largeN and 1 g 1T N1

B Proof of Corollary 2

Proof of Corollary 2. We rst prove the third statement of the corollary, hamely th at for any (possibly
stateful) random functions F,G [[Rs

§NFIBR) = “AFR+ {“GR). (34)
Eqg. (34) follows by Theorem 2 using Proposition 1 (i.e. that Cdver Rg is closed fornCPA) and

VCPA(# ER) — anPA(ﬁ ER)
VCPA(R I:G) — VnCPA(R I:G)

where the rst statement (the second is symmetric) holds as he output of £~ [R is completely inde-
pendent of the output of the subsystemF ~, it is \blinded" by the uniformly random output of R. Thus
adaptivity cannot help in setting the MBO of F to 1.
We now prove the two rst statements of the corollary which state that for any stateless random
permutations F, G
SAFB,P) < AR P+ (PA(G,P) (35)

§AF B P) < [(PAF,P)+ [°4G,P) (36)
As (35,36) are about stateless systems, we can wlog. assumigat no distinguisher will ever repeat a
query.’® Now (35) follows by Theorem 2 using Proposition 1 and
vCPA(’& I:EP) — VnCPA(# I:EP)
VCPA(P I:G) — VKPA(P I:G)

Here the rst statement holds as the output of £~ [B is again independent of the output of the subsystem
F- asitis permuted by a URP P. The second equation holds as if® L&~ the input to the subsystem

G are all distinct (as we do not allow the distinguisher to repeat a query) and uniformly random no

matter with what adaptive strategy one uses to query P [&, thus the inputs to & are distributed as in

a KPA attack. Finally (36) follows by Lemma 2 using (note that P = P™1)

VCCA([A_— [B) = VnCPA(ﬁ [P)
VCCA(P |:¢—1) - VnCPA(P |:¢—1)

To see the rst statement (the second is symmetric as we conder CCA attacks), we observe that
VCCA(EA_- EEP) — VCPA(IE EEP)

as making an inverse query toF - [P results in a value on the input which is random and independet
of £~. So this queries give no additional advantage in setting theMBO of E to 1 as they can be
\simulated" by random forward queries. We have already argied that CPA is no better than nCPA here
to show (35). O
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Figure 1: lllustration for proof of Lemma 4. An ATK, double-distinguisher D can be seen as a pair
DZDk,D% of ATK distinguishers which can additionally exchange up to K messages (simply seDZDk =D
and D, to be the trivial system which only passes messages). The gyarrows indicate the MBOs.

C Proof of Lemma 4
Proof. Let D be an optimal ATK, double-distinguisher for the task considered, i.e.
Ve 2(S,T) = W (S T)

Let A1, Az, ... and By, By,... denote the MBO of S and T respectively. We can see theATK, double-
distinguisher D as a pair of ATK distinguishers DZDk and Dgﬂ which can exchange up to R messages
with each other as shown in Figure 1 (WhereDZDk = D and D is a dummy system which simply passes
messages). As this is just a conceptual change, the advantagf setting both MBOs to 1 is exactly the
same forD as for the pair D5, D3

Now assume that there is a pair ofATK distinguishers DPand D™which can exchange up tolthessages
and have advantagelib provoke Ay =1 [B] =1 when querying S and T respectively (we just saw that
such distinguishers exist for [(F 2k with optimal [F vi'<2(S, T)). We claim that then there also exist
ATK distinguishers DD_l and D@l which exchange one message less but still have advantage &kt []
to provoke A =1 Bk =1. Before we prove this claim, note that it implies the lemma as by induction
there now exist D5 and Dg"(which do not communicate at all) where

VATK2(5 T) < v28(S) - w20 (T) < vATK(S) - vAT (T).

We actually have equality above as the= direction is trivial. To prove the claim, assume the (last) [=th

message is sent fronD"to D Let the random variable M denote this last message, and leV be the
\view" of DMjust before receiving the message. LeE denote this random experiment whereD"and D™
are querying S and T respectively. The probability that we have Ay =1 [Bk =1 is

PE[Ax =1 [M = m V1= v]- PE[Bxy = 1|M = m V1= v]. (37)

mv

We usedPE[By = 1|Ac =1 [M = m V1 = v] = PE[Bx = 1|M = m V1 = v] which holds asS is
independent of T and the whole interaction between these systems is captureddy M,V . Now consider a
new systemD\mﬂ1 which simulates D™but does not expect the (last) h messageM and instead replaces
it with a message mPwhich maximizes the probability of By = 1 (given the view V). Also, let DD_l
be the system DY but where the last message is not send (note that this changeloes not a ect the
probability of Ax =1 or the distribution of V). The probability that the pair ( DD_l,D@l) can provoke
Ay =1 [Bk =1 is thus
X
PE[Ax =1 [M = m [V]1= v]-rr;na})xPE[Bk =1|M = m" V1= v]

myv

which is at least equal to (37). O

13 This is not the case for stateful systems, as even though alsoin this case we will not learn anything new by repeating a
query, such a query can change still change the state.
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