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Abstract

Radio-Frequencldenti er (RFID) technologyusingthe ISO-14443standardis becomingncreas-
ingly popular with applicationslike credit-cardsnational-ID cards,E-passportsand physical access
control. The securityof suchapplicationss clearly critical. A key featureof RFID-basedsystemsds
their very shortrange: Typical systemsaredesignedo operateat a rangeof 5-10cm. Despitethis very
shortnominalrange K r andWool predictedthata roguedevice cancommunicatevith an1SO-14443
RFID tagfrom adistanceof 40-50cm basedon modelingandsimulations.Moreover, they claimedthat
suchadevice canbe madeportable with low power requirementsandcanbebuilt very cheaply Sucha
device canbe usedasa stand-alondRFID skimmer to surreptitiouslyreadthe contentsof simpleRFID
tags.Thesamedevice canbeastheleech” partof arelay-attacksystempy which anattacler canmake
purchasessingavictim's RFID-enhancedreditcard—despitary cryptographigrotocolsthatmaybe
used.

In this study we showv that the modeling predictionsare quite accurate. We shav how to build
a portable,extended-rangdRFID skimmer using only electronicshobbyist suppliesand tools. Our
skimmeris ableto readlSO-14443tagsfrom a distanceof  25cm,usesa lightweight40cm-diameter
coppertubeantennajs powveredby a 12V battery—andequiresa budgetof ~ $100. We believe that,
with somemoreeffort, we canreachrangesof  35cm,usingthe sameskills, tools,andbudget.

We concludethat(a) ISO-14443RFID tagscanbe skimmedfrom adistancehatdoesnotrequirethe
attaclerto touchthevictim; (b) SimpleRFID tags thatrespondo ary readerareimmediatelyulnerable
to skimming;and(c) We areabouthalf-way toward a full-blown implementatiorof a relay-attack.

1 Intr oduction

1.1 Background

RadioFrequeng Identi cation (RFID) technology usingthe ISO-14443standard1SO0(, is rapidly be-
coming widely adoptedby mary governmental,ndustrialand commercialbodies. Typical applications
include contactlessredit-cards national-ID cards,E-passportsand physical accesscontrol (cf. [Fin03],
[GSAO04]). Thesecurityof suchapplicationss clearlycritical.

A key securityfeatureof RFID-basedystemss theirvery shortrange:1SO-14443ystemsaredesigned
to operateat a rangeof 5-10cm. Thus, the perceptionis that the RFID tag (or smartcard)mustalmost
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Figurel: Relayattacksystemoverview.

touchthe RFID readerwhich shouldimply thatthe tag's owneris physically presentandholding the tag.
Unfortunately this perceptionis incorrect. Recently K r andWool [KWO05] describeda relay-attackon
RFID systemsthat violatesthe implication thatthe tag beingreadis in factnearthe RFID reader Their
systemarchitecturenvolvestwo devices,a “leech” anda “ghost”, that communicatewvith eachother(see
Figurel). Sucha systemwould, for instanceallow an attacler to make purchasesisingavictim's RFID-
enhancedreditcard—despitary cryptographigrotocolsthatmaybeused.

As partof their work, [KWO05] predictedthatthe rogue“leech” device cancommunicatewith an1SO-
14443RFID tagfrom a distanceof 40-50cm basedon modelingandsimulations.Moreover, they claimed
that sucha device can be madeportable,with low power requirementsand can be built very cheaply
However, beyondactingasa componentn arelay-attacka “leech” canalsobe usedasa stand-alond&rRFID
skimmer to surreptitiouslyreadthe contentsof simple RFID tags. Our goalin this work wasto actually
build sucha skimmer

1.2 Relatedwork
1.2.1 Attacks on RFID SystemdJsingthe ISO-14443Standard

The startingpoint of our work is [KWO05]. Their analysispredictsthat an RFID tag can be readby the
“leech” from a rangeof tensof centimetersmuchfurtherthanthe nominallSO-14443rangeof 5-10cm.
They alsoclaimedthatthe “ghost” device cancommunicatewith the readerfrom distanceof tensof me-
ters. [KWO05] presentedeveral variantsof possiblerelay-attackmplementationswith differentcostsand
requiredpersonneskills. In this work we validatetheir claimsaboutthe practicallyof theleechdevice.

Anotherpartof therelayattackagainstiSO 14443ARFID systemsvasimplementedy Hancle [Han03:
He implementedhefastdigital communicatiorbetweerthe leechandthe ghost(seeFigure 1), while using
standardnominalrange)devicesfor the leechand ghostthemseles. His systemusedcheapradios,and
achiezedarangeof 50 metershetweerthereader+ghosandthe leech+tagHis work demonstratethatthe
rangebetweerthevictim tagandthereadeiis limited only by thetechnologyusedfor leech-ghostommu-
nication. To counterthe relay attack,[HKO05] have designeda distance-boundingrotocol,which requires
ultra-wide-banccommunication.

In a widely reportedwork, Finke and Kelter [FKO5]) managedo eavesdop on the communication
betweeran1SO-14443RFID readerandatag. They attachedhetagdirectly to areader(at zerodistance),



andshavedthatthe combinedcommunicatiorbetweerthe readerandtag canbereadfrom 1-2 metersby
large loop antenndocatedon the sameplaneof thereaderandthetag. Notethatthis is quite differentfrom
the challengedacinga skimmer: (a) The skimmermustbe closeenoughto the tag, and producea strong
enoughmagnetic eld, to power thetag (i.e., the tag mustbe within “activation range”); (b) A skimmer
cannotrely on a legitimatereaders strongsignalbeingmodulatecby thetag. Nevertheless[FKO05] shavs
that the eavesdropping-angeon RFID communicationis a much greaterthan skimming range—andve
shaw thatskimmingrangeis muchgreatethanthe nominalreadrange.

1.2.2 Attacks on RFID SystemdJsing Other Standards

Therearemary RFID systemghatdo notusethelSO-14443standardTypically, suchsystemsaredesigned
for largerread-rangedyut provide muchmorelimited capabilitieshanISO-14443:they areunableto powver

aprogrammablemartcargrocessqrandusuallyonly contain x edlogic circuitry or evenjustashortpiece
of data,muchlike a magnetic-stripeard. Over the last2 years,seseral attackshave beenreportedagainst

someof thesesystems.

In avery widely reportedevent[Kre05, Sch05],a groupfrom Flexilis claimedto setnew world record
of passvely readingan RFID tagfrom 69 feetat DefCon'05. However, the RFID technologyusedfor this
experimentwasnot|SO-14443put aUHF-basedechnologyin thefrequeny rangeof 800MHz to 2.5GHz
whichis designedor amuchlargerreadrange.

A Germarhacler ([Hes04) usedasimplePDA, equippedvith anRFID read/writedevice,andchanged
productpricesin a groceryshopusinga softwarehewrote. He managedo reducethe Shampodqricefrom
$7to $3andgothroughthecashiemwithoutincident. Supermarkt checlouttrials heldby NCR corporation
shavedthatsomeclientsstandingat the cashiempaid for groceriesheld by clientsstandingbehindthemin
thequeugWhi05].

A researcheamin JohnsHopkinsUniversity ((BGS' 05]) managedo build a systemthat sniffs infor-
mationfrom RFID-basedtarkeys andimmobilizers,andwereableto purchasegasolinewithouttheowners
consent.

A researclgroupin MIT ([Lin05]) designedandimplementecanRFID eld probethatcansenserRFID
magneticelds from upto 4 metersHowever, it is designedo sensenagneticelds of frequenciebetween
900to 950MHz, which arevery differentfrom the 13.56MHz of the ISO 14443standard.

1.2.3 RFID Systemsand Protocolsin General

A broadoverviewn of RFID technologycanbefoundin T.A.Scharfelds thesis|Sch01]. This thesisanalyzes
RFID theory standards;egulations ervironmentin uence, andimplementatiornissues.

Freeattack/analysisoolsthatdetectRFID cardsandshav their metainformationareavailablefrom the
RFDumpweb site [GW04]. Thesetoolsareableto displayandmodify the carddata,suchasthe cardID,
cardtype,manufctureretc.

Juels RivestandSzydlo[JRS03]proposeablockingtagapproachhatpreventsthereadeifrom connect-
ing with theRFID tag. Theirmethodcanalsobeusedasmalicioustool: In orderto disrupttheReadeito-Tag
communicationtheir blockertagactuallyperformsadenial-of-servicattackagainstthe RFID readelproto-
col by usingthe“T ree-Walking SingulationAlgorithm” in theanti-collisionmechanismJuelsandBrainard



[JBO4] proposea varianton the blocker conceptwhich involves software modi cation to achieve a soft
blockingtag.

[Wei03]and[SWEO0Z] offer a“Hash-Lock”approactio low costRFID deviceswhichusea“lock/unlock”
mechanisnto protectagainstretrieving theRFID ID number In thesimplestscenariowhenthetagis locked
it is givenavalue(or meta-I1D)y, andit is only unlocked by presentatiof a key valuex suchthaty = h(x)
for astandardne-way hashfunctionh.

[RCTO5] describea portabledevice, calledan RFID Guardian thatis supposedo cover a whole in-
dividual's surroundingto communicatewith the varioustagsin the persons possessionand protectthe
persorfrom potentiallyhostileRFID elds. The RFID Guardianis supposedo be ableto cover a rangeof
1-2 meters however, the authorsdo not describehe RFID Guardianmplementationandit is unclearhow
it overcomeshe physicallimitationsof the claimedrange.

1.3 Contribution

In this studywe shav thatthe modelingpredictionsof [KWO05] arequite accurate We managedo build a
portable,extended-rang®&FID skimmer usingonly electronicshobbyistsuppliesandtools. Our skimmer
is ableto readlSO-14443tagsfrom a distanceof  25cm,usesa lightweight40cm-diametecoppertube
antennais powveredby a 12V battery—andequiresabudgetof ~ $100.

Beyondvalidatingthetheoreticamodeling,we believe thatour design implementatiorandtuning pro-
cessesreof independeninterest:Most circuit designsandapplicationnotesarewritten for well equipped
RF labs,andwe neededo modify themor designour own to meetour ridiculously low budget. In partic-
ular, our experienceshaws thatthe standardRFID tuning processdescribedn 1ISO 10373-6([ISO01], is
inappropriatdor hobbyistworkshopsandmay be missingsomekey detailsthat are necessaryo male it
work. Insteadwe describeseveraltuningprocessethatdowork reliably, evenin low-budgetenvironments.

We concludethat (a) ISO-14443RFID tagscanbe skimmedfrom a distancethat doesnot requirethe
attaclerto touchthevictim; (b) SimpleRFID tags,thatrespondo ary readerareimmediatelywulnerableto
skimming;and(c) We areabouthalf-way towarda full-blown implementatiorof the relay-attackpredicted
by [KWO5].

Organization: Section2 describesur skimmersystems design.Section3 describeur construction
techniquesSectiond detailsthe tuning methodswve experimentedwith. Section5 describeghe skimmers
actualperformanceandwe concludewith Section6. Additional detailscanbefoundin anappendix.

2 SystemDesign

RFID systemghatarebasednthelSO-14443standardperatewith a 13.56MHz centerfrequeng, which
mandateRF designmethods. The systemunits shouldbe matchedfor maximal power transferand ef -
ciengy, andthewholesystenmshouldhave anexcellentnoise gure to improve thereceving anddiscrimina-
tion circuitssensitvity, whichin turn allows alargereadrange.



2.1 DesignParadigms

Our assumptiornis that we are constructingan ad-hocsystemfor attackpurposesand massproductionis
notinvolved. Thereforemodulardesignandperfectimplementatiorarenotthe maindesigngoals.Instead,
we focusedon quick, simple,andcheapmethods.

Therearetwo designparadigmghat canbe followed; the “normal” paradigmis to designall the sys-
tem sub-unitsto have a uniform 50  input and outputimpedance.The other paradigmis to designand
implementa proprietaryRF systemwith non-standar@haracteristics.

Theadwantage®f usingstandardlesignincludethevariety of ready-to-uselesignsapplicationsotes,
andtestequipmentTheresultingsystemis scalableyersatile andmodular However, theneedfor accurate
design,dealingwith accuratelters and semiconductos min-max parameterand ratings, stretcheshe
designandimplementatiortime, andmay causdong andtedioussystemtestingandtuning.

In contrastdesigninga proprietarynon-standarthterfacesystemsiassomepracticaladwvantagesFirst,
accurayg is nolongermandatory Secondthe systemcanwork in its naturaloutputandinput characteristics
withoutthe needto adjustits interfacego standardharacteristicghatmight needextra matchingnetworks
andcomponentsln particulay someampli er designdhave anoutputimpedancehatdiffersfrom50 , and
their designate@ntennasimpedancas closerto theampli er' simpedanceahanto 50 . In this casethere
is no sensdo adjustbothampli er outputandantenndnputto 50

Sinceour goalwasto emulatea hacler, we choseto follow the proprietarydesignparadigm.We used
50 designswherethey suitedour needsput we did not attemptto tuneall the sub-unitsprecisely As we
shallsee theresultswerequite satishctory despitethevery basicwork ervironmentandtools.

2.2 SystemUnits

The skimmeris comprisedof 5 basicunits (seeFigure?): A readerapowerampli er, areceve buffer, an
antennaanda power supply The RFID readergenerateall the necessarRF signalsaccordingto the ISO

14443typeA protocol. Thesesignalsareampli ed by the powerampli er to generatehe RF power which

is radiatedthroughthe loop antenna.Theloop antenngerformsthe interactionwith the ISO 14443RFID

tag, and senseghe load modulationsignals. Thesesignalsare buffered by the Load Modulation Receve

Buffer and fed backto the readerdetectioninput. The Readercommunicatesvith a hostsystemvia an
RS232serialinterface. Typically, the hostis a computey however, it canalsobe a small micro-controller
basedcard,with somenon-\olatile memorythat collectsandstoresskimmeddata.

Our main objective wasto increasethe output powver and antennasize as thesetwo factorsdirectly
in uence thereadingrange.

2.3 The RFID Reader

The RFID readermodulewe usedwas the Texas Instrument(TI) S4100Multi-Function readermodule,
[TI03]. Themodulecanbe purchase@lonefor around$60,andthe Tl website ([TI05]) containssufcient

documentatiorfor designingand programmingthis module. The S4100modulehasa built in RF power
ampli er that candrive approximately200 mW into a small antenna. The TI module supportsseveral
RFID standardsWe focusedon the ISO 14443Type A standardthatis usedin contactlessmartcardand
E-passports.



Figure2: ExtendedRangeRFID Skimmer

In additionto the basicS4100module,we purchasedhe RX-MFR-RLNK-00 TexasInstrumentMulti-
FunctionReaderrevaluationkit. The evaluationkit costs$650andcontainsa completeready-to-useeadey
which is built aroundthe S4100module. The kit includesa small built-in 8.5 cm loop antennaand is
assembledn a plasticbox. It is suppliedwith basicdemosoftware, varioustagsfor its supportedoroto-
cols,documentatiorandreferencesThe kit hasan RS232serialport for interfacinga hostcomputer We
measure readingrangeof 6.5 cmusingits built in antenna.

Althoughwe could have usedthe (dismantledevaluationkit' s mainboardfor our experimentationye
choseto build ourown baseboardto demonstrat¢hatbuying the evaluationkit is notrequired.We followed
the Interface Circuitry designsuggestedby TI ([TI03]), but omittedthe Low Frequeng LED driver. We
couldhave omittedthe RS232level shiftersanduseTTL levelsfor the serialport communicationhowever,
the skimmeris supposedo work nearthe antennaandto be exposedto strongandnoisy electro-magnetic

elds, thereforewe includedcommonRS232level shiftersin our baseboarddesign.This designrequiresa
5 volts power supply SeeSection2.7 for power supplydesignanddescription.

2.4 Antennas

A necessargonditionfor anincreasedangeis alargerantennaTheoreticalanalysig([Lee03) shawvs that
for adesiredrange,r, the optimal antennadiameteris  r. We wantedto demonstrate readingrangeof
25-30cm.

TI's RFID Web site [T104] suppliesan antennacookbookfor building variouskinds of antennagor
differentreadingrangesandpurposesAs a rst experimentwe usedaprintedPCB10 15cmrectangular
antennalesignfoundin the cookbook.We later usedit asatuningaid for tuningthe system,asdescribed
in Sectiond. Figure3 shavs the PCB antennas matchingcircuit.

For our larger, high power antennawe constructed 39 cm coppertubeloop antennaThe basicdesign
for the loop antennas matchingnetwork was taken from the PCB antenna(Figure 3) , subjectto minor
changesSpeci cally, theresonancgarallelcapacitor€C33andC34thatweremeigedinto onecapacitorof
82pF, sincethe calculatedantennas inductancevasaroundl H.
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Figure3: ThePCBAntenna50 MatchingCircuit.
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Figure4: The13.56MHz Paover Ampli er.

2.5 Power Amplier

We basedour powver ampli er on [Mel04], and modi ed it to suit our unit's interface. The schemeof
the power ampli er we designedappearsn Figure4. We interfacedthe power ampli er directly to the
Tl modules outputstageembeddedn the skimmerbaseboard. However, we did not matchimpedances
betweerthetwo sincewe did not have to transferpower to the power ampli er, but only drive its input for
biasingthe power FET by a sufcient voltageswing.

2.6 The Load Modulation Receve Buffer

The Tl S4100moduleis designedaroundthe S6700Multi-Protocol Transcever IC, anintegratedHF reader
systemthat containsall the high frequeng circuitry comprisingan Analog Front End (AFE) thatdecodes
the ISO standardsprotocols. The S6700hasa Recever input, which is directly connectedo the readers
antenna.

This recever inputis unableto handlethe voltagelevelsthatare developedon our large loop antenna:
During the systemdevelopmentprocessve measured 84 volts over the antennawith a supplyvoltageof
17.1volts. In orderto keepthereaderfrom potentialdamageandstill deliver theload modulationsignals
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Figure5: TheLoadModulationReceve Pathbuffer.

to the readers recever input, we hadto attenuatehe antennasignalsbeforefeedingthembackto the Tl
module.A simpleresistorattenuatiometwork is not suitablesinceit dramaticallyin uencesthe antennas
resonanceircuit quality factor Q. Therefore,we choseto usean attenuatingouffer (SeeFigure5). The
buffer wasdesignedisinga highimpedancdrF FET (T2 in Figureb), in orderto keeptheantennas quality
factor as designed. The buffer was attachedto the antennaandto the TI modulevia a direct coupling
connectionjn orderto reducethe signalphaseshifting to minimum. The C21 variablecapacitoris usedto
compensatéor the parasiticcapacitancéntroducedoy the T2 FET.

2.7 The Power Supply

In orderto drive thelargeloop antennawe neededo provide a powver supply

For lab work, we useda stabilizedexternalpower supply Notethatthe baseboardthatembedgheTI
modulecontainsa voltageregulatot thereforethe externalpower supplyunit doesnot have to beregulated.
Neverthelesswe useda regulatedpower supplyto reduceits noise gure. Figure6 shawvs the regulation
and ltering circuity whichwe placedon the baseboardandon the powerampli er board.

Therole of L52 in Figure6 is to maintaincleanandlow ripple levelsonthe DC supplyin orderto keep
a low noise gure of the DC supplyvoltage. Sincethe DC supply voltagereachesall the internal chips
circuitry, having cleanDC voltageto the internalload modulationsignalsdetectioncircuitry canimprove
detectiorrange.

To demonstrateéhe skimmers mobility, we also operatedt usinga Non-Spillable7 AH Zinc-Lead
rechageablebatteryusedin homesecuritysystemslit hasa 12 volts nominalvoltagelevel, is very common
and canbe purchasedn ary homesecuritysystemstore. An addedbonusof usinga non-switcheddC
power supplyis thatit eliminatesary switchingnoise.
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Figure6: Paver supply Iter for thereadembaseboardandthe powerampli er.

3 SystemBuilding

3.1 Printing a PCB Antenna

Our rst choicewasto build ahomemadel0 15cm PCBRFID antennawhichis fully speci edin the Tl
antennacookbook.To demonstratéhe low-techrequirementsywe manugcturedthis antennan our hobby
workshop.AppendixA describeshe PCB printing process.

3.2 Building a Copper Tube Loop Antenna

TheTIl cookbookdescribesdesignfor asquaret0 40cm coppertubeantennaywhichseeme@ppropriate.
However, we chosenot to constructit precisely sincecheapcoppertube (for cookinggas)is sold pacled
in circular coils, and constructingan antennawith a squareor rectangleshaperequiresstraighteninghe
tube,andrequiresadditional90 degreesmatchingadapterswhich increasehe antennas cost. Instead we
designedur own circularantennayhich hassimilar characteristicto the Tl cookbookantenna.

We built theloopantenndrom 5/16inch cookinggascopperttube. Thetubeis tiedto asolidnon e xible
woodentablet,in orderto maintainits shapeandto avoid inductancehangesindermechanicatieformation
forces.

The loop antennaconstructionprocesswvas basicallymechanicahandcraftwork, requiringno special
equipmentbeyond basicamateurs electricaltools. Note thatcoppertube mustbe solderedusingat leasta
100-wattsblow torch. Figure7 shawvs the nished coppertubeantennandthe PCBantenna.

3.3 Building the RFID BaseBoard

Accordingto theinterfacinginformationwe foundin the S4100moduledatasheetye designecasmallPCB
baseboard,having the S4100moduleasa Piggy Back.

We manufcturedthe RFID baseboardPCB usinga differentmethodthanwe usedto make the PCB
antenna.For this board,we useda DeconDALO 33 Blue PC Etch protectednk pento drav the leadson
theGlass-Epoxyablet. Thistechnigueallowedusto print the PCBduringary time of day, withouttheneed
to wait for thesun. SeeFigure8 for a pictureof the baseboard.



Figure7: The coppertubeloop antennaandthe PCB Antenna.

3.4 Building the Power Ampli er

As we notedin Section2.5, the power ampli er designis basedon a Melexis applicationnote ((Mel04]),
recall Figure4. We usedthe outputstageof the TI S4100readermodulein the baseboardto drive the
power ampli er input. We did notinvestary effort in impedancematchingsincethe power ampli er input
is voltagedriven. We manugcturedthe PCB for the power ampli er usingthe sametechniqueasusedfor
thebaseboard,andwith the samelow costDC ripple lter (recallFigure6) to maintainalow noise gure.

Beyond the Melexis design,empiricalresultsled usto connecta Iter comprisedof R2 andC4 at the
output(SeeFigured). This lter reducegheQ of the outputimpedancenatchinglter , enabling ne tuning
of theoutputsignalphase We discoveredthatthe Iter increasedhereadrangesigni cantly.

The output voltage amplitudeof the power ampli er variesdependingon the power supply voltage.
For instancewith a 17.1volts power supplywe measureaver 180 volts on the resonanceircuit andthe
antenna. Therefore,ideally, high voltagerating capacitors,and high currentrating inductorsshouldbe
used.We usedregular, but easyto obtain,passve componentsandmanagedo burn quitea few duringour
experimentation.

3.5 Building the Load Modulation Receve Path Buffer

As we mentionedbefore, the high voltage swing on an antennadriven by the power ampli er mustbe
attenuatedn orderto supplythe correctsamplesof the RF receved signalbackto receve input of the
S4100module. Therefore we neededo build the buffer describedn Section2.6. We placedthe buffer's
circuitry onthe samePCBthathousedhe powerampli er - seeFigure8.

Onechallengewe hadto dealwith is thatthe TI S4100moduleis designedo work with alow power
antennaandincludesan attenuatiorresistorthatis suitablefor suchan antenna.ln orderto provide our
(attenuated}ignalsto the S4100,we hadto solderthe buffer's output directly into the S4100module,

10



Figure8: The Tl S4100modulemountedon our baseboardon the left, andthe powver ampli er boardon
theright.

bypassingheoriginal attenuatiormresistor Figure9 shavs the bypass.

4 SystemTuning

A crucialimplementatiorphasds systemtuningandadjustment.Speci cally, we have to tunethe various
resonanceircuits and matchingnetworks for maximalpower transfer The only testequipmentwe used
throughouthe entireprojectwascheap60 MHz oscilloscopethatary electronichobbyisthasin his work-
shop.Notethatwhile resonancérequenyg canbetunedusinganoscilloscopematchingthe antenndo the
ampli er requiresa differentproceduresincebotha magnitudeanda phasemustbe matched.

4.1 Standard Tuning Methods

We saythatatuningmethodis “standard”if it requiresa50 design.

The rst andmoststraightforvard tuning methodis to usean RF network analyzer Amongits various
featuresa network analyzercanmeasureéhe magnitudeandphaseof a systeminput, allowing usto know
exactly what matchingnetwork to connectto this systemin orderto matchit to the desiredimpedance.
In our case,a network analyzercan measurghe antennanput impedancee.g.,its phaseand magnitude,
which would enableus to calculatethe matchingcircuitry for 50 inputimpedance.ln casewe already
have a matchingnetwork, the RF network analyzercanmeasurehereturnlossandlet us tunethe system
to minimum returnedpower. Unfortunately an RF network analyzercostsover $10,000,well beyondthe

11



Figure9: Thedirectconnectiorto the TI module,bypassinghe existing attenuatiorresistor

budgetof anamateur

Another tuning methodis to measurehe Voltage StandingWave Ratio (VSWR), andto adjustthe
antennas impedanceo be bestmatchedo the driving ampli er outputstageby tuningthe returnedpower
to thedesiredvalue([P0z05]). This methodrequiresa VSWR meter which costsseveralhundredJS$: still
beyond a typical hobbyistbudget. A cheapway to measurghe VSWR (without a VSWR meter)is to use
directionalcouplers,that costbetween$20-$70,but their input and outputimpedanceds 50 , requiring
50 interfacesubsystemdesign.We have not attemptedhis method.

Finally, one cantunethe systemusing an RF watt-metey or an RF power meter Theseinstruments
sensdhe RF power andtranslatehe sensois measuremertb a standardscale.The sensoicanbebasedn
adiode,or onabolometeranRF powersensomwhoseoperations basedn sensingurelyresistve element
radiation. This methodis a second-ordeeffect tuningsinceit measureshe antenngpower receptionrather
thanthe actualdirectampli er to antennamatching.This kind of equipmentostsbetweer$300(used)to
$600for a simplewatt-meterincludingthe sensaorto about$3000for anRF powver meterthatalsofeatures
aVSWR meterandvariousotherRF measuremertapabilities.

4.1.1 The ISO 10373Tuning Method

Sincetuning the RFID recever is a critical part of building sucha device, Annex B of the ISO 10373-6
standard[ISOO01]) suggestsa tuning process.This processseemedattractve sinceit only calls for low-
costcomponent@andusesbasicoscilloscopecapabilities. Therefore despitethe factthat ISO 10373is a
standard50 ) tuningprocessye investedasigni cant effort into trying to useit. Our experiencdeadsus
to concludethatthe processs notvery effective, atleastfor hobbyistsetups.

The 1ISO 10373-6testingcon guration is basedon monitoring a phasedifferencebetweenthe signal
sourceandtheload. Themonitoringdevice utilizesa standardscilloscopdor displayingLissajousgures
in XY displaymode,seeFigurel0. If thetime constanbf thereferencenetwork equalghetime constanbf
the network formedby the calibrationresistoralongwith the oscilloscopeY probes parasiticcapacitance,
no phasedifferenceshouldbe monitored. If thereis a differencein the two time constantstherewill be
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Figure10: TheISO-10373setting—Matchinghe antennanput impedanceao 50 . In the rst step,the
impedancamatchingnetwork andthe antennarereplacedvith 50 resistorto simulate50 load.

a phaseshift betweerthe two probesof the oscilloscopeandthe Lissajous gure shouldform anellipse,
whosemainaxisis ata45-degyreeangle. The“f atness’of ellipseis relatedto the phasdifference:whenthe
systemis perfectlytuned,thereis no phasealifference andthe Lissajous gure collapsedo a straightline.

[ISO0]] hastwo steps.The rst stepcalibrateghetestsetto eliminatetheoscilloscopenputimpedance
from in uencing thetuningstep.In this step theimpedanceanatchingnetwork andtheantennaf Figure10
arereplacedvith a50 resistorto simulate50 load. Thesecondstepis theactualantennauningstep.In
this step,we replacethe calibrationresistorwith the antennacontainingthe matchingcircuit, andtrim the
capacitorsuntil we monitorthatthe Lissajous gure is closed,ndicatinga zerophaseshift.

4.1.2 Problemswith ISO 10373

Despiteits apparensimplicity, in practicewe discoveredthat the ISO 10373-6tuning processhasa few
problems.

The rst thingto noteis thatthis tuningmethodrequiresa 13.56MHz signalsourcewith a50 output
impedancethatcandeliver enoughpowerto drive anantennauchasour coppertubeantennaWe invested
asigni cant effort trying to build a cleanandaccuratesignalsource put this turnedout to bedif cult to do
in reasonabléime. Even obtainingan accuratel3.56MHz crystalprovedto be problematic—nonef the
electronicssupplierswe contactedcarriedsucha component.To bypassthis obstacle we decidedto use
the Tl S4100moduleitself asa signalsource—sincé is matchedo 50 andcandrive sufcient powerto
the antenna.Oncewe did this, we wereableto constructthe restof the circuitry, andwe tried to tunethe
antenna.
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Unfortunatelyin all possiblesettingsof the antenna matchingcircuitry, we did not manageo getthe
expectedLissajous gures. In somesettingswe got wavy gures implying a non linear circuit working
point. In othersettingswe did notgetthe gures centerecaroundthe desired45 degreesslope.Worstof all,
we foundno correlationbetweemmoreclosedLissajous gures andlongerreadrangegwhich we obtained
usingthe method=f sectionst.2and4.3.

To our frustration,we foundthat|SO 10373-6doesnot specifythe exactoscilloscopé/olt perDivision
setting.This level of detailmatterssincewe aredealingwith very ne tuning,andhumaneye, oscilloscope
line thicknessandhumanjudgmentin conjunctionwith parallaxerror, canleadto errors.We speculateéhat
if majorRF labsindeedusethis standardor tuning,they probablyhave someadditional‘secretsauce’that
lIs in themissingdetails.

One possiblereasonfor our dif culties may be that we usedthe TI moduleasa signal source. This
improvisation may have insertedsomeundesirecharmonicsdueto the sidebandsn the downlink signal
spectruminterferingwith thetuningprocessSincethe methodslescribedn Sectiond.3wereeffective, we
did not pursuethis further

4.2 Non-Standard Tuning Methods

Insteadof thestandardb0  tuning methodswe usedthe following two non-standardnethods.We found
thatthey bothwork reliably, andgive satishctoryresults.

Onetuningmethodincludessensinghereceptionpower usinga smallloop antennaasa sensoyleading
its receptie power to a home-madeRF power meter The RF power metercanbe an AM demodulatar
whoseDC level is proportionalto thereceved RF power, or ahome-madéolometer—we choseto usethe
latter.

Theothernon-standardhethodis atrial-and-erroiiterative proces®f readingan RFID tagatincreasing
distanceswhile tuningthe matchingcircuitry, until amaximalrangeis reached.

4.3 Tuning Methodsthat Worked

Theantennéhastwo tuningsteps.The rst is tuningtheresonancéequeng by trimming capacitorC35in

Figure3. The secondstepis tuningthe seriescapacitorC32in Figure3 to achieve maximalpower transfer
to the antenna For tuning the resonanceircuit we usedthe power ampli er' s outputsignal,driven by the
readeaseboardto tunecenteresonancérequeng.

Then, for tuning the entire system we usedthe iterationsmethoddescribedearlier For this we used
a Philips Mif are StandardC tag. Initially, we locatedthe tag at the basicrangeaccordingto the RFID
standard,and tunedthe seriesantennanetwork capacitorC32 to someinitial tag read. When an initial
readingis obsened, we know thatthe nal positionof C32is nearthe positionof theinitial readout.We
graduallyincreasethe power supply and eachtime adjustthe various capacitorsto get a stablereading
range while increasinghedistancebetweerthetagandthe antennaTo hold thetagata x eddistancewe
usednon-ferromagnetiobjects: mostof the time we useda stackof disposableplasticcups,andfor ne
rangemeasurementse useda small supplyof 1-2mmthick beercoastersseeFigure12. We stoppecat a
19 volts power supplysincethe maximumsemiconductoratingswerereached.Surprisingly the variable
capacitorsurvivedthe high swingvoltage which wasmorethan180Volts.
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Figurell: Homemadebolometersingaresistoranda gluedthermistor

During theiterations,a secondargsourceof tuninginformationwasthe soundlevel from the computer
spealkers.We turnedthe spealkersto theirmaximumvolumewhile we tunedtheantennanatchingcapacitor:
Thetuningprocessausedhespealersto hum,andtheirloudnesgave anideahow closewe areto the nal
matching.

Onedisadwantageof this iterative methodis its sensitvity to differenttags: Sometagsgave largerread
rangeghanothers.Onthe otherhandthe processs simpleandquick: It took usapproximatelyl0 minutes
to tunethe systemto maximalperformance.

A seconduning methodthat worked wasbasedon a bolometer We placedour smallerPCB antenna
in the magnetic eld producedby the large loop antennaand measurecthangesn the RF power it was
exposedto. Insteadof purchasingan expensve industrial RF watt-meteror bolometey we built our own:
Weattacheca 100K thermistotoa50 resistousingsupemlue. Toimprovethebolometeperformance,
weincreasedts thermalconductvity by usingasiliconthermalgreasearoundtheattachingsurfacebetween
theresistorandthethermistor seeFigurell. To keepit isolatedfrom ambientemperatureywe thencovered
it with asmallpieceof isolatingPVC sleere, usedfor thermalisolationof copperhotwaterpipes.Notethat
our bolometeris not calibratedto ary standardunits— but this is unimportantsinceall we careaboutis to
reacha maximumvalue;we do not needto quantifythelevel of receved RF power.

Using a binary search while examining the amplitudeover the antennaand readingthe bolometers
resistance-temperatunge tunedthe matchingcapacitoruntil we obseredthe maximumtemperatureThe
resultswereaccurateandwe reachedhe samenal positionof C32thatwe markedattheendof iterations
tuning process.This tuningmethodis independenof a particulartag—hut it is slower, sinceit takes 15
secondger settingfor the thermistorto adjustto a nenv temperatureand for the bolometers readingto
stabilize.
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Figure12: TheantennauningprocessNotethetagplacedover a stackof plasticcupsandbeercoastersn
the centerof theantennaThe power ampli er is markedasitem 1, thereadelbaseboardis markedasitem
2 andthebatteryis markedasitem 3.

4.4 MiscellaneousTuning Tips
4.4.1 StrongMagnetic Fields

Notethatthe antennas magneticeld is sostrongthatit crashedneof thelab's computersventhoughit
wasapproximatelyl meteraway. We hadto formatthedisk andre-installthe OSandall applications.

4.4.2 Power Ampli®er Tuning

Thepowerampli er hasa simpletuningprocedureFirst, positionthethe C3 capacitoratits mid-point,and
geta rst readoutfrom thetag. Thentunethe antennaasdescribedefore.Finally, aftertuningtheantenna
to maximalpower matching, ne-tune C3 andattemptto increasehereadrangefurther.

4.4.3 The Effect of a Battery Power Supply

During our lab work we useda linear stabilizedpower supply We assumedhatoncewe attachour system
to abatterythereadingrangewill grow becausehebatterydeliverscleanandripple freevoltage.However,
in practice we gotonly few millimetersimprovement,if ary. We believe thatour linear power supplyhas
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Figure13: Skimmerread-rangeesultswith the referencekit antennaPCB antennaandthe coppertube
loop antennawith andwithoutthe powerampli er.

guitealow noise gure soit gave ussimilarrangedo thoseachiered usinga battery

4.4.4 Surrounding Metal Objects

While tuning the antennagareshouldbe takento remove ary metalobjectsnearthe antenna.Re ections,
groundedmetalsurfacesandmetalobjectpermeabilitycanin uence theantenna magneticelds, leading
to erroneousesults. Eventhe humanhandscanin uence the tuning results. To overcomethesekinds of
problemswe usedonly nonferromagneti@accessoriedik e a plastictablefor laying theantennaawooden
stick with the RFID tagattachedo its edgefor coarsaangemeasuremengndplasticcupsandcoastergor
ne rangemeasurement.

5 Results

5.1 Achieved ReadRanges

Ourreferencesystemwasthe RX-MFR-RLNK-00 TexasInstrumentMulti-Function Readerevaluationkit.
The evaluationkit embedghe TI modulewe used,and comeswith small 8.5 cm diameterround antenna
directly connectedo the modules output[TI05]. Thebasicread-rang®f the evaluationkit was6.5cm.

We rst connectedur 10 15cm PCBantenndo the evaluationkit, withoutthe powverampli er. This
alonegave arangeincreaseof 30%,to around8.5 cm. Attachingthe big loop antennéo the evaluationkit
gave noresultssincethekit generatesnly 200mW outputpower thatis insufcient to drive theantenna.

Usingthe powerampli er we reachednuchlargerrangeqseeFigure13). With thelinearpower supply
providing 14.58volts, we wereableto readthetagat a rangeof 17.3cm usingthe PCB antennaandat a
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Figurel4: Thepredictedread-rangeersusgheantennaurrentfrom [KWO05]. Thestarindicatesourempir
ical results.

rangeof 25.2cm usingthe coppertubeantennaWith a 12-wolt batterywe reachedh readingrangeof 23.2
cmusingthe coppertubeantennaand16.9cm usingthe PCB antennaNote thatthis type of battery upon
rechaging, cansupplymorethanits nominalvoltage: we measuredhatit supplied13.8volts duringthe
above experiments.

We obsened that increasingthe power supplyvoltagedid not always causea rangeincrease:Higher
power levelssometimesausedower reception.Thisis in line with the predictionsof [KWO05]. Thereason
is thatthedistortioninsertsharmonicghatinterferewith the detectionof the sidebandshatareabout60to
80dB underthe 13.56MHz carrierpower. We foundthattheoptimalpower supplyvoltagefor ourantennas
wasaroundl4.6volts.

5.2 Comparisonwith the Theoretical Predictions

We measure@ 170mADC supplycurrentto the power ampli er whenusingthethe coppertubeantenna.
Thecombinatiorof this currentvalueandareadrangeof 25 cmmatchthepredictionsof [KWO05] verywell:
Thegraphshavn in Figure14is from [KWO05], andthe starindicatesour empiricalresultson the predicted
cune.

We believe thatusinghigh rating componentandmore powerful RF testequipmentwe canreachthe
roadmapalongthetheoreticakcurve. Thiswill bedonein laterwork.

5.3 SystemCost

Ignoring the time and costof labor, the systemcostis ridiculously low. The mostexpensve item in the
systemis the TI module,which costsaround$60. All the othercomponentsthe materialsfor the PCBs,
andthe itemsneededor building the loop antennatogethercostat most$40-$50,giving a total cost of
$100-$110.

18



6 Conclusions

In thiswork we have shavn how to build a portable extended-rang&FID skimmer Our skimmeris ableto
readlSO-14443agsfrom adistanceof 25cm,usesalightweight40cm-diametecoppertubeantennais
poweredby a 12V battery—andequiresa budgetof ~ $100. We wereableto build andtunethe skimmer
usingonly electronicdhobbyistsuppliesandtools. By doingthiswe have provedthreethings: First,we have
validatedthe basicconcepbf anRFID “Leech” andthemodelingandsimulationwork of [KWO05]. Second,
we have demonstratethat|SO-14443RFID tagscanbeskimmedfrom aarangethatis 3-5timelargerthan
thenominalrange andmoreimportantly is a distancehatdoesnot requirethe attacler to touchthevictim.
This lastobseration canmake a noticeabledifferencein the attacler's modeof operation.Finally, we are
abouthalf-way towarda full-blown implementatiorof arelay-attaclof [KWO05].

Ourwork impliesthatsimpleRFID tags.thatrespondo ary readerareimmediatelyvulnerableto skim-
ming. Therefore at the very least,RFID tags,andin particularE-passportsshouldincorporateadditional
controlsthat preventthetagfrom beingreadsurreptitiously:e.g.,physical shieldinginsidea Faradaycage,
andcryptographiapplication-leel accesontrolsthatrequirethereadetto authenticatétself to thetag.

However, in isolation, cryptographiccontrolscanonly protectagainstskimming—theg cannotprotect
acpinsta relay attack. To protectagainsta relay attack,the RFID tag mustbe equippedwith additional
physical controlssuchasanactuatoy or an optical barcodephysically printedon the passporfacket: these
helpensurghatthereadelis in factreadingthetagthatis presentedo it andnot someremotevictim tag.

Acknowledgments

We would like to thank Segey Belous, SammyDatika, Klaus Finkenzeller YehealGreenblatZiv K r
Motti Kirshenboim MarkusKuhn,andMoshePanijel, for mary stimulatingdiscussiongndpracticaltips,
thatgreatlyhelpedusduringthis project.

References

[BGS' 05] S. Bono, M. Green, A. Stubble eld, A. Juels, A. Rubin, and M. Szydlo. Security analysisof a
cryptographically-enableRFID device. http://rfid- analysis.org/DSTbreak.pdf , 2005.

[Fin03]  KlausFinkenzeller RFID Handbook: Fundamental&nd Applicationsin ContactlessSmartCards and
Identi cation. JohnWiley & Sons,2003.

[FKO5] ThomasgFinke andHaraldKelter Radiofrequeng identi cation— AbhdrmoglichkeitenderKommunika-
tion zwischenLesaerat und Transpondeam BeispieleinesISO14443-System$BSI - GermanMinistry
of Security 2005. http://www.bsi.de/fachthem/rfid/Abh_RFID.pdf , in German.

[GSA04] U.S.governmentsmartcardhandbook.Of ce of GovernmentwidePolicy, GeneralServicesAdministra-
tion, February2004.

[GWO04] LukasGrunwald andBoris Wolf. RFDump,2004. http://www.rf- dump.org/

[Han05] GerhardHancle. A practicalrelay attackon ISO 14443 proximity cards,2005. http://www.cl.
cam.ac.uk/"gh275/relay.pdf

[Hes04] Arik HesseldahlA hacler's guideto RFID. ForbesElectronic Magazing July 29 2004. http://www.
forbes.com/home/commerce/2004/07/29/cx_ah_0729rfid.html .

19



[HKO5]

[1SO00]

[1SO01]
[JBO4]

[JRS03]

[Kre05]

[KWO5]

[LeeO3]

[Lin05]

[Mel04]

[P0z05]

[RCTO5]

[Scho1]

[Scho5]

[SWE02]

[TI03]

[TI04]

[TI05]
[Wei03]

GerhardHancle and Markus Kuhn. An RFID distanceboundingprotocol. In Proc. 1st International
Confeenceon Securityand Privacy for Emeging Areasin CommunicatiorNetworks(SecueComm)
Athens,Greece Septembe2005.IEEE.

Identi cation cards- contactlesintegratedcircuit(s)cards— proximity cards- part1to 4. ISO/IEC14443,
2000.

Identi cation cards—testmethods- proximity cards- part6, anne B. ISO/IEC10373-6,2001.

A. Juelsand J. Brainard. Soft blocking: Flexible blocker tagson the cheap,April 2004. http://
theory.lcs.mit.edu/ rivest/ .

A. Juels,R. Rivest,and M. Szydlo. The blocker tag: Selectve blocking of RFID tagsfor consumer
privagy. In Proc. 8th ACM Conf Computerand Communication$Security(CCS) pagesl03—-111May
2003. http://theory.lcs.mit.edu/ rivest/ .

Brian Krebs. Leaving Las Vegas: Solong DefConandBlackhat. The WashingtonPost,2005. http:
/Iblogs.washingtonpost.com/securityfix/2005/08/both_black_hat _.html

Ziv Kr andAvishaiWool. Pickingvirtual pocketsusingrelay attackson contactlessmartcardsystems.
In Proc. 1stInternational Confeenceon Securityand Privacy for Emeging Areasin Communication
Networksg(SecueComm)pagesA7-58,Athens,Greece SeptembeR005.IEEE.

Youbok Lee. Antennacircuit designfor RFID application. Microchip Technology Application
Note AN710, DS00710C,2003. http://ww1.microchip.com/downloads/en/AppNotes/
00710c.pdf

Rick Lingle. MIT's economicalRFID eld probe, 2005. http://www.packworld.com/
articles/Departments/18784.html

A power boosterfor the MLX90121. Melexis Application Note 390119012102Rev.001, April 2004.
http://www.melexis.com/relinfofiles/AN90121_1.pdf .

David M. Pozar MicrowaveEngineering JohnWiley & Sons,Inc., third edition,2005.

Melanie Rieback,Bruno Crispo, and Andrew Tanenbaum.RFID guardian: A battery-peveredmobile
devicefor RFID privagy managementin AustralasianConfeenceon InformationSecurityand Privacy—
ACISP'05,LNCS3574 pagesl84—-194 Brisbane Australia,July 2005.SpringerVerlag.

Tom A. Scharfeld. An Analysisof the FundamentaConstraintson Low CostPassve Radio-Frequenc
Identi cation SystemDesign. Masters thesis,Massachusettmstitute of Technology Cambridge MA
02139,August2001.

BruceSchneier RFID passporsecurityrevisited. Schneieion Security: A weblogcovering securityand
securitytechnology 2005. http://www.schneier.com/blog/archives/2005/08/rfid_
passport_s_1.html

SanjayE. Sarma,StephenA. Weis, and Daniel W. Engels. RFID Systemsand Securityand Privacy
Implications. In Workshopon Cryptagraphic Hardware and Embeddedystem¢CHES),LNCS 2523
pagesA54—-470 SpringerVerlag,2002.

S4100multi-functionreademoduledatasheet. TexasInstrumentsModule 11-06-22-7152003. http:
/Iwww.ti.com/rfid/docs/manuals/refmanuals/rf- mgr- mnmn_ds.pdf .

HF antennacookbook. TechnicalApplication Report11-08-26-001,Texas Instruments January2004.
http://www.ti- rfid.com

R d homepageTexasinstruments2005. http://www.ti- rfid.com

StepherA. Weis. SecurityandPrivagy in Radio-Frequencldenti cation Devices. Masters thesis,Mas-
sachusettinstituteof TechnologyCambridgeMA 02139,May 2003.

20



[Whi05] DanWhite. NCR:RFIDin retail. In S.Gar nkel andB. Rosenbag, editors,RFID: Applications,Security
andPrivacy, pages381-395 Addison-Wesley, 2005.

A Printing the PCB antenna

The PCBantennavasmadeusingPCB printing materialsandhobbyistequipmentslisted below:

Rawv PCBGlass-Epoxytabletsize20x25cm - price $5
Photoresist,Positive process $27

FerricChloride- $9

SodaCaustic- $9

Pieceof glass,size18x23cmfor standardghotoframe- $1
1 A4 Pegamentpaper- 20 cents

Black alcoholbasechonerasablavaterproof pen- $1.25
Acetone- $4

Rubbergloves,canbeboughtin a Dollar Store- $1

The cookbookcontainsa completedescription,including a print layout and electroniccircuitry (See
[TI04] page1-22).

The processof making the PCB antennais identical to the processof making ary PCB. Note that
positive photo-resistPCB printing requiresa positive layout Im. Sincemakinga celluloid Im requires
photographiequipmentwe usedthe morecommonmaterials.

We rst printedthe antennaCB layouton the peigamentpaperusinganink injection printersetup as
follows:

- Printquality - bestpapersetting

- Transpareng Im - othertranspareng Im

Color- Printin grayscale- blackonly

- Checkthe GUI checkboxfor “Actual size”

Ink Volume- Heavy

The following instructionsguide you throughthe antennamanufcturingprocess.Wearrubbergloves
andprotecteye glassesinceFerric Chlorideacidis a very strongandharmful material,and contactwith
humaneyescausesevereinjury.

1. Coverthelarge areasof the ink with the waterproof pento avoid ary penetratindight throughthe
pelgamentpaper
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10.

11.
12.

13.

. Prepargheraw PCB Glass-Epoxyabletfor exposureby thoroughlycleaningit from dustanddirt. A

cleansurfaceis crucialto avoid PCBprinting aws.

. Dry thetabletin anovenatatemperatur@round70 Celsiusdegrees.

Thoroughlycleanthe glassagainstspotsanddust.

In adarkroom,sprayathin layerof Positve PhotoResistonthe PCBtablet,anddry it in theovenat
70 Celsiusdggreesfor about20 minutes.

. Make a 7% SodaCausticsolutionwith water

. Putthe peigamentprintedlayout over the PCB tabletin the correctdirection(be aware of the Print

Side(PS)andComponenSide(CS)).

. Puttheglasson the pergamentpaperandhold themtogethettightly.

. Exposethe“sandwich”to bright sunlightfor 4 to 6 minutes.

Remaove theglassandpeilgamentpaperandinserttheexposedP CBinto the SodaCausticsolutionfor
about20 minutesuntil all the photo-resisthatwasexposedo the sunis removed.

Thoroughlywashthe PCBwith water Be extra carefulnotto scratchthe photo-resisprintedleads.

Make a 25 Celsiusdegreeskerric Chloride solution,andinsertthe PCB until the exposedcopperis
fully etched.The PCB shouldbe rapidly shalenwithin the acid, otherwisethe etchingprocesswill
take a long time. Shakingit will shortenthe etchingprocesgso around45 minutes. An aquarium
pumpis aneffective andcheapway to stir theacid.

Washthe PCBthoroughlywith water dry it, andusethe Acetoneto remove the photo-resistrom the
antennas copperleads.We still hadfew small aws left dueto strongetching,thereforewe covered
thewholeantennagsoppereadswith tin.

The50 impedancenatchingnetwork weresolderedaccordingo Tl Antennacookbook seeFigure3, and
we useda BNC connectorsnsteadof SMA to reducecost. At this point,theantennas readyfor tuningand

use.

In countriedackingsunry daysfor long months,onecanconsiderscreerprinting technologyfor print-
ing the PCB antennaThis techniguerequiressomebackgroundknowledgeandsomepracticalexperience.
Thebasicmaterialscostsaround$150dollars,andafterfew attemptsanaveragehandymarcanhandlethe
taskquite easily We have not tried the screerprinting asthe processve describedvorked successfullyfor

us.

22



