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Abstract

Radio-Frequency Identi�er (RFID) technology, usingtheISO-14443standard,is becomingincreas-
ingly popular, with applicationslike credit-cards,national-IDcards,E-passports,andphysical access
control. The securityof suchapplicationsis clearly critical. A key featureof RFID-basedsystemsis
their very shortrange:Typical systemsaredesignedto operateat a rangeof 5-10cm.Despitethis very
shortnominalrange,K�r andWool predictedthata roguedevice cancommunicatewith anISO-14443
RFID tagfrom a distanceof 40-50cm,basedonmodelingandsimulations.Moreover, they claimedthat
suchadevicecanbemadeportable,with low power requirements,andcanbebuilt verycheaply. Sucha
device canbeusedasa stand-aloneRFID skimmer, to surreptitiouslyreadthecontentsof simpleRFID
tags.Thesamedevicecanbeasthe“leech” partof arelay-attacksystem,by whichanattackercanmake
purchasesusingavictim'sRFID-enhancedcreditcard—despiteany cryptographicprotocolsthatmaybe
used.

In this study we show that the modelingpredictionsare quite accurate. We show how to build
a portable,extended-rangeRFID skimmer, using only electronicshobbyistsuppliesand tools. Our
skimmeris ableto readISO-14443tagsfrom a distanceof � 25cm,usesa lightweight40cm-diameter
copper-tubeantenna,is poweredby a 12V battery—andrequiresa budgetof � $100. We believe that,
with somemoreeffort, wecanreachrangesof � 35cm,usingthesameskills, tools,andbudget.

Weconcludethat(a) ISO-14443RFID tagscanbeskimmedfrom adistancethatdoesnotrequirethe
attackerto touchthevictim; (b)SimpleRFID tags,thatrespondtoany reader, areimmediatelyvulnerable
to skimming;and(c) Weareabouthalf-way towarda full-blown implementationof a relay-attack.

1 Intr oduction

1.1 Background

RadioFrequency Identi�cation (RFID) technology, usingthe ISO-14443standard[ISO00], is rapidly be-
coming widely adoptedby many governmental,industrial and commercialbodies. Typical applications
includecontactlesscredit-cards,national-IDcards,E-passports,andphysical accesscontrol (cf. [Fin03],
[GSA04]). Thesecurityof suchapplicationsis clearlycritical.

A key securityfeatureof RFID-basedsystemsis theirveryshortrange:ISO-14443systemsaredesigned
to operateat a rangeof 5-10cm. Thus, the perceptionis that the RFID tag (or smartcard)must almost
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touchtheRFID reader, which shouldimply that the tag's owner is physically presentandholding the tag.
Unfortunately, this perceptionis incorrect. Recently, K�r andWool [KW05] describeda relay-attackon
RFID systems,that violatesthe implication that the tag beingreadis in fact nearthe RFID reader. Their
systemarchitectureinvolvestwo devices,a “leech” anda “ghost”, that communicatewith eachother(see
Figure1). Sucha systemwould, for instance,allow anattacker to make purchasesusinga victim's RFID-
enhancedcreditcard—despiteany cryptographicprotocolsthatmaybeused.

As partof their work, [KW05] predictedthat therogue“leech” device cancommunicatewith anISO-
14443RFID tagfrom a distanceof 40-50cm,basedon modelingandsimulations.Moreover, they claimed
that sucha device can be madeportable,with low power requirements,and can be built very cheaply.
However, beyondactingasacomponentin a relay-attack,a “leech” canalsobeusedasastand-aloneRFID
skimmer, to surreptitiouslyreadthe contentsof simpleRFID tags. Our goal in this work wasto actually
build suchaskimmer.

1.2 Relatedwork

1.2.1 Attacks on RFID SystemsUsing the ISO-14443Standard

The startingpoint of our work is [KW05]. Their analysispredictsthat an RFID tag canbe readby the
“leech” from a rangeof tensof centimeters,muchfurther thanthenominalISO-14443rangeof 5-10cm.
They alsoclaimedthat the “ghost” device cancommunicatewith the readerfrom distanceof tensof me-
ters. [KW05] presentedseveralvariantsof possiblerelay-attackimplementations,with differentcostsand
requiredpersonnelskills. In thiswork wevalidatetheir claimsaboutthepracticallyof theleechdevice.

Anotherpartof therelayattackagainstISO14443ARFIDsystemswasimplementedbyHancke[Han05]:
He implementedthefastdigital communicationbetweentheleechandtheghost(seeFigure1), while using
standard(nominalrange)devicesfor the leechandghostthemselves. His systemusedcheapradios,and
achieveda rangeof 50 metersbetweenthereader+ghostandtheleech+tag.His work demonstratesthatthe
rangebetweenthevictim tagandthereaderis limited only by thetechnologyusedfor leech-ghostcommu-
nication. To countertherelayattack,[HK05] have designeda distance-boundingprotocol,which requires
ultra-wide-bandcommunication.

In a widely reportedwork, Finke and Kelter [FK05]) managedto eavesdrop on the communication
betweenanISO-14443RFID readeranda tag. They attachedthetagdirectly to a reader(at zerodistance),
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andshowedthat thecombinedcommunicationbetweenthereaderandtagcanbereadfrom 1-2 metersby
largeloopantennalocatedon thesameplaneof thereaderandthetag.Notethatthis is quitedifferentfrom
thechallengesfacinga skimmer: (a) Theskimmermustbecloseenoughto the tag,andproducea strong
enoughmagnetic�eld, to power the tag (i.e., the tag mustbe within “activation range”); (b) A skimmer
cannotrely on a legitimatereader's strongsignalbeingmodulatedby thetag. Nevertheless,[FK05] shows
that the eavesdroppingrangeon RFID communicationis a muchgreaterthanskimming range—andwe
show thatskimmingrangeis muchgreaterthanthenominalreadrange.

1.2.2 Attacks on RFID SystemsUsingOther Standards

Therearemany RFID systemsthatdonotusetheISO-14443standard.Typically, suchsystemsaredesigned
for largerread-ranges,but providemuchmorelimited capabilitiesthanISO-14443:they areunableto power
aprogrammablesmartcardprocessor, andusuallyonly contain�x edlogic circuitry or evenjustashortpiece
of data,muchlike a magnetic-stripecard. Over the last2 years,severalattackshave beenreportedagainst
someof thesesystems.

In a very widely reportedevent [Kre05, Sch05],a groupfrom Flexilis claimedto setnew world record
of passively readinganRFID tagfrom 69 feetat DefCon'05. However, theRFID technologyusedfor this
experimentwasnotISO-14443,but aUHF-basedtechnologyin thefrequency rangeof 800MHz to 2.5GHz
which is designedfor amuchlargerreadrange.

A Germanhacker([Hes04]) usedasimplePDA, equippedwith anRFID read/writedevice,andchanged
productpricesin a groceryshopusinga softwarehewrote.He managedto reducetheShampoopricefrom
$7to $3andgo throughthecashierwithout incident.Supermarketcheckout trialsheldby NCRcorporation
showedthatsomeclientsstandingat thecashierpaidfor groceriesheldby clientsstandingbehindthemin
thequeue[Whi05].

A researchteamin JohnsHopkinsUniversity([BGS+ 05]) managedto build a systemthatsniffs infor-
mationfrom RFID-basedcarkeysandimmobilizers,andwereableto purchasegasolinewithout theowners
consent.

A researchgroupin MIT ([Lin05]) designedandimplementedanRFID �eld probethatcansenseRFID
magnetic�elds from upto 4 meters.However, it is designedto sensemagnetic�elds of frequenciesbetween
900to 950MHz, whichareverydifferentfrom the13.56MHz of theISO14443standard.

1.2.3 RFID Systemsand Protocolsin General

A broadoverview of RFID technologycanbefoundin T.A.Scharfeld's thesis[Sch01].This thesisanalyzes
RFID theory, standards,regulations,environmentin�uence,andimplementationissues.

Freeattack/analysistoolsthatdetectRFID cardsandshow theirmetainformationareavailablefrom the
RFDumpwebsite [GW04]. Thesetoolsareableto displayandmodify thecarddata,suchasthecardID,
cardtype,manufactureretc.

Juels,RivestandSzydlo[JRS03]proposeablockingtagapproachthatpreventsthereaderfrom connect-
ing with theRFID tag.Theirmethodcanalsobeusedasmalicioustool: In orderto disrupttheReader-to-Tag
communication,theirblockertagactuallyperformsadenial-of-serviceattackagainsttheRFID readerproto-
col by usingthe“Tree-WalkingSingulationAlgorithm” in theanti-collisionmechanism.JuelsandBrainard
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[JB04] proposea variant on the blocker conceptwhich involves software modi�cation to achieve a soft
blockingtag.

[Wei03]and[SWE02] offera“Hash-Lock”approachto low costRFIDdeviceswhichusea“lock/unlock”
mechanismtoprotectagainstretrieving theRFID ID number. In thesimplestscenario,whenthetagis locked
it is givenavalue(or meta-ID)y, andit is only unlockedby presentationof akey valuex suchthaty = h(x)
for astandardone-wayhashfunctionh.

[RCT05] describea portabledevice, calledan RFID Guardian,that is supposedto cover a whole in-
dividual's surrounding,to communicatewith the varioustagsin the person's possession,andprotectthe
personfrom potentiallyhostileRFID �elds. TheRFID Guardianis supposedto beableto cover a rangeof
1-2 meters,however, theauthorsdo not describetheRFID Guardianimplementation,andit is unclearhow
it overcomesthephysicallimitationsof theclaimedrange.

1.3 Contrib ution

In this studywe show that themodelingpredictionsof [KW05] arequiteaccurate.We managedto build a
portable,extended-rangeRFID skimmer, usingonly electronicshobbyistsuppliesandtools. Our skimmer
is ableto readISO-14443tagsfrom a distanceof � 25cm,usesa lightweight40cm-diametercopper-tube
antenna,is poweredby a12V battery—andrequiresabudgetof � $100.

Beyondvalidatingthetheoreticalmodeling,webelieve thatourdesign,implementationandtuningpro-
cessesareof independentinterest:Most circuit designsandapplicationnotesarewritten for well equipped
RF labs,andwe neededto modify themor designour own to meetour ridiculously low budget. In partic-
ular, our experienceshows that the standardRFID tuning process,describedin ISO 10373-6([ISO01], is
inappropriatefor hobbyistworkshops,andmaybemissingsomekey detailsthatarenecessaryto make it
work. Instead,wedescribeseveraltuningprocessesthatdowork reliably, evenin low-budgetenvironments.

We concludethat (a) ISO-14443RFID tagscanbeskimmedfrom a distancethatdoesnot requirethe
attacker to touchthevictim; (b) SimpleRFID tags,thatrespondto any reader, areimmediatelyvulnerableto
skimming;and(c) We areabouthalf-way towarda full-blown implementationof therelay-attackpredicted
by [KW05].

Organization: Section2 describesour skimmersystem's design.Section3 describesour construction
techniques.Section4 detailsthetuningmethodswe experimentedwith. Section5 describestheskimmer's
actualperformance,andweconcludewith Section6. Additionaldetailscanbefoundin anappendix.

2 SystemDesign

RFID systemsthatarebasedon theISO-14443standardoperatewith a13.56MHz centerfrequency, which
mandatesRF designmethods.The systemunits shouldbe matchedfor maximalpower transferandef�-
ciency, andthewholesystemshouldhaveanexcellentnoise�gure to improvethereceiving anddiscrimina-
tion circuitssensitivity, which in turnallowsa largereadrange.
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2.1 DesignParadigms

Our assumptionis that we areconstructingan ad-hocsystemfor attackpurposes,andmassproductionis
not involved.Thereforemodulardesignandperfectimplementationarenot themaindesigngoals.Instead,
we focusedonquick,simple,andcheapmethods.

Therearetwo designparadigmsthat canbe followed; the “normal” paradigmis to designall thesys-
tem sub-unitsto have a uniform 50 
 input andoutput impedance.The otherparadigmis to designand
implementaproprietaryRFsystem,with non-standardcharacteristics.

Theadvantagesof usingstandarddesignincludethevarietyof ready-to-usedesigns,applicationsnotes,
andtestequipment.Theresultingsystemis scalable,versatile,andmodular. However, theneedfor accurate
design,dealingwith accurate�lters and semiconductor's min-max parametersand ratings,stretchesthe
designandimplementationtime,andmaycauselongandtedioussystemtestingandtuning.

In contrast,designingaproprietary, non-standardinterfacesystemshassomepracticaladvantages.First,
accuracy is no longermandatory. Second,thesystemcanwork in its naturaloutputandinputcharacteristics
without theneedto adjustits interfacesto standardcharacteristics,thatmightneedextramatchingnetworks
andcomponents.In particular, someampli�er designshaveanoutputimpedancethatdiffersfrom 50
 , and
theirdesignatedantennas'impedanceis closerto theampli�er' s impedancethanto 50 
 . In thiscase,there
is nosenseto adjustbothampli�er outputandantennainput to 50 
 .

Sinceour goalwasto emulatea hacker, we choseto follow theproprietarydesignparadigm.We used
50 
 designswherethey suitedour needs,but we did not attemptto tuneall thesub-unitsprecisely. As we
shallsee,theresultswerequitesatisfactory, despitetheverybasicwork environmentandtools.

2.2 SystemUnits

Theskimmeris comprisedof 5 basicunits(seeFigure2): A reader, a power ampli�er, a receive buffer, an
antennaanda power supply. TheRFID readergeneratesall thenecessaryRF signalsaccordingto theISO
14443typeA protocol.Thesesignalsareampli�ed by thepowerampli�er to generatetheRF power which
is radiatedthroughtheloop antenna.Theloop antennaperformstheinteractionwith theISO 14443RFID
tag, andsensesthe load modulationsignals. Thesesignalsarebufferedby the Load ModulationReceive
Buffer and fed back to the readerdetectioninput. The Readercommunicateswith a hostsystemvia an
RS232serialinterface. Typically, thehostis a computer, however, it canalsobea smallmicro-controller
basedcard,with somenon-volatilememorythatcollectsandstoresskimmeddata.

Our main objective was to increasethe output power and antennasize as thesetwo factorsdirectly
in�uence thereadingrange.

2.3 The RFID Reader

The RFID readermodulewe usedwas the Texas Instrument(TI) S4100Multi-Function readermodule,
[TI03]. Themodulecanbepurchasedalonefor around$60,andtheTI website([TI05]) containssuf�cient
documentationfor designingandprogrammingthis module. The S4100modulehasa built in RF power
ampli�er that can drive approximately200 mW into a small antenna. The TI modulesupportsseveral
RFID standards.We focusedon theISO 14443TypeA standard,that is usedin contactlesssmartcardsand
E-passports.
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Figure2: ExtendedRangeRFID Skimmer.

In additionto thebasicS4100module,we purchasedtheRX-MFR-RLNK-00 TexasInstrumentMulti-
FunctionReaderevaluationkit. Theevaluationkit costs$650andcontainsa completeready-to-usereader,
which is built aroundthe S4100module. The kit includesa small built-in 8.5 cm loop antennaand is
assembledin a plasticbox. It is suppliedwith basicdemosoftware,varioustagsfor its supportedproto-
cols,documentationandreferences.Thekit hasanRS232serialport for interfacinga hostcomputer. We
measureda readingrangeof 6.5cmusingits built in antenna.

Althoughwe couldhave usedthe(dismantled)evaluationkit' s mainboardfor our experimentation,we
choseto build ourown baseboardto demonstratethatbuyingtheevaluationkit is notrequired.Wefollowed
the InterfaceCircuitry designsuggestedby TI ([TI03]), but omittedthe Low Frequency LED driver. We
couldhaveomittedtheRS232level shiftersanduseTTL levelsfor theserialportcommunication,however,
theskimmeris supposedto work neartheantenna,andto beexposedto strongandnoisyelectro-magnetic
�elds, thereforewe includedcommonRS232level shiftersin our baseboarddesign.This designrequiresa
5 voltspowersupply. SeeSection2.7for powersupplydesignanddescription.

2.4 Antennas

A necessaryconditionfor anincreasedrangeis a largerantenna.Theoreticalanalysis([Lee03]) shows that
for a desiredrange,r, theoptimalantennadiameteris � r. We wantedto demonstratea readingrangeof
25-30cm.

TI' s RFID Web site [TI04] suppliesan antennacookbookfor building variouskinds of antennasfor
differentreadingrangesandpurposes.As a�rst experiment,weusedaprintedPCB10� 15cmrectangular
antennadesignfoundin thecookbook.We laterusedit asa tuningaid for tuningthesystem,asdescribed
in Section4. Figure3 shows thePCBantenna'smatchingcircuit.

For our larger, highpowerantenna,weconstructeda39cmcoppertubeloopantenna.Thebasicdesign
for the loop antenna's matchingnetwork was taken from the PCB antenna(Figure3) , subjectto minor
changes:Speci�cally, theresonanceparallelcapacitorsC33andC34thatweremergedinto onecapacitorof
82pF, sincethecalculatedantenna's inductancewasaround1 � H.
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Figure3: ThePCBAntenna50 
 MatchingCircuit.
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Figure4: The13.56MHz PowerAmpli�er .

2.5 Power Ampli�er

We basedour power ampli�er on [Mel04], and modi�ed it to suit our unit's interface. The schemeof
the power ampli�er we designedappearsin Figure4. We interfacedthe power ampli�er directly to the
TI module's outputstageembeddedin the skimmerbaseboard. However, we did not matchimpedances
betweenthetwo sincewe did not have to transferpower to thepower ampli�er, but only drive its input for
biasingthepowerFETby asuf�cient voltageswing.

2.6 The Load Modulation ReceiveBuffer

TheTI S4100moduleis designedaroundtheS6700Multi-ProtocolTransceiver IC, anintegratedHF reader
systemthatcontainsall thehigh frequency circuitry comprisinganAnalogFrontEnd(AFE) thatdecodes
the ISO standardsprotocols.The S6700hasa Receiver input, which is directly connectedto the reader's
antenna.

This receiver input is unableto handlethevoltagelevels thataredevelopedon our large loop antenna:
During thesystemdevelopmentprocesswe measured184volts over theantennawith a supplyvoltageof
17.1volts. In orderto keepthereaderfrom potentialdamage,andstill deliver the loadmodulationsignals
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Figure5: TheLoadModulationReceivePathbuffer.

to the reader's receiver input, we hadto attenuatethe antennasignalsbeforefeedingthembackto the TI
module.A simpleresistorattenuationnetwork is not suitablesinceit dramaticallyin�uencestheantenna's
resonancecircuit quality factor, Q. Therefore,we choseto usean attenuatingbuffer (SeeFigure5). The
buffer wasdesignedusingahigh impedanceRFFET(T2 in Figure5), in orderto keeptheantenna'squality
factor as designed. The buffer was attachedto the antennaand to the TI modulevia a direct coupling
connection,in orderto reducethesignalphaseshifting to minimum. TheC21variablecapacitoris usedto
compensatefor theparasiticcapacitanceintroducedby theT2 FET.

2.7 The Power Supply

In orderto drive thelargeloopantenna,weneededto provideapowersupply.

For lab work, we useda stabilizedexternalpower supply. Notethat thebaseboardthatembedstheTI
modulecontainsavoltageregulator, thereforetheexternalpowersupplyunit doesnothave to beregulated.
Nevertheless,we useda regulatedpower supplyto reduceits noise�gure. Figure6 shows the regulation
and�ltering circuity whichweplacedon thebaseboardandon thepowerampli�er board.

Theroleof L52 in Figure6 is to maintaincleanandlow ripple levelson theDC supplyin orderto keep
a low noise�gure of the DC supplyvoltage. Sincethe DC supplyvoltagereachesall the internalchips
circuitry, having cleanDC voltageto the internalloadmodulationsignalsdetectioncircuitry canimprove
detectionrange.

To demonstratethe skimmer's mobility, we also operatedit using a Non-Spillable7 AH Zinc-Lead
rechargeablebatteryusedin homesecuritysystems.It hasa12voltsnominalvoltagelevel, is verycommon
andcanbe purchasedin any homesecuritysystemstore. An addedbonusof usinga non-switchedDC
powersupplyis thatit eliminatesany switchingnoise.
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Figure6: Powersupply�lter for thereaderbaseboardandthepowerampli�er.

3 SystemBuilding

3.1 Printing a PCB Antenna

Our �rst choicewasto build a homemade10� 15 cm PCBRFID antennawhich is fully speci�ed in theTI
antennacookbook.To demonstratethelow-techrequirements,we manufacturedthis antennain our hobby
workshop.AppendixA describesthePCBprintingprocess.

3.2 Building a Copper TubeLoop Antenna

TheTI cookbookdescribesadesignfor asquare40� 40cmcopper-tubeantenna,whichseemedappropriate.
However, we chosenot to constructit precisely, sincecheapcoppertube(for cookinggas)is soldpacked
in circular coils, andconstructingan antennawith a squareor rectangleshaperequiresstraighteningthe
tube,andrequiresadditional90 degreesmatchingadapters,which increasetheantenna's cost. Instead,we
designedourown circularantenna,whichhassimilar characteristicsto theTI cookbookantenna.

Webuilt theloopantennafrom 5/16inchcookinggascoppertube.Thetubeis tiedto asolidnon�e xible
woodentablet,in orderto maintainits shapeandto avoid inductancechangesundermechanicaldeformation
forces.

The loop antennaconstructionprocesswasbasicallymechanicalhandcraftwork, requiringno special
equipmentbeyondbasicamateur's electricaltools. Notethatcoppertubemustbesolderedusingat leasta
100-wattsblow torch.Figure7 shows the�nished coppertubeantennaandthePCBantenna.

3.3 Building the RFID BaseBoard

Accordingto theinterfacinginformationwefoundin theS4100moduledatasheet,wedesignedasmallPCB
baseboard,having theS4100moduleasaPiggyBack.

We manufacturedthe RFID baseboardPCB usinga differentmethodthanwe usedto make the PCB
antenna.For this board,we useda DeconDALO 33 Blue PCEtchprotectedink pento draw the leadson
theGlass-Epoxytablet.This techniqueallowedusto print thePCBduringany timeof day, without theneed
to wait for thesun.SeeFigure8 for apictureof thebaseboard.
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Figure7: Thecopper-tubeloopantennaandthePCBAntenna.

3.4 Building the Power Ampli�er

As we notedin Section2.5, thepower ampli�er designis basedon a Melexis applicationnote([Mel04]),
recall Figure4. We usedthe outputstageof the TI S4100readermodulein the baseboardto drive the
power ampli�er input. We did not investany effort in impedancematchingsincethepower ampli�er input
is voltagedriven. We manufacturedthePCBfor thepower ampli�er usingthesametechniqueasusedfor
thebaseboard,andwith thesamelow costDC ripple �lter (recallFigure6) to maintaina low noise�gure.

Beyond theMelexis design,empiricalresultsled us to connecta �lter comprisedof R2 andC4 at the
output(SeeFigure4). This �lter reducestheQ of theoutputimpedancematching�lter , enabling�ne tuning
of theoutputsignalphase.Wediscoveredthatthe�lter increasedthereadrangesigni�cantly.

The output voltageamplitudeof the power ampli�er variesdependingon the power supplyvoltage.
For instance,with a 17.1volts power supplywe measuredover 180volts on theresonancecircuit andthe
antenna. Therefore,ideally, high voltagerating capacitors,and high currentrating inductorsshouldbe
used.We usedregular, but easyto obtain,passivecomponents,andmanagedto burnquitea few duringour
experimentation.

3.5 Building the Load Modulation ReceivePath Buffer

As we mentionedbefore, the high voltageswing on an antennadriven by the power ampli�er must be
attenuatedin order to supply the correctsamplesof the RF received signal back to receive input of the
S4100module. Therefore,we neededto build thebuffer describedin Section2.6. We placedthebuffer's
circuitry on thesamePCBthathousedthepowerampli�er - seeFigure8.

Onechallengewe hadto dealwith is that theTI S4100moduleis designedto work with a low power
antenna,andincludesan attenuationresistorthat is suitablefor suchan antenna.In orderto provide our
(attenuated)signalsto the S4100,we had to solderthe buffer's output directly into the S4100module,
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Figure8: TheTI S4100modulemountedon our baseboardon the left, andthepower ampli�er boardon
theright.

bypassingtheoriginalattenuationresistor. Figure9 shows thebypass.

4 SystemTuning

A crucial implementationphaseis systemtuningandadjustment.Speci�cally, we have to tunethevarious
resonancecircuits andmatchingnetworks for maximalpower transfer. The only testequipmentwe used
throughouttheentireprojectwascheap60 MHz oscilloscope,thatany electronichobbyisthasin his work-
shop.Notethatwhile resonancefrequency canbetunedusinganoscilloscope,matchingtheantennato the
ampli�er requiresadifferentproceduresincebothamagnitudeandaphasemustbematched.

4.1 Standard Tuning Methods

Wesaythata tuningmethodis “standard”if it requiresa50 
 design.

The�rst andmoststraightforwardtuningmethodis to useanRF network analyzer. Amongits various
features,a network analyzercanmeasurethemagnitudeandphaseof a systeminput, allowing usto know
exactly what matchingnetwork to connectto this systemin order to matchit to the desiredimpedance.
In our case,a network analyzercanmeasurethe antennainput impedance,e.g.,its phaseandmagnitude,
which would enableus to calculatethe matchingcircuitry for 50 
 input impedance.In casewe already
have a matchingnetwork, theRF network analyzercanmeasurethereturnlossandlet us tunethesystem
to minimumreturnedpower. Unfortunately, anRF network analyzercostsover $10,000,well beyond the
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Figure9: Thedirectconnectionto theTI module,bypassingtheexistingattenuationresistor.

budgetof anamateur.

Another tuning methodis to measurethe VoltageStandingWave Ratio (VSWR), and to adjust the
antenna's impedanceto bebestmatchedto thedriving ampli�er outputstageby tuningthereturnedpower
to thedesiredvalue([Poz05]).ThismethodrequiresaVSWRmeter, whichcostsseveralhundredUS$:still
beyonda typical hobbyistbudget.A cheapway to measuretheVSWR (without a VSWR meter)is to use
directionalcouplers,that costbetween$20–$70,but their input andoutput impedanceis 50 
 , requiring
50 
 interfacesubsystemsdesign.Wehavenotattemptedthismethod.

Finally, onecan tune the systemusingan RF watt-meter, or an RF power meter. Theseinstruments
sensetheRF power andtranslatethesensor's measurementto a standardscale.Thesensorcanbebasedon
adiode,or onabolometer:anRFpowersensorwhoseoperationis basedonsensingpurelyresistiveelement
radiation.This methodis a second-order-effect tuningsinceit measurestheantennapower receptionrather
thantheactualdirectampli�er to antennamatching.This kind of equipmentcostsbetween$300(used)to
$600for asimplewatt-meter, includingthesensor, to about$3000for anRFpowermeterthatalsofeatures
aVSWRmeterandvariousotherRF measurementcapabilities.

4.1.1 The ISO 10373Tuning Method

Sincetuning the RFID receiver is a critical part of building sucha device, Annex B of the ISO 10373-6
standard([ISO01]) suggestsa tuning process.This processseemedattractive sinceit only calls for low-
costcomponentsandusesbasicoscilloscopecapabilities.Therefore,despitethe fact that ISO 10373is a
standard(50 
 ) tuningprocess,we investedasigni�cant effort into trying to useit. Ourexperienceleadsus
to concludethattheprocessis not veryeffective,at leastfor hobbyistsetups.

The ISO 10373-6testingcon�guration is basedon monitoringa phasedifferencebetweenthe signal
sourceandtheload.Themonitoringdeviceutilizesastandardoscilloscopefor displayingLissajous�gures
in XY displaymode,seeFigure10. If thetimeconstantof thereferencenetwork equalsthetimeconstantof
thenetwork formedby thecalibrationresistoralongwith theoscilloscopeY probe's parasiticcapacitance,
no phasedifferenceshouldbe monitored. If thereis a differencein the two time constants,therewill be
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Figure10: The ISO-10373setting—Matchingthe antennainput impedanceto 50 
 . In the �rst step,the
impedancematchingnetwork andtheantennaarereplacedwith 50 
 resistorto simulate50 
 load.

a phaseshift betweenthe two probesof theoscilloscope,andtheLissajous�gure shouldform anellipse,
whosemainaxisis ata45-degreeangle.The“f atness”of ellipseis relatedto thephasedifference:whenthe
systemis perfectlytuned,thereis nophasedifference,andtheLissajous�gure collapsesto astraightline.

[ISO01] hastwo steps.The�rst stepcalibratesthetestsetto eliminatetheoscilloscopeinput impedance
from in�uencing thetuningstep.In thisstep,theimpedancematchingnetwork andtheantennaof Figure10
arereplacedwith a50
 resistorto simulate50
 load.Thesecondstepis theactualantennatuningstep.In
this step,we replacethecalibrationresistorwith theantennacontainingthematchingcircuit, andtrim the
capacitorsuntil wemonitorthattheLissajous�gure is closed,indicatingazerophaseshift.

4.1.2 Problemswith ISO 10373

Despiteits apparentsimplicity, in practicewe discoveredthat the ISO 10373-6tuning processhasa few
problems.

The�rst thing to noteis thatthis tuningmethodrequiresa13.56MHz signalsource,with a50 
 output
impedance,thatcandeliverenoughpower to driveanantennasuchasourcoppertubeantenna.Weinvested
a signi�cant effort trying to build a cleanandaccuratesignalsource,but this turnedout to bedif�cult to do
in reasonabletime. Evenobtaininganaccurate13.56MHz crystalprovedto beproblematic—noneof the
electronicssupplierswe contactedcarriedsucha component.To bypassthis obstacle,we decidedto use
theTI S4100moduleitself asasignalsource—sinceit is matchedto 50 
 andcandrivesuf�cient power to
theantenna.Oncewe did this, we wereableto constructthe restof thecircuitry, andwe tried to tunethe
antenna.
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Unfortunately, in all possiblesettingsof theantenna's matchingcircuitry, we did not manageto getthe
expectedLissajous�gures. In somesettingswe got wavy �gures implying a non linear circuit working
point. In othersettingswedid notgetthe�gures centeredaroundthedesired45degreesslope.Worstof all,
we foundno correlationbetweenmoreclosedLissajous�gures andlongerreadranges(which we obtained
usingthemethodsof sections4.2and4.3.

To our frustration,we foundthatISO10373-6doesnot specifytheexactoscilloscopeVolt perDivision
setting.This level of detailmatterssincewearedealingwith very �ne tuning,andhumaneye,oscilloscope
line thicknessandhumanjudgmentin conjunctionwith parallaxerror, canleadto errors.We speculatethat
if majorRF labsindeedusethisstandardfor tuning,they probablyhavesomeadditional“secretsauce”that
�lls in themissingdetails.

Onepossiblereasonfor our dif�culties may be that we usedthe TI moduleasa signalsource. This
improvisationmay have insertedsomeundesiredharmonicsdue to the sidebandsin the downlink signal
spectrum,interferingwith thetuningprocess.Sincethemethodsdescribedin Section4.3wereeffective,we
did notpursuethis further.

4.2 Non-StandardTuning Methods

Insteadof thestandard50 
 tuningmethods,we usedthefollowing two non-standardmethods.We found
thatthey bothwork reliably, andgivesatisfactoryresults.

Onetuningmethodincludessensingthereceptionpowerusingasmallloopantennaasasensor, leading
its receptive power to a home-madeRF power meter. The RF power metercanbe an AM demodulator,
whoseDC level is proportionalto thereceivedRF power, or a home-madebolometer—we choseto usethe
latter.

Theothernon-standardmethodis atrial-and-erroriterativeprocessof readinganRFID tagat increasing
distances,while tuningthematchingcircuitry, until amaximalrangeis reached.

4.3 Tuning Methods that Worked

Theantennahastwo tuningsteps.The�rst is tuningtheresonancefrequency by trimmingcapacitorC35in
Figure3. Thesecondstepis tuningtheseriescapacitorC32in Figure3 to achieve maximalpower transfer
to theantenna.For tuningtheresonancecircuit we usedthepower ampli�er' s outputsignal,drivenby the
readerbaseboardto tunecenterresonancefrequency.

Then,for tuning the entiresystem,we usedthe iterationsmethoddescribedearlier. For this we used
a Philips Mif areStandardIC tag. Initially, we locatedthe tag at the basicrangeaccordingto the RFID
standard,and tunedthe seriesantennanetwork capacitorC32 to someinitial tag read. When an initial
readingis observed,we know that the �nal positionof C32 is nearthepositionof the initial readout.We
graduallyincreasethe power supply, and eachtime adjustthe variouscapacitorsto get a stablereading
range,while increasingthedistancebetweenthetagandtheantenna.To hold thetagat a �x eddistancewe
usednon-ferromagneticobjects:mostof the time we useda stackof disposableplasticcups,andfor �ne
rangemeasurementswe useda smallsupplyof 1-2mmthick beercoasters,seeFigure12. We stoppedat a
19 volts power supplysincethemaximumsemiconductorratingswerereached.Surprisingly, thevariable
capacitorssurvivedthehighswingvoltage,whichwasmorethan180Volts.
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Figure11: Homemadebolometerusinga resistorandagluedthermistor.

During theiterations,a secondarysourceof tuninginformationwasthesoundlevel from thecomputer
speakers.Weturnedthespeakersto theirmaximumvolumewhile wetunedtheantennamatchingcapacitor:
Thetuningprocesscausedthespeakersto hum,andtheir loudnessgaveanideahow closeweareto the�nal
matching.

Onedisadvantageof this iterative methodis its sensitivity to differenttags:Sometagsgave largerread
rangesthanothers.On theotherhand,theprocessis simpleandquick: It tookusapproximately10minutes
to tunethesystemto maximalperformance.

A secondtuningmethodthatworkedwasbasedon a bolometer. We placedour smallerPCB antenna
in the magnetic�eld producedby the large loop antenna,andmeasuredchangesin the RF power it was
exposedto. Insteadof purchasingan expensive industrialRF watt-meteror bolometer, we built our own:
Weattacheda100K
 thermistorto a50
 resistorusingsuperglue.To improvethebolometerperformance,
weincreasedits thermalconductivity by usingasiliconthermalgreasearoundtheattachingsurfacebetween
theresistorandthethermistor, seeFigure11. To keepit isolatedfrom ambienttemperature,wethencovered
it with asmallpieceof isolatingPVCsleeve,usedfor thermalisolationof copperhotwaterpipes.Notethat
our bolometeris not calibratedto any standardunits— but this is unimportantsinceall we careaboutis to
reachamaximumvalue;wedonotneedto quantifythelevel of receivedRFpower.

Using a binary search,while examining the amplitudeover the antennaandreadingthe bolometer's
resistance-temperature,we tunedthematchingcapacitoruntil we observedthemaximumtemperature.The
resultswereaccurate,andwereachedthesame�nal positionof C32thatwemarkedat theendof iterations
tuningprocess.This tuningmethodis independentof a particulartag—but it is slower, sinceit takes� 15
secondsper settingfor the thermistorto adjustto a new temperatureand for the bolometer's readingto
stabilize.
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Figure12: Theantennatuningprocess.Notethetagplacedoverastackof plasticcupsandbeercoastersin
thecenterof theantenna.Thepowerampli�er is markedasitem 1, thereaderbaseboardis markedasitem
2 andthebatteryis markedasitem3.

4.4 MiscellaneousTuning Tips

4.4.1 StrongMagnetic Fields

Notethattheantenna's magnetic�eld is sostrongthat it crashedoneof thelab's computerseventhoughit
wasapproximately1 meteraway. Wehadto formatthediskandre-installtheOSandall applications.

4.4.2 Power Ampli®er Tuning

Thepowerampli�er hasasimpletuningprocedure.First,positionthetheC3capacitorat its mid-point,and
geta �rst readoutfrom thetag.Thentunetheantennaasdescribedbefore.Finally, aftertuningtheantenna
to maximalpowermatching,�ne-tune C3andattemptto increasethereadrangefurther.

4.4.3 The Effect of a Battery Power Supply

During our lab work we useda linearstabilizedpower supply. We assumedthatoncewe attachour system
to abatterythereadingrangewill grow becausethebatterydeliverscleanandripple freevoltage.However,
in practice,we got only few millimetersimprovement,if any. We believe thatour linearpower supplyhas
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Figure13: Skimmerread-rangeresultswith the referencekit antenna,PCB antenna,andthe coppertube
loopantenna,with andwithout thepowerampli�er.

quitea low noise�gure soit gaveussimilar rangesto thoseachievedusingabattery.

4.4.4 Surrounding Metal Objects

While tuningtheantenna,careshouldbetakento remove any metalobjectsneartheantenna.Re�ections,
groundedmetalsurfaces,andmetalobjectpermeabilitycanin�uence theantenna'smagnetic�elds, leading
to erroneousresults.Even the humanhandscanin�uence the tuning results.To overcomethesekindsof
problems,weusedonly nonferromagneticaccessories,likeaplastictablefor laying theantenna,awooden
stickwith theRFID tagattachedto its edgefor coarserangemeasurement,andplasticcupsandcoastersfor
�ne rangemeasurement.

5 Results

5.1 AchievedReadRanges

Our referencesystemwastheRX-MFR-RLNK-00 TexasInstrumentMulti-FunctionReaderevaluationkit.
The evaluationkit embedsthe TI modulewe used,andcomeswith small 8.5 cm diameterroundantenna
directlyconnectedto themodule'soutput[TI05]. Thebasicread-rangeof theevaluationkit was6.5cm.

We �rst connectedour 10� 15 cm PCBantennato theevaluationkit, without thepower ampli�er. This
alonegave a rangeincreaseof 30%,to around8.5cm. Attachingthebig loop antennato theevaluationkit
gaveno resultssincethekit generatesonly 200mW outputpower thatis insuf�cient to drive theantenna.

Usingthepowerampli�er wereachedmuchlargerranges(seeFigure13). With thelinearpowersupply
providing 14.58volts, we wereableto readthe tagat a rangeof 17.3cm usingthePCBantenna,andat a
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Figure14: Thepredictedread-rangeversustheantennacurrentfrom [KW05]. Thestarindicatesourempir-
ical results.

rangeof 25.2cm usingthecoppertubeantenna.With a 12-volt batterywe reacheda readingrangeof 23.2
cm usingthecoppertubeantennaand16.9cm usingthePCBantenna.Notethat this typeof battery, upon
recharging, cansupplymorethanits nominalvoltage: we measuredthat it supplied13.8volts during the
aboveexperiments.

We observed that increasingthe power supplyvoltagedid not alwayscausea rangeincrease:Higher
power levelssometimescausedlower reception.This is in line with thepredictionsof [KW05]. Thereason
is thatthedistortioninsertsharmonicsthatinterferewith thedetectionof thesidebandsthatareabout60 to
80dB underthe13.56MHz carrierpower. Wefoundthattheoptimalpowersupplyvoltagefor ourantennas
wasaround14.6volts.

5.2 Comparisonwith the Theoretical Predictions

We measureda 170mADC supplycurrentto thepower ampli�er whenusingthethecoppertubeantenna.
Thecombinationof thiscurrentvalueandareadrangeof 25cmmatchthepredictionsof [KW05] verywell:
Thegraphshown in Figure14 is from [KW05], andthestarindicatesour empiricalresultson thepredicted
curve.

We believe thatusinghigh ratingcomponentsandmorepowerful RF testequipment,we canreachthe
roadmapalongthetheoreticalcurve. Thiswill bedonein laterwork.

5.3 SystemCost

Ignoring the time andcostof labor, the systemcost is ridiculously low. The mostexpensive item in the
systemis the TI module,which costsaround$60. All the othercomponents,the materialsfor the PCBs,
andthe itemsneededfor building the loop antenna,togethercostat most$40-$50,giving a total costof
$100-$110.
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6 Conclusions

In thiswork wehaveshown how to build aportable,extended-rangeRFID skimmer. Ourskimmeris ableto
readISO-14443tagsfrom a distanceof � 25cm,usesa lightweight40cm-diametercopper-tubeantenna,is
poweredby a 12V battery—andrequiresa budgetof � $100.We wereableto build andtunetheskimmer
usingonly electronicshobbyistsuppliesandtools.By doingthiswehaveprovedthreethings:First,wehave
validatedthebasicconceptof anRFID “Leech” andthemodelingandsimulationwork of [KW05]. Second,
wehavedemonstratedthatISO-14443RFID tagscanbeskimmedfrom aarangethatis 3-5timelargerthan
thenominalrange,andmoreimportantly, is adistancethatdoesnot requiretheattacker to touchthevictim.
This lastobservationcanmake a noticeabledifferencein theattacker's modeof operation.Finally, we are
abouthalf-way towarda full-blown implementationof a relay-attackof [KW05].

Ourwork impliesthatsimpleRFID tags,thatrespondto any reader, areimmediatelyvulnerableto skim-
ming. Therefore,at thevery least,RFID tags,andin particularE-passports,shouldincorporateadditional
controlsthatpreventthetagfrom beingreadsurreptitiously:e.g.,physicalshieldinginsidea Faradaycage,
andcryptographicapplication-level accesscontrolsthatrequirethereaderto authenticateitself to thetag.

However, in isolation,cryptographiccontrolscanonly protectagainstskimming—they cannotprotect
againsta relay attack. To protectagainsta relay attack,the RFID tag mustbe equippedwith additional
physicalcontrolssuchasanactuator, or anopticalbarcodephysically printedon thepassportjacket: these
helpensurethatthereaderis in factreadingthetagthatis presentedto it andnotsomeremotevictim tag.
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A Printing the PCB antenna

ThePCBantennawasmadeusingPCBprintingmaterialsandhobbyistequipmentaslistedbelow:

� Raw PCBGlass-Epoxytabletsize20x25cm- price$5

� Photoresist,Positiveprocess- $27

� FerricChloride- $9

� SodaCaustic- $9

� Pieceof glass,size18x23cmfor standardphotoframe- $1

� 1 A4 Pergamentpaper- 20cents

� Blackalcoholbasednonerasablewaterproofpen- $1.25

� Acetone- $4

� Rubbergloves,canbeboughtin aDollar Store- $1

The cookbookcontainsa completedescription,including a print layout andelectroniccircuitry (See
[TI04] pages21-22).

The processof making the PCB antennais identical to the processof making any PCB. Note that
positive photo-resistPCB printing requiresa positive layout �lm. Sincemakinga celluloid �lm requires
photographicequipment,weusedthemorecommonmaterials.

We �rst printedtheantennaPCBlayouton thepergamentpaperusinganink injectionprintersetup as
follows:

- Print quality - bestpapersetting

- Transparency �lm - othertransparency �lm

- Color - Print in grayscale- blackonly

- ChecktheGUI checkbox for “Actual size”

- Ink Volume- Heavy

The following instructionsguideyou throughtheantennamanufacturingprocess.Wearrubbergloves
andprotecteye glassessinceFerricChlorideacid is a very strongandharmfulmaterial,andcontactwith
humaneyescausessevereinjury.

1. Cover the largeareasof the ink with thewaterproof pento avoid any penetratinglight throughthe
pergamentpaper.
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2. Preparetheraw PCBGlass-Epoxytabletfor exposureby thoroughlycleaningit from dustanddirt. A
cleansurfaceis crucialto avoid PCBprinting �a ws.

3. Dry thetabletin anovenata temperaturearound70Celsiusdegrees.

4. Thoroughlycleantheglassagainstspotsanddust.

5. In adarkroom,spraya thin layerof PositivePhotoResiston thePCBtablet,anddry it in theovenat
70Celsiusdegreesfor about20minutes.

6. Makea7%SodaCausticsolutionwith water.

7. Put the pergamentprintedlayoutover the PCB tabletin the correctdirection(be awareof the Print
Side(PS)andComponentSide(CS)).

8. Puttheglasson thepergamentpaperandhold themtogethertightly.

9. Exposethe“sandwich”to bright sunlightfor 4 to 6 minutes.

10. Removetheglassandpergamentpaper, andinserttheexposedPCBinto theSodaCausticsolutionfor
about20minutesuntil all thephoto-resistthatwasexposedto thesunis removed.

11. ThoroughlywashthePCBwith water. Beextracarefulnot to scratchthephoto-resistprintedleads.

12. Make a 25 CelsiusdegreesFerricChloridesolution,andinsertthePCBuntil theexposedcopperis
fully etched.ThePCBshouldbe rapidly shakenwithin theacid,otherwisetheetchingprocesswill
take a long time. Shakingit will shortenthe etchingprocessto around45 minutes. An aquarium
pumpis aneffectiveandcheapway to stir theacid.

13. WashthePCBthoroughlywith water, dry it, andusetheAcetoneto remove thephoto-resistfrom the
antenna's copperleads.We still hadfew small �a ws left dueto strongetching,thereforewe covered
thewholeantennascopperleadswith tin.

The50
 impedancematchingnetwork weresolderedaccordingto TI Antennacookbook,seeFigure3, and
weusedaBNC connectorsinsteadof SMA to reducecost.At thispoint, theantennais readyfor tuningand
use.

In countrieslackingsunny daysfor longmonths,onecanconsiderscreenprinting technologyfor print-
ing thePCBantenna.This techniquerequiressomebackgroundknowledgeandsomepracticalexperience.
Thebasicmaterialscostsaround$150dollars,andafterfew attempts,anaveragehandymancanhandlethe
taskquiteeasily. We have not tried thescreenprinting astheprocesswe describedworkedsuccessfullyfor
us.
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