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Abstract. MD4 is a cryptographic hash function introduced in 1990 by Rivest. After
MD4 was proposed, several hash functions such as MD5, HAVAL, RIPEMD, RIPEMD-
160, SHA-1 and SHA-256 were designed based on the MD4 structure. In this paper,
we cryptanalyze the compression functions of MD4, MD5 and 4-, 5-pass HAVAL in en-
cryption modes. We exploit the recently proposed related-key rectangle and boomerang
techniques to show non-randomness of MD4, MD5 and 4-, 5-pass HAVAL and to dis-
tinguish them from a randomly chosen cipher. The attacks are highly practical and
have been confirmed by our experiments.

1 Introduction

Hash functions are an important type of cryptographic algorithms and are widely
used in cryptography such as digital signature, data authentication, e-cash and many
other applications. Hash functions are at work in the millions of transactions that take
place on the internet every day. The purpose of the use of hash functions in many
cryptographic protocols is to ensure their security as well as improve their efficiency.
The most widely used hash functions are dedicated hash functions such as MD5 [14]
and SHA-1 [24], which follow the design principle of MD4.

MD4 [13] is a cryptographic hash function introduced in 1990 by Rivest. It uses
basic arithmetic operations and several Boolean functions which are suitable for fast
software implementations on 32-bit processors. After MD4 was published, several
hash functions based on the design philosophy of MD4 have been proposed: MD5
[14], HAVAL [22], RIPEMD [23], RIPEMD-160 [5], SHA-1 [24], SHA-256 [25], etc.

In 2004 and 2005 several important cryptanalytic articles [1,2,17-20] have been
published that demonstrate collisions for the MD4-family of hash functions. Espe-
cially, a “precise” differential attack proposed by Wang et al. enables us to greatly
improve previous known collision attacks of MD4, MD5, HAVAL, RIPEMD, SHA-0
and SHA-1 [17-20].

* This work was supported in part by the Concerted Research Action (GOA) Ambiorics 2005/11 of
the Flemish Government and by the European Commission through the IST Programme under
Contract IST2002507932 ECRYPT and in part by the MIC(Ministry of Information and Com-
munication), Korea, under the ITRC(Information Technology Research Center) support program
supervised by the IITA (Institute of Information Technology Assessment).

** The first author was financed by a Ph.D. grant of the Katholieke Universiteit Leuven and supported
by the Korea Research Foundation Grant funded by the Korean Government(MOEHRD) (KRF-
2005-213-D00077).



Table 1. Distinguishing Attacks of Encryption Modes of MD4, MD5 and HAVAL

Primitive Type of Number of Data Number of  Paper
Attack Source Keys Complexity Weak Keys
MD4 R 2 269RK-CP . This paper
Bf 2 218RK-CP/218RK-ACC . This paper
Bf 2 2RK-CP/2RK-ACC 2320 This paper
R 4 269RK-CP . This paper
Bf 4 26RK-CP/2°RK-ACC . This paper
Bf 4 2RK-CP/2RK-ACC 2384 Thig paper
MD5 D 1 250CP . [15]
R 2 2102.8RK-CP . This paper
B 2 280.6RK-CP/278:6RK-ACC . This paper
Bf 2 12RK-CP/12RK-ACC 296 This paper
R 4 271.1RK-CP . This paper
Bf 4 213 6RK-CP/2'1SRK-ACC . This paper
Bf 4 6RK-CP/6RK-ACC 2352 This paper
HAVAL D 1 2127CP . [21]
(4 passes) R 2 2148 5RK-CP . This paper
Bf 2 237 9RK-CP/235-9RK-ACC . This paper
Bf 2 2123RK-CP/2'23RK-ACC 2576  This paper
R 4 2133RK-CP . This paper
Bf 4 211.6RK-CP/22 6 RK-ACC . This paper
Bf 4 32RK-CP/32RK-ACC 2896 Thig paper
HAVAL D 1 2170CPp . [21]
(5 passes) R 2 2188.6RK-CP . This paper
B 2 2127T9RK-CP/2125-9RK-ACC . This paper
R 4 2158-5RK-CP . This paper
B 4 263RK-CP /261 RK-ACC . This paper

T: the attack can be implemented in a real time

D: Differential, B: Boomerang, R: Rectangle

RK: Related-Key, CP: Chosen Plaintexts, ACC: Adaptively Chosen Ciphertexts
Time complexity is the same as the amount of data complexity

There have been also several cryptanalytic articles that investigate non-randomness
of the compression functions of MD5, HAVAL, SHA-1 and SHA-256 in encryption
mode. The encryption modes of SHA-1 and SHA-256 have been proposed in the
NESSIE project, which are called SHACAL-1 and SHACAL-2 [7], respectively. For
the encryption modes of SHA-1 and SHA-256, the security has been checked against
various block cipher cryptanalyses [3,6,8-12, 15, 16], while differential cryptanalysis
has been applied to the encryption modes of MD5 and HAVAL [15, 21].

In this paper, we check the security of encryption modes of MD4, MD5 and HAVAL
against the recently proposed related-key rectangle and boomerang attacks [4,9, 10,
12], and we compare our results with the previous ones in terms of distinguishing
attacks. Especially, we can distinguish the encryption modes of MD4, MD5 and 4-pass
HAVAL from a randomly chosen cipher in practice by using a related-key boomerang
attack. Furthermore, we can distinguish them more efficiently for a large class of weak
keys (i.e., special subset of messages in hash mode). See Table 1 for a summary of
our results and a comparison with the previous attacks.

The outline of this paper is as follows: in Sect. 2, we give a brief description of
MD4, MD5 and HAVAL. In Sect. 3, we describe the methods of related-key rectangle
and boomerang attacks. Section 4 presents our related-key rectangle and boomerang
attacks on encryption modes of MD4, MD5 and HAVAL. We conclude in Sect. 5.



2 Description of MD4, MD5 and HAVAL

The MD4, MD5 and HAVAL hash functions are message digest algorithms which
compress any arbitrary-bit length message into a hash value with a small and fixed
bit-length. These hash functions are performed based on the well-known Davies-Meyer
construction, which is described as follows. Before applying the hash function to a mes-
sage M of arbitrary bit-length, it is divided into /-bit sub-messages Mg, My, -+, M, _1,
where [ is specified. Then the ¢-bit hash value I,, for the message M is computed as
follows:

Ip=1V; I, = COIII(IZ',MZ') = E(IZ,Ml) + 1I; for 0<i<n, (1)

where IV is a t-bit fixed initial value, com is a compression function and E is an
iterative step function. In MD4, MD5 and HAVAL, the function F is composed of
3, 4 or 5 passes and in each pass there are 16 or 32 steps that use only simple
basic operations and Boolean functions on 32-bit words. The ¢-bit input I; is loaded
into ¢/32 32-bit registers denoted (A%, BY,---) and the I-bit message block is divided
into 1/32 32-bit words denoted (X° X' ... X!/32) The ¢/32 registers are updated
through a number of steps. In each pass, every message word X* is used exactly once
in a specified order, and a fixed Boolean function f and 32-bit constants C'tr are used.

Table 2 shows the parameters of MD4, MD5 and HAVAL, and Fig. 1 shows the
r-th step of MD4, MD5 and HAVAL. In Fig. 1, the rotation amount s” is specified.
See [13, 14, 22] for details.

Encryption Modes of MD4, MD5 and HAVAL: Each of the steps described in
Fig. 1 is an invertible function for each message word X". Hence, if we insert a secret
key in the message part of M; and a plaintext in the chaining value part of I;, we get
an invertible function from a compression function by removing the final addition with
the previous chaining value. That is, E(I;, M;) of Eq. (1) can be used in encryption
mode E(P, K), where P is a plaintext and K is a secret key. Therefore, according to
Table 2, the encryption modes of MD4 and MD5 are 128-bit block ciphers with 512-
bit keys and with 48 and 64 rounds, respectively, and the encryption mode of HAVAL
is a 256-bit block cipher with 1024-bit keys and with 96, 128 or 160 round. In the
encryption modes of MD4, MD5 and HAVAL, we use the terminology rounds instead
of steps and we use the notation P and K for a plaintext and a key, respectively.

Table 2. Parameters of MD4, MD5 and HAVAL

Hash Bit-Length of Bit-Length of # of  # of Steps Total # of
Functions|Message Block (I) Hash Value (t) Passes in a Pass Steps

MD4 512 128 3 16 48

MD5 512 128 4 16 64
HAVAL 1024 256 3,4 or 5 32 96, 128 or 160

3 Related-Key Rectangle and Boomerang Attacks

Related-key rectangle and boomerang attacks were presented in several papers [4,
9,10, 12]. They exploit related-key rectangle and boomerang distinguishers based on
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2, 4 or 256 related keys. In this paper, we use related-key rectangle and boomerang
distinguishers based on 2 or 4 related keys.

The following notations are used to facilitate the descriptions of related-key rect-
angle and boomerang distinguishers.

— E:{0,1}* x {0,1}™ — {0,1}" : a block cipher that uses {0,1}* and {0,1}" as
key space and plaintext/ciphertext space, respectively.

— E=FE'0E° (ie.,, Ex(P) = EL 0o E%(P)) : E is composed of E° and E' (E first
performs E° and then E'), where K is a master key and P is a plaintext.

— p(a, B, AK) : a probability of a related-key differential o« — § for E° under the
related-key difference AK, i.e., p(a, B, AK) = Prx g [E% (X)® E)g (X ®a) =
B]. Note that this is same as a probability of a related-key differential 5 — « for
(E°)~! under the related-key difference AK.

— q(v,6, AK) : a probability of a related-key differential ¥ — d for E' under the
related-key difference AK, i.e., ¢(7,6, AK) = Prx x[Ep(X) ® Ejpix (X ®7) =
d]. Note that this is same as a probability of a related-key differential § —  for
(EY)~! under the related-key difference AK.

— p(D, B, AK) : a probability of a related-key truncated differential § — o for
(E°)~! under the related-key difference AK, where D is a nonempty set and
o € D, ie., p(D,B,AK) = Prx g[(E%)"H(X) & (E%@AK)*l(X ® p) € D].

— q(v,D, AK) : a probability of a related-key truncated differential y — ¢’ for E!
under the related-key difference AK, where D is a nonempty set and ¢’ € D, i.e.,
Q(77D7AK) = PrX,K[E}((X) @E}(GBAK(X @7) S D]

We first describe a related-key rectangle distinguisher based on two related keys.
The related-key rectangle distinguisher works in the following process (refer to Fig. 2).

— Choose two plaintexts Py and P at random and compute two other plaintexts
Py =P ®aand P, = P ®a.

— With a chosen plaintext attack, obtain the corresponding ciphertexts Cy = Ex (FP),
Cy = Ex(P1), Cf = Eg~(Fy) and Cf = Eg«(Pf), where K @ K* = AK.

— Check if Co @ Cf, Cy @ C) € D.

What is the probability that the ciphertext quartet satisfies the last D test? The
probability is computed as follows. Let Xy, X;, Xj and X| denote the encrypted
values of Py, Py, P{ and P} under E°, respectively. Then the probabilities that Xy @
X§ =pand X10X| = (' are p(a, 8, AK) and p(«, 8, AK), respectively. In the above
process we randomly choose two plaintexts Py and P and thus we expect Xo®X| =y
with probability 27". Therefore, for any S, ' and v, Xo® X} = 8, X1 ® X] = /' and
Xo @ X} = (as in these cases Xfd X, = (Xo®p)d (Xfdp) =88 &) hold
with probability p(«, 8, AK)-p(a, ', AK)-27". Since the probabilities of related-key
truncated differentials v — 6(€ D) and B B'@y — §'(€ D) for E' under related-key
difference AK are q(v,D,AK) and q(y & 8 ® ', D, AK), the probability that the
last D test in the above process is satisfied equals

PT[REC_z] = Z p(avﬁvAK) 'p(Oé,IBI,AK) 27" q(fY?DvAK) q(’)’@ﬁ@lgl,D,AK)
BBy

On the other hand, for a random cipher, the D test holds with probability
|D|? - 272" and thus if the above probability is larger than |D|? - 272" for any triple
(o, D, AK), the related-key rectangle distinguisher based on two related keys can be
used to distinguish £ from a random cipher.



How many plaintext pairs are required to get at least two ciphertext quartets
(this amount of quartets will be used in our attacks) that satisfy the D test? If
the number of plaintext pairs (P;, P¥) we collect is m, we can generate m? - 27!
quartets and thus we have at least m? - 27! - Pr[REC—2] ciphertext quartets which
satisfy the D test. Therefore, in order to get at least 2 such quartets we need about
4 - (Pr[REC—2])~'/? chosen plaintext queries. It means that the number of required
plaintexts to use this distinguisher is at least 2n/2 However, under an adaptive chosen
plaintext and ciphertext attack we can make a related-key boomerang distinguisher
which can remove the factor 2"/2 in the data requirement. The related-key boomerang
distinguisher based on two related keys works as follows (refer to Fig. 2).

— Choose two plaintexts Py and FPj such that Py @ Py = «, and obtain the corre-
sponding ciphertexts Cyp = Ex (FPy) and C§ = Ek~+(F§), where K @ K* = AK.

— Compute other two ciphertexts C; = Cj @ 0 and Cf = Cy @ ¢, and obtain the
corresponding plaintexts Py = B! (Cy) and Pf = E¢L(CY).

— Check P, @ P} € D.

(6,0" € D) (o/ € D)

Fig. 2. Related-Key Rectangle Distinguisher (Left) and Related-Key Boomerang Distinguisher
(Right) Based on Two Related Keys

Similarly, we can check the probability that the last o test is satisfied. The prob-
ability that Xo @ X = g is p(«, 8, AK) (in the encryption direction) and the prob-
abilities that X5 & X; = v and Xy @ X] = 4 are ¢(v,9, AK) and ¢(v',0, AK) (in
the decryption direction), respectively. Therefore, for any 3, v and v/, Xo & X} = £,
Xi@® X, =vand Xo® X; =+ (as in these cases X1 ® X} = (Xi @)@ (XoDy) =
v @« @ ) hold with probability p(«, 8, AK) - q(v,9, AK) - q(v', 9, AK). Since the
probability of related-key truncated differential v ® 7' @ 8 — o/(€ D) for (E°)~!
under related-key difference AK is p(D,vy®~' @ 3, AK), the probability that satisfies
the last D test in the above process is

Pr[BOO-2] = Y pla, B, AK) - q(v,6, AK) - q(7, 6, AK) - p(D,f @y &, AK).

!

Byvsy
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Fig. 3. Related-Key Rectangle Distinguisher (Left) and Related-Key Boomerang Distinguisher
(Right) Based on Four Related Keys

Since for a random cipher, the D test holds with probability |D|-27", Pr[BOO—
2] > |D|- 27" must hold for the related-key boomerang distinguisher to work. More-
over, 2 - (Pr[BOO—-2])~! chosen plaintext pairs and 2 - (Pr[BOO—2])~! adaptively
chosen ciphertext pairs produce at least 2 quartets that satisfy the D test.

Related-key rectangle and boomerang distinguishers based on four related keys are
the same as the previous distinguishers except for using four related keys K, K*, K’
and K'* such that K ® K* = K' # K* = AK and K @ K' = K*® K'* = AK'
(see Fig. 3). Similarly, we can calculate the probabilities of related-key rectangle
and boomerang distinguishers and the required data complexity. For a related-key
rectangle distinguisher, the probability is

Pr[REC—4] = > p(e, B, AK) - p(a, B, AK) - 27" - q(y,D, AK") - q(y® B @ ', D, AK") .
B.8" v

If the number of plaintext pairs (P, P¥) and (P, P,*) we collect is m, respectively,
we can generate m? quartets and thus we have at least m? - Pr[REC—4] ciphertext
quartets which satisfy the D test. Therefore, in order to get at least 2 such quartets
we need about 4 - (Pr[REC—4])~'/2 - 21/2 chosen plaintext queries.

For a related-key boomerang distinguisher, the probability® is

Pr(BOO—-4] = Y p(a,8,AK) - q(7,6,AK") - q(+',6, AK') - p(D, 8 & v &', AK).
By

So the data requirement to generate at least two good quartets is about 2- (Pr[BOO—
4])~! chosen plaintext pairs and 2-(Pr[BOO-4])~! adaptively chosen ciphertext pairs.
Table 3 summarizes probabilities of related-key rectangle and boomerang dis-
tinguishers and the required data complexity, which is useful to calculate our data
complexity of Table 1.
! If the set D has a single element o in Pr[BOO-4] and the set D has a single element § in Pr[REC],

it holds PrlREC—4] = 27" - Pr[BOO—4]. This relationship also holds between Pr[BOO-2] and
Pr[REC-2]. We use these relationships to estimate Pr[REC—2] and Pr[REC—4] in our attacks.



Table 3. Probabilities and Data Requirements for Related-Key Rectangle and Boomerang Distinguishers

Distinguisher Probability Data Complexity for
Generating Two Good Quartets
2-Key Rectangle Pr[REC-2] 22 . (Pr[REC-2])~1/? RK-CP
4-Key Rectangle Pr[REC—4] 225 . (Pr[REC—4])~1/2 RK-CP
2-Key Boomerang|  Pr[BOO-2] 22 . (Pr[BOO-2])~! RK-CP/22 . (Pr[BOO-2])~! RK-ACC
4-Key Boomerang|  Pr[BOO—4] 22 . (Pr[BOO-4])~! RK-CP/22 . (Pr[BOO—4])~! RK-ACC

4 Related-Key Rectangle and Boomerang Attacks on Encryption
Modes of MD4, MD5 and HAVAL

In this section, we present related-key rectangle and boomerang attacks on the en-
cryption modes of MD4, MD5 and HAVAL. First, we present related-key rectangle
and boomerang distinguishers of MD4 and show how to use them to distinguish MD4
from a random cipher. Second, we apply related-key rectangle and boomerang attacks
to MD5 and HAVAL.

4.1 Cryptanalysis of MD4

In MD4 the message expansion algorithm is a linear function in each pass every
message word is used exactly once in a specified order. It means that in the encryption
mode of MD4 the key scheduling algorithm is the same linear function of the message
expansion algorithm of MD4. We exploit the simple linear key scheduling algorithm
in our distinguishers. The main idea behind our constructions of related-key rectangle
and boomerang distinguishers based on two related keys is to give a difference in one
key word whose interval between the first and third passes is as wide as possible.
Let the round numbers involved in such a key word in the three passes be r1,ro and
r3. Then we can make probability-one differentials for rounds 71 ~ 7} and 7} ~ r3
by giving appropriate differences « and -y, respectively, where 74 is a certain number
between r1 and ry. Therefore, in order to find distinguishers with high probablilities
we should find one key word for which the interval of | ~ r3 is as wide as possible.

In our observation giving a difference in the 3-rd key word provides the best
probabilities to our distinguishers, which are described as follows. In MD4 there exist
a related-key differential characteristic (0, es1,0,0)—(0,0,0,0) for rounds 0 ~ 27 with
probability 272 (denoted p) and a related-key differential characteristic (e3;,0,0,0) —
(€2, €5,17,26,28, €13,22, €11) for rounds 28 ~ 47 with probability 277 (denoted ¢) under
key difference AK = (0,0,0, AK? = e3,0,---,0), where e; represents a 32-bit word
that has 0's in all bit positions except for bit 7 and e;, ... ;, represents e;, ®---@e;, (in
our notation the right most bit is referred to as the 0-th bit, i.e., the least significant
bit). See Table 4 for more details. The notation used in Table 4 is essential in our
distinguishing attacks. The REC-2 and BOO-2 rows represent probabilities which
will be used in related-key rectangle and boomerang attacks, respectively and the
BOOY -2 row represents a weak key class as well as a probability which will be
used in a related-key boomerang attack under a weak key class. The notation (r —
)1 O 2 means related-key differentials for rounds from r to 7/ (which have the fixed
difference in round 7 or ' described in the table) used in our distinguishers. Here,
the superscript 1 or 2 represents how many times related-key differentials are used in
our distinguishers. Note that if 7 > 7’ then the related-key differential works through
decryption process.



Table 4. Related-Key Distinguishers of MD4 (Two Related Keys)

‘ Round (i)| AA! AB! ACY AD? AK? Prob.
0 0 es1 0 0 0 1
1 0 0 es1 0 0 2-1
2 0 0 0 €31 0 2-1
3 €31 0 0 0 es1(= AK?) 1
4 0 0 0 0 0 1
27 0 0 0 0 0 1
0 0 0 0 p=2"2
28 €31 0 0 0 es1(= AK?) 1
29 0 0 0 0 0 1
43 0 0 0 0 0 1
44 0 0 0 0 es1(= AK?) 1
45 0 e 0 0 0 2-1
46 0 €11 e 0 0 272
47 0 €13,22 el €2 0 P
€2 €5,17,26,28 €13,22 €11 q= 277
REC-2 (0 — 27)2, (28 — 45)2 Pr[REC-2] ~ 2137
BOO-2 (0 — 27), (47 — 28)2, (27 — 3) Pr[BOO-2] ~ 2716
BOOW -2 |Fixed KO1.27ILI6 (3 27) (44 — 28)2, (27 — 3)| Pr[BOO-2] =1

In order to estimate Pr[BOO—2] we have carried out experiments on a number
of related keys with 223 chosen plaintext pairs and 223 adaptively chosen ciphertext
pairs each and we have observed 136, 115, 136, 125, 132, 130, 132, 131, 119, 144, - --
boomerangs returning for each related-key. This simulation result provides that the
probability Pr[BOO—2] is approximately 27'6 (which can be also calculated from
the probabilities of related-key differential characteristics in Table 4). We can use the
value of Pr[BOO-2] or the probabilities of related-key differential characteristics in
Table 4 to obtain the probability Pr{REC-2].

We now present a distinguishing attack of the encryption mode of MD4 using a
related-key rectangle distinguisher in Table 4. As stated in Table 4, in this attack
we use Pr{[REC—2] ~ 2'3*  which is derived from p = 272 and ¢’ = 27! (the ¢ is
the probability for rounds 28 ~ 45 in Table 4). In order to use p = 272 we should
collect plaintext pairs (P;, P;*) which satisfy not only the (0, e31,0,0) difference but
also c31 = d3; = 0, where ¢; and d; represent the j-th bits of words C' and D of
P;, respectively. Moreover, since we use ¢’ = 27! for rounds 28 ~ 45 in our attack,
our desired ¢ after round 47 can be any one of the differences which can be derived
from the input difference of round 46, (0, e11, e2,0). It is easy to see that the number
of all possible §'s is at most 236, We denote the set of all these possible ¢’s by O.
Next we describe our distinguishing attack on the encryption mode of MD4 using the
related-key rectangle distinguisher.

1. Prepare 298 plaintext pairs (P;, P),i = 0,1, -, 2% —1 with difference (0, 31,0, 0)
and C31 = d31 = 0.

2. With a chosen plaintext attack, obtain the 2% corresponding ciphertext pairs
(Ci,CY), ie., C; = Eg(P;) and Cf = Eg-(P}), where E is either MD4 or a
randomly chosen cipher and K @ K* = (0,0,0, AK? = e31,0,---,0).
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