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Abstra ct. The HMQV proto cols are `hashedvariants' of the MQV key agree-
ment proto cols. They were recently intro duced by Kra wczyk, who claimed that
the HMQV proto cols have very signi¯can t advantages over their MQV coun-
terparts: (i) security proofs under reasonable assumptions in the (extended)
Canetti-Kra wczyk model for key exchange; and (ii) superior performance in
some situations.

In this paper we demonstrate that the HMQV proto cols are insecure by
presenting realistic attac ks in the Canetti-Kra wczyk model that recover a vic-
tim's static priv ate key. We prop oseHMQV-1, patched versions of the HMQV
proto cols that resists our attac ks (but do not have any performance advantages
over MQV). We also identify some fallacies in the security proofs for HMQV,
critique the security model, and raise some questions about the assurances
that proofs in this model can provide.

1. Intr oduction

The MQV protocols [27] are a family of e±cient Di±e-Hellman authenticated
protocols that have beenwidely standardized[2, 3, 18, 19, 36]. The two-passproto-
col in this family (which is what the term \ the MQV protocol" sometimesrefersto)
provides implicit key authentication. A three-passvariant adds key con¯rmation,
thus providing explicit key authentication, while a one-passvariant is useful for ap-
plications such as email where only the sendermay be online. The protocols were
designedto meet a variety of security goalseven in the presenceof active attacks.

The security of the MQV protocols has been intensively studied since 1995.
However, until recently there was no attempt to `prove' that the protocols actually
meet their security objectives. In a recent paper (see[25] and the expandedversion
[26]), Krawczyk undertook the ambitious task of trying to prove the security of the
MQV protocols in the Canetti-Kra wczyk model for key exchange[13, 14, 15]. This
model provides a formal security de¯nition by carefully specifying the capabilities
and goalsof an attacker.

Krawczyk's analysis of MQV [25, 26] resulted in his concluding that \...MQV
falls to a variety of attacks in [the Canetti-Kra wczyk] model that invalidate its basic
security as well as many of its stated security goals" and \...raises clear concerns
about the security of the protocol..." He then proceededto modify the MQV
protocols to produce HMQV, a `hashedvariant' that \...pro vides the samesuperb
performanceand functionalit y of the original protocol but for which all the MQV
security goalscan be formally proved to hold in the random oraclemodel under the
computational Di±e-Hellman assumption."

Date : June 27, 2005; updated on Jul 1, 5, 6, Aug 8, and Nov 2, 2005.
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The HMQV protocolsare no lesse±cient than their MQV counterparts because
the additional hashing performed takesnegligible time compared to the group ex-
ponentiations. In fact, the HMQV protocols are signi¯cantly faster in somecases
becausethey dispensewith the potentially expensive public-key validations that are
mandated in MQV. An important result stated in [25, 26] is that this performance
improvement of HMQV is proven not to a®ectsecurity in any way.

We show in x2 of this paper that the omission of public-key validation in the
HMQV protocols is a fatal security weakness. We accomplish this by presenting
small-subgroupattacks that let an attacker recover a victim's static private key. Our
attacks on the HMQV protocols are more realistic and have much more damaging
consequencesthan any of the proposedattacks on MQV in [25, 26]. Our attacks
can be circumvented by requiring that all public keysbe validated, leading to new
variants of the HMQV protocols that we call Patched HMQV (HMQV-1). As a
consequenceof reinstating public-key validation, the HMQV-1 protocols no longer
have any performanceadvantagesover their MQV counterparts. We alsopresent an
unknown-key shareattack on the one-passHMQV-1 protocol which demonstrates
a de¯ciency in the binding betweenthe identities of the communicating parties and
the key derivation.

In x3 we identify some °aws in the security proofs given in [26]. We critique
someaspectsof the Canetti-Kra wczyk model, and discussthe di±cult y of obtaining
security reductions in this model that are meaningful in practice.

In x4 the purported attacks on MQV that were listed in [25, 26] are analyzed
and critiqued. The paper concludeswith someremarks in x5.

2. The HMQV key agreement pr otocols

Let G0 be a multiplicativ ely-written abelian group of order N , and let G =
hgi be a subgroup of G0 of prime order q. We call G the main group and G0

the supergroup. The integer h = N=q is called the cofactor. We assumethat
gcd(h; q) = 1, from which it follows that G is the unique subgroup of G0 having
order q. The fundamental security requirement that determinesthe suitabilit y of a
group for implementing Di±e-Hellman key agreement protocols is that the discrete
logarithm problem (DLP) in G should be intractable. Groups arising from ¯nite
¯elds and from elliptic curvesare the only onespresently in widespreaduse.

In ¯nite ¯eld systems,G0 is the multiplicativ e group Z¤
p of a prime ¯eld Zp and

G is the subgroup of order q for someprime divisor q of p ¡ 1. As in DSA, the
primes p and q are usually chosenso that the bitlength of q is considerablysmaller
than that of p. This is becausethe DLP in Z¤

p can be solved using index-calculus
methods whoserunning times are subexponential in p, whereasthe best algorithms
known for solving the DLP directly in G have running time O(

p
q). If p and q are

selectedin this way, then the cofactor h is much larger than q. For example, to
achieve an 80-bit security level1 against discrete logarithm attacks, one might take
the bitlengths of p and q to be 1024and 160, respectively; in this casethe cofactor
h has bitlength about 864.

1A k-bit security level means that an attac ker is expected to expend at least 2k e®ort before
it can solve a computational problem or defeat the security objectiv es of a proto col.
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In elliptic curve systems,G0 is the group of points E(L) on an elliptic curve E
de¯ned over a ¯nite ¯eld L , and G is a subgroupof E(L) of prime order q.2 Elliptic
curves of (almost) prime order can be easily found, so in practice the cofactor h
is very small. For example, the 15 NIST-recommended elliptic curves [17] have
h = 1; 2 or 4.

2.1. Proto col descriptions. The least non-negative residueof an integer x mod-
ulo t is denoted by bxct . The following notation is from [26] and will be used
throughout this paper.

Â, B̂ Identities of two communicating parties.
a;b Static private keys of Â and B̂ ; a;b 2R [1; q ¡ 1].
A; B Static public keys of Â and B̂ ; A = ga , B = gb.
x; y Ephemeral private keys of Â and B̂ ; x; y 2R [1; q ¡ 1].
X ; Y Ephemeral public keys of Â and B̂ ; X = gx , Y = gy .
H A hash function.
H An l-bit hash function, where l = (blog2 qc + 1)=2.
MAC Messageauthentication code algorithm.
K m MAC key.
K Sessionkey.

The identities Â and B̂ may also include certi¯cates for their respective static
public keys.

2.1.1. Description of two-pass HMQV. The parties exchange their identi¯ers and
ephemeralpublic keys. That is, Â sends(Â; B̂ ; X ) to B̂ , while B̂ sends(B̂ ; Â; Y )
to Â. Then Â checks3 that Y 6= 0 and computesthe shared secret

(1) ¾Â = (YB e)x + da ;

while B̂ checks that X 6= 0 and computes

(2) ¾B̂ = (X Ad)y+ eb;

where

(3) d = H (X ; B̂ ) and e = H (Y; Â):

Notice that ¾Â = ¾B̂ = g(x + da)( y+ eb) , and so both parties can compute the session
key K = H (¾Â ) = H (¾B̂ ).

2.1.2. Description of three-passHMQV. Three-passHMQV adds key con¯rmation
to the two-passHMQV protocol. After receiving (Â; B̂ ; X ) from the initiator Â,
the responder B̂ checks that X 6= 0, computes¾B̂ , K m = H (¾B̂ ; 0), K = H (¾B̂ ; 1),
and sends(B̂ ; Â; Y; MACK m (\1" )) to Â. Upon receipt of this message,Â checks
that Y 6= 0, computes¾Â , K m = H (¾Â ; 0), K = H (¾B̂ ; 1). Â veri¯es the MAC tag
received, and sendsMACK m (\0" ) to B̂ . Finally, B̂ veri¯es the latter MAC tag.

2The elliptic curve group law is usually written additiv ely, but in this paper we shall use
multiplicativ e notation for the sake of consistency.

3If G0 is the multiplicativ e group of a ¯nite ¯eld, then the element 0 in checks such as \ Y 6= 0"
refers to the zero element of the ¯nite ¯eld. However, since the HMQV proto cols are described
for generic cyclic groups G0, such checks are not well de¯ned since it is not clear what is meant
by the element \0".
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2.1.3. Description of one-pass HMQV. In one-passkey agreement protocols, only
the sendercan contribute an ephemeralpublic key. In one-passHMQV, the sender
Â transmits the single message(Â; B̂ ; X ) to B̂ . Let d = H (X ; Â; B̂ ). The session
key computed by Â is K = H (B x + da ), while B̂ computes the same key (after
checking that X 6= 0) as K = H ((X Ad)b).

2.2. The insecurit y of HMQV. We present `small-subgroupattacks' on all three
versionsof HMQV described in x2.1. The adversary'sactions in all theseattacks are
legitimate in that they are allowable within the Canetti-Kra wczyk security model
(cf. x3.1). The attacks have the most damaging consequencespossible since the
attacker is able to learn the victim's static private key.

Our attacks exploit the omissionin the HMQV protocolsof public-key validation
of static and ephemeralpublic keys. That is, the receiver of an element X doesnot
take any steps to verify that X is indeed an element of order q in the main group
G { the only required check is X 6= 0. Also, a certi¯cation authorit y who issuesa
certi¯cate to party Â for its static public key A does not take any steps to verify
that A is an element of order q in G. Theseomissionsare by designrather than by
accident. They are desirablebecausethe parties and certi¯cation authorit y do not
have to perform costly exponentiations by q to verify that a supergroup element
is also in G, and also becausesomecerti¯cation authorities may not be con¯gured
to do such tests [26]. In [26] proofs are claimed that all three versionsof HMQV
are securewithout thesechecks. Our attacks demonstrate that the security proofs
must be fallacious. Someerrors in the proofs will be identi¯ed in x3.2.

2.2.1. Attack on one-pass HMQV. The attacker Â, who wishesto learn B̂ 's static
private key, selectsan element ° 2 G0 of order t for somesmall prime divisor t 6= q
of N . (Recall that N is the order of the supergroup G0.) Here by `small' we mean
that Â can feasibly perform t group operations and hash function evaluations. The
attacker selectsa 2 [1; t ¡ 1], and obtains a certi¯cate for her static public key
A = ° a . She then selectsx 2 [1; t ¡ 1], computes X = ° x , and sends(Â; B̂ ; X )
to B̂ . Upon receipt, B̂ veri¯es that X 6= 0 and computes the sessionkey K =
H ((X Ad)b) = H ((° x + da )b) where d = H (X ; Â; B̂ ). Next, Â learns K by issuing
a session-key query4 and computes ¯ = ° x + da . Â then computes K 0 = H (¯ c) for
c = 0; 1; 2; : : : ; t ¡ 1 until K 0 = K . When the latter condition is met, Â knows that
c = bbct . After repeating this procedure for several di®erent primes t, the value b
can be easily determined by the ChineseRemainder Theorem.

2.2.2. Feasibility of the attack. We ¯rst note that session-key queriesare allowable
in the Canetti-Kra wczyk model. However, in practice Â may not even have to issue
a session-key query. For example,if B̂ wereto subsequently sendÂ an authenticated
message(m; T = MACK (m)), then Â could determinebbct by iterativ ely computing
K 0 = H (¯ c) and T0 = MACK 0(m) for c = 0; 1; 2; : : : until T 0 = T. As before, Â
then deducesthat c = bbct .

Is it reasonableto expect that N=q has several small prime factors? In the case
of DSA-like parameters,the cofactor h = (p¡ 1)=q is large and thus onecan expect
it to have several small prime factors if p and q wererandomly generated. However,

4A well-designed key agreement proto col should achieve its security goals even if an attac ker is
able to learn some sessionkeys. This is becausea key agreement proto col cannot guarantee that
session keys won't be subsequently used in insecure applications (e.g., to encrypt messageswith
a weak symmetric-k ey encryption scheme).
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if it happensthat (p ¡ 1)=q doesnot have several small prime factors, the extreme
caseoccurring when (p¡ 1)=q is twice a prime, then the attack cannot be mounted.

In the caseof elliptic curve groups, we have noted that the cofactor h is very
small, and sometimesh = 1, so the attack as described above will generally fail.
However, Â hasthe option of mounting an invalid-curve attack [4] which wedescribe
next. Suppose that G0 = E(L) where E is an elliptic curve de¯ned over a ¯nite
¯eld L . The attacker selectsan elliptic curve E 0 de¯ned over L whoseWeierstrass
equation y2+ a1xy+ a3y = x3+ a2x2+ a4x+ a6 di®ersfrom E 's only in the coe±cient
a6, and such that the order of E 0(L ) contains a prime factor t of the desired size.
Then, as observed by Biehl, Meyer and MÄuller [9], the usual formulas for adding
points in E(L) do not involve a6 and thus are identical to the formulas for adding
points in E 0(L ). If Â selectsorder-t points X ; A 2 E 0(L ) and B̂ does not check
whether X ; A 2 E(L), then B̂ will successfullycompute (X Ad)b 2 E 0(L ) and the
attack can proceedas before. Unlike in the caseof DSA-like groups, the invalid-
curve attack with elliptic curves is certain to succeedsince there is an abundance
of elliptic curvesover L with group orders divisible by small primes.

We note that E 0(L ) is not a supergroup of the main group of E(L). One could
perhaps argue that the HMQV speci¯cation implicitly required a recipient of an
element X to check that it belongs to the supergroup E(L), thus thwarting the
attack. However, we maintain that it is reasonableto suppose that this check is
not likely to be performed since points in E 0(L ) are represented in the sameway
as points in E(L),5 and sincethe HMQV speci¯cation [26] explicitly states that no
checks are required other than X 6= 0.

2.2.3. Attack on two-pass HMQV. As in the attack on one-passHMQV, the at-
tacker Â selectsan element ° 2 G0 of order t, selectsa static public key A = ° a ,
and sendsan ephemeralpublic key X = ° x to B̂ . While B̂ is computing the ses-
sion key, Â issuesa state-reveal query6 and learns B̂ 's ephemeral private key y.
After B̂ has computed ¯ = X Ad and the sessionkey K = H (¯ y+ eb), Â learns
K via a session-key query. Now Â can obtain c = bbct by iterativ ely computing
K 0 = H (¯ y+ ec) for c = 0; 1; 2; : : : until K 0 = K .

This attack is not as realistic as the attack on one-passHMQV since a state-
reveal query is required. Nonetheless,it is relevant to our analysis of the claims in
[26], which include the author's claim to have proven resistanceof two-passHMQV
to damagefrom leakageof ephemeralprivate keys.7

2.2.4. Lattice attack on two-pass HMQV. The attack in x2.2.3 assumesthat B̂
doesnot reducethe exponent y + ebprior to computing ¯ y+ eb. This assumption is
reasonablebecausethe HMQV speci¯cation doesnot require y + ebto be reduced.
Moreover, it is not at all clear how B̂ should reducey + ebbecausethe order of ¯ is
unknown to B̂ (since X and A are not validated as belonging to the main group G

5For example, if L = F2m , then a point in E (L ) or E 0(L ) is represented by a pair of bitstrings
of length m.

6State-reveal queries capture the possibilit y of an attac ker learning some secret information
such as ephemeral priv ate keys that are speci¯c to a particular session. Such queries do not reveal
static priv ate keys.

7In [25, 26], the author points out that resistance of Di±e-Hellman proto cols to damage from
the disclosure of ephemeral priv ate keys is `a prime security concern'. This is because many
applications can be expected to precompute ephemeral pairs (x; X ) and (y; Y ) in order to impro ve
performance, and these stored pairs become more vulnerable to disclosure.
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of order q). Nonetheless,one can expect that B̂ will reducethe exponent y + ebin
order to acceleratethe computation of ¯ y+ eb. So, let us supposethat B̂ computes
¯ s wheres = by + ebcq. Then the following small-subgroupattack can be mounted.

The attacker Â selectsA = ° a and X = ° x , where ° 2 G0 has order t = 2r for
somesmall r (e.g., r = 6). Â then learnsy and K = H (¯ s) through state-reveal and
session-key queries,respectively. Now, Â can determine bsct by exhaustive search,
thereby obtaining the r least signi¯cant bits of s. After repeating this procedure
a few times (e.g., 30 times), Â can usethe lattice attack of Leadbitter and Smart8

[28] (seealso [30]) to ¯nd the f =2 most signi¯cant bits of b; here f is the bitlength
of q. The remaining f =2 bits of b can then be found in O(q1=4) stepsusing Pollard's
lambda method [33].

2.2.5. Attacks on three-passHMQV. The attacks on three-passHMQV are similar
to the oneson two-passHMQV in x2.2.3and x2.2.4except that a session-key query
is not needed. This is becauseÂ learns MACK m (\1" ) from B̂ 's response,and can
usethis tag to recognizea correct guessfor bbct or bsct .

2.3. Patc hed HMQV (HMQV-1). Our small-subgroup attacks on the HMQV
protocolsare thwarted if public keysare validated asmandated in MQV [27]. That
is, the certi¯cation authorit y should verify that a party's static public key A is
indeed an element of order q in the main group G before issuing a certi¯cate.
Similarly, the recipient of an ephemeralpublic key X should verify that X is an
element of order q in G beforeproceedingwith the next step of the protocol.

If the cofactor h is small, as is the casewith elliptic curve groups, the com-
putational cost of ephemeralpublic-key validation can be reducedsigni¯cantly by
requiring only that the recipient B̂ of X verify that X 2 G0 and that ¾h

B̂
6= 1 before

computing the sessionkey H (¾h
B̂

).9 This processis called `embedded' public-key
validation in [27].

2.4. Unkno wn-k ey share attac k on one-pass HMQV-1. In an unknown-key
share (UKS) attack, ¯rst formulated by Di±e, van Oorschot and Wiener [16], an
adversary interferes with Â's and B̂ 's communications. The result is that Â and
B̂ still compute the samesessionkey. However, even though Â correctly believes
the key is sharedwith B̂ , B̂ mistakenly believesthat the key is sharedwith a third
party Ĉ 62f Â; B̂ g.

One-passHMQV-1 succumbs to the following online UKS attack; such attacks
were ¯rst mounted by Kaliski on the two-passMQV protocol [21]. Party Â trans-
mits the message(Â; B̂ ; X ) and computesthe sessionkey K = H (B x + da ). The mes-
sageis intercepted by the adversary Ĉ, who selectsan arbitrary integer u 2 [1; q¡ 1]
and computes X 0 = X Adg¡ u , d0 = H (X 0; Ĉ; B̂ ), and C = gu(d0) ¡ 1 mo d q. Ĉ reg-
isters C as her static public key (with c = u(d0)¡ 1 mod q being the corresponding
static private key), and then transmits (Ĉ; B̂ ; X 0) to B̂ . Note that X 0 and C are
valid public keys. Party B̂ then computesthe sharedsecret

(X 0Cd0
)b = (X Adg¡ u (gu(d0) ¡ 1

)d0
)b = (X Adg¡ u gu )b = (X Ad)b = B x + da :

8The Leadbitter-Smart lattice attac k does not require complete knowledge of y; it only needs
the r least signi¯can t bits of y.

9Th us, contrary to what is stated in [26], it is not the casethat ephemeral public-k ey validation
is always as costly as a full exponentiation in G.
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Thus B̂ computes the samesessionkey K as Â, even though B̂ believes that the
key is sharedwith Ĉ.

A similar UKS attack can also be mounted on the variant of one-passHMQV-
1 suggestedin [26, Remark 9.2] whereby Â and B̂ compute the shared secret as
(B B e)x + da and (X Ad)b+ eb respectively, whered = H (X ; Â; B̂ ) and e = H (B ; B̂ ; Â).
To mount the attack, the adversary Ĉ intercepts Â's message(Â; B̂ ; X ) and re-
places it with (Ĉ; B̂ ; X 0) where X 0 = (X Adg¡ u )(1+ e)(1+ e0) ¡ 1

, e0 = H (B ; B̂ ; Ĉ),
d0 = H (X 0; Ĉ; B̂ ), and C = gu(d0) ¡ 1 (1+ e)(1+ e0) ¡ 1

. Once again, Â and B̂ compute
the samesessionkey even though B̂ believesthat the key is sharedwith Ĉ.

These UKS attacks illustrate the unsuitabilit y of one-passHMQV-1 for use as
an authenticated CCA encryption schemeor as a veri¯er-speci¯c signature scheme
as described in [26]. The UKS attacks are thwarted if the identi¯ers Â and B̂ are
included in the key derivation function, i.e., K = H (¾; Â; B̂ ).

3. Critique of the f ormal anal ysis in [26]

Formal analysis of a cryptographic protocol entails the following steps.
(i) (security model) Providing a clear speci¯cation of the capabilities of an

adversary and how it interacts with honest parties.
(ii) (security de¯nition ) Providing a clear description of the goalsof the adver-

sary.
(iii) (security proof ) Proving that the only way an adversary can meet its goals

is by solving a computational problem that is widely believed to be in-
tractable.

The proof in step (iii) typically takes the form of a reduction, whereby one shows
how a (hypothetical) adversary who succeedsin its task can be used to solve the
hard computational problem with little additional e®ort.10

The declaration that a cryptographic protocol is `provably secure'should always
be met with a healthy doseof skepticism. First, oneshould verify that the security
model and de¯nition are the `right' ones,i.e., they accurately capture the capabil-
ities of attackers that one could expect in the environments in which the protocol
will eventually be deployed. Second,the proof should be checked for correctness.
This step is notoriously di±cult since the proofs are typically long, complicated,
and often poorly written. History hasshown that subtle °aws may take yearsto be
discovered. Indeed,Stern [37] hasproposedadding a validation step to any security
proof:

Also, the fact that proofs themselves need time to be validated
through public discussionwas somehow overlooked.

Finally, one should carefully consider what the proof actually means, i.e., what
assurancesare actually provided when the protocol is deployed. This step involves
examining the reasonablenessof the stated assumptions,and performing a concrete
security analysis. The next paragraph elaborates on this last point.

About ten years ago, Bellare and Rogaway (see [5]) developed the notion of
\practice-oriented provable security". As a result of their work there was a greater
awarenessof the need to quantify the aforementioned `additional e®ort' expended
in a security reduction. The measureof this additional e®ort, obtained through a

10The e®ort includes the number of times the adversary is invoked; here we are thinking of the
adversary as a computer program.
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concrete(non-asymptotic) security analysis,could then be usedto provide concrete
recommendationsabout keylengths. If the additional e®ort is relatively small, then
the reduction is said to be tight and the security of the protocol is closely linked
to the hardnessof the related computational problem. For example, if there is a
tight reduction from the DLP in a group G to the breaking of a protocol, then the
protocol attains an 80-bit security level if the parametersfor G are selectedso that
the best algorithms known for solving the DLP in G take about 280 operations.
On the other hand, a non-tight reduction only assuresus that the protocol has
an 80-bit security level if the parameters for G are selectedso that the best DLP
solvers require signi¯cantly more than 280 operations. The latter assurancecan be
achieved only by using signi¯cantly larger group parameters,a direct consequence
of which is slower performance.

In the remainder of this section we provide a critique of various aspects of the
HMQV security proofs given in [26].

3.1. Securit y mo del and de¯nition. In a seriesof papers,Canetti and Krawczyk
[13, 14, 15] carefully developed security models and de¯nitions for key establish-
ment. Their model correctedshortcomingsin previousattempts (e.g., [8, 10, 6, 35]),
and at present is widely acceptedas being the `right' one.

In the Canetti-Kra wczyk model, the attacker controls all communications be-
tween honest parties. Through `corrupt', `session-key' and `state-reveal' queries,
she is even able to learn the static private keys of someparties, learn sessionkeys,
and learn certain secretinformation that is associated with a particular session.Her
goal is to learn something about a sessionkey that she cannot deduceby trivial
means(e.g. through a session-key query). The thesis is that the Canetti-Kra wczyk
model captures all realistic attacks in an open network such as the Internet.

However, oneshould be careful not to be lulled into a falsesenseof security since
there may be desirable security attributes which are not adequately addressedby
the model.

As an example, consider the caseof key-compromiseimpersonation (KCI) at-
tacks. In these attacks, ¯rst studied by Just and Vaudenay [20], the adversary
learns a party Â's static private key and then tries to impersonateanother honest
party B̂ to Â. Resistanceto KCI attacks is important in situations where an at-
tacker wishes to obtain some information possessedby Â, who is only willing to
divulge this information to B̂ (and where the attacker is not able to obtain B̂ 's
static private key). The Canetti-Kra wczyk model did not cover resistanceto KCI
attacks, and henceprotocols proved securein the model have to be examinedon a
case-by-casebasis for KCI resistance. For example, the ISO [13] and SIGMA [24]
protocols would appear to resist KCI attacks, while the Boyd-Mao-Paterson [11]
protocol doesnot. This de¯ciency in the Canetti-Kra wczyk model has apparently
beenaddressedby Krawczyk [26].

Another de¯ciency of the Canetti-Kra wczyk model is that it does not account
for the security of a sessionfor which a state-reveal query has beenissued| only
the security of other sessionsis considered. This de¯ciency was recognizedin [26]
where the security of HMQV sessionkeys that were derived using compromised
ephemeralprivate keys is analyzed.

One should alsobe aware that the Canetti-Kra wczyk model doesnot account for
most kinds of secret-information leakage,e.g., partial information about the static
private key that may beobtainable through side-channelattacks that analyzepower
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consumption[23] or electromagneticradiation [1]. An exampleof an attack on MQV
(and HMQV-1) that is not consideredin the Canetti-Kra wczyk model is the side-
channel attack of Leadbitter and Smart [28] (cf. x2.2.4) whereby a static private
key b can be deducedfrom the least signi¯cant bits of someephemeralprivate keys
y and the least signi¯cant bits of the associated secretvaluess = by + ebcq.

Krawczyk [26] states that the potentially expensive procedure of ephemeral
public-key validation can be omitted if one is certain that private keys y are never
revealed. However, as observed in x2.2.4, a small-subgroup attack that recovers
the static private key b can be launched on two-passand three-passHMQV if the
attacker can learn a small number of the least signi¯cant bits of each ephemeral
secret y. Hence, omitting public-key validation makes two-pass and three-pass
HMQV more vulnerable to side-channel attacks since an attacker only needsto
obtain the least signi¯cant bits of y through a side channel. (The least signi¯cant
bits of the associated secretvaluess do not have to be gathered using a side chan-
nel, but instead can be deducedusing the method described in x2.2.4.) Thus the
performance improvement that can be achieved by omitting public-key validation
does not seemjusti¯able, especially in the caseof elliptic curve groups where the
cost of embeddedpublic-key validation is negligible (cf. x2.3). It is interesting that
our conclusion about the performance-security trade-o® for public-key validation
in two-passand three-passHMQV, which is basedon concrete cryptanalysis and
other practical considerations, is di®erent from the conclusion derived from the
proof-driven designmethodology of [26].

The state-reveal query is indeeduseful for modeling somerealistic scenariossuch
as the loss of ephemeral private keys. However, in the Canetti-Kra wczyk model
each item that is the result of someintermediate calculation involving secretdata
must be speci¯ed aseither being in highly securememory (whosecontents are only
accessiblevia a corrupt query), or belongingto less-securememory (whosecontents
are accessiblevia either a state-reveal query or a corrupt query). This distinction is
potentially misleading becauseimplementors may be lulled by a provable security
result into thinking that there is no possiblerisk in performing certain calculations
in less-securememory, and this may increasetheir exposure to side-channel and
other attacks.

3.2. The pro ofs. The HMQV security proof in [26] has two steps. First, an `ex-
ponential challenge-response' signature scheme XCR is de¯ned and proven secure
under the computational Di±e-Hellman (CDH) assumption. Second,the security
of XCR (actually a `dual' versionof XCR) is proven to imply the security of HMQV.
The reduction in the ¯rst step is relatively straightforward, but the secondreduction
is extremely long and complicated.

In the XCR scheme,a veri¯er Â selectsx 2R [0; q ¡ 1] and sendsthe challenge
X = gx and a messagem to the signer B̂ . B̂ responds by selectingy 2 R [0; q ¡ 1]
and sendingthe signature (Y = gy ; ¾= X y+ eb) to Â wheree = H (Y; m) and (B ; b)
is B̂ 's static key pair. The signature is acceptedby Â provided that Y 6= 0 and
¾ = (YB e)x . XCR signatures are di®erent from ordinary digital signatures. In
particular, Â cannot convince a third party that B̂ generateda signature (Y; ¾) for
messagem and challengeX becauseÂ could have generatedthis signature herself.

The HCR signature scheme [26] is a slight variant of XCR where the second
signature component is hashed; i.e., B̂ 's HCR signature is (Y; H (¾)) instead of
(Y; ¾). The HCR scheme is proven secureunder the Gap Di±e-Hellman (GDH)
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and `KEA1' assumptions even if the attacker learns the ephemeral secretsy for
each Y . The security of HCR is then proven to imply the security of HMQV even
if the attacker is able to deduceephemeralprivate keys x and y via state-reveal
queries.

The security proofs for XCR and HCR both have °aws which arise because
neither XCR nor HCR perform any validation of static or ephemeralpublic keys
(other than the check Y 6= 0). We identify these°aws next.

3.2.1. Flaw in the XCR proof. In the reduction of CDH to XCR forgeries(Figure 3
of [25] and Figure 4 of [26]), the simulator C responds to an XCR-forger F 's query
(X ; m) with (Y = gs=Be; ¾= X s) where s 2R [0; q¡ 1] and e 2R f 0; 1gl . However,
this responseis in generalnot a valid one if X 62G. To seethis, supposethat the
order of X is t 6= q. A legitimate response to a challenge (X ; m) is of the form
(Y = gy ; ¾) where logX ¾= by + ebct . But this relation is in generalnot satis¯ed
by (Y ; ¾) sincey = bs ¡ becq and logX ¾= bsct , and

s 6´ bs ¡ becq + be (mod t)

in general. HenceC's responseto F 's query is not correct, and consequently the
subsequent behaviour of F cannot be predicted.

This particular °aw in the XCR proof is eliminated if the XCR protocol insists
that the signer reduce y + eb to its least non-negative residue modulo q before
computing X y+ eb.

3.2.2. Flaw in the HCR proof. In the reduction of GDH to HCR forgeries(Figure 6
of [26]), the simulator C cannot respond to a challenge (X ; m) if X 62G. This is
becauseit needsto decidewhether CDH(X ; B ) = (¾=X y )1=e for certain ¾2 G, but
its DDH-oracle assumesthat the inputs X ; B are in G { indeed CDH(X ; B ) is not
even de¯ned if X 62G and B 2 G.

3.2.3. Attacks on XCR and HCR. We observe that the XCR and HCR schemesare
insecure if the signer does not verify that challengesX are in the main group G
and if the attacker can learn ephemeralprivate keys y.11

In the casewhereB̂ doesnot reduceexponents y + ebprior to computing X y+ eb,
the attacker would select a challenge X 2 G0 of small order t 6= q. Since B̂
responds with (Y; X y+ eb) or (Y; H (X y+ eb)), the attacker knowing y can compute
bbct by exhaustive search.

In the casewhere B̂ ¯rst computes s = by + ebcq and then X s, the attacker
would select several challengesX 2 G0 of small order t = 2r , and thereafter learn
the r least signi¯cant bits of s from B̂ 's responses. If the attacker can also learn
the r least signi¯cant bits of the corresponding numbers y, then she can compute
the f =2 most signi¯cant bits of b using the Leadbitter-Smart lattice attack.

Dan Brown [12] found the following `large subgroup attack' on XCR in the case
where exponents y + eb are reducedmodulo q. The attacker Â selectsan element
X 2 G0 of smooth order t > q. Upon receiving X s from B̂ , Â can use the Pohlig-
Hellman algorithm [31] to determine s0 = bsct . Since t > q, we have s0 = s.
If Â can also learn y through a state-reveal query, then Â can easily compute
b = b(s ¡ y)e¡ 1cq.

11This answers the question posed in Remark 4.5 of [26] about the security of XCR in the face
of ephemeral priv ate key revelations.
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These particular attacks on XCR and HCR can all be defeatedby performing
validation on challengesX .

3.2.4. Security of HMQV-1. As noted in x2.3, the patched HMQV-1 protocols are
resistant to our small-subgroup attacks becausekey validation is performed. Fur-
thermore, the °aws in the HMQV proofs in [26] that were identi¯ed above are no
longer pertinent. It remains to be seenwhether the remainder of the proofs for
two-passHMQV-1 and three-passHMQV-1 are correct, and whether new reduc-
tions can be found that are tight enough to provide meaningful assurancesabout
the security of theseprotocols.

The UKS attacks described in x2.4 show that the one-passHMQV-1 protocol
must be modi¯ed if resistanceto such attacks is desired.

3.3. In terpreting the pro ofs. Previous security proofs for key agreement proto-
cols in the Canetti-Kra wczyk model (e.g., see[13, 14, 15]) are all missinga concrete
security analysis. This omission is partly becausethe analysis would be quite te-
dioussinceit would have to track several parametersincluding the number of honest
parties, the number of sessionsa party can be engagedin, and the number of hash
function queriesif the random oracleassumption is being invoked. It would appear
that thesereductions are not at all tight, therefore diminishing the practical value
of the security proofs.

The HMQV security proof in [26] doesnot include a concretesecurity analysis.
However, such an analysis is presented for the security proof of the XCR signature
scheme. (Recall that this is the ¯rst step of the HMQV security proof.) The XCR
security proof takesplace in the random oracle model, and the forking lemma [32]
is invoked. The result in [26], basedon the analysis of the forking lemma in [32],
is that the existenceof an attacker who works in time at most T, presents at most
Q queriesto an l-bit hash function H , and producesa forgery with probabilit y at
least ², implies the existenceof a CDH solver that runs in expected time

(4) T0 · 217QT=²

provided that ² ¸ 7Q=2l .
The following analysis is from [22, Section 5.5]. Suppose for simplicit y that

² ¼ 1. There is no justi¯cation for assuming that the number of hash function
queries the forger makes is bounded by anything other than the forger's running
time T. Thus (4) simpli¯es to T 0 · 217T2. For the remaining analysis, we take
T0 ¼ 217T2. SincePollard's rho method for ¯nding discrete logarithms in the main
group G has expected running time

p
q, the security reduction is only meaningful

if T0 ¼ 217T2 ¿
p

q. Supposenow that the main group G is an order-q subgroup
of the multiplicativ e group Z¤

p. Then for XCR to be assuredan 80-bit security
level one would have to selectroughly a 354-bit q and a 7000-bit p (see[29]). Such
parameter sizeswould be too ine±cient to be usedin practice. On the other hand,
if we insist on e±ciency and use 1024-bit p and 160-bit q, then the security proof
only guarantees that forgers whoserunning times are lessthan 231:5 do not exist;
this is a totally uselesslevel of security.

If we analyze the extremely non-tight HMQV security proof, we ¯nd that the
assurancesit provides are even worse than those that follow from the non-tight
XCR proof.

We concludethis sectionwith a quote from [22, Section5.5] that is very relevant
to our discussionof concretesecurity analysis.
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Unfortunately, this typeof analysisis generallymissingfrom papers
that argue for a new protocol on the basisof a \pro of" of its secu-
rit y. Typically, authors of such papers trump et the advantage that
their protocol hasover competing onesthat lack a proof of security
(or that have a proof of security only in the random oracle model),
then give a non-tight reductionist argument, and at the end give
key-length recommendationsthat would make senseif their proof
had beentight. They fail to inform the potential usersof their pro-
tocol of the true security level that is guaranteed by the \pro of"
if, say, a 1024-bit prime is used. It seemsto us that cryptogra-
phers should be consistent. If one really believes that reductionist
security arguments are very important, then one should give rec-
ommendations for parameter sizesbasedon an honest analysis of
the security argument, even if it means admitting that e±ciency
must be sacri¯ced.

4. The MQV key agreement pr otocols

Section 3.2 of [26], entitled `Insecurity of MQV', examined the MQV protocols
in the Canetti-Kra wczyk model to determine whether the protocols possessthe se-
curit y properties that were informally stated in [27]. Seven weaknessesand explicit
attacks wereidenti¯ed to demonstratethat someof the most essential security prop-
erties werenot satis¯ed in general. We brie°y revisit the seven attacks and explain
why they are irrelevant in practice. We begin by reviewing the MQV protocols.

For simplicit y, we only consider the MQV protocols in the casewhere G0 is the
group of points on an elliptic curve and the cofactor h is small; somedetails are
omitted for the sake of brevity. The (two-pass)MQV protocol di®ersfrom HMQV
in the following ways.

(i) The certi¯cation authorit y must verify that static public keysbelongto the
main group G.

(ii) The recipient of an ephemeralpublic key X must verify that X 2 G0, check
that ¾h 6= 1, and compute the sessionkey as K = H (¾h ).

(iii) The integers d and e are derived from the l least signi¯cant bits of the
x-coordinates of X and Y respectively.

In three-passMQV, the MAC tags transmitted are MACK m (\2" ; B̂ ; Â; Y; X ) and
MACK m (\3" ; Â; B̂ ; X ; Y ).

The seven weaknessesand explicit attacks identi¯ed in [25, 26] are the following:

(1) Resistance to basic impersonation attacks. The observation is made that since
the calculation of ¾= g(x + da)( y+ eb) in MQV dependson the representation chosen
for elements of G, someimplementations of MQV may be weak becauseof a poor
selection of representation. For example, if a representation is chosen where the
l least signi¯cant bits of all x-coordinates of elliptic curve points are constant,
then MQV falls to impersonation attacks { an attacker who selectsx and sends
(Â; B̂ ; gx =gda ) to B̂ , can easily compute the resulting sessionkey K = H ((gx )y+ eb).

Of course, such contriv ed group representations would never arise in practice
(and are certainly not allowed in standards such as [2, 3, 36] that specify the bit
representations of group elements). The observation does illustrate that MQV
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cannot be proven secure for generic prime-order groups, but this can hardly be
called an `attack'.

(2) Prime-order testing and exponentiation performance. This is not an attack, but
rather the observation that the validation of ephemeralpublic keysmay require an
expensive exponentiation.

(3) Validation of long-term public keys. This too is not an attack, but the ob-
servation that validation of static public keys imposesan extra requirement on
certi¯cation authorities.

HMQV was designedto addressthe perceived weaknessesin MQV raised in the
¯rst three points. That is, HMQV was described using genericprime-order groups
(and so it isn't clear whether checks X 2 G0 have to be performed), and validation
of ephemeraland static public keys was omitted. Ironically, these three changes
are precisely what led to the attacks described in x2.2 on the HMQV protocols.

(4) Resistance to key-compromise impersonation attacks. Both MQV and HMQV
are shown to fall to KCI attacks provided that the attacker, in addition to knowing
Â's static private key, can also learn the sharedsecret¾B̂ (by issuing a state-reveal
query). This observation is used to justify the design principle of deriving the
sessionkey by hashing the sharedsecret(which both MQV 12 and HMQV do), and
for advising implementors to carefully protect and delete ephemeral information
such as the ¾ values (i.e., the attacker should not be able to get any ¾ values via
state-reveal queries).

(5) Resistance to disclosure of Di±e-Hel lman exponents. Another reasonfor pro-
tecting ¾ values is that both MQV and HMQV-1 fall to certain attacks if the
adversary can obtain oneof the ephemeralprivate keysx or y in addition to ¾. No
attacks are known on MQV or HMQV-1 if only ephemeralprivate keys (and not ¾
values) are divulged.

(6) Resistance to unknown-key share attacks. Kaliski [21] observed that the two-
pass MQV protocol is vulnerable to a UKS attack. One countermeasure, which
is mandated in [36], is to include the identities of parties in the key derivation
function, i.e., K = H (¾; Â; B̂ ). Another countermeasurethat was noted in [27] is
to use the three-passMQV protocol. The attack is thwarted in this casebecause
party B̂ would send a tag MACK m (z; B̂ ; Ĉ; Y; X ), whereasÂ would expect a tag
MACK m (z0; B̂ ; Â; Y 0; X 0). The trivial observation made in [25, 26] is that if an
adversary could learn the MAC key K m via a state-reveal query, then she could
compute the appropriate tags and complete Kaliski's UKS attack.

12MQV standards, including ANSI X9.63 [3] and NIST SP 800-56 [36], mandate the hashing
of the shared secret to form the sessionkey. The MQV paper [27] also permits a hash function to
be used in key derivation. Page 130 of [27] states that the key derivation function does not have
to be preimage resistant | this remark was made under the assumption that the bitlength l of
the sessionkey is at most half the bitlength of the group order q, in which caseone would expect
to try at least 2l preimages before ¯nding the shared secret ¾B̂ that corresponds to a given session
key K .
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(7) Perfect forward secrecy. It wasobserved in [25, 26] that no two-passkey agree-
ment protocol canachieve`full' forward secrecy. This observation is thusnot speci¯c
to MQV, and in any casewas already well known (e.g. see[7, 34]).

Summary. Of the seven weaknessesand explicit attacks on the MQV protocols
reported in [25, 26], the ¯rst three are non-attacks and in fact were incorrectly
addressedin the HMQV protocols, leading to fatal °aws. Attacks (4), (5) and (6)
rely on the adversary's abilit y to learn secret information (other than ephemeral
private keys) through a state-reveal query; if this is a realistic threat in practice,
then even HMQV-1 is insecure. Finally, attack (7) is a well-known observation
about the limited form of perfect forward secrecythat can be attained in any two-
passprotocol. We concludethat the analysisperformed in [25, 26] did not uncover
any new weaknessesin the MQV protocols.

5. Concluding remarks

The work of Canetti and Krawczyk [13, 14, 15, 24, 25] is widely acclaimed for
its development of a formal model and de¯nition of securekey exchange. However,
the Canetti-Kra wczyk model does have some de¯ciencies. On the one hand, an
attack that is legitimate in the model may not be a realistic threat in practice. On
the other hand, the model does not account for many realistic threats and often
yields proofs that are lengthy, open to misinterpretation, and of questionablevalue
in practice.

Researchers who usethe Canetti-Kra wczyk model to analyzethe security of key
establishment protocols should be careful not to rely exclusively on this analysis,
and in particular should not abandon old-fashionedcryptanalysis and prudent se-
curit y engineeringpractices. Standards committees and security engineersshould
not be mesmerizedby claims of provable security, nor should they be intimidated
by technical proofs.

Above all, the results of the present paper validate the main thesis of [22] that
the ¯eld of provable security is as much an art as a science.
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