
1

Picking Virtual PocketsusingRelayAttacks
on ContactlessSmartcardSystems

Ziv K�r andAvishai Wool
Schoolof ElectricalEngineering,

Tel Aviv University, RamatAviv 69978,ISRAEL.
kfirziv@post.tau.ac.il, yash@acm.org .

Abstract— A contactlesssmartcard is a smartcard
that can communicate with other devices without
any physical connection, using Radio-Frequency
Identi�er (RFID) technology. Contactless smart-
cards are becoming increasingly popular, with ap-
plications lik e credit-cards, national-ID, passports,
physical access.The security of such applications
is clearly critical. A key feature of RFID-based
systemsis their very short range: typical systems
are designedto operate at a range of � 10cm. In
this study we show that contactlesssmartcard tech-
nology is vulnerable to relay attacks: An attacker
can trick the reader into communicating with a
victim smartcard that is very far away. A “lo w-
tech” attacker can build a pick-pocket systemthat
can remotely use a victim contactless smartcard,
without the victim' s knowledge. The attack system
consistsof two devices, which we call the “ghost”
and the “leech”. We discuss basic designs for the
attacker's equipment, and explore their possible
operating ranges. We show that the ghost can be
up to 50m away fr om the card reader—3 orders of
magnitude higher than the nominal range. We also
show that the leech can be up to 50cm away fr om
the the victim card. The main characteristics of the
attack are: orthogonality to any security protocol,
unlimited distance between the attacker and the
victim, and low cost of the attack system.

Keywords: RFID, ContactlessSmartcard,Pay-
mentSystems,Security.

I . INTRODUCTION

A. RFID systems

Radio frequency identi�cation (RFID) systems
arebeingwidely usedin variousapplicationssuch
as physical security, tracking, payment systems

and many more (cf. [Fin03], [GSA04], [Eco02]
and [Yos05]). The usageof RFID systemshas
grown quickly over the last decadeand is rapidly
becomingacommonpartof everydaylife. Theaim
of contactlesssmartcardtechnologyis to provide
low cost “no-touch” communication,which can
createan authenticated,and optionally, encrypted
channelof communicationbetweenthecardreader
and the nearestsmartcard.

A key featureof contactlesssmartcardtechnol-
ogy is that the smartcardis passive: it doesnot
haveanindependentpowersource(e.g.,it doesnot
containa battery).UsingRFID, thecardderivesall
of its power from the energy emitted though the
card reader's transmission.

Becauseof this feature, contactlesssmartcard
systemsareusuallydesignedfor very shortranges:
e.g., systemsbasedon the ISO-14443 standard
are designedto operateover a distanceof 10cm.
This proximity is inherentlyviewed as a security
feature: In a regular, contact, smartcardsystem,
the assumptionis that the card that is physically
presentin the slot (a) is the card that is commu-
nicatingwith the reader, and(b) waspresentedby
thepersonin front of thereader. Contactlesssmart-
cardsystemsmake thesameinherentassumptions,
even though the communicationis wireless.The
assumptionis that (c) sincethe cardis only 10cm
from the reader, assumptions(a) and(b) arevalid.

Unfortunately, we shall demonstratethat as-
sumption(c) doesnot hold, causinga collapseof
the �rst assumptions,and exposingsuchsystems
to attacks.

A typicalapplicationwehave in mind is apoint-
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of-salesystem.In suchan application,the reader
is connectedto themerchant's cashregister. When
a customerwishesto pay, ratherthanswiping her
card in the reader, she“waves” her card nearthe
reader, andthetransactionis complete.During this
“wave”, the readerpowers up the card, executes
an authenticationprotocol, and upon successful
authentication,thecustomer's electronicwallet (on
the card) is charged by the purchasecost (or,
alternatively, her credit card is charged). This is
not the only applicationof contactlesssmartcards,
but it suf�ces demonstrateourattack.If anattacker
canbuild a device that will charge someoneelse's
card for his purchase—hewill have defeatedthe
system.

RFID-relatedrisks,mostly regardingprivacy is-
sues,have appearedin the tradeandpopularpress
over the last year. However, many of thesereports
are inaccurateand easyto misunderstand.E.g., it
was recently reportedthat, accordingto a NIST
experiment,“the electronicpassportcan be read
from as far as 30 feet away” [All05]. In fact, the
snoopingdevice was 30 feet away from the card
reader and could pick up its signal. The RFID-
equippedpassportitself was10cmaway from the
reader, andits transmissioncould not be snooped.
Thesedistancesagreewith what we report here.
However, our goal is moreambitiousthanpassive,
half-duplex, snooping:we proposea simple and
cheapsystemthatcanreceive andtransmitto both
the contactlesssmartcardand the reader.

Organization: SectionII providesan overview
of contactlesssmartcards.SectionIII explains the
basic relay attack. In Section IV we show how
to extend the Reader-to-Ghost range, and Sec-
tion V illustrates how to extend the Leech-to-
Carddistance.SectionVI discussessomecounter-
measures.SectionVII discussesrelatedwork and
we concludewith SectionVIII. Additional details
canbe found in an appendix.

I I . OVERVIEW OF CONTACTLESS SMARTCARD

TECHNOLOGY

A. Terminology

An RFID-basedcontactlesssmartcardsystem
consistsof a reader, an RF-antennaand a tag.

Host Computer

Reader

RF Antenna
Tag

Fig. 1. ContactlessSmartcardsuseRFID technology.

We use the terms “Tag” and “Smartcard” inter-
changeably. Figure 1 shows a typical contactless
smartcardsystem.

The readeris an active (powered) device that
communicateswith the smartcard(tag) on one
handand with a securitysystem(basedon com-
puterizeddatabase)on the otherhand.

The antennais an importantpart of any RFID
system.The antennaconverts the electric signal
from the reader into the magneticsignal trans-
mitted over the air. Typical readerantennasizes
vary from 5x10 cm2 up to 50� 100 cm2. In some
systemsantennasare built inside a readerdevice,
while in othersantennasareexternal.Many tech-
nical guides for building RFID antennascan be
found on the Internet (cf. [TI03a], [TI04] and
[TI03b]).

The tag in a contactlesssmartcardsystemsis
the smartcard:it is embeddedin a plastic credit
card, including its antenna.Thus, the contactless
smartcard's antennadimensionsare5� 8 cm2 since
it is embeddedin a credit cardplastic.

B. Standards and Deployment

Most contactless smartcard applications are
basedon the ISO/IEC 14443 standard[ISO00a].
This standardspeci�es the RF signal interface,
initialization, anti-collisionandprotocolsfor wire-
lessinterconnectionof closelycoupleddevices.It
operatesat 13.56MHz,with a bit-rateof 106Kbps,
andis designedfor a rangeof 10cm.Suchsystems
are currently being deployed by credit-cardcom-
panies(see[All04a] and[All04b]) in Point-of-Sale
paymentsystems.

Another relevant RFID standard is ISO/IEC
15693[ISO00b] - which operatesat a rangeof 1 m
but doesnot provide enoughenergy to activatean
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IC, thereforetypical applicationsaresimple�x ed-
logic devices.

Contactlesssmartcardsystemsusethe ISO/IEC
7816.4[ISO95] standardfor their transportlayer.
This is, in fact, part of the main standardthat
governscontact(regular) smartcardsystems.The
ISO/IEC 7816.4 standard de�nes interindustry
commandsfor interchangeand securemessaging
on the structuresof APDU messages.

A parallel RFID standard is NFCIP-
1/ECMA340 (also called ISO/IEC 18092).
This standard is designed for larger devices
like cell phones, PDAs, and laptops. Recently
Nokia has announced the availability of an
NFC-equippedphone(cf. [Com04] and [Gua04]).
The NFCIP standardis being adoptedby many
companies, see ECMA TC32-TG19 member
companies[ECM04].

TheNFCIP-2standardde�nes a gateway mech-
anism between any ISO/IEC 14443, ISO/IEC
15693 and ISO/IEC 18092 interface standards.
What makes the NFCIP standardinteresting is
that (1) An NFCIP device can act both as a
reader and as a tag; (2) A typical NFCIP de-
vice hasadditionalcommunicationchannelsit can
use,suchas Wireless-LAN or GPRS;(3) NFCIP
devices typically have convenient and powerful
programminginterfaces;(4) The NFCIP standard
andtheISO 14443standardsarecompatiblebelow
the transportlayers. Therefore,since NFCIP are
much easierto program—they offer the potential
of becominga convenient platform from which
to attack contactlesssmartcardsystems.Figure
2 comparesthe NFCIP standardsto contactless
smartcardstandards.

I I I . THE BASIC RELAY ATTACK

A. Systemoverview

The basicrelay attacksystemis built usingtwo
devices,which we call the ghostandthe leech, as
describedin Figure3. Theghostis a device which
fakesa cardto thereader, andtheleechis a device
which fakesa readerto the card.

The main idea of the ghost and the leech is
to createa bidirectional communicationchannel

Consumer Devices 
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for 
General Data Transfer e.g. 

Pictures, Address, 
Phonebook

ISO/IEC 18092

Smart Cards 
for 
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Interface
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ECMA-352: NFCIP-2 Inter face and protocol
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Fig. 2. NFCIP devicesvs. Smartcardsdevices.

betweenthe genuinereaderand the victim card.
Thechannelpassesthroughtheleechandtheghost
and provides transparentcommunicationbetween
the readerand the card—ata rangethat is much
greaterthan the nominalsystemrange.

The typical communicationscenariostartswith
a messagethatthereadersendsto theghost,which
acts as a regular card. The ghost receives the
message,sendsthe messageto the leechusing a
fast digital communicationchanneland minimum
delay, without any data manipulation.The leech
receives the message,fakes the real readerand
transmitsthe messageto the real card. In the op-
positedirection(tag to reader)the communication
scenariois reversed.

Using this techniquegives the ability to create
a relay, or repeaterbetweena readerand a card.
The relay is orthogonalto any higher level secu-
rity protocols such as those de�ned in the ISO
7816.4standard[ISO95]. Furthermore,using the
two devices (the ghost and the leech) allows the
distancebetweenthereaderandtherealcardto be
practicallyunlimited.

B. TheThreats

Theattackdescribedin SectionIII-A breaksthe
assumptionthat the readeris communicatingwith
a card that is physically close. Using the relay
attack,the attacker causesthe readerto (unknow-
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Fig. 3. Basicattacksystemoverview.

ingly) communicatewith a genuinecard—which
is far away. This opensseveral possiblethreats.A
typical attack is to charge someoneelse's credit
cardor electronicwallet for a purchase.To mount
suchanattack,onecouldplacea leechdeviceclose
to thevictim smartcard(e.g.,slip theleechinto the
victim'shandbag),andthenpresenttheghostto the
readerat paymenttime. One could also to open
a securedoor using someoneelse's key. Another
possibility is hackinginto victim's NFCIP device
(like a PDA or mobile phone),and programming
the device to act as a leech (works only if the
NFCIP device is nearthe contactlesssmartcard).

Note that the relay attack is possibleeven if
the card and the readerusestrongauthentication
and encryptionalgorithms.However, in casethe
systemusesweakprivacy or securitymechanisms
then simpler variants can be used by attackers.
For example,many governmentsplan to requirea
contactlesssmartcardIC to be integratedon their
passports(e.g.,seetheUSA plans[EEt04]). Using
a relay attacka terrorist with an expired passport
cancrossa borderusingsomeoneelsepassportID.
If thepassporttagdoesnot authenticatethereader,
thenthe attacker canrun the attackusinga single
device (a combinedleech/ghost)by interrogating
thevictim passportin advance,andthenreplaying
the datato the readerat passportcontrol.

C. Limitations

The basicrelay attackhassomesigni�cant lim-
itations, which could be the differencebetween
theoreticalattackand a realistic one.Speci�cally,
using standardequipment,the leech-to-carddis-
tanceneedsto be around10cm,andsimilarly, the
ghost-to-readerdistanceneedsto be 10cm.Being

this closeto thevictim systemsmakestheattacker
vulnerableto exposure.In the remainderof this
work we shall show how theselimitations can be
overcome.

Note that timing limitations arenot a real prob-
lem for theattacker. In theanti-collisionspeci�ca-
tion of ISO/IEC14443([ISO00a] part3) the time-
out is 5 msec.The data transfertime-out can be
set to be up to 5 sec([ISO00a] part 4). Theseare
very long delays,that almostany moderndigital
communicationchannel(betweentheghostandthe
leech)canmeet.

IV. INCREASING THE READER-TO-GHOST

DISTANCE

A. From the Readerto the Ghost

As describedin SectionII, contactlesssmartcard
systemsarebuilt from an active readeranda pas-
sive card.However, anattacker canbuild anactive
ghostto increasethedistancefrom which theghost
can receive the reader's signal. In this way the
ghostdoesnot needto bewithin “activationrange”
since it is no longer powered by the transmitted
energy.

In order to calculatethe range from which a
poweredghostcan operate,we usedthe NEDAP
[Foc00] model. This is a commonly usedmodel
of the physical (layer-1) communicationcharac-
teristics of inductive RFID systems.The model
usestheparametersof thetag,reader, andantenna,
combinesthem with the effects of external noise
and interferencesources,and is able to simulate
the various reading ranges.The NEDAP model
is available as a C program. We adapted the
NEDAP modelto theparametersof theISO 14443
standard,andusedit to explore the readingrange
if the ghostignoresany regulatorylimitations and
doesnot usethe standardload modulation.

We used two possible noise scenarios:Man-
Made Noise and RFID systeminterferences(de-
tails may be found in the appendix).Under the
“Man-Made-Noise”model, we calculatethat the
ghost can be about 50m away from the reader.
Under the “RFID systeminterference”model the
readerneedsto beapproximatelythreetime closer
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to the ghost than the interferencedevice. Details
about the noise modelscan be found in the ap-
pendix. We note that thesedistancesagreewith
anecdotalempiricalevidence[Fin04] andwith the
�ndings of the NIST experiment[All05].

B. From the Ghostto the Reader

In RFID systems,the card communicateswith
the readerusing load modulation.Effectively, the
card varies the impedanceof a resistor, which
slightly perturbsthecurrentin thereader'santenna.
(seeFigure 11 in the appendix).However, load-
modulationsignalscan only be received at very
short ranges.Therefore,it seemsas if the leech
canhearthereaderfrom a largedistance—but how
can it “talk back”?

However, in ISO 14443, the card usesa sub-
carrier frequency to modulate.A key observation
is that an active, powered, ghost can transmit
directly on the sidebandswith DSB (Dual Side
Band modulation).From the reader's perspective,
DSB modulationis indistinguishablefrom normal
load modulation—however, DSB modulationdoes
not rely on near-�eld effects and can be per-
formed from a much larger distance.Thus,using
DSB,theghost-to-readercommunicationis subject
to precisely the samedistancelimitations as the
reader-to-ghost direction we saw in Section IV-
A: Therefore,the distancebetweenthe ghostand
the readercan be up to 50 meters,allowing bi-
directionalcommunication.

Notethata well-madeghostshouldsynchronize
its DSB transmit signal with the reader's carrier,
sosynchronousreceiverswould not rejecttheDSB
transmissions.

C. How to build a Ghost?

Building a ghostwith a low budget is a fairly
simple task. The inventory list includes: wires,
copper tubes (like the tubes used for cooking
gas),a few hardwarecomponentsandsomebasic
knowledgeof electronics.

Our designsketch (Figure 4) is a “souped-up”
NFC device connectedto a larger antennausing

Bidirectional 
Power Gain
And Filters

Magnetic 
coupling

To/From the Leech
To/From the Reader

NFC device

Fig. 4. Building a ghostusingan NFC device.

ampli�er components.Conveniently, there is no
needto opentheNFC device's casing.Instead,we
can wrap a wire loop aroundthe NFC device, to
createa full magneticcoupling with its internal
antenna.This wire loop is connectedto a �lter (to
eliminatethe carrier frequency), an ampli�er, and
a home-madecoppertubeantennaaccordingto the
recipein [TI03a], [TI04], and [TI03b].

Alternatively, the attacker can build a ghost
withoutusingaNFCdevice, from readilyavailable
RFID hardware components.Sucha customcon-
struction will probably producea superiorghost
device.However, we speculatethat (1) futureNFC
devices will probably have more advancedhard-
ware/software developmentkits available,and (2)
the rapid NFC technologydevelopmentwill make
NFC-basedghostsmorecosteffective.

V. INCREASING THE LEECH TO TAG DISTANCE

We saw in theprevioussectionthat thedistance
between the reader and the ghost can be 500
times larger than the system's nominal range.In
this sectionwe explore the distancebetweenthe
leech and the victim card. As we shall see, a
signi�cant, but moremodest,distanceincreasecan
beachieved,with variouslevelsof effort. We shall
seethattheleechcanbeup to 40-50cmaway from
the smartcards:a 5-fold increase.

As before,we adaptedthe NEDAP software to
our needsandusedit to simulatethephysical layer
communication.Theinputsto themodelwerecho-
senfor typical ISO-14443parameters.Theexternal
noise was calculatedas follows: We assumea
second(external) RFID systemthat transmitsat
themaximumregulationlimits ([CEP04],[FCC01]
and[ITU00b]) from a distanceof 100meters.This
externalnoiseobeys the following formula:

Ext noise = Hmax + 51:5 �

10log10 Distance� 10log10 Bandwidth
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In our caseHmax = 42 [dB� A/m/Hz] at 10 m,
Distanceis 100 m, Bandwidthis 106,000Hz and
the constant51.5 is the air impedance,so the
externalnoiseis about24 [dB� V/m/Hz].

All the results we presentare for ISO-14443
[ISO00a]typeB. Theresultsfor ISO-14443typeA
aresimilar.

A. Distancelimitations

The card to readerdistancepresentsthe most
dif�cult challengein any passive RFID system.
The leech's taskis to increasethis distance.Build-
ing an effective leechmusttake into consideration
threekinds of distanceslimitations.

1) The card activation range is the most ob-
vious limitation, since card is powered up
by the magnetic�eld emittedby the leech.
However, if the leechcan ignore regulatory
limits and createa strongermagnetic�eld,
it canactivate the card from further away.

2) The leech's sensitivity placesa limitation on
how far the leech can “hear” the card. In
near-�eld-communication the attenuationis
60dB/Dec,i.e., the signal strengthdropsby
a factorof 1000whenever thedistancegrows
by a factorof 10. Therefore,having a more
sensitive receiver allows us to increasethe
leech-to-carddistance.

3) The third andthemostunexpecteddif�culty
is the environmentnoise in the attackarea.
Thenoisedirectly affectstheSNRwhich the
leech receives. The leech-to-carddistance
is dramaticallyaffected by the SNR value
andis fundamentallylimited by theShannon
limitation.

B. Increasingthe readingrange by increasingthe
activationrange

Before any communicationcan take place be-
tweentheleechandthevictim smartcard,theleech
mustsupplyenoughenergy to power up the card:
i.e., the cardhasto be within the activation range.
Note that, fundamentally, theactivation rangecan-
not be too large: the boundarybetweennear-�eld
and far-�eld behavior is given by c=(2� f ). When
f = 13:56 MHz this distanceis about 3:52 m,
which gives us an upperboundon the activation
range.

Even approachingthis upperbound is dif�cult
in practice.To do so, the leech has to generate
a strongermagnetic�eld. This can be achieved
by passinga strongercurrent though its antenna,
or by using a larger antenna(or both). However,
increasingthe transmit power also increasesthe
internal noise,which may drown the weak signal
received from the contactlesssmartcard.Further-
more, a larger antennapicks up more external
noise,which again drowns the received signal. In
fact, for every �x ed currentvalue, thereexists an
antennasize that is optimal for that current.The
NEDAP model accountsfor the effects of these
typesof noisein its calculations.

In the following simulations, we limited the
antenna's current by 4 A, which we believe is
a reasonablelimitation for a mobile leechdevice
poweredby batteries,operatedin bursts.

Figure 5 shows the results of the ampli�ed
signal in the leechdevice. For eachcurrentvalue
we usedits optimalantennasize.Thegraphshows
that, using a larger antennaand strongercurrent,
theleechcanincreasethereadingrangeby a factor
of 3:5 over thenominalrange.We foundthatwhen
the current is 1 � 4 A then the optimal antenna
dimensionsare about40 � 40 cm2: still allowing
reasonablemobility of the leechdevice.

C. Strengtheningthe Tag Signal

Oncethe leechmanagesto increasethe reading
range,by transmittinga powerful signal, the bot-
tleneckon any further rangeincreasebecomesthe
leech's ability to receive the card's signal above
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software-basedretransmissions,for two current values.The
numberof retransmissionsappearsin parentheses.

the noise.

The main tool we use here is retransmissions.
The key idea is that if the leechcausesthe card
to re-transmit every messagemultiple times, it
effectively reducethebandwidthandampli�es the
signal.In thefollowing subsectionswesuggesttwo
methodsof handlingretransmissions.

Note that the ISO-14443[ISO00a]standardal-
lows the reader(the leechin our case)to request
an unlimited numberof retransmissionsfor each
frame.

1) Software-basedretransmissions:Thefollow-
ing assumptionsform the basis for this method:
(a) We assumethat the leechhardware can lock-
on the card signal at a lower SNR than needed
for error-free datareceptioneven with a badBER
(Bit Error Rate),(b) We assumethat if the leech
hardware locks-onthe card signal, it will provide
the frameto the driver software,even if the frame
has errors and fails in the CRC or checksum
test.If theseassumptionshold, thenthe leechcan
compensatefor thereceptionerrors(poorBER) by
usingmultiple copiesof eachbit. Using this fact,
the leechcausesthecardto transmiteachframeK
timesand takes the majority value for eachbit.

In reality, thereceiver's locking point,asa func-
tion of SNR, dependson the modulationmethod,
the receiver architecture,and implementation.For
any given device, this locking point is basically
�x ed andhardto optimize.It is our understanding
that in mostsystemsthereceiver doesin factwork
at a higher SNR than it needsfor signal-locking

Fig. 7. Interleaving of two copiesof the sameincoming
frame.

[Fin04], thusassumption(a) is reasonable.

Let � SNR denotethe differencebetweenthe
SNRneededfor error-freecommunicationandthe
SNR neededfor signal lock on. Figure 6 shows
how thereadingdistanceincreasesasa functionof
the � SNR.Thenumberof retransmissionsappears
in brackets. The number of retransmissionsis
determinedby theminimumnumberof repetitions
that give at least the sameBER as that given by
a 10dB signal.The formula to calculateBER asa
functionof SNRwastaken from digital communi-
cation theory [Pro95]. The majority's calculations
weredoneusingelementarycombinatorics.

Figure6 shows that for a leechreceiver with a
� SNR of 10dB can increasethe readingdistance
by another30% over the distanceachieved with a
strongercurrentandlargerantenna.Thenumberof
retransmissionsthat areneededis relatively small
(at most 5). In casethe � SNR is larger, better
distanceswill be achieved.

Notes: 1) This method is only possibleif the
leech hardware supportsour assumptions.2) In
orderto implementthis method,theattacker needs
good programmingknowledge,and accessto the
receiver driver (in the NFC device).

2) Signal-processing-basedretransmissions:
Our second method uses custom digital signal
processingat the leech,and requiresmuch more
knowledge from the attacker. Again, the leech
causesthe card to retransmiteachframeK times.
Theleechsignalprocessing(hardwareor software)
interleavestherepeatedframesinto a jumboframe,
as shown in Figure 7. Filtering the jumbo frame
with a new �lter , which has a lower bandwidth,
will improve the SNR.

Notethatthis techniqueworksbecausethenoise
is a randomprocess,andthesampletimeshave no
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effect on sucha process.

Figure8 showshow usingtheinterleaving meth-
ods with retransmittedframes can increasethe
reading range. We can see that with K = 16
retransmissions,the reading range increasesby
40% to about55cm.

D. TheComplexity of Building the Leech

Building a leech is quite similar to building a
ghost.Figure 9 shows the basicschemastructure
of a leech using NFC device: wrap a magnetic
coupling aroundthe NFC device, using a looped
wire. In transmissionoperations,the gain stage
ampli�es the outgoing transmittedsignals to a
high-power-signal. In receive operationsthe gain
stageampli�es the weak received signals to the
level requiredby NFC device and �lters out-of-
band noises.The gain stageis connectedto an
antennawith optimal size, which transmitsand
receivessignalsto/from the card.

E. A Comparisonof Leech Designs

Table I summarizesthe achievable leech-card
rangeversusthe effort, cost and attacker knowl-
edgeneededto build a leech using NFC device.
1

The table clearly shows that the largest range
increaseis achievedby amplifying thecurrentand

1Theattacker canbuild a superiorleechwithout usingNFC
device, by optimized the hardware and software algorithms.
Although this option exist it' s less time and cost to build a
leechwith NFC device.

Magnetic 
coupling

To/From the victim 
card

To Ghost

NFC device
Bidirectional 
Power Gain
And Filters

Fig. 9. Building a Leechusingan NFC device.

using an optimum antennasize. The “Current +
Antenna” methodis fairly simple and leadsto a
very simpleattacker pro�le: mediumknowledgein
RFID technology, a very small budgetand easily
obtainedcomponents.

The two othermethods,which build on retrans-
mitting the frame over and over, require a more
sophisticatedattacker anda substantialbudgetfor
the signalprocessingmethod.Thesemethodscan
be the differentiation to wider leech usability in
much more public places,although the bene�ts
arenot asgreatas the improvementsachieved by
“Current + Antenna”method

VI. WEAKER ATTACKS AND COUNTER

MEASURES

A. Weaker attacks

Therelayattackshows how thesecurityandpri-
vacy assumptionsof the near-�eld-communication
break despitestrong protocol protection mecha-
nisms(like challenge-responseauthenticationand
dataencryption).However, contactlesssmartcards
are much more vulnerablein casethesemecha-
nismsarenot used.

The worst attack is when there is no protec-
tion at all and the attacker can modify, copy, or
do whatever he likes with the card without any
noti�cation to the card holder. A closesecondis
anoff-line cardduplicationattack:In casethecard
doesn't usereasonableauthenticationmechanisms,
the card's data can be easily copied (e.g., using
RFDump[GW04]) into the attacker's NFC device
and usedby the attacker. Another possibleattack
is replay:usingsniffer techniquesthe attacker can
recordthe traf�c betweenthe readerand the card
andreplay the datawhenneeded.
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Property
Method Max Extra Cost Availability Attacker

Distance (beyond NFC) Knowledge
Standard 10 cm 0$ High Low

Current+ Antenna 40 cm < 100$ High Medium
Current+ Antenna+ Software 50 cm < 100$ Medium High

Current+ Antenna+ Signal-Processing 55 cm > 5000$ Low Very High
TABLE I

SUMMARY: LEECH TO TAG EFFORT AND BENEFIT

B. PossibleCountermeasures

We can classify the countermeasuresinto two
main kinds of protections: protecting the card
owner andprotectingthe system.

A Faraday-cageapproachto shield the contact-
lesssmartcardagainst maliciousattackers can be
usedby the card holder as a protectionmethod.
At least one company alreadyoffers a Faraday-
cage-basedproductfor privacy purposes[mCl04].
A home-madeFaraday cage can be createdby
wrappingthe card in aluminumfoil.

Activation by the card holder is an alternative
method. In this method the card is active only
when a the card owner takes someaction, using
an on-cardmechanicalor biometricactuator(e.g.,
an on-card push button or �ngerprint scanner).
Having an on-cardinput mechanismwould force
thecardownerto take actionto activatethecard—
and eliminatethe attacker's ability to silently use
a victim card.

System protectionscan be basedon a Two-
Factor-Authenticationarchitecture,i.e., (a) some-
thing you have and (b) somethingyou know (or
somethingyou own). For instance,besidespre-
sentingthesmartcard,theuserwould needto type
in a PIN code on the reader. Unfortunatelysuch
a systemeliminatessomeof the conveniencethe
contactlesssystemcanoffer.

VI I . RELATED WORK

A broadoverview of RFID technologycan be
found in T.A.Scharfeld's thesis[Sch01]. This the-
sis analyzesRFID theory, standards,regulations,
environmentin�uence, andimplementationissues.

Freeattack/analysistoolsthatdetectRFID cards
andshow theirmetainformationareavailablefrom

the RFDump web site [GW04]. Thesetools are
able to display and modify the card data,suchas
the card ID, card type, manufactureretc.

A discussionof smartcardoperationin hostile
environmentsis presentedin [GSTY96]. The ar-
ticle describesinteractionsbetweenthe smartcard
andapoint-of-salesystem,focusingonprivacy and
trust issues.

The trust modelbetweenthe smartcardand the
readeris describedin [SS99].Thearticlediscusses
thesecuritymodelof a smartcardsystem,indepen-
dently of its application.

Much of the effort in the smartcardindustry,
and in the researchcommunity, is focused on
privacy issuesin RFID technology(See[McC03]).
The SmartCard Alliance white-paper[All03] de-
scribes how smartcard technology can help to
protectprivacy andensuresecurityin a ID system.
Methods to protect users' pro�les can be found
at Eurosmart's website [EUR] for contact and
contactlesssmartcards.A setprotectionpro�le for
smartcardsecurity, basedon the ISO/IEC 15408
[ISO99] standard,is theproductof theSmartCard
SecurityUserGroup[SCS01],with memberslike:
AmericanExpress,EuropayInternational,JCBCo
Ltd, MasterCardInternational, Mondex Interna-
tional, Visa Internationaletc.

Juels, Rivest and Szydlo [JRS03] propose a
blocking tag approachthat prevents the reader
from connectingwith the RFID tag.Their method
can also be used as malicious tool: In order to
disrupt the Reader-to-Tag communication,their
blocker tag actually performsa denial-of-service
attack against the RFID readerprotocol by us-
ing the “Tree-Walking SingulationAlgorithm” in
the anti-collision mechanism.Juelsand Brainard
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[JB04] proposea variant on the blocker concept
which involvessoftwaremodi�cation to achieve a
soft blocking tag.

[Wei03] and[SWE02] offer a “Hash-Lock” ap-
proach to low cost RFID devices which use a
“lock/unlock” mechanismto protect against re-
trieving the RFID ID number. In the simplest
scenario,when the tag is locked it is given a
value (or meta-ID) y, and it is only unlocked by
presentationof a key value x such that y = h(x)
for a standardone-way hashfunction h.

JuelsandPappu[JP03]discussthe privacy im-
plications of RFID-tagsembeddedin banknotes,
with a schemewherebanknotetag serialnumbers
areencryptedwith a law-enforcementpublic key.

Juels[Jue04]proposeda formal securitymodel
for authenticationand privacy in RFID tags,with
a small amount of rewritable memory and very
limited computingcapability, in whicha tagcarries
multiple, pre-programmedpseudonyms.

Recently, Bonoet al. [BGS+ 05] showeda secu-
rity analysisof anRFID device known asa Digital
SignatureTransponder(DST),which is usedin car
immobilizersandpayenttransponders.Theauthors
have beenable to reverseengineera proprietary
40-bit cryptographicfunction embeddedin these
devices,to build anFPGA-basedbrute-forcecrypt-
analysis system,and to emulate the DST's RF
behavior.

VI I I . CONCLUSIONS

In our opinion, this work describesa real threat
on contactlesssmartcardsystems.The “Relay at-
tack” causesthe readerto identify a remotecard,
which is not the device that is presented.This
factbreaksthehiddenassumptionthatthephysical
mediumis secureandthat the identi�ed cardmust
be very closeto the readerdevice.

Extending the readerto card range using our
ghostand leechdevices allows the victim card to
be at an unlimited distance.Additionally, extend-
ing the readerto ghostrangeandthe leechto card
rangesigni�cantly increasethe attacker's options:
Larger distancesmeanno physical contactandno
eye contactor security-cameraexposure.

We believe that attackers will appearwhen the
�nancial gain is high enough.Low costNFC tech-
nologywill be on the shelvessoon,andupcoming
creditcardsbasedon contactlesssmartcardpresent
a real temptationandhigh gain for attackers.The
combinationof high availability, low costandeasy
pro�ts may well causethe “Virtual Pick Pocket”
attackto appear“in the wild” beforelong.
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APPENDIX

A. Near Field Communication(NFC) - Operating
Principle

As we have mentioned before, contactless
smartcardsarepoweredby the reader. The smart-
cardscommunicatewith thereadervia aninductive
magneticcoupling of the reader's antennato the
card's antenna.The two loop antennaseffectively
form a transformer([Atm02]). This type of com-
municationis known as“Near Field Communica-
tion”, or NFC. Figure 10 illustratesthe magnetic
�eld in the NFC inductive couplingdevices.

The reader producesan alternating magnetic
�eld by generatinga sinusoidalcurrentthroughthe
reader's antennaloop. When the tag entersthis
alternatingmagnetic�eld, an alternatingcurrent
(AC) is induced in the tag's loop antenna.The
tag's integratedcircuit (IC) containsa recti�er and
a power regulator to convert the AC into direct
current(DC), which powersthe integratedcircuit.

ThereadermodulatestheRF �eld to sendinfor-
mationto the tag.The tag containsa demodulator
to convert the modulationinto digital signals.The
datafrom the readeris decodedandprocessedby
the tag's integratedcircuit (IC).

Thetagtransmitsinformationbackto thereader
by modulating the loading on the tag's antenna
(e.g.,by varyingthe impedanceof a resistor).This
load modulation,as it is called, causeschanges
to the current in the reader's antenna.Assuming
that the tag is closeenough—thereadercansense
thetag's loadmodulationanddemodulate.Thetag
usesa sub-carrierfrequency for the load modu-
lation, which allows the readerto �lter the sub-
carrier frequency off its antennaand decodethe
data.

B. SimulationParameters

As mentioned before, we used the NEDAP
model to estimate the leech performance.The

Reader

Antenna

Tag

Fig. 10. NearField Communicationvia Inductive coupling.

NEDAP model is controlledby a large numberof
systemparametersthat needto be set.

Theparametersaredividedinto four groups:(1)
global systemparameters,(2) readerparameters,
(3) tag parameters,and (4) environment parame-
ters.Below we describethe parameterswhich we
used in the leech simulationswhose values are
differentfrom thedefault NEDAP-suppliedvalues.

1) Global SystemParameters:

� The magnetic �eld limit at a distance of
10 m was set to -4.34 [dB� A/m], which is
generatedby a readerwith transmitpower of
100mA.

� Thedatabandwidthwassetto 212KHz. This
wasderivedfrom the loadmodulationparam-
eters:ISO 14443Type A usesASK modula-
tion andManchestercoding.ISO 14443Type
B useBPSK modulationandNRZ-L coding.

� Thesub-carrierfrequency wassetto 847KHz,
accordingto[ISO00a].

2) ReaderParameters: The dimensionsof the
rectangular reader antenna loop were set to
10cm� 10cm.Weassumedthatthereaderantenna
loop consistsof a singlewinding.

3) Tag Parameters: Thedimensionsof therect-
angulartagantennaweresetto 5 cm� 8 cm,which
are the sizesof typical credit card.

4) EnvironmentParameters: Theexternalnoise
level was set to 24 [dB� V/m/Hz], �at over the
receiver bandwidth(SeealsoSectionC below).

We set the parametercontrolling the precision
of the resultsto 1cm.
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C. Noise Models for Ghost-to-ReaderDistance
Estimation

1) Man-Made-Noise: Standard noise models
are available from several sources such as
[ITU00a], [ERC99]and[Shu01].UsingtheITU-R
[ITU00a] model,the RMS2 �eld strengthis given
by:

Fam (f MHz ) = c � d log10 f

and

Ext noise(f MHz ) = Fam � 95:5 +

20log10 f MHz + 10log10 BHz

For a “Business”environment the model gives
parametervaluesof c = 76:8 and d = 27:7. Note
that many parameterseffect the estimatedman
madenoise (location, time, etc). This calculation
uses average values, which are assumedto be
reasonablefor a “typical” businessenvironment.
Using the ISO 14443 center frequency of f =
13:56 MHz and bandwidth of B = 1 Hz we
computethat the estimatedman-made-noiseis:

Ext noise = � 27:41[dB� V=m=Hz]

A practical contactlesssmartcardsystem,with
a few centimetersreadingrange,and an antenna
currentof up to 100 mA gives a maximum�eld
strengthof Hmax = � 4:3 [dB� A/m/Hz] at 10 m
[TI05].

The above estimatedman-made-noiseandmax-
imum �eld strengthare the inputs for the range
calculations.In order to calculatethe rangefrom
which a ghostcanoperate,two formulasareused:
The �rst formula answersthe questionhow strong
mustthe received signalbe with a given SNR and
noiselevel. Thesecondformulais usedto calculate
the signalattenuation3 dependingon the distance
from the referencepoint.

The calculations are based on the NEDAP
[Foc00] model.Themodeltakesinto accountthree
kinds of noise:external, internalandnarrow-band

2Root MeanSquare
3Due to the fact that the device transmit power give by

his magnetic�eld strengthat a distanceof 10 meters,the
calculationusefar-�eld attenuationmodel.

FC = 13.56MHz

FS = 847KHz
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Fig. 11. Load Modulation- sideband.

noises.Theinternalnoiseis createdby theinternal
readercomponentand mostly affects the reader.
The narrow-band noise is generatedby external
devices and has relatively low energy comparing
to theexternalnoise.Usingonly theexternalnoise,
which is thedominantnoisein themodel,givesthe
following formula:

He� (SN Rext ; B W; Ext noise) =

SN Rext + (Ext noise � 51:5) + 10log10 B W;

where SN Rext is the requestedSignal to Noise
Ratio in dB, Ext noise is the external noise in
dB� V/m/Hz, B W is thebandwidthin Hz andH e�

is theminimal magnetic�eld strengthin dB� A/m.
The constant51:5 is equal to 20log10 375, 375

is the air impedance(the ratio betweenelectronic-
�eld and magnetic-�eld is the air impedance,in
standardconditions).

The physical behavior of the far �eld electro-
magneticwave de�nes the secondformula. In the
far �eld, the attenuationis log-linearwith a slope
of 20 dB

D ec. The Hmax parameteris a point on the
log-linearline at a distanceof 10m. Thefollowing
formula is the resultof the linear-slopeandpoint,
after pulling out the log:

Distance(Hef f ) = 10
( H max +20) � H ef f

20

Given theseformulas and setting SN Rext =
10[dB], B W = 106; 000[H z] (receiver band-
width), and Ext noise = � 27:41[dB�V =m=Hz]
shows that the maximal distance between the
readerand the ghost can be more then 50 me-
ters. Weis et al. [WSRE04] note that the threat
on RFID technologyis to monitor reader-to-tag
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broadcastfrom a long-range,which maybepicked
up from hundred of meters away. Such results
can only be archived under the following condi-
tions: higher transmissionpower (above H max =
42[dB�A=m=H z] at 10 m, which is the regula-
tion limit), a low noiseenvironment,and using a
sensitive receiveantenna.Sincetheghost-to-reader
distanceis not themainchallengefor theattacker,
we did not suggestusing special equipmentto
increasethe ghostrangebeyond 50 m.

2) RFID systeminterferences: An alternative
noise model is basedon interferencefrom other
RFID sourcestransmittedin the samemagnetic
strengthpower. Assumethat the ghost is trying
to communicatewith a reader, R1, which is at
distancex1. A secondreader, R2, is located at
distancex2 > x1. The questionis what is the
relationbetweenx1 andx2 which still allows the
ghost to communicatewith R1, which needsan
SNR of 10 dB, despitethe interferencefrom R2.
Assumingthat both x1 andx2 arein the far-�eld,
the attenuationis 20 dB

D ec. The differencebetween
the receivedsignalspower, � P , shouldbeat least
therequiredSNR,10 dB. Theseinputsgive a ratio
of: x2 = x1 � 10

10
20 t 3:16x1.


