Picking Virtual Poclets using Relay Attacks
on ContactlesssSmartcardSystems

Ziv Kr and Avishai Wool
Schoolof Electrical Engineering,
Tel Aviv University RamatAviv 69978,ISRAEL.

kfirziv@post.tau.ac.il,

Abstract— A contactlesssmartcard is a smartcard
that can communicate with other devices without
any physical connection, using Radio-Frequency
Identier (RFID) technology Contactless smart-
cards are becoming increasingly popular, with ap-
plications like credit-cards, national-ID, passports,
physical access.The security of such applications
is clearly critical. A key feature of RFID-based
systemsis their very short range: typical systems
are designedto operate at a range of  10cm. In
this study we show that contactlesssmartcard tech-
nology is vulnerable to relay attacks: An attacker
can trick the reader into communicating with a
victim smartcard that is very far away. A “low-
tech” attacker can build a pick-pocket systemthat
can remotely use a victim contactless smartcard,
without the victim's knowledge. The attack system
consistsof two devices, which we call the “ghost”
and the “leech”. We discuss basic designsfor the
attacker's equipment, and explore their possible
operating ranges. We show that the ghost can be
up to 50m away from the card reader—3 orders of
magnitude higher than the nominal range. We also
show that the leech can be up to 50cm away from
the the victim card. The main characteristics of the
attack are: orthogonality to any security protocol,
unlimited distance between the attacker and the
victim, and low cost of the attack system.

Keywords: RFID, ContactlessSmartcard Pay-
ment Systems Security

. INTRODUCTION

A. RFID systems

Radio frequeng identi cation (RFID) systems
arebeingwidely usedin variousapplicationssuch
as physical security tracking, payment systems
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and mary more (cf. [Fin03], [GSA04], [Eco0]
and [Yos05]). The usageof RFID systemshas
grown quickly over the last decadeandis rapidly
becomingacommonpartof everydaylife. Theaim
of contactlesssmartcardtechnologyis to provide
low cost “no-touch” communication,which can
createan authenticatedand optionally, encrypted
channelof communicatiorbetweerthe cardreader
andthe nearestsmartcard.

A key featureof contactlessmartcardechnol-
ogy is that the smartcardis passve: it doesnot
have anindependenpower source(e.g.,it doesnot
containa battery).Using RFID, the cardderivesall
of its power from the enegy emitted thoughthe
cardreaders transmission.

Becauseof this feature, contactlesssmartcard
systemsareusuallydesignedor very shortranges:
e.g., systemsbasedon the ISO-14443 standard
are designedto operateover a distanceof 10cm.
This proximity is inherentlyviewed as a security
feature: In a regular, contact, smartcardsystem,
the assumptionis that the card that is physically
presentin the slot (a) is the card thatis commu-
nicatingwith the readeyand (b) was presentedy
thepersonin front of thereaderContactlessmart-
cardsystemanake the sameinherentassumptions,
even though the communicationis wireless. The
assumptioris that (c) sincethe cardis only 10cm
from the readerassumptionga) and (b) arevalid.

Unfortunately we shall demonstratethat as-
sumption(c) doesnot hold, causinga collapseof
the rst assumptionsand exposing such systems
to attacks.

A typical applicationwe have in mindis a point-



of-salesystem.In suchan application,the reade
is connectedo the merchant cashregister Whel
a customerwishesto pay, ratherthan swiping he
cardin the readey she“waves” her card nearthe
readerandthetransactioris complete During this
“wave”, the readerpowers up the card, execute
an authenticationprotocol, and upon successful
authenticationthe customers electronicwallet (on
the card) is chaged by the purchasecost (or,
alternatvely, her credit card is chaged). This is
not the only applicationof contactlessmartcards,
but it sufces demonstrateur attack.If anattacler
canbuild a device thatwill chage someoneelses
card for his purchase—hewill have defeatedthe
system.

RFID-relatedrisks, mostly regarding privacy is-
sueshave appearedn the tradeandpopularpress
over the lastyear However, mary of thesereports
are inaccurateand easyto misunderstandE.g., it
was recently reportedthat, accordingto a NIST
experiment, “the electronic passportcan be read
from asfar as 30 feet away” [AllO5]. In fact, the
snoopingdevice was 30 feet away from the card
reader and could pick up its signal. The RFID-
equippedpassporttself was 10cm away from the
reader andits transmissiorcould not be snooped.
Thesedistancesagreewith what we report here.
However, our goalis moreambitiousthanpassie,
half-dupl, snooping:we proposea simple and
cheapsystemthatcanreceve and transmitto both
the contactlessmartcardandthe reader

Organization: Sectionll providesan overvien
of contactlessmartcardsSectionlll explainsthe
basic relay attack. In SectionlV we shav how
to extend the Readetto-Ghost range, and Sec-
tion V illustrates how to extend the Leech-to-
Carddistance SectionVI discussesomecounter
measuresSectionVIl discusseselatedwork and
we concludewith SectionVIll. Additional details
canbe foundin an appendix.

1. OVERVIEW OF CONTACTLESS SMARTCARD
TECHNOLOGY

A. Terminola@y

An RFID-basedcontactlesssmartcardsystem
consistsof a reader an RF-antennaand a tag.

Host Computer

Fig. 1. ContactlessSmartcardsise RFID technology

We use the terms “Tag” and “Smartcard” inter-
changeablyFigure 1 shawvs a typical contactless
smartcardsystem.

The readeris an active (powered) device that
communicateswith the smartcard(tag) on one
hand and with a security system(basedon com-
puterizeddatabasepn the otherhand.

The antennais an importantpart of ary RFID
system.The antennacorverts the electric signal
from the readerinto the magneticsignal trans-
mitted over the air. Typical readerantennasizes
vary from 5x10 cn? up to 50 100 cn?. In some
systemsantennasre built inside a readerdevice,
while in othersantennasare external. Marny tech-
nical guidesfor building RFID antennascan be
found on the Internet (cf. [T103a], [TI04] and
[T103Db]).

The tag in a contactlesssmartcardsystemsis
the smartcard:it is embeddedn a plastic credit
card, including its antenna.Thus, the contactless
smartcards antennalimensionsare5 8 cr? since
it is embeddedn a credit card plastic.

B. Standads and Deployment

Most contactless smartcard applications are
basedon the ISO/IEC 14443 standard[ISO00a].
This standardspeci es the RF signal interface,
initialization, anti-collisionandprotocolsfor wire-
lessinterconnectiorof closely coupleddevices. It
operatesat 13.56MHz,with a bit-rate of 106Kbps,
andis designedor arangeof 10cm.Suchsystems
are currently being deployed by credit-cardcom-
panies(see[All04a] and[All04b]) in Point-of-Sale
paymentsystems.

Another relevant RFID standardis ISO/IEC
15693[1SO004 - which operatesatarangeof 1 m
but doesnot provide enoughenepy to activatean



IC, thereforetypical applicationsaresimple x ed-
logic devices.

Contactlessmartcardsystemsusethe ISO/IEC
7816.4[ISO95] standardfor their transportlayer.
This is, in fact, part of the main standardthat
governs contact(regular) smartcardsystems.The
ISO/IEC 7816.4 standard de nes interindustry
commandsfor interchangeand securemessaging
on the structuresof APDU messages.

A parallel RFID standard is NFCIP-
1/ECMA340 (also called ISO/IEC 18092).
This standard is designed for larger devices
like cell phones, PDAs, and laptops. Recently
Nokia has announcedthe availability of an
NFC-equippedohone(cf. [Com04] and [Gua04).
The NFCIP standardis being adoptedby mary
companies, see ECMA TC32-TG19 member
companiedECMO04].

The NFCIP-2standardde nes a gatevay mech-
anism between ary ISO/IEC 14443, ISO/IEC
15693 and ISO/IEC 18092 interface standards.
What makes the NFCIP standardinterestingis
that (1) An NFCIP device can act both as a
readerand as a tag; (2) A typical NFCIP de-
vice hasadditionalcommunicatiorchanneldt can
use,suchas Wireless-LAN or GPRS;(3) NFCIP
devices typically have corvenient and powerful
programminginterfaces;(4) The NFCIP standard
andthelSO 14443standardsrecompatiblebelow
the transportlayers. Therefore,since NFCIP are
much easierto program—thg offer the potential
of becominga corvenient platform from which
to attack contactlesssmartcardsystems.Figure
2 comparesthe NFCIP standardsto contactless
smartcardstandards.

[Il. THE BASIC RELAY ATTACK
A. Systenoverviev

The basicrelay attacksystemis built usingtwo
devices,which we call the ghostandthe leed, as
describedn Figure3. The ghostis a device which
fakesa cardto thereaderandtheleechis a device
which fakes a readerto the card.

The main idea of the ghost and the leechis
to createa bidirectional communicationchannel

NFCIP devices Smartcards
devices
Consumer Devices
(e.g. TV, Cell Phone) Smart Cards
for Application for
General Data Transfer e.g. eg. E-purse, transport,
Pictures, Address, ticketing, e-commerce
Phonebook
Smartcard standard
Open communication Transport eg. SIM, Javacard
Standards e.g. TCP/IP Open Platform
ISO/IEC 7816.4...15
Interface 1443
ISO/IEC 18092 ISONEC L
Protocol (ISO/IEC 15693)

ECMA-352: NFCIP-2 Interface and protocol

Actsas a Gateway

Fig. 2. NFCIP devicesvs. Smartcardsievices.

betweenthe genuinereaderand the victim card.
The channebasseshroughtheleechandthe ghost
and provides transparentommunicationbetween
the readerand the card—ata rangethat is much
greaterthanthe nominal systemrange.

The typical communicatiornscenariostartswith
amessagehatthereadersendgo the ghost,which
acts as a regular card. The ghost receves the
messagesendsthe messagedo the leechusing a
fastdigital communicationchanneland minimum
delay without ary data manipulation.The leech
receves the messagefakes the real readerand
transmitsthe messagedo the real card. In the op-
positedirection (tag to reader)the communication
scenariois reversed.

Using this techniquegives the ability to create
a relay, or repeaterbetweena readerand a card.
The relay is orthogonalto ary higherlevel secu-
rity protocols such as those de ned in the ISO
7816.4 standard[ISO95. Furthermore,using the
two devices (the ghostand the leech) allows the
distancebetweenthereaderandthereal cardto be
practically unlimited.

B. TheThreats

The attackdescribedn Sectionlll-A breaksthe
assumptiorthat the readeris communicatingwith
a card that is physically close. Using the relay
attack,the attacler causeghe readerto (unknaw-



Reader Ghost

Fig. 3. Basicattacksystemoverview.

Leech Tag

ingly) communicatewith a genuinecard—which
is far away. This opensseveral possiblethreats.A

typical attackis to chage someoneelses credit
cardor electronicwallet for a purchaseTo mount
suchanattack,onecouldplacealeechdevice close
to thevictim smartcarde.g.,slip theleechinto the
victim's handbag)andthenpresentheghostto the
readerat paymenttime. One could also to open
a securedoor using someoneelses key. Another
possibility is hackinginto victim's NFCIP device

(like a PDA or mobile phone),and programming
the device to act as a leech (works only if the
NFCIP device is nearthe contactlessmartcard).

Note that the relay attack is possibleeven if
the card and the readeruse strong authentication
and encryptionalgorithms. However, in casethe
systemusesweak privacy or securitymechanisms
then simpler variants can be used by attaclers.
For example,mary governmentsplan to requirea
contactlessmartcard C to be integratedon their
passportge.g.,seethe USA plans[EEt04]). Using
a relay attacka terroristwith an expired passport
cancrossa borderusingsomeonesisepassportD.
If the passportag doesnot authenticateéhe reader
thenthe attacler canrun the attackusinga single
device (a combinedleech/ghosthby interrogating
thevictim passporin advance,andthenreplaying
the datato the readerat passporicontrol.

C. Limitations

The basicrelay attackhassomesigni cant lim-
itations, which could be the difference between
theoreticalattackand a realistic one. Speci cally,
using standardequipment,the leech-to-carddis-
tanceneedsto be around10cm, and similarly, the
ghost-to-readedistanceneedsto be 10cm. Being
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this closeto thevictim systemanakesthe attacler
vulnerableto exposure.In the remainderof this
work we shall shav how theselimitations canbe
overcome.

Note thattiming limitations are not a real prob-
lem for the attacler. In the anti-collisionspeci ca-
tion of ISO/IEC 14443([ISO004 part 3) thetime-
out is 5 msec.The datatransfertime-out can be
setto be up to 5 sec([ISO004 part4). Theseare
very long delays,that almostary moderndigital
communicatiorchanne(betweertheghostandthe
leech)can meet.

IV. INCREASING THE READER-TO-GHOST
DISTANCE

A. Fromthe Readerto the Ghost

As describedn Sectionll, contactlessmartcard
systemsare built from an active readeranda pas-
sive card.However, an attaclker canbuild anactive
ghostto increasahe distancefrom which the ghost
can receve the readers signal. In this way the
ghostdoesnot needto be within “activationrange”
sinceit is no longer powered by the transmitted
enegy.

In order to calculatethe range from which a
powered ghostcan operate,we usedthe NEDAP
[FocOQ model. This is a commonly used model
of the physical (layer1l) communicationcharac-
teristics of inductve RFID systems.The model
usesthe parametersf thetag,readerandantenna,
combinesthem with the effects of external noise
and interferencesources,and is able to simulate
the various reading ranges.The NEDAP model
is available as a C program. We adaptedthe
NEDAP modelto the parametersf the ISO 14443
standardand usedit to explore the readingrange
if the ghostignoresary regulatory limitations and
doesnot usethe standardoad modulation.

We used two possible noise scenarios:Man-
Made Noise and RFID systeminterferenceqde-
tails may be found in the appendix).Under the
“Man-Made-Noise”model, we calculatethat the
ghost can be about 50m away from the reader
Underthe “RFID systeminterference’model the
reademeedso be approximatelythreetime closer



to the ghostthan the interferencedevice. Details
about the noise modelscan be found in the ap-
pendix. We note that these distancesagreewith
anecdotakmpirical evidence[Fin04] andwith the
ndings of the NIST experiment[AIllO5].

B. From the Ghostto the Reader

In RFID systemsthe card communicatesvith
the readerusing load modulation.Effectively, the
card varies the impedanceof a resistor which
slightly perturbghecurrentin thereaders antenna.
(seeFigure 11 in the appendix).However, load-
modulationsignals can only be receved at very
short ranges.Therefore,it seemsas if the leech
canhearthereadeirfrom alarge distance—ht how
canit “talk back"?

However, in 1SO 14443, the card usesa sub-
carrier frequeny to modulate.A key obsenration
is that an active, powered, ghost can transmit
directly on the sidebandswith DSB (Dual Side
Band modulation).From the readers perspectie,
DSB modulationis indistinguishablérom normal
load modulation—havever, DSB modulationdoes
not rely on neareld effects and can be per
formed from a much larger distance.Thus, using
DSB, theghost-to-readecommunicatioris subject
to preciselythe samedistancelimitations as the
readetto-ghost direction we sawv in Section IV-
A: Therefore,the distancebetweenthe ghostand
the readercan be up to 50 meters,allowing bi-
directionalcommunication.

Note thata well-madeghostshouldsynchronize
its DSB transmitsignal with the readers carrier
sosynchronouseceverswould notrejectthe DSB
transmissions.

C. How to build a Ghost?

Building a ghostwith a low budgetis a fairly
simple task. The inventory list includes: wires,
copper tubes (like the tubes used for cooking
gas),a few hardware componentsand somebasic
knowledgeof electronics.

Our designsketch (Figure 4) is a “souped-up”
NFC device connectedto a larger antennausing

L

Bidirectional
b [] Power Gain [ 0 NFC device
And Filters

To/From the Reader
Magnetic

coupling

To/From the Leech

Fig. 4. Building a ghostusingan NFC device.

ampli er components.Corveniently thereis no
needto openthe NFC device's casing.Insteadwe
canwrap a wire loop aroundthe NFC device, to
createa full magneticcoupling with its internal
antennaThis wire loop is connectedo a Iter (to
eliminatethe carrierfrequeng), an ampli er, and
ahome-madeoppertubeantennaccordingto the
recipein [TI03a], [TI04], and[TI03b].

Alternatively, the attacler can build a ghost
without usinga NFC device, from readily available
RFID hardware componentsSucha customcon-
struction will probably producea superiorghost
device. However, we speculatéhat (1) future NFC
devices will probably have more advancedhard-
ware/softvare developmentkits available,and (2)
the rapid NFC technologydevelopmentwill make
NFC-basedyhostsmore cost effective.

V. INCREASING THE LEECH TO TAG DISTANCE

We saw in the previous sectionthat the distance
betweenthe reader and the ghost can be 500
times larger than the systems nominal range.In
this sectionwe explore the distancebetweenthe
leech and the victim card. As we shall see, a
signi cant, but moremodestdistanceincreasecan
be achieved, with variouslevels of effort. We shall
seethattheleechcanbeupto 40-50cm away from
the smartcardsa 5-fold increase.

As before,we adaptedthe NEDAP software to
our needsandusedit to simulatethe physicallayer
communicationTheinputsto themodelwerecho-
senfor typical ISO-14443parametersTheexternal
noise was calculatedas follows: We assumea
second(external) RFID systemthat transmitsat
the maximumregulationlimits ([CEP04],[FCCO01]
and[ITUOOb]) from a distanceof 100 meters.This
external noise obeys the following formula:

EXt noise = Hmax + 515
10log,y Distance  10log,;o Bandwidth
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In our caseHmax = 42 [dB A/m/Hz] at 10 m,
Distanceis 100 m, Bandwidthis 106,000Hz and
the constant51.5 is the air impedance,so the
externalnoiseis about24 [dB V/m/Hz].

All the resultswe presentare for 1SO-14443
[ISO00a]typeB. Theresultsfor ISO-14443ypeA
are similar.

A. Distancelimitations

The card to readerdistancepresentsthe most
dif cult challengein ary passve RFID system.
The leechs taskis to increasehis distance Build-
ing an effective leechmusttake into consideration
threekinds of distancedimitations.

1) The card activation range is the most ob-
vious limitation, since card is powered up
by the magnetic eld emittedby the leech.
However, if the leechcanignore regulatory
limits and createa strongermagnetic eld,
it canactivate the cardfrom further away.
The leechs sensitvity placesa limitation on
how far the leech can “hear” the card. In
near eld-communicationthe attenuationis
60dB/Dec,i.e., the signal strengthdrops by
afactorof 1000wheneerthedistancegrons
by a factorof 10. Therefore having a more
sensitve recever allows us to increasethe
leech-to-cardlistance.

The third andthe mostunexpecteddif culty
is the ervironmentnoisein the attackarea.
Thenoisedirectly affectsthe SNRwhich the
leech receves. The leech-to-carddistance
is dramatically affected by the SNR value
andis fundamentallylimited by the Shannon
limitation.

2)

3)
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B. Increasingthe readingrange by increasingthe
activationrange

Before ary communicationcan take place be-
tweentheleechandthevictim smartcardtheleech
must supply enoughenegy to power up the card:
i.e., the cardhasto be within the activation range.
Note that, fundamentallythe activation rangecan-
not be too large: the boundarybetweennear eld
andfar eld behaior is givenby cx2 f). When
f = 1356 MHz this distanceis about 3:52 m,
which gives us an upperboundon the activation
range.

Even approachinghis upperboundis dif cult
in practice.To do so, the leech hasto generate
a strongermagnetic eld. This can be achieved
by passinga strongercurrentthoughits antenna,
or by using a larger antenna(or both). However,
increasingthe transmit power also increasesthe
internal noise,which may drown the weak signal
receved from the contactlesssmartcard.Further
more, a larger antennapicks up more external
noise,which again drowns the receved signal. In
fact, for every x ed currentvalue, thereexists an
antennasize that is optimal for that current. The
NEDAP model accountsfor the effects of these
typesof noisein its calculations.

In the following simulations, we limited the
antennas currentby 4 A, which we believe is
a reasonabldimitation for a mobile leech device
poweredby batteries,operatedn bursts.

Figure 5 shaws the results of the ampli ed
signalin the leechdevice. For eachcurrentvalue
we usedits optimal antennasize. The graphshaws
that, using a larger antennaand strongercurrent,
theleechcanincreasehereadingrangeby afactor
of 3:5 overthenominalrange We foundthatwhen
the currentis 1 4 A then the optimal antenna
dimensionsare about40 40 cn?: still allowing
reasonablemobility of the leechdevice.

C. Strengtheninghe Tag Signal

Oncethe leechmanagedo increasehe reading
range,by transmittinga powerful signal, the bot-
tleneckon ary further rangeincreasebecomeshe
leechs ability to receve the card's signal abore
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the noise.

The main tool we use hereis retransmissions.
The key ideais that if the leech causeghe card
to re-transmitevery messagemultiple times, it
effectively reducethe bandwidthandampli es the
signal.In thefollowing subsectionsve suggestwo
methodsof handlingretransmissions.

Note that the 1ISO-14443[ISO00a] standardal-
lows the reader(the leechin our case)to request
an unlimited numberof retransmissiongor each
frame.

1) Softwae-basedetransmissionsThefollow-
ing assumptiondorm the basisfor this method:
(a) We assumethat the leech hardware can lock-
on the card signal at a lower SNR than needed
for errorfree datareceptioneven with a bad BER
(Bit Error Rate), (b) We assumethatif the leech
hardware locks-onthe card signal, it will provide
the frameto the driver software,evenif the frame
has errors and fails in the CRC or checksum
test. If theseassumption$old, thenthe leechcan
compensatéor thereceptionerrors(poor BER) by
using multiple copiesof eachbit. Using this fact,
the leechcauseghe cardto transmiteachframeK
times and takes the majority value for eachbit.

In reality, therecever's locking point, asa func-
tion of SNR, dependson the modulationmethod,
the recever architecture and implementation For
ary given device, this locking point is basically
x edandhardto optimize.lIt is our understanding
thatin mostsystemghe recever doesin factwork
at a higher SNR than it needsfor signal-locking

Fig. 7.
frame.

Interleaving of two copiesof the sameincoming

[Fin04], thusassumption(a) is reasonable.

Let SNR denotethe differencebetweenthe
SNR neededor errorfree communicatiorandthe
SNR neededfor signal lock on. Figure 6 shows
how the readingdistancancreasessa function of
the SNR.Thenumberof retransmissionappears
in braclets. The number of retransmissionss
determinedoy the minimum numberof repetitions
that give at leastthe sameBER as that given by
a 10dB signal. The formulato calculateBER asa
function of SNR wastaken from digital communi-
cationtheory[Pro95. The majority's calculations
were doneusing elementarycombinatorics.

Figure 6 shaws that for a leechrecever with a

SNR of 10dB canincreasethe readingdistance
by another30% over the distanceachiered with a
strongercurrentandlargerantennaThe numberof
retransmissionghat are neededs relatively small
(at most 5). In casethe SNR is larger, better
distanceswill be achieved.

Notes: 1) This methodis only possibleif the
leech hardware supportsour assumptions2) In
orderto implementthis method the attacler needs
good programmingknowledge, and accesso the
recever driver (in the NFC device).

2) Signal-pocessing-basedretransmissions:
Our second method uses custom digital signal
processingat the leech, and requiresmuch more
knowledge from the attacler. Again, the leech
causeghe cardto retransmiteachframeK times.
Theleechsignalprocessinghardwareor software)
interleavestherepeatedramesinto ajumboframe,
as shavn in Figure 7. Filtering the jumbo frame
with a new lter, which has a lower bandwidth,
will improve the SNR.

Notethatthis techniqguenvorksbecausehenoise
is arandomprocessandthe sampletimeshave no
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effect on sucha process.

Figure8 shavs how usingtheinterlearing meth-
ods with retransmittedframes can increasethe
reading range. We can see that with K = 16
retransmissionsthe reading range increasesby
40% to about55cm.

D. The Complity of Building the Leedt

Building a leechis quite similar to building a
ghost.Figure 9 shavs the basicschemastructure
of a leech using NFC device: wrap a magnetic
coupling aroundthe NFC device, using a looped
wire. In transmissionoperations,the gain stage
ampli es the outgoing transmitted signals to a
high-paver-signal. In receve operationsthe gain
stageampli es the weak receved signalsto the
level requiredby NFC device and lters out-of-
band noises. The gain stageis connectedto an
antennawith optimal size, which transmits and
receves signalsto/from the card.

E. A Comparisonof Leet Designs

Table | summarizesthe achievable leech-card
rangeversusthe effort, cost and attacler knowl-
edgeneededto build a leechusing NFC device.
1

The table clearly shavs that the largestrange
increasds achiezed by amplifying the currentand

The attacler canbuild a superioeechwithout usingNFC
device, by optimizedthe hardware and software algorithms.
Although this option exist it's lesstime and costto build a
leechwith NFC device.

- o~

Bidirectional
NFC device (O 0 Power Gain [ < TIIIIIIII
And Filters L
To/From thevictim
Magnetic

card
coupling

To Ghost

Fig. 9. Building a Leechusingan NFC device.

using an optimum antennasize. The “Current +
Antenna” methodis fairly simple and leadsto a
very simpleattacler pro le: mediumknowledgein
RFID technology a very small budgetand easily
obtainedcomponents.

The two othermethodswhich build on retrans-
mitting the frame over and over, require a more
sophisticatedattacler and a substantiabudgetfor
the signal processingnethod.Thesemethodscan
be the differentiationto wider leech usability in
much more public places,althoughthe bene ts
are not as greatasthe improvementsachiesed by
“Current + Antenna”method

V1. WEAKER ATTACKS AND COUNTER
MEASURES

A. Wealer attadks

Therelay attackshavs how the securityandpri-
vagy assumption®f the near eld-communication
break despite strong protocol protection mecha-
nisms (like challenge-responsauthenticatiorand
dataencryption).However, contactlessmartcards
are much more vulnerablein casethesemecha-
nismsare not used.

The worst attack is when there is no protec-
tion at all and the attacler can modify, copy, or
do whatever he likes with the card without ary
noti cation to the card holder A close secondis
anoff-line cardduplicationattack:In casethe card
doesnt usereasonabl@uthenticatiormechanisms,
the card's data can be easily copied (e.g., using
RFDump[GWO04)) into the attacler's NFC device
and usedby the attacler. Another possibleattack
is replay: using sniffer techniqueghe attacler can
recordthe traf c betweenthe readerand the card
and replay the datawhen needed.



Property
Method Max Extra Cost Availability Attacker
Distance| (beyond NFC) Knowledge
Standard 10cm 0% High Low
Current+ Antenna 40 cm < 100% High Medium
Current+ Antenna+ Software 50 cm < 100% Medium High
Current+ Antenna+ Signal-Processing 55cm > 5000% Low Very High
TABLE

SUMMARY: LEECH TO TAG EFFORT AND BENEFIT

B. PossibleCountermeasues

We can classify the countermeasuresnto two
main kinds of protections: protecting the card
owner and protectingthe system.

A Faraday-cagepproachto shieldthe contact-
less smartcardagainst malicious attaclers can be
usedby the card holder as a protectionmethod.
At leastone compary already offers a Faraday-
cage-basegroductfor privagy purposedmcCl04].
A home-madeFaraday cage can be createdby
wrappingthe cardin aluminumfoil.

Activation by the card holder is an alternatve
method. In this method the card is active only
when a the card owner takes someaction, using
an on-cardmechanicabr biometric actuator(e.qg.,

an on-card push button or ngerprint scanner).

Having an on-cardinput mechanismwould force
the cardownerto take actionto activatethe card—
and eliminatethe attacler's ability to silently use
a victim card.

System protectionscan be basedon a Two-
FactorAuthenticationarchitecturej.e., (a) some-
thing you have and (b) somethingyou know (or
somethingyou own). For instance,besidespre-
sentingthe smartcardthe userwould needto type
in a PIN codeon the reader Unfortunatelysuch
a systemeliminatessomeof the corveniencethe
contactlessystemcan offer.

VI1l. RELATED WORK

A broadovervienv of RFID technologycan be
foundin T.A.Scharfelds thesis[Sch0]. This the-
sis analyzesRFID theory standardsregulations,
ervironmentin uence, andimplementatiorissues.

Freeattack/analysisoolsthatdetectRFID cards
andshaow their metainformationareavailablefrom

the RFDump web site [GWO04]. Thesetools are
ableto display and modify the card data,suchas
the cardID, cardtype, manufctureretc.

A discussionof smartcardoperationin hostile
ernvironmentsis presentedn [GSTY94. The ar
ticle describegnteractionsbetweenthe smartcard
anda point-of-salesystemfocusingon privacy and
trustissues.

The trust model betweenthe smartcardandthe
readeiis describedn [SS99].The article discusses
the securitymodelof a smartcardsystemjndepen-
dently of its application.

Much of the effort in the smartcardindustry
and in the researchcommunity is focused on
privagy issuesin RFID technology(See[McCO03)).
The SmartCard Alliance white-paperfAll03] de-
scribes how smartcardtechnology can help to
protectprivacy andensuresecurityin alD system.
Methodsto protect users' pro les can be found
at Eurosmart website [EUR] for contact and
contactlessmartcardsA setprotectionpro le for
smartcardsecurity basedon the ISO/IEC 15408
[1SO99 standardis the productof the SmartCard
SecurityUserGroup[SCSO01],with memberdike:
AmericanExpress Europaylnternational JCB Co
Ltd, MasterCardInternational, Mondex Interna-
tional, Visa Internationaletc.

Juels, Rivest and Szydlo [JRS03 proposea
blocking tag approachthat prevents the reader
from connectingwith the RFID tag. Their method
can also be used as malicious tool: In order to
disrupt the Readeito-Tag communication,their
blocker tag actually performsa denial-of-service
attack against the RFID reader protocol by us-
ing the “Tree-Walking Singulation Algorithm” in
the anti-collision mechanism.Juelsand Brainard



[JBO4] proposea variant on the blocker concept
which involves software modi cation to achieve a
soft blocking tag.

[Wei03] and[SWEOQZ] offer a “Hash-Lock” ap-
proachto low cost RFID devices which use a
“lock/unlock” mechanismto protect against re-
trieving the RFID ID number In the simplest
scenario,when the tag is locked it is given a
value (or meta-ID)y, andit is only unlocked by
presentatiorof a key value x suchthaty = h(x)
for a standardone-way hashfunction h.

Juelsand Pappu[JPO03] discussthe privacy im-
plications of RFID-tagsembeddedn banknotes,
with a schemewherebanknotetag serialnumbers
are encryptedwith a law-enforcemenpublic key.

Juels[JueO4]proposeda formal securitymodel
for authenticatiorand privagy in RFID tags,with
a small amount of rewritable memory and very
limited computingcapability in which atagcarries
multiple, pre-programmegbseudogms.

RecentlyBonoetal. [BGS' 05] shaved a secu-
rity analysisof anRFID device known asa Digital
SignatureTransponde(DST), which is usedin car
immobilizersandpayenttransponderslheauthors
have beenable to reverse engineera proprietary
40-bit cryptographicfunction embeddedn these
devices,to build anFPGA-basedbrute-forcecrypt-
analysis system,and to emulatethe DST's RF
behaior.

VIII. CONCLUSIONS

In our opinion, this work describesa real threat
on contactlesssmartcardsystems.The “Relay at-
tack” causeghe readerto identify a remotecard,
which is not the device that is presented.This
factbreaksthe hiddenassumptiorthatthe physical
mediumis secureandthattheidenti ed cardmust
be very closeto the readerdevice.

Extending the readerto card range using our
ghostand leechdevices allows the victim cardto
be at an unlimited distance Additionally, extend-
ing thereaderto ghostrangeandthe leechto card
rangesigni cantly increasethe attacler's options:
Larger distancegneanno physical contactand no
eye contactor security-cameraxposure.
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We believe that attaclers will appearwhenthe
nancial gain is high enough.Low costNFC tech-
nologywill be on the shehessoon,andupcoming
creditcardsbasedon contactlessmartcardresent
a real temptationand high gain for attaclers. The
combinationof high availability, low costandeasy
pro ts may well causethe “Virtual Pick Poclet”
attackto appear‘in the wild” beforelong.

REFERENCES

[All03] Smart Card Alliance. Privagy and secureiden-
ti cation systems:The role of smart cards as
a privag/-enabling technology A Smart Card
Alliance White Paper February2003. http:
/lwww.smartcardalliance.org/
SmartCardAlliance. PressreleasesZOOS 2004.
http://www.smartcardalliance.org/
about_alliance/alliance_press.

cfm.

SmartCard Alliance. Industry news, 2003-2004.
http://www.smartcardalliance.org/
industry_news/industry_news.cfm

Smart Card Alliance. Nist report, 2004- 2005
http://www.smartcardalliance.org/
alliance_activities/rfid_FAQ.cfm

item 17.

Understanding the requirements of ISO/IEC
14443 for type B proximity contactlessidenti-
cation cards. Atmel Corporation: Application
Note 2056A-RFID-08/022002. http://www.
atmel.com .

S. Bono, M. Green, A. Stubble eld, A. Juels,
A. Rubin,and M. Szydlo. Securityanalysisof a
cryptographically-enable®FID device. http:
/Irfid- analysis.org/DSTbreak.pdf

2005.

Relating to the use of short range devices
(SRD). CEPT 70-03, October 2004. http:
/lwww.ero.dk/documentation/docs/
doc98/official/pdf/REC7003E.PDF .
Nokia launchesmobile RFID kit, 19 March
2004. http://www.computerweekly.
com/Article129304.htm

Near eld communicationfNFC). ECMA/TC32-
TG19/2004/28,ECMA/GA/2004/67,June 2004.
http://www.ecma- international.

org .

Securitytechnology:Wheres the smartmoney?
The Economist,pages69-70,7 February2002.
Testsreveal e-passporsecurity aw, 30 August
2004. http://www.eetimes.com/sys/
news/showArticle.jhtmli?article|D=

45400010 .

ERC report 69: Propagtion model and inter-
ferencerange calculationfor inductive systems
10 KHz - 30 MHz. EuropeanRadiocommuni-
cations Committee (ERC) within the European

[All04a]

[All04b]

[AllO5]

[Atm02]

[BGS' 05]

[CEPO4]

[ComO04]

[ECMO4]

[Eco02]

[EEt04]

[ERC99]



[EUR]

[FCCO1]
[Fin03]

[Fin04]
[Foc00]

[GSA04]

[GSTY96]

[Gua04]

[GWO04]

[1SO95]

[1S099]

[1S000a]

[1SO00b]

[ITUO0OA]

[ITUOOD]

[JBO4]

[JPO3]

[JRS03]

Conferenceof Postal and Telecommunications
Administrations(CEPT), February1999.
EUROSMART. The voice of the smart card
industry  http://www.eurosmart.com/

; http://lwww.eeurope- smartcards.
org/ .

Radiofrequeng devices. FCC Part 15, 2001.
KlausFinkenzeller RFID Handbook:Fundamen-
tals and Applicationsin ContactlessSmartCards
and Identi cation. JohnWiley & Sons,2003.

K. Finkenzeller 2004. Personakommunication.
T. W. H. Fockens. NEDAP - system
model for inductve ID systems. NEDAP
R&D, Groenlo, The Netherlands, October
2000. http://www.autoid.org/2001_
Documents/WG3_SG1/WG3SG1_0533 _
LbITstr_Model.doc , http://www.
rfid- handbook.de/downloads/

U.S. governmentsmart card handbook. Of ce
of GovernmentwidePolicy, GeneralServicesAd-
ministration,February2004.

Howard Gobioff, Sean Smith, J. Doug Tygar,
and Bennet Yee. Smart cards in hostile en-
vironments. In Proc. Workshop on Electionic
Commece, 1996.

GuardianUnlimited. The magic of touch, 15
July 2004. http://www.guardian.co.
uk/online/story/0, 3605, 1260978,
00.html

LukasGrunwald andBoris Wolf. RFDump,2004.
http://www.rf- dump.org/

Identi cation Cards-Intgrated Circuit(s) with
Contacts- Part 4: Interindustry Commandsfor
Interchange ISO/IEC 7816-4,Septembed 995.
Commoncriteria for information technologyse-
curity evaluation. ISO/IEC 15408; CCIMB-
99-031,CCIMB-99-032,CCIMB-99-033,August
1999. http://www.csrc.nist.gov/cc .
Identi cation cards— contactlessntegrated cir-
cuit(s) cards — proximity cards- part 1 to 4.
ISO/IEC 14443,2000.

Identi cation cards— contactlessntegrated cir-
cuit(s) cards— vicinity cards. ISO/IEC 15693,
2000.

ITU-R recommendationP.372-7 “RadioNoise”.
ThelnternationalTelecomunicatiotJnion Radio-
communicationsector 2000.
Technicalandoperatingparameterandspectrum
requirementgor short-rangegadiocommunication
devices. ITU-R 213/1,2000.

A. JuelsandJ. Brainard. Soft blocking: Flexible
blocker tags on the cheap,April 2004. http:
/ltheory.lcs.mit.edu/ rivest/ .

A. Juelsand R. Pappu. Privagy protectionin
RFID-enabledbanknotes. In R. Wright, editor,
Proc. Financial Cryptagraphy; 2003.

A. Juels,R. Rivest,and M. Szydlo. The blocker
tag: Selectve blocking of RFID tags for con-
sumerprivagy. In Proc. 8th ACM Conf Computer
and CommunicationSecurity(CCS) pagesl03—

[Jue04]

[McCO3]

[mCl04]

[Pro9s]

[Scho1]

[SCS01]

[Shu01]

[SS99]

[SWE02]

[TI03a]

[TI03b]

[TI104]

[TI05]

[Wei03]

11

111, May 2003. http://theory.lcs.mit.

edu/ rivest/

Ari Juels. Minimalist cryptograply for low-cost
RFID tags. In Fourth Confeenceon Securityin
CommunicatiorNetworks Amal , Italy, Septem-
ber 2004.

D. McCullagh. RFID tags:Big brotherin small
packagesCNet,January2003. http://news.
com.com/2010- 1069- 980325.html
mCloak: Personal/ corporate managementof
wirelessdevices and technology 2004. http:
/lwww.mobilecloak.com

John G. Proakis. Performanceof the optimum
recever for memorylessmodulation. In Digital
Communicationspages257—-282.McGraw-Hill,
1995.

Tom A. Scharfeld. An Analysis of the Funda-
mental Constraintson Low Cost Passve Radio-
Frequenyg Identi cation SystemDesign.Masters
thesis, Massachusettdnstitute of Technology
Cambridge MA 02139,August2001.
Commoncriteria for information technologyse-
curity evaluation. Smart Card Security User
Group- SmartCard ProtectionPro le (SCSUG-
SCPP),Septembef001.

A. Shukla. Feasibility study into the measure-
mentof man-madenoise. Radiocommunications
Ageng (DERA), UK Ministry of Defence,AY
3952, March 2001.

B. Schneierand A. Shostack. Breaking up is
hard to do: Modeling security threatsfor smart
cards. In First USENIX Symposiumon Smart
Cards, USENIXPress October1999.

SanjayE. SarmaStepher. Weis,andDaniel W.
Engels.RFID Systemsand Securityand Privacy
Implications. In Workshop on Cryptagraphic
Hardware and Embedde®ystem¢CHES) LNCS
2523 pages454-470.SpringefVerlag,2002.
Constructinga 1000x 600HF antennaTechnical
Application Report 11-08-26-007,Texas Instru-
ments August2003. http://www.ti- rfid.
com.

HF antennadesignnotes. TechnicalApplication
Note 11-08-26-003,Texas Instruments,Septem-
ber 2003. http://www.ti- rfid.com

HF antennacookbook. Technical Application
Report11-08-26-001TexasInstrumentsJanuary
2004. http://www.ti- rfid.com

R d homepageTexasInstruments2005. http:
[ww ti-  rfid.com

StepherA. Weis. Securityand Privagy in Radio-
Frequeng Identi cation Devices. Masters the-
sis, Massachusettmstitute of Technology Cam-
bridge, MA 02139,May 2003.

[WSREO04] StephenA. Weis, Sanjay E. Sarma,Ronald L.

Rivest, and Daniel W. Engels. Security and
Privacy Aspectsof Low-Cost Radio Frequeng
Identi cation Systems. In Security in Perva-
sive Computing LNCS 2802 pages201-212.
SpeingeiVerlag,2004.



J. Yoshida. Euro bank notesto embed RFID
chips by 2005. EE Times, 19 Decembe
2005. http://www.eetimes.com/story/
OEG20011219S0016.

[Yos05]

APPENDIX

A. Near Field CommunicationNFC) - Operating
Principle

As we have mentioned before, contactless
smartcardsare poweredby the reader The smart-
cardscommunicatevith thereadewia aninductive
magneticcoupling of the readers antennato the
cards antenna.The two loop antennaeffectively
form a transformer([Atm02]). This type of com-
municationis known as “Near Field Communica-
tion”, or NFC. Figure 10 illustratesthe magnetic
eld in the NFC inductive coupling devices.

The reader producesan alternating magnetic
eld by generatinga sinusoidakurrentthroughthe
readers antennaloop. When the tag entersthis
alternatingmagnetic eld, an alternatingcurrent
(AC) is inducedin the tag's loop antenna.The
tag's integratedcircuit (IC) containsa recti er and
a power regulator to corvert the AC into direct
current(DC), which powersthe integratedcircuit.

Thereademodulategshe RF eld to sendinfor-
mationto the tag. The tag containsa demodulator
to corvert the modulationinto digital signals.The
datafrom the readeris decodedand processedy
the tag's integratedcircuit (I1C).

Thetagtransmitsinformationbackto the reader
by modulating the loading on the tag's antenna
(e.g.,by varying the impedanceof aresistor).This
load modulation, as it is called, causeschanges
to the currentin the readers antenna. Assuming
thatthe tagis closeenough—theeadercansense
thetag's load modulationanddemodulateThetag
usesa sub-carrierfrequeng for the load modu-
lation, which allows the readerto Iter the sub-
carrier frequeng off its antennaand decodethe
data.

B. SimulationParametes

As mentioned before, we used the NEDAP
model to estimate the leech performance.The

Teg

Reader

Antenna

[

Fig. 10. NearField Communicatiorvia Inductive coupling.

NEDAP modelis controlledby a large numberof
systemparametershat needto be set.

The parametersiredividedinto four groups:(1)
global systemparameters(2) readerparameters,
(3) tag parametersand (4) ervironment parame-
ters. Below we describethe parametersvhich we
usedin the leech simulationswhose values are
differentfrom the default NEDAP-suppliedvalues.

1) Global SystenmParametes:

The magnetic eld limit at a distance of
10 m was setto -4.34 [dB A/m], which is
generatedy a readerwith transmitpower of
100mA.

The databandwidthwassetto 212 KHz. This
wasderived from the load modulationparam-
eters:1ISO 14443 Type A usesASK modula-
tion andManchestercoding.ISO 14443Type
B useBPSK modulationand NRZ-L coding.
The sub-carrieffrequeny wassetto 847KHz,
accordingto[ISO004.

2) ReaderParametes: The dimensionsof the
rectangular reader antenna loop were set to
10cm 10cm.We assumedhatthereaderantenna
loop consistsof a single winding.

3) Tag Parametes: Thedimensionsf therect-
angulartag antennaveresetto 5 cm 8 cm, which
arethe sizesof typical credit card.

4) EnvironmentParametes: The externalnoise
level was setto 24 [dB V/m/Hz], at over the
recever bandwidth(Seealso SectionC below).

We set the parametercontrolling the precision
of the resultsto 1cm.



C. Noise Models for Ghost-to-ReaderDi
Estimation

1) Man-Made-Noise: Standard noise |
are available from several sources st
[ITUOOa], [ERC99]and[Shu01].Usingthe
[ITUOOa] model,the RMS? eld strengthis
by:

Fam(fmuz) = ¢ dlogypf

and

EXtnoise(fMHz) = Fam 955+
201090 fmHz + 101010 Bz

For a “Business” ervironmentthe model gives
parametenvaluesof c = 76:8 andd = 27:7. Note
that mary parameterseffect the estimatedman
madenoise (location, time, etc). This calculation
uses average values, which are assumedto be
reasonablefor a “typical” businesservironment.
Using the ISO 14443 center frequeny of f =
1356 MHz and bandwidthof B = 1 Hz we
computethat the estimatedman-made-noises:

EXtnoise = 27:41[dB V=m=Hz]

A practical contactlesssmartcardsystem,with
a few centimetersreadingrange,and an antenna
currentof up to 100 mA gives a maximum eld
strengthof Hpax = 4:3 [dB A/m/Hz] at 10 m
[T105].

The above estimatednan-made-noisand max-
imum eld strengthare the inputs for the range
calculations.In orderto calculatethe rangefrom
which a ghostcanoperatetwo formulasare used:
The rst formula answerghe questionhow strong
mustthe receved signalbe with a given SNR and
noiselevel. Thesecondormulais usedto calculate
the signal attenuatior? dependingon the distance
from the referencepoint.

The calculations are based on the NEDAP
[Foc0Q model. The modeltakesinto accounthree
kinds of noise:external,internal and narrov-band

2Root Mean Square

Due to the fact that the device transmit power give by
his magnetic eld strengthat a distanceof 10 meters,the
calculationusefar- eld attenuatiormodel.
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Fig. 11. Load Modulation- side band.

noises.Theinternalnoiseis createdoy theinternal
readercomponentand mostly affects the reader
The narrav-band noise is generatedby external
devices and hasrelatively low enegy comparing
to theexternalnoise.Usingonly the externalnoise,
whichis thedominantnoisein the model,givesthe
following formula:

He (SN Rext; BW; EXtnoise) =

where SN Rey; is the requestedSignal to Noise
Ratio in dB, Extnoise IS the external noise in
dB V/m/Hz, BW is thebandwidthin Hz andH,
is the minimal magneticeld strengthin dB A/m.
The constant51:5 is equalto 20log;q375 375
is the air impedancgthe ratio betweenelectronic-
eld and magnetic- eld is the air impedance,n
standardconditions).

The physical behaior of the far eld electro-
magneticwave de nes the secondformula. In the
far eld, the attenuationis log-linearwith a slope
of 203—20. The Hnax parametelis a point on the
log-linearline at a distanceof 10m. Thefollowing
formulais the resultof the linearslopeand point,
after pulling out the log:

(Hmax +20)  Hegf ¢

Distance(Hefs) = 100 2

Given theseformulas and setting SN Rext =
10[dB], BW = 106 000H z] (recever band-
width), and EXtpoise =  27:41[dB V =m=HZ]
shavs that the maximal distance between the
readerand the ghost can be more then 50 me-
ters. Weis et al. [WSREO04] note that the threat
on RFID technologyis to monitor readefto-tag



broadcastrom along-rangewhich may be picked
up from hundred of metersaway. Such results
can only be archived under the following condi-
tions: higher transmissiorpower (above Hmax =
42[dB A=m=H z] at 10 m, which is the regula-
tion limit), a low noiseervironment,and using a
sensitve receve antennaSincethe ghost-to-reader
distanceis not the main challengefor the attacler,
we did not suggestusing special equipmentto
increasethe ghostrangebeyond 50 m.

2) RFID systeminterferences: An alternatve
noise model is basedon interferencefrom other
RFID sourcestransmittedin the same magnetic
strength power. Assumethat the ghostis trying
to communicatewith a reader R1, which is at
distancexl. A secondreader R2, is located at
distancex2 > x1. The questionis what is the
relation betweenx1 and x2 which still allows the
ghostto communicatewith R1, which needsan
SNR of 10 dB, despitethe interferencefrom R2.
Assumingthatbothx1 andx2 arein thefar- eld,
the attenuationis ZOS—EC. The differencebetween
therecevedsignalspower, P, shouldbe atleast
therequiredSNR, 10 dB. Theseinputsgive aratio
of: x2= x1 10w t 3:16x1.

14



