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Abstract

A delegateablesignature schemeis a signature scheme where the owner of the signing
key(Alice) can securelydelegateto another party(Bob) the ability to sign on Alice's behalf
on a restricted subset S of the messagespace. Barak rst de ned and constructed this
signature scheme using non-interactiv e zero-knawledge proof of knowledge(NIZKPK)[1]. In
his delegateablesignature scheme, the function of NIZKPK is to prevent the signing veri er
from tell which witness(i.e. restricted subset) is being used.

Witness indistinguishable(WI) and witness hiding(WH) proof systemsare weaker proof
model than zero-knowledge proof and were proposedby Feige and Shamir in [2], however,
the veri er cannot alsodistinguish the witnesswhich is being usedin thesetwo protocols. In
this paper, we construct delegateablesignature schemeusing WI and WH proof protocols.

Keyw ords: Digital signature, delegateablesignature, zero-knaovledgeproof system, wit-
nessindistinguishable proof, witness hiding proof

1 Intro duction

A new Cryptographic tool, a delggateable signature scheme is introduced by Barak[1]. Infor-
mally, a delegateablesignature scheme is a signature scheme where the owner of the signing
key(Alice) can securelydelegateto another party(Bob) the ability to sign on Alice's behalfon a
restricted subsetS of the messagespace. By securedelegation we require both that this other
party(Bob) would not be able to generatea signature for a messagan Z S and that the signa-
tures generatedby the delegatedparty(Bob) would be indistinguishable from those generated
by the owner of the signature key(Alice). As usual, we also require that any other party will
not be able to generatea signature for any messagan that it has not seena signature for.
According to the motivation for delegateablesignature, Alice can give Bob a restricted sign
key in a delegateablesignature. The restricted signing key sajice:t Will allow its holder to sign
only messageghat t the template T. Formally, We'll say that a template T is a boolean
predicate de ned over the setof all strings (i.,e. T :f0;1g ! f0;1g). We say that a messagem
ts the template T if T(m) = 1. In such a schemewe call Alice's key sajice the master signing

key(as opposedto a restricted signing key). We require two properties from a delegateable
signing scheme:

1. The holder of the master signing key can create a T-r estricted signing key for any function
T:f0;1g ! f0;1g. We say that st is a T-restricted signing key if using st one s able
to sign any messagem that satis es T(m) = 1 and no other messages.
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2. IF T;T?are two functions and m is a messagesuch that T(m) = Tqm) = 1 then it is
infeasibleto distinguish betweena signature that was generatedusing st and a signature
that was generatedusing sto.

In [1], Barak provided the formal de nition for delegateablesignature schemess,and a con-
struction using Non-interactive zero-knovledge proof of knowledge(NIZKPK)(whic h is basedon
trap door permutations) that meet this de nition.

Witness indistinguishable(WI1) and witness hiding(WH) of knowledge were intro duced by
Feigeand Shamir[2]. Informally, a two party protocol in which party A usesone of seeral secret
witnessesto an NP assertionis witnessindistinguishableif party B cannot tell which witness A
is actually using. The protocol is witness hiding if by the end of the protocol B cannot compute
any new witness which he did not know before the protocol began. WH is a natural security
requiremert, and can replace zero-knavledge(ZK) in many cryptographic protocols.

Obviously, a protocol is WI and WH if it is ZK. Feigeand Shamir had proven that the WI
for NP relation R is a WH if R is a non-trivial(that is, R hasat leasttwo witness). Basedon one
way functions, they constructed the interactive witness indistinguishable(IWI) and interactive
witness hiding(IWH) proofs, furthermore, they also provided the way for constructing noninter-
active witness indistinguishable(NIWI) and noninteractive witness hiding(NIWH) proofs using
noninteractive zero-knavledge proofs.

In delegateablesignature scheme, if T; T are two functions and m is a messagesuch that
T(m) = TYm) = 1then it is infeasibleto distinguish betweena signature that was generated
using st and a signature that wasgeneratedusing sto. In order to obtain the above requiremert,
NIZKPK is usedso that the signing veri er cannot distinguishable which function(T or T9 is
being used[1]. In fact, it is feasibleto obtain the above requiremert using WI and WH proofs,
this is becausen the two protocolsthe veri er cannot alsodistinguish the witnesswhich is being
used.

In Barak's delegateablesignature, the zero-knavledge property of NIZKPK only
guaranteesthe indistinguishabilit y betweenfunction T and T howewer, it is useless
to other properties of delegateablesignature scheme.

In this paper, we construct delegateablesignature using NIWI and NIWH proofs. Barak's
delegateablesignature is based on trapdoor permutation, howewer, our signature is at most
based on trap door permutation, and is probably basedon weaker assumption than trap door
permutation becauseNIWI and NIWH are wealer protocols than ZK(howewer, up to now, no
one can construct NIWI and NIWH using weaker assumption than trap door permutation).

2 Notation and De nitions

By standard digital signatures we mean a signature scheme that is secure against adaptive
existertial forgery attack[3].

The standard notion of booleancircuits is used. We will identity boolean circuits with their
canonicalrepresenation asstrings in f0; 1g . The sizeof a circuit C(denoted by jCj) is the size
of this represenation. If C is a circuit with n inputs then we denote by L(C) the following
language,L(C) = fx 2 f0;19"jC(X) = 1g. For m 2 f0;1g , we denote by C, the canonical
circuit of size 1gjmj such that L(Cn) = fmg. We assumethat any circuit C of n inputs is of
sizeat least 10n.

An algorithm can be either a uniform algorithm, modeled by a Turing macine, or a non-
uniform algorithm, modeled by a sequenceof circuits for ead input length. Out adversaries
in this paper will be polynomial non-uniform algorithms, which are modeled by a sequenceof
circuits fCrgnon Sud that jC,j  p(n) for somepolynomial p( ).



An oraclealgorithm is de ned in the standard way(either asa Turing machine with a special
oraclequery tape, or asa sequenceof circuits with oraclegates). If A is an oraclealgorithm, and
B is an algorithm then by AB (x) we denotethe result of running A on input x with oracleaccess
to B. If A is an algorithm that takestwo inputs then by A(x; ) we denote the algorithm that
is the result of xing A's rst input to be x. Vp(x) denotesV% output after interaction with
P on commoninput x(both of P and V are probabilistic polynomial time interactive Turing
machine). M (x; A)(where A may be either P or V) denotesalgorithm M % output on input X,
where M may usealgorithm A asa (blackbox) subroutine. Each call M makesto A is courted
as one computation step for M .

If D is a distribution then x D meansthat x is a random variable distributed according
to D. If Sisasetthen x R S meansthat x is a random variable distributed accordingto the
uniform distribution on the elemerns of S.

A negligible function is a function that grows slower that inverseof any polynomial. That
is, :N! Nisnegligibleif for any positive polynomial p( ) there exists a number ny suc that

(n) < Wln) for all n > ng. We will sometimesusenegl() to denote someunspeci ed negligible
function.

For any strings x;y 2 f0;1g we denoteby x vy the concatenationof x andy.
The value ? is a special symbol that denotes"failure".

2.1 Dening delegateable signature

We describe the de nition for delegateablesignature de ned by Barak[1].

Assume a template T : f0;1g ! f0;1g to be a boolean circuit C that computes T, so
we talk about C-restricted keysinstead of talking about T-restricted keys. Identifying circuits
with their canonical represertation as strings in f0;1g , therefore when saying something like
"run the algorithm A with circuit C asinput" it meansthat A is run on input the canonical
represenation of C asa string in 10;1g .

The delegateablesignature schemeis usually composedof four algorithms:

1. The key geneator algorithm(ab. KEY GEN). It generatesthe master signing and verify-
ing keys. By the master signing key we meanthe key that allows signingon any message(as
well as creation of restricted signing keys). This is in corntrast with a restricted signing
key. The notation iS (Smaster ; Vmaster) @ K EYGEN (1").

2. The delagyation algorithm(ab. DELE GATE). It is the algorithm creating a restricted
signing key. This algorithm takesas input the master signing key Smaster @and a boolean
circuit C, the output of DELE GAT E is a restricted signing key sc that allows only to
sign messagesn 2 f0;1g sud that C(m) = 1(or equivalertly, m 2 L(C)). The notation
iS Sc DELE GAT E (Smaster ; C).

3. The signing algorithm(ab. SIGN). It takesasinput a messagem and a restricted key
sc. If C(m) = 1 then the output of SIGN would be a signature . The notation is
SIGN (sc;m).

4. The veri c ation algorithm(ab. VERIFY). It takesas input the master veri cation key
Vmaster » @ messagem, and an alleged signature . It then outputs 1if anonly if isa
valid signature of m with respect to the key Vmaster -

The following de nition presens the requiremerts from the four algorithms described above.

De nition 1 A delegateable signature scheme is a quadruple of algorithm (KEY GEN;
DELE GATE;SIGN;VERIFY) that satis es the following three requirements:



1. (Validity) For any circuit C and messagem 2 f0;1g suchthat m 2 L(C), if we perform
the following experiment:

(2) Generate master keys: (Smaster ; Vmaster ) @K EYGEN (1")

(b) Create a restricted signing key sc that allows to messagesn L(C) : Sc

(c) Signthe messagem using the restricted key sc : SIGN(sc;m):
Then it will always (i.e., with probability 1) hold that VERIFY (Vmaster ;m; ) = 1.

2. (Security against existential forgery) Consider an adversary A that is given the master
veri ¢ ation key and accessto two oracles. The rst oracle, whengivena circuit C, provides
A with a restricted signing key sc (correspnding to the alove veri ¢ ation key). The second
oracle, when given a circuit C%and a messagem, providesA with a signature on m using
sco. Supmsethat the restricted keysthat A received from its second oracle are sc,; :::; Sc,
and the signed messageshat A received from its second oracleare my;:::;;m;. LetM bethe
set of messageshat S hasaoquired signaturesfor, either explicitly(fr om the second oracle)
or implicitly (from the rst oracle). That is, M = L(Cy)[ [ L(Ck) [ fmg;iiym;g.
It will be required that it is infeasible for A to output a signed message(m; ), suchthat
VERIFY (Vmaster ;M; )= 1landmz2M .

The formal requirement would be as follows: for any polynomial non-uniform oracle algo-
rithm A we perform the following experiment:

(b) Run A with oracleto the delegation algorithm w.r.t. the master signature keySSmaster -
That is run APELE GAT E(Smaster ;)

Let (m; ) be the output of A, we say that A is suaessfulif VERIFY (Vmaster ;M; ) = 1
and m 2 M. We require that any polynomial non-uniform oracle algorithm A has only
negligible prokability of suaeeding in this exgeriment.

3. (Indistinguishable Signatures) If m 2 f0;1g is a messageand Cq;C, are two circuits of
the samesize suchthat m 2 L(C1) \ L(C,) then we require that it would be infeasible to
distinguish between a signature on m that was made using sc, and a signature on m that
was made using sc,. The actual attack we are considering is evenstronger: after having
an accessto the sameoracle as in the previousitem (the oracle that on input a circuit C
outputs a restricted signing key s¢), the adversary A will output two circuits C1; C, and
a messagem suchthat Ci(m) = C,(m) = 1 and jCyj = jCyj. We then chaose at random
one of the two circuits Cy, create a restricted signing key sc, and useit to on the message
m. We require that the prokability that A managesto guessthe which circuit was usdl is
at most 3. The formal reguirement follows.

For any polynomial non-uniform oracle algorithm A we perform the following
experiment;
(2) Genenate the keys: (Smaster ; Vmaster) @K EYGEN (1)

(b) Run A with oracle to the delegating algorithm w.r.t. Smaster (i.€. run A with

(c) At this stageA outputsis (m; C1; C,) where C1(m) = Co(m) = 1andjC,j =
G

(d) Chaoseb g f1;29

(e) Generate arestricted signing keysc,: Letsc, DELE GAT E(Smaster ; Cb)
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(f) Provide A with SI GN (sc,; m)
(9) Letb°2 f0;1g be the nal output of A

A is sumessfulin this experiment if b= b° We requirement that A is suaessfulwith only
negligible advantageover half. That is we require that the prolability that after performing
this experiment b%is equal to b is at most % + negl(n).

Remark 1 For boolean circuits and standad digital signatures, the reader may make reference
to [1].

2.2 Witness indistinguishable and witness hiding proto cols

The concepts of witnhess indistinguishable and witness hiding were introduced by Feige and
Shamir and constructed by them under the existenceof one way functions[2]. Both notions
seemwealer than zero-knovledge, yet they su ce for somespecic applications.

We rst introduce the following de nitions, then introduce the de nitions of WI and WH.

De nition 2 Let R be arelation f (x; w)g testablein polynomial time, wher jxj = jwj. For any
X, its witness set w(x) is the set of w suchthat (x; w) 2 R.

De nition 3 An interactive proof of knowedge systemfor relation R is a pair of algorithms
(P; V) satisfying:

1. Completeness:8(x; w) 2 R; Prol(Vp x.w)(X) accepty > 1 (n)

2. Soundness:9M 8P Bx8wP Prol(Vpox.w o (x) accepty < Prob(M (x; w% P9 2 w(x)) + (n)
The promability is taken over the coin tossesof V, P2 and M. The knowledge extractor M runs
in expected polynomial time, and usesP © as a blackimx.

Remark 2 If w(x) is empty, this de nition implies that the prolkability that V acceptsis negli-
gible.

De nition 4 Proof system(P;V) is zero knowledge(ZK) over R if there exists a simulator M
which runs in expected polynomial time, suchthat for any prokabilistic polynomial time V2 for
any (x; w) 2 R, and any auxiliary input y to V2 the two ensemblesVFE’(X;W)(x; y) and M (x;y; V9
are polynomially indistinguishable. M is allowed to use V ° as a subutine.

2.2.1 Witness indistinguishable pro ofs

Now, we intro duce witness indistinguishability de ned in [2]. Informally, a protocol is witness
indistinguishable if the veri er cannot tell which witness the prover is using(ewen if the veri er
knows all witnessesto the statemert being proved).

De nition 5 Proof system(P;V) is witness indistinguishable (WI) over R if for any V2 any
large enoughinput x, any wi;w> 2 w(x), and for any auxiliary input y for V° the ensembles,
VFE’(X;Wl)(x; y) and VPO(x;Wz)(X; y), genented as V's view of the protocol, are indistinguishable.

Unlik e de nition for Zero-knawledge,the de nition for WI involves no simulator M .
The following propositions hold for WI.

Prop osition 1 WI is preservel under polynomial composition of protocols, however,ZK is not
done.

Remark 3 If (P;V) is any ZK protocol, then the protocol is WI.

Prop osition 2 Under the assumption that one-way functions exist, any NP languagehas a
constant round WI proof system.



2.2.2 Witness hiding pro ofs

We then intro ducewitness hiding protocol de ned in [2]. The conceptof Witness Hiding(WH-to
bede ned shortly) is possiblealternativ e to zero-knovledge, it is a wealker requiremert than zero-
knowledge, but in many casesi,it still satis es the security demandsof cryptographic protocols.
Informally, a protocol (P;V) is WH if participating in the protocol doesnot help V to compute
any new witnessesto the input which he did not know at the beginning of the protocol. This is a
natural security requiremert of cryptographic protocols. In order to prove the WH property, one
must show that if V°can compute a witness to the input after participating in the interactive
proof, then he had this capability in him even beforethe protocol began. The de nition of WH
involves a probability distribute over the inputs.

Denition 6 G is a geneator for relation R if on input 1" it produces instances (x;w) 2 R
of length. G is an invulnerable genegator if any polynomial time nonuniform cracking algorithm
C, Prol((x; C(x)) 2 R) < (n), wher x = G(1"). The prolability is taken over the coin tosses
of G and C.

De nition 7 Let (P;V) be a proof of knowledge systemfor relation R, and let G be a geneator
for this relation. (P;V) is WH on (R;G) if there exists a witness extractor M which runs in
expected polynomial time, suchthat for any nonuniform polynomial time V©°

Prob(VE ey (X) 2 W(X)) < Prob(M (x; V% G) 2 w(x)) + (n)

where x = G(1"). The probability is taken over the distribution of the inputs and witness, as
well as the random tossesof P and M. The witness extractor is allowed to useV?%and G as
blackboxes.

Prop osition 3 Let G be a geneator for relation R. Then under the assumptionthat one way
functions exist, there exists a witness hiding proofs.

There are two main di erences betweenWH and zero-knovledge: 1) The distribution on the
inputs erters the de nition (through G). There might be in nitely many inputs on which P
willingly discloseshis witness, but the protocol may still be WH if the probability of G picking
an inputs is negligible. This distribution on the inputs implies that V° must have the same
auxiliary input for any common input of size n, unlike the caseof ZK protocols, where V%
auxiliary input may dependupon x. 2) The de nition only guararnteesthat "whole" witnessare
not disclosed. Partial information may leak. In particular, the communicatoin tape generatedby
VPO(X;W)(X) may not be simulatable in random polynomial time, and thus may serwe as evidence
that the protocol took place. In somecaseghis is an advantage. For example: Digital signatures
cannot be zero-knavledge(otherwisethey are forgeable)and thus zero-knavledgeis an adequate
framework for de ning their security. On the other hand, digital signatures can be witness
hiding, hiding the auxiliary information which allows the true signerto signh messages.

2.2.3 Constructions of witness indistinguishable and witness hiding pro ofs

Witness indistinguishable proof systemsare not necessarywitness hiding. For example, any
language with unique witness has a proof system that yields the unique witness( and so may
fail to be witness-hiding), yet this proof systemis trivially witness independent. On the other
hand, for somerelations, witness indistinguishabilit y implies witness hiding, provided that the
prover is probabilistic polynomial-time.



Prop osition 4 Let G be a geneator for a proper claw free function f, which geneates pairs
(x; w) where x = f (w), with uniform distribution over the argumentsw. Let (P;V) be a proof
of knowledge systemfor proving knowedge of a pre-imageof x. Then if (P;V) is WI over over
f, thenit is WH over (f;G).

Claw free functions are rare. Many candidates for intractable functions do not ewven have
two premages.Feigeand Shamir had showved a transformation which transforms any relation R
to a new relation R? for which ead argumert has two independert witness.

Given relation R = f(x; w)g, de ne R?, where ((x1;X2);W) 2 R?i (Xx1;W) 2 R or (X2;w) 2
R. GivenageneratorG for R, obtain a generator G2 for R2, by applying G twice independertly,
and discarding at random one of the two witness.

Prop osition 5 Let G be a (or an invulnerable) genesmtor for relation. Let (P;V) be a proof of
knowledge systemfor R2(P provesknowledge of a witness of one of two instancesin R). Then
if (P;V) is WI over R?, then it is WH over (R?; G?).

In order to construct WI proofs of knowledgewhich are also WH, we composedtwo random
instances of the NP language. This gives a new NP language, and thus has zero-knovledge
protocols. Theseprotocolsare alsowitnessindistinguishable(). WI is presened evenif the basic
stepsare composedin parallel(). By (), these parallel protocols are also witness hiding on G2.

Prop osition 6 Let G be a geneator for relation R. Then under the assumption that one
way functions exist, R? has a constant round proof of knowledge which is witness hiding over
(R?; G?).

2.2.4 Non-in teractiv e witness indistinguishable and witness hiding pro ofs

Obviously, any NIZK proofsis non-interactive witness indistinguishable and witness hiding.

De nition 8 Noninteractive proof system(P;V) is witness indistinguishable over R if for any
large enoughinput x, any wq;w, 2 w(x), and for a randomly chosenpublic string , the ensem-
blesP(x; wy; ) and P(x; w»; ), geneated as P% proof indistinguishable. The probability space
is that of the random choicesof  together with P % random coin tosses.

Prop osition 7 Let (P;V) be a noninteractive proof systemwhich is witness indistinguishable
over R. Then the systemremains witness indistinguishable evenif polynomially many proofs
are given using the same public random string

Prop osition 8 Let G he a genentor for relation R. Let (P;V) be a noninteractive proof system
for R? (P proves knowledge of a witness of one of two instancesin R). Then if (P;V) is WI
over R?, then it is WH over (R?; G?).

As a result, there exists noninteractive witness indistinguishable and witness hiding proofs.

3 Constructing delegateable signature using WI and WH pro ofs

In this section, we will construct two delegateablesignature schemes. A standard signature
scheme, a Witness indistinguishable protocol, and a witness hiding protocol are used as main
tools in constructing these schemes.

Before constructing delegateablesignature, we recall the main idea behind the construction,
which was described by Barak in [1].



3.1 The main idea

Consider the following attempt at constructing a delegateablesignature signature using a stan-
dard (non-delegateable)signature scheme(K EYGEN®SIGN®VERIFY9:

1. The master signing and verifying keys (Smaster ; Vmaster ) Would be the signing and verifying
keys (s; V) of the standard signature scheme (KEYGENC%SIGNCVERIFY9.

2. To delegate the ability to sign on messagein L(C), the holder of the master signing
key will sign on the circuit C. That is, the restricted signing key sc will be the couple
< C;SIGN{s;C) >.

3. The signing algorithm, when given a restricted key sc =< C; > and a messagem sucd
that C(m) = 1, would simple output sc.

4. The verifying algorithm, when given a messagem and an alleged signature < C; > on
m, would ched that C(m) = 1and VERIFY{v;C; ) = 1.

Barak remarked that this scheme satisfy property 2(security against existertial forgery) of
De nition 1, howewer, it obviously does not satisfy property 3(indistingushable signatures) of
that. This is becausea signature using a restricted key sc cortains the description of the circuit
C itself, and soclearly if jCj = jCY;m 2 L(C)\ L(C9 but C is not equalto C°then one can
distinguish betweena signature on m using sc and a signature on m using Sco. In [?], Barak
solved this problem by the following way: when signing on a messagem, the signing algorithm,
instead of outputting < C; > asthe signature, provesin NIZKPK that it knows a couple
< C; > suchthat C(m)= land VERIFYQv;C; ).

In WI and WH proofs, it is well known that the veri er can not distinguish that which of
two witnessis beng usedby the prover, hence,we can useWI and WH proofs(non-interactive)
to replacethe NIZKPK proofsin Barak's delegateablesignatures.

We must stressthat all NP relation R in next section has at least two witnesses that is, R
is non-trivial.

3.2 Delegatelable signature using WI pro ofs

Recallthat a delegateablesignature schemeis composedof four algorithms (KEYGEN, DELE GATE,
SIGN, VERIFY). In our construction we usea standard(non-delegatelable)signature scheme
(KEYGENC®SIGNCVERIFY9 and a WI proofs for somenon-trivial NP relation R.

Construction 1 A delegateable signature schemeusing WI proofs.

1. To geneate the master signing and veri c ation keys, we'll use the standard signature
scheme'skey genertor to obtain a pair of signing and veri c ation keys(s;v). We'll also
use the genertor to genertor a reference string . The master signing key Smaster Will
be the signing key s. The master veri ¢ ation key Vmaster Will be the concatenation of the
veri c ation key v and the reference string . Actually, for technical reasons, we add the
master veri ¢ ation key to the master signing key. Formally, this means that the algorithm
KEYGEN is de ned as follows:

(Smaster ; Vmaster ) = (S V. ;v ) KEYGEN(1"):

2. To delagate the ability to sign on a set L(C) where C is some circuit, the holder of the
master signing key signs on the circuit C. That is the restricted signing key sc is the
concatenation of C and a signature (using s) on C. We'll also add to sc the public



information Vmaster = V . Formally, the algorithm DELE GATE is de ned in the
following way:

DELE GATE (Smaster ;C) = DELEGATE(s v ;C)! C \Y; = Sc;
where SIGN{s; C).

3. If a party has some restricted signing keys sc, and wishesto sign on a messagem such
that C(m) = 1, then this party provesusing a witness indistinguishable pro of that it
knowsa circuit C suchthat C(m) = 1 and a signature on C. That is, the signature on a
messages is a witness indistinguishable proof for relation R?:

(< mv><C; >)2ROff C(m)=1~VERIFY{v;C; )= 1.

Like to Barak's delgyateable signature, we madify R% as R in order to make the witness'
sizeboundead by some xed polynomial in the size of the theorem, one needs to add the size
of the circuit C to the theorem. We de ne the madi e d relation R as following:

(<myv;1'><C; >)2Riff C(m)= 12 VERIFYYv;C; )= 17jCj=I:

We use a NIWI for this relation R. Given that, the formal de nition of the algorithm
SI GN is the following:

SIGN(C 'm)  PROVEniwi( ;< mv;1iCi><c; >) 1C
4. To verify the validity of a signature = 1' on a messagem with respect to the master
veri c ation key Vmaster = V , one simply veries that is a valid WI proofs, that is,

the veri er believesthat the signer holds a circuit C(a witness) satisfying C(m) = 1 and
VERFY{v;C; ) = 1. We descrite this veri c ation process by following way:

VERIFY(v ;m; 1)=1iff VERPROOF( ;<m;v;1> )=1

Theorem 1 The tuple (KEYGEN;DELE GATE;SIGN;VERIFY) of Construction 1 is a
deleggateable signature scheme.

Pro of: Construction 1 is a delegateablesignature scheme if it satis es the three properties
required in De nition 1.

(i) Proof of the validity: From the de nition of the relation R and character of the NIWI proof,
the validity of construction 1 holds.

(i) Proof of security against existential forgery:l Let A be an oracle algorithm. Supposewe
run with A the experiment described in Property 2 of De nition 1, which is hereafter called
Experiment 1. Supposethat the output of A is (m; ). To prove security against existertial
forgery we meedto prove the following claim:

Claim 1.1: Let sc,;:::; sc, bethe restricted signature keysthat A received from its
oracle. Recallthat A is successfulf VERIFY (Vmaster ;m; ) = landm 2M where
M = L(Cq1)[ i L(Ck). The probability that A is successfuis negligible.

Proof: Suppose,toward the cortradiction, that A is successfulwith non-negligible
probability . We'll build an adversary A° that managesto break the standard
signature sheme(K EY GEN S SIGN % VERIFY9 with probability at least 5. This
will contradict the security of the standard signature scheme(andso we'll be done).

lwe copy the proof in [1], becauseit can completely prove the security against existential forgery of our
delegateable signature.



Recall that to break the standard signature scheme, algorithm A° gets asinput the
veri cation key v and oracle accessto the signing algorithm SIGN(s; ). The goal
of A° would be the output a pair of a messageand a signature (m; ) sud that
VERIFY{m; ) = 1 but m wasnot queried by A°from its oracle. We now describe
the algorithm A%

Algorithm A"

1. Input: Verication key v(where (s;v) KEYGEN{1"))
2. Oracle access:oracle S( ) where S(m) = SI GN {s;m)

A's operation:

1. Let ( ;auxs;auxg) GEN(1").

2. Welet Vmaster =V, Smaster =S V . (Note that A%only knows Vmaster
and doesnot know all of Smaster -

3. Algorithm A% run algorithm A with input Vmaster . Note that the distribution
of Vmaster is identical to the distribution of A% input in Experimert 1.

4. Supposethat the i query A makesto its oracle is the circuit C;. To answer
it, AO rst usesthe oracleS to produce ;  S(Ci) = SIGN(s;C;). Algorithm
A%then repliesto A with Sc, = C; i v . Note that this is again exactly
the sameanswer that A would get in the Experiment 1, when is has an oracle
to DELE GAT E (Smaster ; )-

5. Let (m; ) bethe nal output of algorithm A, where = 1'. (Note that if
A is successfulthen we know that VERIFY (Vmaster ;M; ) = 1 which means
that VERPROOF( ;< m;v;1 >, )= 1.

6. Using the exacterEX T, algorithm ACobtains< C; > EXT( ;< m;v;1 >
; ;auxg) and outputs (C; ).

As both the input A getsand the answersit receivesfrom its oracle are distributed
exactly the sameasin Experiment 1 we know that with probability , algorithm A
will be successful.This meansthat A will output a pair (m; ) suchthat mZ M and
VERIFY (Vmaster ;M; ) = 1. Recall that if Cyq;:::;Cx are the queriesthat A made,
then M = L(Cy) [ ::[ L(Ck): SinceVERPROOFy w( ;< m;v;1 > )= 1, by
the proof of knowledge property of the NIWI, the output of the extractor < C; >
satis es in the case(< m;v;1' >; < C; >) 2 R with probability at least 1 5. In
the case,C(m) = 1 and VERI FYO(;V;C; ) = 1. We claim that it cannot be the
casethat C = C; for somei. This is becauseif this was the casethen we would
have that Ci(m) = Landsom 2 L(C;j) M . Therefore we seethat with overall
probability 5 we have actually succeededn breaking the standard signature scheme
(GEN®SIGNCVERIFYY.

Note that in order to prove this claim we did not needto use indistinguishabilit y
property of the NIWI, but rather only its proof of knowledge property. |

(iii) Proof of indistinguishable signature: Let A be an oracle algorithm. Recall the experiment
described in property 3(Indistinguishable signature) of De nition 1(We copy it here for the
reader's convenience):

Exp erimen t 2:

1. Generatethe keys: (Smaster ; Vmaster) K EYGEN (1")
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2. Run A with oracle to the delegating algorithm w.r.t. Smaster (i.2. run A with oracle to

. At this stageA outputs is (m; C1; C,) wherejC,j = jCyj and C1(m) = Co(m) = 1.
. Chooseb R f1,;2g.

3
4
5. Generates restricted signing key sc,: Let sc, DELE GAT E (Smaster ; Cb).
6. Provide A with SI GN (sc,;m).

7

. Let B°2 f0;1g be the nal output of A.
To prove this property we needto prove the following claim:
Claim 2 The prokability that bi°= bis at most % + negl(n).

Pro of: Assumethat the probability that b°= b is larger than %+ negl(n), obviously, It is a

contradiction against indistinguishability of NIWI. |

Remark 4 The proof of security against existential forgery is equal to the proof of security
against existential forgery in deleyateable signature constructed by Barak using NIZKPK. This
is because only the extractor of knowledge is needed, however, the zer-knowledge property of
NIZKPK and indistinguishability property of NIWI is not needed.

3.3 Delegateable signature using WH pro ofs

Let a delegateablesignature schemebe composedof four algorithms (K EYGEN, DELE GATE,
SIGN, VERIFY), and(KEYGEN?®SIGN®VERIFY9 beastandard(non-delegatelable)sig-
nature scheme.

Notation For any strings x;y 2 f0;1g we denoteby x y the concatenationof x and y.

Construction 2 A delegateable signature schemeusing WH proofs.

1. To geneate the master signing and veri c ation keys, we'll use the standard signature
scheme’skey genegrtor to obtain a pair of signing and veri c ation keys(s;v). We'll also
use the geneator to genentor a reference string . The master signing key Smaster Will
be the signing key s. The master veri ¢ ation key Vmaster Will be the concatenation of the
veri ¢ ation key v and the reference string . Actually, for technical reasons, we add the
master veri ¢ ation keyto the master signing key. Formally, this means that the algorithm
KEYGEN is de ned as follows:

(Smaster ; Vmaster ) = (S V. ;v ) KEYGEN(1"):

2. To delagate the ability to sign on a set L(C) where C is some circuit, the holder of the
master signing key signs on the circuit C. That is the restricted signing key sc is the
concatenation of C and a signature (using s) on C. We'll also add to sc the public
information Vmaster = V . Formally, the algorithm DELE GATE is de ned in the
following way:

DELE GATE (Smaster ;C) = DELEGATE(s v ;C)! C \Y; = Sc;

where SIGN{s;C).
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3. If a party has some restricted signing keys sc, and wishesto sign on a messagem such
that C(m) = 1, then this party provesusing a witness hiding pro of that it knows a
circuit C suchthat C(m) = 1 and a signature on C.

In order to use NIWH proofs, we must construct a new NP relation R2. We
random selest two circuit C; and C, which both of them satisfy Ci(m) = 1 and
VERIFYYv;C;; i) = 1, then construct NP relation R? :

(< m;v;1' > < Cp;Cp; >) 2 R?) f f
9i sit: (Ci(m) = 1A VERIFYQv;Ci; i) = 17jCij= I):
Wherei = 1;2.

We usea NIWH for this relation R2. Given that, the formal de nition of the algorithm
SI GN is the following:

SIGN(C; C 'm)  PROVEn wh( ;< m;v;1 > < Cq;Cp; >) 1
4. To verify the validity of a signature = 1' on a messagem with respect to the master
veri c ation kKey Viaster = V , one simply veries that is a valid WH proofs, that is,

the veri er believesthat the signer holds a circuit C(a witness) satisfying C(m) = 1 and
VERFY{v;C; ) = 1. We descrite this veri ¢ ation processby following way:

VERIFY(v ;m; 1)=1iff VERPROOF( ;<m;v;1> )=1

Remark 5 It is feasiblein step 3 of Construction 2 if only one of C; and C, satises C(m) =
1" VERIFY{Qv;C; ) = 1. This is the reasonthat the prover can also convince the veri er that
(< m;v;1 > < C1;Cy; >) 2 R2if he only knows a witness C1 or Cy. In fact, NP relation
(R92 can be denotal by

(< mv;1 > < Cq;Cy; >)2RYff

(Ci(m) = I"VERIFYYV;Cy; 1) = 18 Cqj = 1) or (Co(m) = I"VERIFYYVv;Cy; 1) = 1N Cyj = I):

Theorem 3 The tuple (KEYGEN;DELE GATE;SIGN;VERIFY) of Construction 2 is a
deleggateable signature scheme.

Pro of: The Proof of the validity and security against existertial forgery equal to those of
Construction 1. This is becausethe witness hiding is not necessaryin these proofs.

Proof of indistinguishable signature: We still use Experimert 2.

Exp erimen t 2:

1. Generatethe keys: (Smaster ; Vmaster) @K EYGEN (1")

2. Run A with oracle to the delegating algorithm w.r.t. Smaster (i.2. run A with oracle to

At this stage A outputs is (m; Cq; C,) wherejC,j = jCyj and C1(m) = Co(m) = 1.
Chooseb g f1;2g.

Generates restricted signing key sc,: Let sc, DELE GAT E (Smaster ; Cb)-
Provide A with SI GN (sc,; m).

A L

Let B°2 f0;1g be the nal output of A.
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To prove this property we needto prove the following claim:
Claim 4 The prokability that bl°= bis at most % + negl(n).

Pro of: It is well known that a NIWH proof, which is constructed in Proposition 5 or 8, is a
NIWI proof. Now, assumethat the probability that b°= bis larger than %+ negl(n), obviously,
It is a cortradiction against indistinguishability of NIWI. |

4 Extensions and open problems

In [1], Barak extended his construction in seweral ways, sud as, (i) relaxing the dependence
of the signature's size and the restricted key's size on the size circuit; (ii) allowing delegation
of setsin NP /Poly; (iii) discouraging sharing of the restricted key; (iv) making signatures
indistinguishable even for the delegatinguser; (v) adding more levels of delegation. In fact, our
constructions can also be extended in similar ways. Furthermore, our delegateablesignature
schemescan also construct "anonymous unlinkable certi cates".

We construct delegateablesignaturesusing Wl and WH protocols, however, someproblems
about WI and WH are fuzzy, and are presened as open problem by us.

1. As usual, a WH proof is not WI, then, in what conditions it is WI?

2. How is a WI proof constructed directly no using ZK proofs? or how is a WH proof
constructed no using ZK proofs or WI proofs?

3. if there exists weaker assumption(sud as one way function) for constructing NIWI and
NIWH proofs than trap door permutation.

In this paper, a WH protocol is a WI protocol becausethe WH protocol in Proposition 5
and 8 are constructed by WI protocol, however, the rst open problem tell us that the common
WH protocol is probably not WI protocol. So, our delegateablesignature must use the WH
protocol which is constructed in Proposition 5 or 8.

If there exists weaker assumption(sud as one way function) for constructing NIWI and
NIWH proofs than trap door permutation, we will obtain the delegateablesignature basing on
weaker assumption than trap door permutation.

5 Conclusion

In this paper, we presen the way constructing delegateablesignature schemesusing NIWI and
NIWH proofs. Howewer, up to now, the NIWI and NIWH protocols can not be constructed
basedon weaker assumptionthan trap door permutation, soour signature schemeare also based
on trap door permutation.
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