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Abstract

In this article, we show that public key schemesbasedon multiv ariate
guadratic equations allow many equivalent, and hencesuper°uous private
keys. We achieve this result by investigating seweral transformations to
identify these keys and show their application to Hidden Field Equations
(HFE), C”, and Unbalanced Oil and Vinegar schemes(UOV). In all cases,
we are able to reduce the size of the private | and hencethe public |
key spaceby at least one order of magnitude. We seeapplications of our
technique both in cryptanalysis of these schemesand in memory excient
implementations.
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1 Intro duction

Oneway to achieve more variety in asymmetric cryptology are schemesbasedon
the problem of solving M ultiv ariate Quadratic equations(MQ -problem). This
is very important to have alternativesready if large scalequantum computing
becomedeasible. In particular, the existenceof quantum computersin the range
of 1000bit would be athreat to systemsbasedon factoring, e.g, RSA, asthereis
a polynomial time factoring algorithm available for quantum computers[Sho973.
The samealgorithm would alsosolve the discretelog problemin polynomial time
| and therefore defeat schemesbasedon elliptic curves.



In the last two decades,seweral sudh public key schemeswere proposed,
e.g, [MI88, Pat96b, KPG99]. All of them usethe fact that the MQ -problem,
i.e., nding a solution x 2 F" for a given system of m quadratic polynomial
equationsin n variables eah
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yi = pa(X1;iiiiXn)
Y2 = pPa(X1iiiiiXn)
3
" Ym = Pm(X1;i11Xn);
for given yi1;:::;ym 2 F and unknown Xi;:::;X, is dixcult, namely NP-

complete (cf [GJ79, p. 251] and [PG97, App.] for a detailed proof)). In the
above system of equations, the polynomials p; have the form

X X
Pi(X1;:i05Xn) = ij kX Xk + i X+ ®;
1-j- k- n j=1
forl- i - ml- j - k- nand®; ;% «x 2 F (constart, linear,
and quadratic terms). This polynomial-vector P := (p1;:::;pm) forms the

public key of these systems. Moreover, the private key consists of the triple
(S;P%T) whereS 2 AGL,(F); T 2 AGL(F) are atne transformations and

paper, we will denote componerts of this private vector P°by a prime % In con-
trast to the public polynomial vector P 2 MQ , (F"), the private polynomial

At leastfor secureMQ -schemes;this is not the caseif the public key P aloneis
given. The main di®erencebetweenMQ -schemeslies in their special construc-
tion of the certral equationsP?and consequetly the trap door they embed into
a speci ¢ classof MQ -problems.

Having a large private (and consequetly public) key spaceis a desirable
property for any public key scheme. In this paper, we will shov that many
schemes based on multiv ariate quadratic polynomial equations have a large
number of \equivalent" private keys. Hence, they have many super°uous pri-
vate keysand consequetly a smaller private and public key spacethan initially
expected. Our main tool for this purposeare so-called\sustaining transforma-
tions", which will be formally introducedin Sect. 2.

1.1 Related Work

In their cryptanalysis of HFE, Kipnis and Shamir report the existenceof \iso-
morphic keys" [KS99]. A similar obsenation for Unbalanced Oil and Vinegar
Schemescan be found in [KPG99]. In both cases,there has not beena sys-
tematic study of the structure of equivalent key classes. In addition, Patarin
obsened the existenceof someequivalert keysfor C° [Pat96a] | however, his
method is di®eren from the one preseried in this paper, as he concerrated on



modifying the certral monomial. Moreover, Toli obsened that there exists an
additiv e sustainer (cf Sect. 3.1) in the caseof Hidden Field Equations [Tol03].
In the caseof symmetric ciphers, [BCBPO03] useda similar ideain the study of
S-boxes. The ideasof this paper are extendedin [WP04b].

1.2 OQutline

The remainder of this paper is organised as follows: “rst, we introduce the
necessarymathematical badkground and concerrate on useful properties of
linear and atne transformations. Second,we identify sewral candidates for
sustaining transformations. Third, we apply these candidatesto the Hidden
Field Equations, the C" scheme, and Unbalanced Oil and Vinegar schemes.
Sect. 5 concludesthis paper.

2 Mathematical Background

After giving somebasic de nitions in the following section, we will move on to
obsenations about atne transformations.
2.1 Basic De nitions

We start with a formal de nition of the term \equivalent private keys":
Definition 2.1 We call two private keys
(T;P%S);(T;P%S) 2 AGL, (F) £ MQ o (F") £ AGL, (F)
\equivalent" if they lead to the same public key, i.e., if we have
T+P%°+S=P = T+P0+S:

In the above de nition, AGL,(F) denotesatne transformations (cf Sect. 2.2).
In order to nd equivalent keys,we considerthe following transformations:

Definiton 2.2 Let (S;P%T) 2 AGLn(F) £ MQ m(F") £ AGL,(F) wher
%% 12 AGL,(F) and ¢;¢i * 2 AGLy, (F). Moreover, let

P=Txt¢ '4s+P%+¥%x¥% 1 £S 1)

We call the pair (%¢) 2 AGL,(F) £ AGL, (F) \sustaining transformations”
for an MQ -systemif the \shape" of PCis invariant under the transformations
¥and ¢. For short, we write (%;¢) 2 (S;P%T) for (1) and (3¢) sustaining
transformations.

Remark. In the above de nition, the meaningof \shape" is still open. In fact,
its meaning hasto be de ned for ead MQ -systemindividually . For example,
in HFE (cf Sect.4.1), it is the bounding degreed 2 N of the polynomial P (X 9),
while it is the fact that the oil-variables do not mix with other oil-variables,



while vinegar-variables do, in the caseof the UOV (cf Sect. 4.3). Howevwer,
for ¥ ¢, sustaining transformations, we are now able to produce equivalent keys
for a given private key by (%5¢) 2 (S;P%T). A trivial example of sustaining
transformations is the identit y transformation, i.e., to set %= ¢ = id.

Lemma 2.3 Let (%¢) be sustaining transformation. If G := (%+) and H :=
(¢, 1) form a sulgroup of the atne transformations, they produce equivalene
relations within the private key space.

Pr oof. We prove the statement for G := (%). The proof for H := (¢; %) is
analogous. First, we have re°exivity asthe identit y transformation is corntained
in G. Second,we have symmetry asa subgroupis closedunder inversion. Third,
we also have transitivit y asa subgroupis closedunder composition. Therefore,
the groups G and H partition the private key spaceinto equivalenceclasses.o

Remark. We want to point out that the above proof does not use special
properties of sustaining transformations, but the fact that theseare a subgroup
of the group of atne transformations. Hence,the proof doesnot depend on the
term \shape" and is therefore valid even if the latter is not rigorously de ned
yet. In any case,instead of proving that sustaining transformations form a
subgroup of the atne transformations, we can also consider normal forms of
private keys.

After theseinitial obsenations over equivalent keys, we concerrate on bi-
jections betweenground “elds and their extension elds. Let F be a nite "eld
with g := jFj elemens. Using a polynomial i(t) 2 F[t], irreducible over F, we
generatean extension eld E := F[t]=i(t) of dimensionn. This meanswe view
elemerts of E as polynomials in t of degreelessthan n. Addition and multi-
plication are de ned as for polynomials modulo i(t). In addition, we can view
elemers from E as vectors over the vector-spaceF". We will therefore view
elemenns a2 Eand b2 F" as

for®; ;2 Fwith 1- i - n. Moreover, we de ne a bijection betweenE and F"
by identifying the coexcients ® $ ;. We usethis bijection throughout this
paper.

2.2 Azxne Transformations

In the context of atne transformations, the following lemma proves useful:

mma 2.4 Let F be a nite "eld with q := jFj elements. Then we have
"t d invertible (n £ n)-matrices over F.

Pr oof. Weobsenethat wehavefull choicefor the "rst row vector of our matrix
| exceptthe zero-vector. With an inductiv e argumert we seethat we have full
choice for ead consecutive row vector | except the span of the previous row



vectors. Hence,we have g" j ¢ ! independert choicesfor the j! row vector.
o]

Next, we recall somebasic properties of atne transformations over the "nite
“elds F and E.

Definition 2.5 Let Mg 2 F"£" be an invertible (n £ n) matrix andvs 2 F" a
vector and let S(x) := Mgx + vs. We call this the \matrix representation” of
the axzne transformation S.

Definition 2.6 Moreover, let s;3;:::; sy be n polynomials of degree 1 at most
over F, i.e., Si(Xg;::5;Xn) i= p1Xg*+ i+ inXp + ®& with 1 ;] n and
®; ij 2 F. LetS(x) := (s1(x);:::;8n(x)) for x := (X1;:::;Xn) asa vector over

F". We call this the \multivariate representation" of the atne transformation
S.

Remark. The multiv ariate and the matrix represenation of an atne transfor-
mation S are interchangeable.We only needto setthe corresponding coexcients
to the samevalues: (Ms)i; $ i and(vs)i $ ®& for1- i;j - n.

In addition, we can also usethe \univ ariate represertation" over the exten-
sion eld E of the transformation S.

Definitionp 2.7 Let0- i< nandA;Bj 2 E. Moreover, let the polynomial
S(X):= [.'BiX% + A ke an atne transformation. We call this the \uni-
variate representation” of the atne transformation S(X).

Lemma 2.8 An axne transformation in univariate representationcan be trans-
fered exciently in multivariate representation and vice versa.

Pr oof. This lemma follows from [KS99, Lemmata 3.1 and 3.2] by a simple
extensionfrom the linear to the atxne case. o

3 Sustaining Transformations

In this section, we give seeral examplesfor sustaining transformations. In
addition, we will consider their e®ecton the certral transformation P% The
authors are not corvinced that the transformations stated here are the only
ones possible but encouragethe seard for other and maybe more powerful
sustaining transformations.

3.1 Additiv e Sustainer

Forn = m, let %X) := (X + A) and ¢(X) = (X + A9 for some elemerts
A; A°2 E. Moreover, aslong asthey keepthe shape of the certral equationsP©
invariant, they form sustaining transformations.



In particular, we are ableto changethe constart parts vs;v; 2 F" or Vs; Vr 2
E of the two atne transformations S; T 2 AGL,(F) to zero, i.e., to obtain a
new key (S; P2 T) with §;T 2 GL, (F).

Remark. This is avery usefulresult for cryptanalysis asit allowsusto \collect"

the constart terms in the certral equations P°. For cryptanalytic purposes,
we therefore need only to consider the caseof linear transformations S; T 2

GL (F).

The additiv e sustainer also works if we interpret it over the vector spaceF"
rather than the extension eld E. In particular, we can also handle the case
n 6 m now. However, in this caseit may happen that we have a®2 F™ and
consequetly ¢ : F™ ! F™. Nevertheless,we canstill collect all constart terms
in the certral equations P°.

If we look at the certral equationsas multiv ariate polynomials, the additive
sustainer will a®ectthe constarts ® and ; 2 Fforl- i- mand1- j - n.
A similar obsenation is true for certral equations over the extension eld E:
in this case,the additiv e sustainer a®ectsthe additive constart A 2 E and the
linear factors B; 2 Efor 0- i < n.

3.2 Big Sustainer

We now consider multiplication in the (big) extension "eld E, i.e., we have
¥X):= (BX) and ¢(X) := (B%X) for B;B%2 E”. Again, we obtain a sustain-
ing transformation if this operation does not modify the shape of the certral
equationsas (BX); (B ) 2 AGL, (F).

The big sustainer is useful if we consider shemesde ned over extension
“elds asit doesnot a®ectthe overall degreeof the certral equations over this
extension eld.

3.3 Small Sustainer

We now consider multiplications over the (small) ground “"eld F, i.e., we have
¥(x) := Diag(by;:::;bh)x and ¢(x) := Diag(b);:::;tP)x for the coexcients
br;::o by 0 B 2 F® and Diag(b) the diagonal matrix on a vector b2 F"
and B°2 F™, respectively.

In cortrast to the big sustainer, the small sustainer is useful if we consider
sthemeswhich de ne the certral equations over the ground "eld F asit only

introducesa scalar factor in the polynomials (p9;:::;pS%).

3.4 Permutation Sustainer

For the transformation ¥; this sustainer permutes input-variables of the cen-
tral equations while for the transformation ¢, it permutes the polynomials of
the certral equations themselhes. As ead permutation has a corresponding,
invertible permutation-matrix, both %2 S, and ¢, 2 S,, are also atne trans-
formations. The e®ectof the certral equationsis limited to a permutation of
theseequations and their input variables, respectively.



3.5 Gauss Sustainer

Here, we consider Gauss operations on matrices, i.e., row and column permu-
tations, multiplication of rows and columns by scalarsfrom the ground "eld F,
and the addition of two rows/columns. As all theseoperations can be performed
by invertible matrices; they form a subgroup of the atne transformations and
are hencea candidate for a sustaining transformation.

The e®ectof the GaussSustaineris similar to the permutation sustainerand
the small sustainer. In addition, it allows the addition of multiv ariate quadratic
polynomials. This will not a®ectthe shape of someMQ -schemes.

Remark. We want to point out that all v e sustainersin this section form
groups and hence partition the private key spaceinto equivalence classes(cf
Lemma 2.3).

4 Application to M ultiv ariate Quadratic Schemes

In this section, we showv how to apply the sustainersfrom the previous section
to sewral MQ -schemes. Due to spacelimitations in this paper, we will only
outline somecertral propertiesof eath scheme. In particular, we will not explain
how they can be usedto derive signaturesbut refer the reader to the original
papersfor this purpose. We want to stressthat the reductionsin sizewe achieve
are only lower, no upper limits: as soon as new sustaining transformations are
identi ed, they will reducethe key spaceof the schemesin questions. At preser,
we prefer not to attempt to give an upper limit for the reductions possible,as
the subject is far too new.

4.1 Hidden Field Equations
The Hidden Field Equations (HFE) have beenproposedby Patarin [Pat96b].

Definition 4.1 Let E be a nite "eld and P(X) a polynomial over E. For

X i il X k
P(X) := Ci;jxq“‘ + BcX% + A
0 ij - d 0 k- d
g+g-d g« d
< Cij X9*9  for Cij 2 E are the quadmtic terms,
whee, B,.Xxd for By 2 E are the linear terms, and

A for A 2 E is the constant term

and a degree d 2 N, we say the central equations P° are in HFE-shage.

Using a generalisation of the Kipnis-Shamir Theorem (cf Lemma 2.8), we see
that we can expressthe univariate polynomial over E as multiv ariate polynomi-
als over F. Moreover, asthe degreeof the polynomial P is bounded by d, this
allows ezxcient inversion of the equation P(X) = Y for givenY 2 E. Sothe



\shape" of HFE is in particular this degreed of the private polynomial P. More-
over, we obsene that there are no restrictions on its coexcients C;; ;Bx;A 2 E
fori;j;k2 Nandg;g +d - d. Hence,we canapply both the additive and the
big sustainer (cf sect. 3.1 and 3.2) without changing the shape of this certral
equation.

Theorem 4.2 For K := (S;P;T) 2 AGL,(F) £ E[X]£ AGL,(F) a private key
in HFE, we have

(" i 1)?
equivalent keys. Hence, the key-space of HFE can be reduced by this numkter.

Pr oof. To prove this theorem, we consider normal forms of private keys: we
“rst apply the additiv e sustainerto reducethe constart parts of the two atne
transformations S and T to zero. Second,we apply the big sustainer on the
univariate represeration of S and T to reduce one of its coezcients to the
neutral element of multiplication. W.l.o.g., let By be the non-zero coexcient
of the lowest power in the univariate represenation of S. Applying ¥ 1(X) :=
B 'X will reducethis coetcient to one. Similar, we can reduce one coetcient
of the azne transformation T. Hence,we have now computed a unique normal
form for any given private key. Moreover, we can \rev erse" these computations
and derive an equivalenceclassof sizeg®:(q" j 1)? this way aswe have

(BX + A;BX + A)2 (S;P%T) for B;B°2 E® and A; A°2 E:

o]

Remark. The idea preseried in this section also works against the variations
HFEv (adding vinegar variables) and HFE- (removing public equations). How-
ever, for HFE- we have to take into accourt that somerows of the private matrix
T do not in°uence the public key. Hence,the number of equivalert keysis even
larger. Due to spacelimitations in this paper, we just point out this fact and
refer to [WP04b] for more details.

For the caseq = 2 and n = 107, the number of redundart keysis 24?2, In
comparison,the number of choicesfor S and T is 223198, This special choice of
parameters has beenusedin a repaired version of Quartz [CGP01, WP044].

4.2 Class of C® Schemes

As HFE, the shemeC*®, due to Matsumoto and Imai [MI88], usesa nite "eld
F and an extension eld E. However, the choice of the certral equationsis far
more restricted than in HFE aswe only have one monomial here.

Definition 4.3 Let E be an extension eld of dimension n over the "nite "eld
F and, 2 N an integer with gcd(@" i 1, + 1) = 1. We then say that the
following central equation is of C”-shape:

P(X):= X% *:



The restriction gcd(q" i 1,0 + 1) = lisnecessaryrst to obtain a permutation
polynomial and secondto allow excient inversion of P(X). In this setting, we
cannot apply the additiv e sustainer, asthis monomial doesnot allow any linear
or constart terms. Moreover, the monomial requires a factor of one. Hence,we
have to presene this property. At presen, the only sustainer suitable seemsto
be the big sustainer (cf Sect. 3.2). We useit in the following theorem.

Theorem 4.4 For K := (S;P;T) 2 AGL,(F) £ E[X]£ AGL,(F) a private key
in C°, we have
(q"i 1)

equivalent keys. Hence, the key-space of C* can be reduced by this numkber.

Pr oof. To prove this statemert, we consider normal forms of keysin C".
In particular, we concerrate on a normal form of the atne transformation S
where S is in univariate represetiation. As for HFE and w.l.o.g., let By be
the non-zero coexcient of the lowest power in the univariate represenation of
S. Applying % %(X) := Bj *X will reducethis coetcient to one. In order to
\repair" the monomial P (X), we have to apply an inversetransformation to T.

Solet ¢(X) := (B *)i 1X. This way we obtain

P = Tl ls¢+P+%% 1+S
= Tx@B{T W IYBy xS
= TzxPzS;

where S hasits coexcient By reducedto one. In corntrast to HFE (cf Thm. 4.2),
we cannot chosethe transformations ¥2and ¢, independertly: ead choice of %
implies a particular ¢ and vice versa. Sowe have

(BX;Bi9i1X)2(S;P;T) whereB 2 E*

and can hencecompute a total of (9" j 1) equivalert keys for any given key.
Sinceall these keys form equivalenceclasseswe reducedthe private key space
of C" by this factor. a

Remark. Patarin obsened that it is possibleto derive equivalent keys by
changing the monomial P [Pat96a]. As the aim of this paper is the study of
equivalent keys by chaining the atne transformations S; T alone, we did not
make use of this property.

Moreover, we obsened in this sectionthat it is not possiblefor C” to change
the transformations S; T from atne to linear. In this context, we want to
point out that Geiselmannshaved how to reveal the constart parts of these
transformations [GSB01]. Hence, having S; T atxne instead of linear does not
seemto enhancethe overall security of C*.

Finally, we want to note that C” itself is insecure, due to a very ezcient
attack by Patarin [Pat95]. Howewer, due to spacelimitations in this paper, we



will not investigate equivalert keys of the more secureversion C*ii  but leave
this questionto [WP04b].

For g = 128and n = 67, we obtain 2*6° equivalert private keys per class.
The number of choicesfor S; T is 263784 in this case. This particular choice of
parametershas beenusedin S°ash’® [CGPO03].

4.3 Unbalanced Oil and Vinegar Schemes

In cortrast to the two schemesbefore, we now considera classof MQ -schemes
which doesnot mix operations over two di®erert “elds E and F but only performs
computations over the ground eld F. Moreover, Unbalanced Oil and Vinegar
schemes(UOV) omit the atne transformation T but useS 2 AGL,(F). To
t in our framework, we set it to be the identit y transformation, i.e., we have
T = ¢ = id. UOV were proposedin [KPG99].

Definition 4.5 Let F be a nite "eld and n;m 2 N with n , 2m. Moreover,

let @ _i?j ;°i?j « 2 F. We say that the polynomials below are central equations

in UOV-shape:

0 0 a0 x 0 0,,0 -0 ,,0
Pi(X1iiiiXp) = *ij kX Xk + RRECE
j=1 k=1 i=1
In this context, the variables x? for 1 - i - nj m are called the \vinegar"
variablesand x? for nj m < i - n the \oil" variables. Note that the vinegar

variables are combined quadratically while the oil variables are only combined
with vinegar variablesin a quadratic way. Therefore, assigningrandom valuesto
the vinegar variables, results in a systemof linear equationsin the oil variables
which can than be solved, e.g., using Gaussianelimination. Sothe \shape" of
UQV is the fact that a systemin the oil variables alone is linear. Hence, we
may not mix oil variablesand vinegar variablesin our analysisbut may perform
atne transformations within one set of these variables. So for UOV, we can
apply the additiv e sustainer and also the Gausssustainer (cf sect. 3.1 and 3.5).
Howewer, in order to ensurethat the shape of the certral equations does not
change, we have to ensurethat the Gausssustainerin°uencesthe vinegar and
oil variables separately

Theorem 4.6 Let K = (S;P;id) 2 AGL,(F) £ MQ ,(F") £ AGL,(F) be a
private keyin UOV. Then we have
niyni 1 L 1 )
q' @ ™id) (@ id)
i=0 i=0
equivalent keys. Hence, the key-space of UOV can be reduced by this number.

Pr oof. As in the caseof the schemesbefore, we compute a normal form for
a given private key. First, applying the additive sustainer reducesthe atne
transformation S to a linear transformation. This gives us a factor of " in
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terms of equivalert keys. Second,applying the Gausssustainerseparatelywithin
vinegar and oil variables, we can enforcethe following structure, denotedR 2
F'£n onthe matrix Mg 2 F"¢" of the (now only) linear transformation S:

0 1
I'm 0 Anm
R=@ 0 I, 2n BN A:
I'm Cr';”i om Dm

In this context, the matrices I n;In; 2om are the identity elemeris of fmem
and F(ni 2mE(ni 2m) " regpectively. Moreover, we have the matrices Ay, ;D 2
FMEM the matrix B 2™ 2 F(Ni 2MEm gand ct 2 FME (i 2M) For a given
certral equation P° ead possiblematrix R leadsto the samenumber of equiv-
alent keys. Let m q
E = Gnim O
0 Hm

bean (n£ n)-matrix. Here, we require that the matrices Gp; ,, 2 F("i ME i m)
and Hy, 2 F™£™ areinvertible (cf Lemma 2.4). This way, we de ne the trans-
formation ¥{x) := Ex wherex 2 F". Note that thesetransformations ¥form a
subgroup within the atne transformations. Sowe have

(Ex + a;id) 2 (S;P%id) for a2 F" and E asde ned above.

As this choice of ¥ partitions the private key spaceinto equivalence classesof
equal size,and due to the restriction@on E, we reduce_dtbe size of the private
key spaceby an additional factor of ~ /™ *(g" ™ o) M NG™ i d): =

For g= 2;m = 64;n = 192, we obtain 22968 equivalert keysper key | in
comparisonto 237:9%4 choicesfor S. If we increasethe number of variables to
n = 256, we obtain 241212 and 255790 respectively. This choice of parameters
has beenusedin [KPGO3].

5 Conclusions

In this paper, we showved through the examples of Hidden Field Equations
(HFE), C" and UnbalancedQil and Vinegar (UOV) that it is possibleto reduce
the number of keys in these multiv ariate quadratic public key schemesby at
least one order of magnitude. For UOV, the reduction was the most drastic
one as it allowed to reduce the number of possible keys by more than half of
the number of possible atne transformations S, cf Table 1 and Table 2 for
numerical examples.

The resultsin this paper canbe usedin various contexts. First, it is possible
to employ them for implemerting these schemesin a memory-etcient way:
instead of storing the original private key, one can reducethe key to its normal
form and omit storing the super°uous parts. Due to the fact that the sustaining
transformations in this paper form sub-groupsof the atne transformation, this
reduction can be done without any lossof security. In addition, we can usethe

11



Table 1: Summary of the Reduction Results of this Paper

| Scheme | Reduction |
Hidden Field Equations (" i 1)?
¢ o ailg _
UnbalancedOil and Vinegar | ¢ ~ [ ,™ (@1 ™ ¢) ~ ' (q™ i q)

results of this paper in cryptanalysis by enforcing a special structure to either
the azne transformations S; T (as done here), or on the certral equations P°.
This way, it is possibleto concerrate on the parts of the schemewhich actually
cortribute to the security of multiv ariate quadratic schemesand neglectothers,
e.g, constart parts of the atne transformations in HFE or UOV. However, we
want to point out that the key spacefor any of these schemesis still far larger
than, e.g, in the caseof RSA, cf Table 2 for the number of choiceson S; T alone.
So even with the results in this paper, we are not able to break any of these
schemeshby exhaustive key seard. On the other hand, it is not clear at presen
if the sustainerspreseried in this paper are the only onespossible. Therefore,
the existenceof other sustaining transformations is stated as an open problem.

Table 2: Numerical Examples for the Reduction Results of this Paper

Scheme | Parameters Choicesfor S; T | Reduction
(in logz) (in logy)
HFE g= 2;n= 107 23,108 428
(o g= 128 n = 67 63,784 469
uov q=2,m= 64,n= 192 37,054 20,668
g=2;m = 64;n = 256 65,790 41,212

Finally, we want to remark that the techniquesin this paper are quite gen-
eral, seethe list of possible sustaining transformations in Sect. 3. Hence, it
is not only possibleto apply them on HFE, C®, and UQOV, but also on other
multiv ariate quadratic schemes,such asenTTS [YCO04]. However, due to space
limitations in this paper, we neededto make a choiceand decidedto concerirate
on HFE, C®, and UOV.
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