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Abstract

This paper points out that, cortrary to popular belief, allowing a messageauthentication
adversary multiple veri cation attempts towards forgery is not equivalert to allowing it a single
one,sothat the notion of security that most messageuthentication schemesare provento meet
doesnot guarantee their security in practice. We then show, however, that the equivalencedoes
hold for strong unforgeability. Basedon this we recover security of popular classesof message
authentication schemessuch as MACs (including HMAC and PRF-based MACs) and CW-
sthemes. Furthermore, in many caseswe do so with a tight security reduction, sothat in the
end the newswe bring is surprisingly positive given the initial negative result. Finally, we show
analogousresults for authenticated encryption.

Keyw ords: Messageauthentication, PRFs, Carter-Wegman,symmetric encryption, authenticated
encryption.

1 Intro duction

Message authentica tion. A messageauthentication (ma) schemeallows parties sharing a key
K to authenticate data they sendto eat other. The senderapplies a tag geneation algorithm
TG to K and the messageM to get a tag Tag, and then sendsM ; Tag to the receiver. The latter
applies a veri cation algorithm VF to K, a received message,and its accomparying tag, to get
an output of 1 (accept) or O (reject), indicating whether or not the messageshould be considered
authentic.

Messageauthentication schemesare pervasive in practice. In a typical usage,public-key cryp-
tography is rst usedto exchangea private key K, and the latter is then usedto authenticate (and
also possibly encrypt) data. This happensin Internet security protocols like SSL (used to secure
credit card numbersin electronic commerce)SSH (secureremote login) and IPSEC.

Much work goesinto obtaining high-performance, securema-sdemes,and there are a variety
of sthemesin existenceand use, including HMA C [1], block-cipher basedMACs [5, 22, 10, 4, 11,
20,17, 18] and Carter-Wegman (CW) ma-shemes[25, 21, 23, 16, 8, 9].

This paper points out that the notion of security that most of theseschemesare proven to meet
doesnot guarantee their security in practice, and then looks into remedies.
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11 UF-1; UF-M

Tw o definitions.  The natural de nition of security [5] comesby extending the one for digital
signatures [15]. Namely, an adversary, allowed a chosen-messagattack (via accessto a tagging
oracle TG(K; @), should be unable to produce a message-tagoair M ; Tag that is valid (meaning
VF(K;M;Tag) = 1) and for which the messageas new (meaning, was not queried to the tagging
oracle).

This de nition howewer givesthe adversary only one veri cation attempt. An alternative de -
nition [4] givesthe adversary, in addition to the tagging oracle, alsoa veri c ation oracle VF(K; ¢ ¢).
The adversary should be unable to make a query M ; Tag to its veri cation oracle suc that the
latter returns 1 but M was not previously queried to the tag oracle.

Let us refer to this secondde nition as UF-M (UnForgeability under Multiple veri cation
queries). Note that the rst (standard) de nition we discussedabove is just the special caseof the
secondonein which only a single veri cation query is allowed, so henceforth we think of it this way
and refer to it as UF-1 (UnForgeability under a single veri cation query).

In practice, it is certainly possible for an adversary to make multiple veri cation attempts.
(For example a server authenticating a client under their common key functions asthe veri cation
oracle, and an adversary can forward many transmissionsto it.) A scemethat is UF-1 but not
UF-M is thus clearly not providing adequatesecurity for practical usage.

Equiv alent? It turns out that this fact (namely, that UF-M is the \righ t" notion, not UF-1) is
actually quite well understood in the community and literature. Nonethelessiit is the UF-1 notion
that most schemesare proven to meet [5, 22, 1, 10, 11, 8, 9, 17, 18, 20]. (Exceptions are [4, 3].)
Why?

It appearsto be due to the belief that UF-1) UF-M. More precisely the belief is that if
an adversary A makes v veri cation oracle queries, its advantage (probability of forgery) is not
more than v times that of an adversary B of comparabletime making just one veri cation oracle
guery. Sothe beliefis that although a di®erencein concretesecurity doesmanifest itself, UF-1 and
UF-M are polynomially equivalent. The folklore argumert for this is that B can guessone of the
veri cation queriesof A to useasits own, singleveri cation query, answering previous onesby \0."

Not equivalent. In Section 3 we shov why the above-menioned folklore argumert is incorrect.
This leaves open the question of whether or not it can be patched to show the equivalence, but
we then go on to show that it cannot. Namely we shov in Theorem 4.1 that UF-1; UF-M. We
do this by presering a ma-sthhemethat is UF-1 but is not UF-M. (Naturally this requires the
assumptionthat someUF-1 ma-stheme exists, otherwise the question is moot.) Thus, cortrary to
expectation, the UF-1 and UF-M notions are not equivalent.

Intuitiv ely, the problem is malleability [12]. In particular multiple veri cation queriescan add
power when an adversary can modify a valid tag for a messageanto another, di®eren valid tag for
the samemessage.

1.2 SUF-1) SUF-M

Next we establish a useful positive result, namely that the equivalence (between security under
one or many veri cation queries)doeshold under a stronger notion of unforgeability than the one
consideredabove.

Str ong unf or geability. Strong unforgeability [6] meansthe adversary is not only unable to
forge a tag for a new messagebut also unable to forge a new tag for an old (meaning, already
tagged) message. The formalization is with respect to adversariesgetting both a tagging and a



UF-1 % 1~ SUF-1
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Figure 1: An arrow represers an implication and a barred arrow represens a separation.

veri cation oracleasabove, soagainthere is both a singleveri cation query version(that we denote
SUF-1) and a multiple veri cation query version (that we denote SUF-M).

We show (cf. Theorem5.1 and Corollary 5.2) that SUF-1 ) SUF-M. Thus, in contrast to
(mere) unforgeability, the strong versionsof the notions are equivalert.

Rela tions. Figure 1.2 summarizesthe relations betweenthe four notions we have discussed,in
the style of [2]. For eath pair A;B 2 f UF-1; UF-M; SUF-1; SUF-Mg of notions we showv one of the
following: (1) An implication A ) B (this meanswe prove that any ma-sdtieme achieving A also
achievesB); or (2) A separationA ; B (this meanswe give a construction of a ma-sdeme that
meetsnotion A but doesnot meet notion B). A separationA ; B is always under the (minimal)
assumptionthat there exists a shheme meeting notion A.

1.3 Repair: Establishing UF-M and SUF-M security of known schemes

The fact that UF-1; UF-M meansthat what has beenproved about speci ¢ existing ma-sdhemes
does not guarantee their security under multiple veri cation attempts and hencein practice, but
doesnot meanthat theseparticular schemesare not UF-M. We now askwhether it may be possible,
via other routes, to prove UF-M security of existing schemes.

In answering this question, it would be much preferable to avoid re-ertering the (sometimes
complex) proofs of security of these ma-sthemes. Our approad, instead, is to consider some
special classef ma-shemessud that (1) known schemeshave beenprovedto fall into one of these
classesand (2) we canshow that any schemein the classis SUF-1. Then, via our SUF-1) SUF-M
implication, and existing results about the schemes,we can concludethat they are UF-M (and in
fact SUF-M) secure.We implement this program as follows.

The rst classof ma-shemeswe considerare UF-1 MACs. (A ma-schemeis a messageauthen-
tication code, or MAC, if its tagging function is statelessand deterministic, and veri cation is done
by applying the tagging function to compute the correct tag of the given messageand comparing
this with the candidate tag.) It is easyto see(cf. Proposition 6.1) that any UF-1 MAC is in fact
SUF-1, and hence(by Corollary 5.2) UF-M and SUF-M. As an application, since HMA C, proven
UF-1 in [1], is a MAC, the above tells us that it is UF-M and SUF-M secure.

An important subclassof MA Cs are PRF basedones,where the tagging function is pseudoran-
dom. Theseare UF-1 [14, 5] and thus by the above automatically SUF-1; UF-M and SUF-M. Since
the tagging algorithms of block-cipher basedconstructs like various CBC-MA Cs [5, 10, 22], PMAC
[11], TMA C [17] and OMAC [18] are shown in the cited papersto be PRFs, we can concludethat
the corresponding MACs are UF-M and SUF-M.

The secondclassof ma-sthhemeswe considerare Carter-Wegman (CW) ma-sdiemes[25]. These
schemesare randomized or counter-based,and hencenot MA Cs, so Proposition 6.1 doesnot apply.
Howewer, via an extensionof the standard proof establishingthe UF-1 security of thesema-sthemes
[21,23, 16, 8, 9], we can establishtheir SUF-1 security aswell. Henceby Corollary 5.2, they too are
UF-M and SUF-M. In particular, UMAC [8, 9] and MMH-MA C [16] are CW ma-sdiemesshowvn
in the cited papersto be UF-1, and henceare UF-M and SUF-M by the above.



1.4 Reduction tightness and concrete security impro vements

The results above are with respect to asymptotic de nitions of security, where meeting a notion
meansthat the succesgrobability of any polynomial-time adversary is a negligible function of the
security parameter. This is indeed the conceptually appropriate setting in which to study security
relations at the rst cut. Howewer, for practical purposes,the concrete security of reductions can
be important, and we now addressthis issue.

Quality of the SUF-1) SUF-M reduction, and its impact. The reduction of Theorem 5.1,
which establishesthat SUF-1) SUF-M, is not tight: given a polynomial-time adversary A making
Vv veri cation attempts and succeedingwith probability a, it delivers a polynomial-time adversary
B making one veri cation attempt and succeedingwith probability at least b= a=v. The above-
mentioned results shoving UF-M and SUF-M security of various classesof schemesinherit this
lossin security through their reliance on Theorem 5.1. Unfortunately this loss can be signi cant
in practice. Consider for example PRF-based MACs using a block cipher with block-length n.
Typically [5, 10, 22, 11, 17, 18] it is shown that the probability of forgery under t tagging queries,
ead of at most m blocks, is roughly m?t2=2". With AES (n = 128) and assuming1Kbyte messages
(m = 219) this provides UF-1 security until aroundt = 2% messagesre tagged, which is adequate
if we only cared about UF-1, but of coursewe don't. Obtaining UF-M=SUF-M via Theorem 5.1,
we get that the probability of forgery under v veri cation queriesis roughly vm?2t?=2", with t; m
as before. Now, for example, a guarartee of security againstv = 234 veri cation attempts requires
that at mostt = 23* messagesre tagged. These numbers are not large enough for comfort, and
things get substartially worseif we considerlegacy cipherswith block length n = 64.

No better general reduction. The rst questionto askgiventhe above is whether there is a
better reduction shaving SUF-1) SUF-M. Proposition 7.1 shows that the answer is no. It does
this by presering a MAC for which there is a polynomial-time attack having constart probability
of strong forgeability with v queries, but for which no polynomial-time attack making only one
veri cation query succeedsn strong forgery with probability signi cantly better than 1=v. This
shows (cf. Corollary 7.2) that no reduction could deliver a reduction factor that is better than that
of Theorem 5.1 by more than a constart factor, even for the special caseof ma schemesthat are
MACs.

Impr ovements in special cases. Although a general concrete-securiy improvemern is ruled
out by the above, we are ableto nd sudc improvemerts for important subclassesof ma-schemes.
Proposition 7.3 preserts an essetially tight reduction of SUF-M to the pseudorandomnes®f the
MAC in the casethe latter is PRF-based. Continuing the above example, this will imply that the
probability of forgery under v veri cation queriesis roughly m?(v? + t2)=2", with v;t; m as before.
Now (for 1Kbyte messageswe have a guarantee of security against v = 2°° veri cation attempts
evenif up to t = 25° messagesre tagged.

This is a substartial improvemert. It is particularly valuable since so many ma-sdhemesare
PRF-based [5, 10, 22, 11, 17, 18], and we note it can also be applied to HMA C, whose tagging
algorithms is often assumedto be a PRF, due to its usagefor tasks such as key-derivation. (We
note the proof of [1] extends to establish its security as a PRF if we are willing to assumethe
underlying compressionfunction is a PRF.

1.5 The case of authen ticated encryption

There are two notions of integrity for authenticated encryption: integrity of plaintexts (an analog
of standard unforgeability for ma-sdhemes)and integrity of ciphertexts (an analog of strong un-



forgeability for ma-sdhemes). In either casewe may considerversionswith one or more veri cation
attempts (here the veri cation oracle takesa ciphertext and says whether or not it is valid) lead-
ing to four notions, INT-PTXT- 1;INT-PTXT- M;INT-CTXT- 1;INT-CTXT- M. In the literature,
INT-CTXT- 1 wasde ned in [19, 7], and INT- CTXT- M; INT-PTXT- M in [6]. INT-PTXT- 1 was
not de ned prior to our paper. Our main results about ma-schemesextend, and in particular we
show that INT-PTXT-1; INT-PTXT- M but INT-CTXT- 1) INT-CTXT- M. This material is
coveredin Appendix B and the relations are depicted in Figure B.

1.6 Remarks

One might considera multiple veri cation versionof the de nition of digital signaturesaswell, but
it is clearly equivalert to the standard de nition of [15] becauseveri cation takes place under a
key that is public (and in particular available to the adversary).

In practice, \throttling" is often usedto limit the number of veri cation attempts an adversary
can make. (The veri cation sener refusesfurther requestsunder a key for which somenumber of
veri cation attempts have beenpreviously rejected). It would be a mistake to think that the useof
throttling meansthat UF-1 security sutces. For one thing, one surely cannot limit a userto just
oneveri cation attempt beforerevoking their key, for a few rejections can occur for natural reasons
sudh as corrupted transmissions. Also, revocation of keys brings key-managemenh costs. Thus we
feel that for practice the most desirable situation is to have schemesproviding security against a
large number of veri cation attempts.

1.7 Related work

In his recert textb ook [13], the secondauthor of this paper noted that UF-1; UF-M, and also
that the implication is true for the classof unique UF-1 ma-shiemes. (In such a scheme there
exists for every key and messageat most one tag that the veri cation algorithm accepts.) The
presert paper represens the submissionof this material to a researt venue while adding signi cant
improvemerts, extensionsand applications. In particular we establish UF-M for SUF-1 schemes,
which is a strictly larger classthan the class of unique UF-1 ma-sdhemes. (Every unique UF-1
ma-sdheme is SUF-1, but there are SUF-1 ma-sthhemes, such as CW-ma-schemes, that are not
unigue.) Other contributions of the paper not present in the textb ook are: consideration of the
UF-M security of speci ¢ existing ma-schemesin the literature as discussedin Section 1.3 above;
tightness of the main reduction and concrete security improvemerns as discussedin Section1.4
above; and authenticated encryption as discussedin Section 1.5 above.

2 De nitions

Not ation. By akbkck ¢¢¢ we denote an encading of objects a;b;c;::: into a binary string in suc
a way that the constituents are uniquely recoverable in linear time. If n is an integer then hi

and x][i] denotesits i-th bit, for i 2 [jxj]. If A is a randomized algorithm then a R A(X;y; ¢et)
meansthat A is executedon inputs x;y;::: with fresh coinsand a denotesthe outcome. If S is a
setthen s A S meansthat s is chosenuniformly at random from S. If x; y are objects then x A y
meansx is assignedthe valuey.

Message authentica tion schemes. A message-authentiation scheme(ma-scheme)| = (TG;
VF) is a pair of polynomial-time algorithms, where



Experiment Exp fyfAe(k)
K R f0;1g® ; countA 0;fA 0;sfA 0
Run A on input 1, replying to its oracle queriesas follows:
{ When A makesa query M to TG(K; 9 do
TagA TG(K;M); TagSet [M]A TagSet [M][ fTagg; Return Tagto A
{ When A makesa query M;Tag to VF(K; ¢ ¢ do
dA VF(K;M;Tag) ; countA count+ 1
If d= 1then
If TagSet[M]=; thenf A 1: If Tag62TagSet [M] then sfA 1
Return d to A
If (type =UF-1) then return (count= 1)~ f
If (type=UF-M) then return f
If (type =SUF-1) then return (count= 1)~ sf
If (type=SUF-M) then return sf

Figure 2: Experiment de ning our four notions of security.

2 The tag-geneation algorithm TG, which may be randomized or stateful, takes a key K 2
f0;19'™), wherek 2 N is the security parameter, and a messageM 2 f0;1g" to return a tag
Tag 2 f0;1g". The function I(9 is the key-length

2 The deterministic, statelessveri cation algorithm VF takes a key K 2 0;1g'®), a message
M 2 f0; 1g” and a candidate tag Tag 2 f0; 1g” to return either 1 (ACCEPT) or 0 (REJECT).

We require the following completenesscondition: VF(K;M; TG(K;M)) = 1 with probability 1 for
any k, any K 2 f0;1g'®, and any M 2 f0;1g°. We say that ! is a messageauthentication code
(MAC) if TG is (stateless and) deterministic, and also VF(K ;M ;Tag) is de ned via: If Tag =
TG(K ;M) then return 1 elsereturn O.

For simplicity we will focusfor now on statelessschemes. (Meaning oneswhere TG is stateless.
Veri cation is always stateless). We also assumethat TG appliesto any messageM 2 f0;1g”. In
somelater caseswe will want to considerthat the TG(K ; ¢ algorithm only appliesto strings in some
messagespaceassaiated to k. (This happensbecausen practice the messagesre often restricted
in someway, for exampleto a maximum length or to length a multiple of someblock length.) In
that casethe completenesscondition only appliesto messagesn this space.

Four security notions. We provide the formal de nitions and then some explanations. Let
I = (TG; VF) be a messageauthentication scheme. Let type 2 f UF-1; UF-M; SUF-1; SUF-Mg. Let
A be an adversary with accessto a tagging oracle and a veri cation oracle, and let k 2 N. We
de ne the experiment depicted in Figure 2. We Ieﬁ

Adv P(k) = Pr Exp PR(k) = 1

denote the winning probability for A in the experiment in question. We say that | is type-secure
if the function Adv fyf’,f(d) is negligible for any polynomial time adversary A.

In the experiment, naturally, A's tagging oracle queries are answered via TG(K; § and its
veri cation oracle queriesvia VF(K; ¢ §. The rest is book-keeping. The °ag f is setto 1 if the
conditions of standard forgery are met, and the °ag sfis setto 1 if the conditions of a strong forgery
are met. It is assumedthat the set TagSet [M] is initially empty for all M. The counter count
keepstrack of the number of veri cation queriesmade.



PRFs and PRF-based MA Cs. Let F be a family of functions with domain fDygkon, Output
length ¢(9 and key-length I(§. This meansthat F(K;M) is a ¢(k)-bit string for eat k, eah
I(k)-bit key K and ead input M 2 Dy, and can be computed in polynomial time. Recall [14, 5]
that if B is an adversary with an oracLefor afunction f: Dy !h f0; 1g¢(K) thein its prf-advantage is

|
Adv B (k) = Pr BRSO =1 j pr BTO@ =1 ;

the Tst probability beingover K & f0; 1g/®) and the secondover f & MapqDy; f0; 1g¢®), where
MapqD; R) is the set of all functions mapping from domain D to rangeR. We say that F is a PRF

if Adv E;RBF(G) is negligible for all polynomial-time adversariesB. We assaiate to F the ma-sdieme
[ F]1= (F;VF), where VF(K;M;Tag) returns 1if F(K;M) = Tag and O otherwise. The message
spaceassaiated to k is Dx. A ma-sthheme, is said to be PRF-basal if there is a family F suc

I = 1i[ F]. Note that a PRF-based ma-sthemeis a MAC.

3 Template of a reduction

Let | = (TG;VF) be a UF-1 securema-sdieme. As we noted earlier, there is a belief that one can
prove it also UF-M secure. Here we will presen the template of the \pro of" that people appear
to have in mind and seewhy it does not work. This is useful for two reasons: it lends some
insight into the later courter-example showving UF-1; UF-M, and the sametemplate will be later
appropriately usedto shav that SUF-1) SUF-M.

Let A be a polynomial-time UF-M adversary attacking |, and let v(§ bound the number of
veri cation-oracle queriesmadeby A. (This meansv(k) - poly(k) is a polynomial-time computable
function such that the number of veri cation queriesmadeby A on input 1¥ is at most v(k) with
probability one, regardlessof how answers to any oracle queries of A are computed.) We want
to de ne a UF-1 adversary B sudc that for every k the following inequality, which we refer to as
Eq[A; B; k] holds:

Eq[A; B: K] : Adv Pgt(k) | ﬁ ¢Adv PN (k) :

The ideais for B to guessand output the rst successfulveri cation query madeby A, answering
all others negatively without consulting its veri cation oracle. The corresponding adversary, which
we call B1, is de ned by the part of the code of Figure 3 that omits the boxed statemerts. (Ignore
the boxed statemerts for now.) Let | be the random variable, in Exp i’s" (k), that takes value
the rst veri cation query made by A to which the answer of the veri cation oracleis 1 and the
messagewas not previously queried to the tagging oracle. Now we would like to claim that the
guessguessmade by B; equalsl with probability at least 1=v(k), and thus EQ[A; B1; k] is true.

Howevwer, this is not true. For example, A might make a query M to its tagging oracle, get badk
atag Tag, and immediately make query M ; Tag to its veri cation oracle. Let usimagine that, after
this, it makes another veri cation oracle query M ¢ Tag® that is valid, with M°6& M, so that it
wins with probability one. Howewver, B1's simulation is inaccurate, because(in the caseguess 2)
the veri cation oraclewould have returned 1 in answer to A's rst query to it, but B; returns 0 to
A asthe answer. SoB;'s advantage is 0. (In the caseguess= 1, B1 doesnot win becauseM was
gueriedto the tagging oracle and is not new).

This seemseasily xed by comparing tags in veri cation oracle queriesto onesreturned previ-
ously by the tagging oracle. Namely, we consideradversary B, of Figure 3 that now includes the
boxed statemerts. For our example A above, B»'s simulation is now correct, and thus Eq[A; B; K]
is true. Howewer, in general, this strategy is still wrong, meaningthere are adversariesA for which
Eq[A; B2; k] doesnot hold. The reasonis malleability. SupposeA beginsby making a query M to



Adversary B ¢! 9VFI<E9 (1ky (2 £1; 2g)
countA 0; guessR [v(K)]
Run A on input 1, replying to its oracle queriesas follows:
{ When A makesa query M to TG(K; 9 do
TagR TG(K;M); ’TagSet [M]A TagSet [M][ fTagg; ‘Return Tagto A
{ WhenA rpakesa query M;Tag to VF(K; ¢ ¢ do
countA count+ 1
If (count> gues$ then Halt
’If (Tag 2 TagSet [M]) then return 1to A‘
If (count< gues$ then return O to A
If (count= gues} then d A VF(K;M;Tag); Halt

Figure 3: UF-1 adversariesB; B, derived from UF-M adversary A. Adversary B; omits the boxed
statemerts while B> includes them.

its tagging oracle, getting badk a tag Tag, and is then capable of modifying Tag to somedi®erert
value Tag sud that VF(K;M;Tag) = 1. Let it then make query M ; Tag to its veri cation oracle.
As before,imagine that, after this, it makesanother veri cation oraclequery M ¢ Tag®that is valid,
with M%6& M, sothat it wins with probability one. Now, again, B,'s simulation is inaccurate,
because(in the caseguess 2) the veri cation oracle would have returned 1 in answer to A's rst
query to it, but B, returns 0 to A asthe answer. SoB,'s advantage is 0.

This time, it is not clearhow to x By, becausein generalit is not clear how to detect whether
Tag is a valid tag for M without querying the veri cation oracle. Theorem 4.1 implies that this
dixcult y is not surmourtable. On the other hand Theorem 5.1 shows that if | was SUF-1 rather
than merely UF-1 then this problem can be overcometo shaow that | is also SUF-M.

4 UF-1; UF-M

The above discussionleavesopen the question of whether UF-1) UF-M or not. Perhapsthe proof
could be patched? The following theorem implies that it cannot, becausethe underlying claim is
simply not true.

Theorem 4.1 [UF-1; UF-M] Assumethere exists a UF-1-securema-sdhieme. Then there exists
a UF-1-securema-schemethat is not UF-M-secure. |

The rest of this sectionis dewoted to a proof of Theorem 4.1. By assumption there exists a UF-1-
securema-stheme; = (TG;VF). Let | beits key-length. We build from it the ma-sheme! =
(MAC; VF) whoseconstituent algorithms are speci ed below:

Algorithm MAC(K ;M) | Algorithm VF(K ;M ;Tag)

TagA TG(K;M) Parse Tag as Tagkhi wherei 2 f0;1;:::;jK|g
Tag A Tagkhoi dA VF(K;M;Tag)
Return Tag If (d= 0ori= 0)then return d

If (d=1andi, 1)then return KJi]

Recall that K [i] denotesthe i-th bit of the key K. The key-length of the new schemeis alsoll.
We Tst note that the scheme satis es the completenesscondition. Indeed, if Tag is an output of



MAC(K ; M) then it hasthe form Tagkhi with i = 0. Thusthe rst \If " statemert of VF(K ; M ; Tag)
appliesand returns d, which is 1 by completenessof |. Now we presen an attack to shov | is not
secureagainst an adversary making more than one query to its veri cation oracle.

Claim 4.2 | is not UF-M-secure.
Pro of: Considerthe following UF-M-adversary A against !:
AMAC(K ;9;VF(K ;69

Adversary A )

Let M; be any messageand let Tag; & MAC(K ; M1)
ParseTag, as Tag,kHi

Let M, be any messagadi®erent from M,
Tag, R MAC(L; Mp) ; dA VF(K;M2; Tagy)

Adversary A obtains the tag of a messageM: using its tagging oracle. The de nition of the
algorithm VF(K ;¢ @ then tells us that, above, L[i] = K{[i] is the i-th bit of the key K for all
i 2 [(Kj]. In other words, A has succeededn recovering the key. Then it can, of course,easily win,
by forging the tag of somenew messageM . (Note that its computation of Tag, is not an oracle
query. A simply runs algorithm MAC with key L and messageM,.) Thus Adv :B_FK"V'(k) = 1. Since

A is polynomial-time, the claim is justied. 1

Next we show that | retains the UF-1 security of |. The intuition is simple. In order to make
VF(K ; ¢ § accept, an adversary must have a message-tagpair that is valid for VF(K; ¢ ¢. On the
other hand, beinglimited to oneveri cation oraclequery, it cannot make any useof any information
that the veri cation oracle returns in answer to this query, sinceits gameis e®ectiely over once
the query is made. Here now is the formal claim and proof.

Claim 4.3 | is UF-1-secure.

Pro of: Let A beany polynomial-time UF-1-adversaryattacking !. We canassumeit makesexactly
one query to its veri cation oracle. We construct a polynomial-time UF-1 adversary A attacking
| sud that

|

Adv :!;F;(k) - Adv PR(K) 1)
Hereis how A works:

Adversary ATC(K:9: V(K69 k)
Run A on input 1, replying to its oracle queriesas follows:
{ When A makesa query M to MAC(K ;9 do
Tag A TG(K;M); TagA TagkiOi ; Return Tagto A
{ When A makesa query M; Tag to VF(K ;¢ @ do
ParseTag as Tagkhi wherei 2 f0;1;:::;kg; dA VF(K;M:Tag); Halt

A doesnot return to A any answer to A's (unique) veri cation-oracle query. (Not knowing K , it
would not know how). It simply usesthis query to make its own veri cation-oracle query, and halts.
Equation (1) is true becauseA's simulation of replies to queriesof the tagging oracle is perfect,
and also becauseVF(K ;M ; Tagkhi) returns 1 only if VF(K ;M ;Tag) returns 1. |



This concludesthe proof of Theorem 4.1. We now make someremarks that help relate this result
to upcoming ones.

Remark 4.4 The ma-stheme! of our courter-example is not a MAC. Although MAC(K; ¢ is
deterministic, the secondrequiremert of MACs is violated: veri cation VF(K ;¢ @ is not done by
recomputing MAC(K ; § and comparing it with an input tag. This is relevant becauseotherwise we
could cortradict Proposition 6.1. 1

Remark 4.5 The ma-stheme! of our courter-example is not SUF-1 due to the following adver-
sary:

Adversary AMAC(KGO:VE(K; 99 1Ky

Let M be any messageand let Tag & MAC(K ;M)
ParseTag as Tagki0i ; d A VF(K ;M ; Tagkhtli)

The veri cation oracle acceptsif K [1]= 1. SinceK is chosenat random we have Adv = 2O (k) =
1=2. This is relevant becauseotherwise we would corntradict Corollary 5.2. 1

5 Equiv alence in the strong unforgeabilit y case

In contrast to the caseof standard unforgeability, under the strong unforgeability de nition, the sin-
gle and multiple veri cation query versionsare equivalert. We prove the equivalenceand also state
the quartitativ e relation betweenthe advantages, sincethis is important for practical applications.

Theorem 5.1 [SUF-1) SUF-M] Let | = (TG;VF) be a ma-schheme. Let A be an adversary
making at most v(¢ veri cation queries. Then there exists an adversary B, making only one
veri cation query, suc that for all k 2 N

Adv PYEMK) - v(k) ¢Adv PHETH(K) 2)
Furthermore, the number of tagging queriesmade by B is the sameasthe number madeby A, and

the running time of B is that of A plus O((v + t)¢) wheret(9 is a bound on the number of tagging
gueriesmade by A and ¢(9 is a bound on the lengths of messagesnd tags in A's oracle queries. 1

The following is immediate:
Corollary 5.2 [SUF-1) SUF-M] If a ma-shemeis SUF-1 securethen it is also SUF-M secure. |

Since the relations SUF-M ) UF-M and UF-M ) UF-1 are trivial, it follows that a ma-schheme
that is SUF-1 secureis also SUF-M; UF-M and UF-1 secure,meaning meetsall the four notions we
have considered.

Pro of of Theorem 5.1: The required adversary B is exactly the one called B, in Figure 3.
For the analysis,let (M1; Tag;); (M2; Tag,);::: denotethe veri cation-oracle queriesmadeby A in
Exp P4 ™ (k). Let the random variable | takevaluethe smallestindex i such that VF(K;M;;Tag;) =
1 and Tag; 62T agSet [M;] if such an index exists, and 0 otherwise.

In the simulation of A provided by B, we notice that if guess |, thenforall 1. i < guessthe reply
provided by B to the i-th veri cation-oracle query of A is correct, meaningequalsVF(K ; M;; Tag;).
On the other hand the random choice of guesss independert of the view of A aslong asB has not
halted. So

Adv PEH(k) = Prlguess= | A1, 1], Pr[guess= I J¢Pr[l , 1] = W ¢Adv Px M (k) :
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This establishesEquation (2). 1

6 Classes of SUF-1 ma-schemes

Towards applying Corollary 5.2 to existing ma-sdtxemes,we establish SUF-1 for certain important
classes.

MA Cs. Supposema-stieme| = (TG;VF) is a MAC. This implies that for any messageM and
key K there is only onetag that VF will accept, namely TG(K;M). Thus:

Prop osition 6.1 Let| beaUF-1 MAC. Then it is also SUF-1. I

So by Corollary 5.2, any UF-1 MAC is UF-M and SUF-M. As an application, since HMAC is
proven UF-1 in [1], the above shows it is UF-M and SUF-M.

PRF-based MA Cs. Any PRF-based MAC is UF-M secure[5], and, being a MAC, we can then
apply the aboveto get UF-M; SUF-M security. It is worth stating the concretesecurity of the reduc-
tion underlying this easyresult, howewer, sinceit providesthe badkdrop for our later improvemert:

Prop osition 6.2 [PRF-based MACs are SUF-M, basic reduction] Let F be a PRF with output-
length ¢(¢. Let A be an adversary making at most v(¢ veri cation queries. Then there exists a
PRF adversary B such that for any k 2 N

- v(k
Adv 2R (K) - 2¢((k)> + v(k) ¢Adv £ (K) : (3)
Furthermore, the number of oracle queriesmade by B is at most t(§ + 1, and the running time of
B is that of A plus O((v + t)¢), wheret(9 is a bound on the number of tagging queries made by

Al

As an application, various CBC-MACs [5, 10, 22, PMAC [11], TMA C [17] and OMAC [18] are
UF-M and SUF-M. (But Proposition 7.3 yields better results.)

CW-ma-schemes. The Carter-Wegman paradigm [25] is now yielding the most excient ma-
schemes. UMAC [8, 9] is the canonical example. These schemesare nonce-based(the nonceis
either a counter or a random number) and in particular are not MACs in the sensede ned above,
so the above doesnot apply. Via a closerlook at the proof of the UF-1 security [21, 23, 16, 8, 9],
however, one can establish SUF-1 as well. Details follow. For simplicity we consideronly the case
where the nonceis a courter.

Let H be a family of functions with domain f D gk2n, output length ¢(@ and key-length I (9.
Let F be a family of functions with domain ff 0; 1g¥gx.n, output length ¢(¢ and key-length I (9.
We assaiate to them the counter-basedCW ma-stheme|}[ H;F] which haskey-lengthly (§ + [ (9
and the following tagging and veri cation algorithms. Below, N is a k-bit cournter which is initially
0 and then incremerted with ead invocation of TG.

Algorithm TG(HK kFK ;M) Algorithm VF(HK kFK ;M ; Tag)
NANG+1 ParseTag as(N;%)
TagA (N;F(FK;N)OH (HK ;M)) YA F(FK;N)OH (HK ;M)
Return Tag If (%= ¥ then return 1 elsereturn 0

The messagespaceis the domain of H. The proof of the following is in Appendix A.1.
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Prop osition 6.3 [Security of CW-ma-schemes]Let families H; F be as above, both with output-
length ¢(9. AssumeH is an 2(§-AXU family and F is a PRF. Let |[ H;F] be the asswiated
CW-ma-scheme as above. Let A be any adversary who makes at most t(k) < 2K queriesto its
tagging oracle and one query to its veri cation oracle. Then there exists a PRF adversary B such
that for all k 2 N

Adv FERAGK) - 240+ 2k + Adv B (K) - “)

Furthermore, the number of oracle queriesmade by B is t(§ + 1 and the running time of B is that
of A plus O(t¢). |

Since UMA C [8, 9] and MMH-MA C [16] were shavn to be UF-1 in the cited papers, the above
together with Corollary 5.2 shows they are UF-M and SUF-M.

7 Reduction tigh tness and concrete security impro vements

Using Theorem 5.1to establishUF-M and SUF-M security of ma-sdiemesresults, asper Equation (2),
in a factor v(¢ lossin the advantage. As we have discussedin Section 1.4, this can be appreciable
in practice. This sectionlooks into getting better reductions.

No better SUF-1) SUF-M reduction. The rst, natural questionto askis whether Theorem 5.1
represerts the best possiblereduction, or whether there is a better one. We claim there is no better
one, even for the special caseof ma-sdhiemesthat are MACs. To establish this we begin with the
following, whoseproof is in Appendix A.2:

Prop osition 7.1 Assume PRFs exist. Then for any polynomial v(¢ there existsa MAC | sud
that

(1) There exists a polynomial-time adversary A that makesat most v(¢ veri cation queriesand
achievesAdv P5X ™ (k) = 1, and

(2) For any polynomial-time adversary B making only one veri cation query, there is a negligible
function s(§ sudc that Adv P (k) - 2=v(k) + s(k) for all k 2 N. |

Now let us seewhy this Proposition shaws that the reduction of Theorem 5.1 cannot be improved.
View areduction asatransform B that givena ma-sdtheme|, apolynomial v and a polynomial-time
adversary A making v veri cation queries,outputs a polynomial-time SUF-1 adversary B(} ;v;A).
We say that B has reduction factor A(¢ if

Adv PRt vay () L Av(K) 6Adv P (K)
for all | ;A and k. Theorem 5.1 provides a reduction with reduction factor A(n) = 1=n. Now we
claim:

Corollary 7.2 If PRFs exist then the reduction factor of any reduction is O(1=n). |

Sono reduction has a reduction factor that is better than the one of Theorem 5.1 by more than a
constart factor. The proof of Corollary 7.2is in Appendix A.2.

One might obsene that the MA C of Proposition 7.1 is neither SUF-1 nor SUF-M secure. This
did not preclude it being useful with regard to establishing the un-improvability of the reduction
of Theorem 5.1, for the ma-sdhemein that theorem is also not assumedto be securein any sense.
Indeed, a reduction transforms an adversary of one type into an adversary of another type with
somerelation betweenthe advantages,regardlessof whether the underlying schemeis secureor not,
sothe tightnessof its reduction factor may be assessedia its performanceon insecuresdemes.
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Impr ovements for PRF based MA Cs. Although the above precludesimproved concrete secu-
rity results for MACsin general,we note that one canimprove the reduction for PRF-basedMA Cs
given in Proposition 6.2 to show the following, whoseproof is in Appendix A.3:

Prop osition 7.3 [PRF-basedMACs are SUF-M, improved version]Let F be a PRF with output-
length ¢(¢. Let A be an adversary making at most v(¢ veri cation queries. Then there exists a
PRF adversary B such that for any k 2 N

Adv 2 EX(K) - % + Adv PR (k) (5)
Furthermore, the number of oracle queriesmade by B is at most v(§ + t(9, and the running time
of B is that of A plus O((v + t)¢), wheret(9 is a bound on the number of tagging queriesmade by

Al

The improvemert relativeto Proposition 6.2is to eliminate the factor of v(k) multiplying Adv £y (K)
at the cost of allowing B an extra v(¢ veri cation queries. Howewer, typically t(9 , v(@, sothe
number of oracle queriesof B in fact only increasesby a constart factor and the improvemen is
essetially for free. Now, under typical choicesof ¢(9, the v(k)2i ¢(K) term is negligible comparedto
the other term, soroughly the bound is better than that of Proposition 6.2 by a factor v(k). This
forms the basisfor the examples,discussedn Section 1.4, which showved that the improvemernt has
appreciable practical impact. We note that as applications we obtain UF-M; SUF-M security for
the CBC-MACs |5, 10, 22], PMAC [11], TMA C [17] and OMA C [18] with concretesecurity that is
better than that ervisagedat the time peoplebelieved UF-1) UF-M, even though we now know
this implication is not even true.

Ac knowledgmen ts

We thank Bodo Moeller for commernts on a previous draft.

References

[1] M. Bellare, R. Canetti and H. Kra wczyk . Keying hash functions for messageau-
thentication. Advancesin Cryptology { CRYPTO '96, Lecture Notes in Computer Science
Vol. 1109, N. Koblitz ed., Springer-Verlag, 1996.

[2] M. Bellare, A. Desai, D. Pointchev al, and P. Rogaway. Relations amongnotions of
security for public-key encryption schemes.Advancesin Cryptology { CRYPTO '98, Lecture
Notes in Computer ScienceVol. 1462,H. Krawczyk ed., Springer-Verlag, 1998.

[3] M. Bellare, O. Goldreich and H. Kra wczyk . Statelessevaluation of pseudorandom
functions: Security beyond the birthday barrier. Advancesin Cryptology { CRYPTO '96,
Lecture Notes in Computer ScienceVol. 1109, N. Koblitz ed., Springer-Verlag, 1996.

[4] M. Bellare, R. Gu#rin and P. Rogaway. XOR MACs: New methods for message
authentication using nite pseudorandom functions. Advancesin Cryptology { CRYPTO
'95, Lecture Notesin Computer ScienceVol. 963,D. Coppersmith ed., Springer-Verlag, 1995.

[5] M. Bellare, J. Kilian and P. Rogaway. The security of the cipher block chaining message
authentication code. Journal of Computer and System Sciences Vol. 61, No. 3, Dec 2000,
pp. 362{399.

13



[6] M. Bellare and C. Namprempre . Authenticated encryption: Relations among notions
and analysis of the generic composition paradigm. Advancesin Cryptology { ASIACRYPT
'00, Lecture Notes in Computer ScienceVol. 1976, T. Okamoto ed., Springer-Verlag, 2000.

[7] M. Bellare and P. Rogaway. Encode-then-encipherencryption: How to exploit noncesor
redundancy in plaintexts for excient cryptography. Advancesin Cryptology { ASIACRYPT
'00, Lecture Notesin Computer ScienceVol. 1976, T. Okamoto ed., Springer-Verlag, 2000.

[8] J. Bla ck, S. Halevi, H. Kra wczyk, T. Kr ovetz and P. Rogaway. UMAC: Fast and
SecureMessageAuthentication. Advancesin Cryptology { CRYPTO '99, Lecture Notes in
Computer ScienceVol. 1666, M. Wiener ed., Springer-Verlag, 1999. [Preliminary version of

[o11.

[9] J. Bla ck, S. Halevi, H. Kra wczyk, T. Kr ovetz and P. Rogaway. UMAC: Fast
and Secure Message Authentication. http://www.cs.ucdavis.edu/~rogaway/papers/
umac-ull.ps . [Full version of [8]].

[10] J. Bla ck and P. Rogaway. CBC MACs for arbitrary-length messagesThe three-key
constructions. Advancesin Cryptology { CRYPTO '00, Lecture Notes in Computer Science
Vol. 1880, M. Bellare ed., Springer-Verlag, 2000.

[11] J. Bla ck and P. Rogaway. A block-cipher mode of operation for parallelizable message
authentication. Advancesin Cryptology { EUROCRYPT '02, Lecture Notes in Computer
ScienceVol. 2332,L. Knudsened., Springer-Verlag, 2002.

[12] D. Dolev, C. Dwork, and M. Naor. Nonmalleablecryptography. SIAM Journal of Com-
puting, Vol. 30, No. 2, 2000, pp. 391{437.

[13] O. Goldreich. Foundations of Cryptography: Volume Il, Basic applications. Cambridge
University Press 2004.

[14] O. Goldreich, S. Gold wasser and S. Micali . How to construct random functions.
Journal of the ACM, Vol. 33, No. 4, 1986, pp. 210{217.

[15] S. Gold wasser, S. Micali and R. Rivest . A digital signature stcheme secure against
adaptive chosen-messagattacks. SIAM Journal of Computing, Vol. 17, No. 2, 1988,pp. 281{
308.

[16] S. Halevi and H. Kra wczyk . MMH: Messageauthentication in software in the Gbit/sec
rate. Fast Software Encryption '97, Lecture Notes in Computer ScienceVol. 1267,E. Biham
ed., Springer-Verlag, 1997.

[17] T. lwata and K. Kur osawa. TMA C: Two-Key CBC MAC. Topicsin Cryptology { CT-
RSA '02, Lecture Notes in Computer ScienceVol. 2271, B. Preneel ed., Springer-Verlag,
2002.

[18] T. Iwata and K. Kur osawa. OMAC: One-key CBC MAC. Fast Software Encryption '03,
Lecture Notes in Computer ScienceVol. 2887, T. Johanssoned., Springer-Verlag, 2003.

[19] J. Katz and M. Yung. Unforgeableencryption and chosen-ciphertextsecuremodesof oper-
ation. Fast Software Encryption '00, Lecture Notesin Computer ScienceVol. 1978,B. Schneier
ed., Springer-Verlag, 2000.

14



[20] E. Jaulmes, A. Joux and F. Valette . On the security of randomized CBC-MA C beyond
the birthday paradox limit: A new construction. Fast Software Encryption '02, Lecture Notes
in Computer ScienceVol. 2365,J. Daemenand V. Rijmen ed., Springer-Verlag, 2002.

[21] H. Kra wczyk . LFSR-based hashing and authentication. Advances in Cryptology {
CRYPTO '94, Lecture Notesin Computer ScienceVol. 839,Y. Desmedted., Springer-Verlag,
1994,

[22] E. Petrank and C. Rackoff . CBC MAC for real-time data sources.Journal of Cryptology,
Vol. 13, No. 3, 2000, pp. 315{338.

[23] P. Rogaway. Bucket hashingand its application to fast messageauthentication. Jounral of
Cryptology, Vol. 12, No. 2, 1999, pp. 91{115.

[24] D. Stinson . Cryptography theory and practice, Secondedition. Chapman and Hall/CR C,
2002.

[25] M. Wegman and L. Car ter. New hashfunctions and their usein authentication and set
equality. Journal of Computer and System SciencesVol. 22, No. 3, 1981, pp. 265{279.

A Pro ofs

This section provides proofs omitted from the body of the paper.

A.1 Pro of of Prop osition 6.3

Pro of of Prop osition 6.3: The main part of the security proof considersthe thought experiment
in which F(FK ;@ is replaced by a random function f (§ with output-length ¢(@. Formally, this
meanswe consider the security of the ma-stheme|[ H; R] where R is the family of all functions

having the samedomain and output-length asF. We now bound Adv ﬁ”,f;',%];A(k).

By assumption A makes at most 2¢ tagging queries, thus the tagging oracle never replies to two
guerieswith the samenonce. Let M; (N; S) denote the single veri cation query madeby A. If the

nonceN is new, then clearly the probability that the tag is correct is at most 2i ¢(K) sincef has
never before beeninvoked on input N.

However, there could have beena previous query M %to the tagging oracle returning a tag of the
form (N;S9. If M%= M then the only way that (N;S) is a correct tag for M is that S°= S, so
in this casethere is no strong forgery. SoassumeM °6 M. In that casethe argumert reducesto
that of the UF-1 case.Namely, we have

S©S° = (f (N)©h(M))©(f (N)©h(M 9) = h(M)©h(M 9

and the probability that this can happen is at most 2(k) by assumption that H is 2(¢§-AXU. In
summary

Adv FRTRA (k) - 20+ 2(k)

Now one can lift this to the statement of the Proposition, using the assumptionthat F is a PRF,
in a standard way. 1
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A.2 Pro ofs of Prop osition 7.1 and Corollary 7.2

Pro of of Prop osition 7.1: Let w(§ = blog,v(9c. Let F be a PRF with output-length w(¢ and
let} = |[ F]= (TG;VF) bethe assziated PRF-based MA C, with messagespacethe domain of F
and key-length that of F. (Note by de nition TG = F.) Adversary A works as follows:

Adversary ATG(K:9:VF(K 69 (1k)
Let M be an arbitrary messagen the messagespace
For eath Tag 2 £0;1g"() do d(Tag) A VF(K;M;Tag)

Since TG(K;M) = F(K;M) 2 f0;1g"® we have Adv P:X ™ (k) = 1. The number of veri cation
queriesmade by A is 2(K) . v(k). Sowe have item (1) of the Proposition. Now supposeB is a
polynomial-time adversary making only one veri cation query. We assa@iate to it the polynomial-
time PRF adversary D that, givenan oraclef (¢, works asfollows. It runs B oninput 1¥. When B
makesa query M to its tagging oracle, D returns f (M) to B. When B makesa query M; Tag to
its veri cation oracle,D halts, outputting 1if f (M) = Tag and M wasnot a query to the tagging
oracle, anﬁi outputting O otherwise. Then H _
[ [

Pr DFK91*) =1 = Adv ¥ ™(k) and Pr B'O@K=1 . zw—l(k) : Wzk) ;
wherein the rst casethe probability is over a random choice of K and in the secondover a random
choice of function f. Sowe have

Adv PE (k) - Wzk) + Adv P (K)
Sincethe last function is negligible, we have item (2) of the Propaosition. |

Pro of of Corollary 7.2: Let v(§ be a polynomial and let | be the MAC assciated to it by
Proposition 7.1. Let B be a reduction with reduction factor A. Proposition 7.1 says there is a
polynomial-time SUF-M adversary A, making v(¢ veri cation queries,sudc that

ED) _ ED agy PUEM (k)

SUF-1
Adv LoB( ;v;A)(k) . V(k) - V(k)

for all k. SoA(n) = O(1=n). 1

A.3  Pro of of Prop osition 7.3

Pro of of Prop osition 7.3: Adversary B is given input 1€ and an oraclef: Dy ! f0;1g¢(K).
It runs A on input 1X. When A makesa query M to its tagging oracle, B responds with f (M).
When A makesa query M; Tag to its veri cation oracle, B returns 1to A if f (M) = Tag and 0
otherwise. Finally, B outputs 1 if A succeededn strong forgery, and 0 otherwise. (In the rst case
it is betting f is an instance of F, and in the secondit is betting f was chosenat random from
MapgDy; f 0; 1g¢(K)). The analysisis standard. |

B Results for authen ticated encryption

An authenticated encryption schemeis a symmetric encryption schemethat simultaneously provides
privacy and authenticit y. We are not concernedhere with the privacy. Let us state the de nitions
of authenticit y we consider.
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Experiment Exp fyfAe(k)
K R f0;1g® ; countA 0; fpA 0;fcA 0
Run A on input 1, replying to its oracle queriesas follows:
{ When A makesa query M to Encg (¢ do
CAR Eng (M); CtxtSet M A CtxtSet M [ fCg; Return C to A
{ When A makesa query C to De’(¢ do
dA De; (C); countA count+ 1
If d= 1then
If CtxtSet M = ; thenfp A 1; If C 62CtxtSet M thenfc A 1
Return d to A
If (type =INT-PTXT- 1) then return (count= 1)~ fp
If (type =INT-PTXT- M) then return fp
If (type=INT-CTXT- 1) then return (count= 1)" fc
If (type =INT-CTXT- M) then return fc

Figure 4: Experiment de ning four notions of security of authenticated encryption scheme.

Four security notions. A symmetric encryption scheme| = (Kg;EncDe) is speci ed as
usual via its key-generation, encryption and decryption algorithms. The last either returns a
string or the symbol ? to indicate rejection. The stheme has an assciated key-length (9.
We assaiate to the scheme a veri cation algorithm De” that on input a key K and cipher-
text C runs De(K; C), returning O if the result is ? and 1 otherwise. We now formally de-
“ne four notions of integrity. (We use the term integrity synonymously with authenticity.) Let
type 2 fINT-PTXT- 1;INT-PTXT- M;INT-CTXT- 1;INT-CTXT- Mg. Let A be an adversary with
accessto an encryption oracle EngK ;® and a veri cation oracle De’(K; 9, and let k 2 N. We
de ne the experiment depicted in Figure 4. We Ieﬁ[

Adv Pe(k) = Pr Exp (k) =1

denote the winning probability for A in the experiment in question. We sa that | is type-secure
if the function Adv EV.":(Q is negligible for any polynomial time adversary A.

In the experime'r{, accessto the encryption oracle allows the adversary to mount a chosen-
messageattack. The adversary succeedsf it makesthe veri cation oracle accept an \illegitimate
ciphertext." Integrity of plaintexts calls a ciphertext illegitimate if the corresponding plaintext was
never queried to the encryption oracle, while integrity of ciphertexts calls a ciphertext illegitimate
if it was newer returned by the encryption oracle. In eat caseone may allow either one or many
veri cation queries,giving rise to the four notions we have de ned. Historically, INT-PTXT- M and

INT-CTXT- M are from [6] while INT-CTXT- 1is from [19, 7]. INT-PTXT- 1is new.

Resul ts. We depict in Figure B the relations betweenthe four notions of integrity for symmetric
encryption schemes. As usual, arrows represen implications and barred arrows represett separa-
tions. INT-CTXT- M) INT-PTXT-M and INT-PTXT- M ; INT-CTXT- M were known [6], and
easily extend to showv INT-CTXT- 1) INT-PTXT- 1 and INT-PTXT-1; INT-CTXT- 1. Our
main results are INT-PTXT- 1 ; INT-PTXT-M and INT-CTXT- 1) INT-CTXT- M. We also
shaw that the latter reduction is tight. Formal statemerts follow.

Theorem B.1 [INT-PTXT- 1; INT-PTXT- M] Assumethere existsan INT-PTXT- 1-securesym-
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INT-PTXT- 1% 1 INT-CTXT-1
6 6
i
? ?
INT-PTXT- M %1 INT-CTXT-M

Figure 5: An arrow represers an implication and a barred arrow represens a separation.

metric encryption scheme. Then there existsan INT- PTXT- 1-securesymmetric encryption scheme
which is not INT-PTXT- M-secure. |1

Pro of: By assumption there exists a INT-PTXT- 1l-securesymmetric key encryption scheme| =
(Kg; Eng De). The courterexample is the symmetric key encryption scheme! = (Kg; Enc De)
whosekey-generationalgorithm Kg is the sameas Kg and whoseencryption and decryption algo-
rithms are speci ed below:

Algorithm EnqK ;M) | Algorithm De(K ;T)

cA EnqK;M) Parsec asckhi wherei 2 f0;1;:::;jKjg
TA ckHOi M A DeK;c)
Return T If (M =2 ori= 0)thenreturn M

If (M 68 ? andi, landK]Ji]= 1) then return M
If (M 6 ? andi, 1andK|[i] = 0) then return ?

This encryption scheme has the following 2 properties:
(1) There exists polynomial-time adversary A sud that

Ady INTPTXT M () = 1.

(2) Let A be any polynomial-time INT-PTXT- 1-adversary attacking |.  We can assumeit makes
exactly one query to its veri cation oracle. Then there exists a polynomial-time INT-PTXT- 1
adversary A attacking | sud that

Adv :_N;%-PTXT -1(k) . Adv !NJA'\ -PTXT -1(k) :

The proofs of these claims are analogousto the onesfor ma-sthhemesand thus we omit them. 1

Theorem B.2 [INT-CTXT- 1) INT-CTXT- M] Let| = (Kg; Enc De) be a symmetric encryption
scheme. Let A be an adversary making at most v(¢ veri cation queries. Then there exists an
adversary B, making only one veri cation query, suc that for all k 2 N

Adv N M) - v(k) ¢Adv NG TETXT (k) (6)

Furthermore, the number of encryption queriesmade by B is the sameasthe number made by A,
and the running time of B is that of A plus O((v + t)¢) where t(@ is a bound on the number of
encryption queriesmade by A and ¢(9 is a bound on the lengths of messagesand ciphertexts in
A's oracle queries.

Pro of: Adversary B is speci ed below:

Adversary B Enc(K:9:De”(K;9 (1k)
countA 0; guessR [v(k)]; CtxtSet A ;
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Run A on input 1, replying to its oracle queriesas follows:
{ When A makesa query M to EnqK; @ do
cR EngK;M); CtxtSet A CtxtSet [ fcg; Return cto A
{ When A makesa query c to De”(K; @ do
countA count+ 1
If (count> gues} then Halt
If (c 2 CtxtSet ) thenreturn 1to A
If (count< gues$ then return 0to A
If (count= gues} then dA De’(K;c); Halt
For the analysis, let ¢1; cz; : : : denotethe veri cation-oracle queriesmadeby A in Exp iNA “<™T "M (k).
Let the random variable | take value the smallest index i suc that De”(K;c) = 1 and ¢ 62
CtxtSet , and O otherwise.

In the simulation of A provided by B, we notice that if guess: 1, then for all 1 - i < guessthe
reply provided by B to the i-th veri cation-oracle query of A is correct, meaning equalsDe’(K ; ¢;).
On the other hand the random choice of guesss independen of the view of A aslong asB hasnot
halted. So

Adv !N’E -CTXT 'l(k)

Prlguesss | ~ 1, 1]
Prlguesss | J¢Pr[l , 1]

1 INT -CTXT -M (| -
03 CAdvV 1" p (k) :

This establishesEquation (6). 1

Corollary B.3 [SUF-1) SUF-M] If a symmetric encryption schemeis INT- CTXT- 1-securethen
it is also INT-CTXT- M-secure. |

No Better INT-CTXT -1) INT-CTXT -M Reduction. TheoremB.2 establishedNT-CTXT- M-
security with a factor of v(k) security loss. We claim that this lossis unavoidable and there is no
better reduction. To prove it we will usethe results for me-stiemesfrom Section 7.

Prop osition B.4 Assume PRFs exist. Then for any polynomial v(¢ there exists a symmetric

encryption scheme| sud that

(1) There exists a polynomial-time adversary A that makesat most v(¢ veri cation queriesand
achieves Adv N3 T M(k) = 1, and

(2) For any polynomial-time adversary B making only one veri cation query, there is a negligible
function s(§ sudh that Adv NT “CT™XT (k) - 2=v(k) + s(k) for all k 2 N.

Pro of: Considerthe MAC scheme| = (TG;VF) from the proof of Proposition 7.1. Using it we
construct a symmetric encryption scheme | ®* = (Kg; Enc De) whose constituent algorithms are
given below:

Algorithm Kg(1¥) | Algorithm EndK ;M) | Algorithm De(K ;c)

K R f0;1g'® TagA TG(K;M) Parsec asM kTag, Tag 2 f0; 1g¢()
Return K cA MKkTag dA VF(M;Tag)
Return c If (d= 1) return M ; otherwisereturn ?
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Following Proposition 7.1, there exists adversary A° against | sud that Adv P9 (k) = 1. Sudh
adversary could be naturally modi ed to the adversary A against encryption scheme| “:

Adversary AEnc(K;9:De” (K9 (1k)
Run AqQ1¥) and answer its oracle queriesas follows:
TG(M) : cA EndK;M); parsec asM kTag where Tag 2 f0; 1g¢(%): return Tag to A°
VF(M:Tag): cA MkTag; dA De’(K:c); return dto A

Note that A°wins SUF-M-experimert against! exactly when A wins INT-CTXT- M-experiment
against| ° and thus Adv I ;™7 M (k) = Adv PX5™ (k) = 1. This provesitem (1) of the propo-
sition.

Now consider an arbitrary INT- CTXT- 1-adwersary B against| °. Similarly to the previous case
we modify B into the following SUF-1-adversary B ° against !:

Adversary B TC(K 9:VF(K 69 1k
Run B (1¥) and answer its oracle queriesas follows:
EngM) : TagA TG(K;M); cA MKkTag; Return cto B
De’(c) : Parsec asM kTag, Tag 2 f0; 1g¢(X); d A VF(M; Tag); return d to B

Note that B wins INT- CTXT- 1-experiment against! ® exactly when B® wins SUF-1-experimert
. By Proposition 7.1, Adv P'g5*(k) < 2=v(k) + s(k) for somenegligible function s(9. Therefore

Adv INECTXT (k) = Adv PEet(k) < 2=v(k) + s(k)
as claimed. 1

Note that the symmetric encryption schemein our cournter-example doesnot provide any privacy,
since the plaintext is presen in the clear in the corresponding ciphertext. This does not a®ect
the fact that the example we construct shows what it is supposedto. It is possibleto extend this
exampleto one where the symmetric encryption scheme does provide privacy.

Recall that Theorem B.2 provides a reduction with a reduction factor 1=n. Proposition B.4
implies than no better reduction factor is possible:

Corollary B.5 If PRFs exist then the reduction factor of any INT-CTXT- 1) INT-CTXT- M
reduction is O(1=n). 1
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