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Abstract.  Algebraic attacks on block ciphers and stream ciphers have gained more
and more attention in cryptography. The idea is to expressa cipher by a system
of equations whose solution reveals the secret key. The complexity of an algebraic
attack is closely related to the degreeof the equations. Hence, low-degree equations
are crucial for algebraic attacks. So far, the existence of low-degree equations for
simple combiners, combiners with memory and S-boxes was treated independertly .
In this paper, we unify these approaches by reducing them to the same problem:
nding low-degree annihilators. This enables a systematic treatment and implies a
general criterion for the existence of low-degree equations.

The uni cation allows to extend former results to all three cases.Therefore, we repeat
an algorithm for nding a generating set of all low-degreeequations. Additionally , we
intro duce a new improved version, adapted to speci ¢ keystream generators (e.g., for
the Bluetooth keystream generator).

Finally , we describe for certain casesan upper and a lower bound for the lowest pos-
sible degree.To the best of our knowledge, the upper bound has only been preserted
in the context of keystream generators before and the lower bound was not published
previously.

Keyw ords: algebraicattacks, block ciphers,keystreamgenerators,low-degreeequa-
tions, annihilators, algorithms, bounds

1 Intro duction

The idea of algebraic attacks is to attack a cipher by solving a system of equations.
In this paper, we concernrate on algebraic attacks against block ciphersand LFSR-
basedkeystream generators.

An algebraic attack on a block ciphers was discussedfor the rst time in [15]. The
author reducedthe security of DES to solving an (unknown) system of equations.In
[9], it was proven that the Advanced Encryption Standard (AES) can be easily de-
scribed by continuousfractions. In [7], the authors shoved that AES can be attacked
by solving a system of quadratic equations. The reasonis that the only non-linear
operation, the S-box, can be described by a system of quadratic Boolean equations.
Later, it was shavn in [14] that this attack can be improved by using quadratic
equationsover the nite eld GF (28). Both attacks are the only attacks known yet
which may work for full AES. Although the correctnessand the complexity require
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further examinations, the existenceof a systemof low-degreeequationsis a potential
threat.

In [6], algebraic attacks on simple conbiners were preseried. For ead obsened
keystream bit, an attacker has knowledge of one or seweral valid equations. If an
attacker has enough equations at his disposal, the secretkey can be recovered by
solving the system of equations. For seweral keystream generators (e.g. LILI-128,
Toyocrypt), the algebraic attacks are the fastest known attacks. Both the required
number of known keystreambits and the complexity of the attack are polynomial in
the key sizebut exponertial in the degreeof the equations. Therefore, the availabilit y
of low-degreeequationsis crucial for an e cien t attack.

For seweral reasonsthe extensionof the attack to LFSR-basedkeystreamgenerators
with additional memory (e.g., the Bluetooth keystreamgenerator) wasnot apparert.

In [1], this question was nally solved. The authors showed that any LFSR-based
keystreamgeneratorcan be expressediy systemof equationswith a boundeddegree.
Also here, the e ort grows exponertially with the degree.

An important improvemert of algebraic attacks on LFSR-basedkeystream genera-
tors are fast algebraic attacks [4] which have beenfurther examinedin [2] and [12].
In fast algebraic attacks, somespecial properties of the system of equations are ex-
ploited to reducethe computation complexity. Nevertheless,the complexity remains
exponertial in the degreeof the equations.

The three casesdescribed above have in common that they require equations of
low degree.For ead of the cases,di erent methods resp. criteria for deciding the
existenceof low-degreeequations were developed. In this paper, we unify theseap-
proachesinto onetheory. We show that the question can be reducedto the existence
of low-degreeannihilators of certain functions. This allows for the rst time a sys-
tematic treatment of the existence of low-degree equations for seweral important
caseslIn particular, results and algorithms developed for one casecan now be trans-
ferred to the other ones.Another advantage is that the theory is also applicable for
cipherswhich work over other elds than GF (2).

Additionally , we presen two di erent algorithms which compute a generating set
of all low-degreeequations (if any exist). The rst one works in general and was
discussedbefore in sewral papers (but newver in its generality). The secondone is
adaptedto certain LFSR-basedkeystreamgenerators(e.g., the Bluetooth keystream
generator) to avoid unnecessarycomputations. As far aswe know, this improvemert
was unpublished before.

The practicability of these algorithms is limited to somecases.Hence,e cien t cri-

teria to decidethe existenceof low-degreeequations are desirable. For certain cases
we presert an upper and a lower bound for the minimal degree.The upper bound

occurred before in the context of LFSR-based keystream generators[6,1]. To the

best of our knowledge, the lower bound is new.

The paper is organizedasfollows: in section 2, we provide somefacts about Boolean
functions and annihilators. In section 3, algebraic attacks against conbiners without
memory, section 3.1, combiners with memory, section 3.2, and S-boxesusedin block
ciphers, section 3.3, are described. We show that in all three casesthe introduction
of characteristic functions allows a generaltreatment of the existenceof low-degree
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equations.We derive a generalcriterion over arbitrary elds in section3.4.In section
4, we describe two algorithms for computing all low-degree equations. While the
rst one is applicable in general, the secondone is adapted to certain keystream
generatorsto avoid speci ¢ redundant operations. Both algorithms can be usedto
decide the existenceof low-degreeequations. However, their practical feasibility is
limited. Therefore, 5 we present in section an upper and a lower bound for the
minimal degreeof the equations. Section 6 concludesthe paper.

2 Basics on Boolean Functions

De nition 1. For anintegern 1, wede ne by , the setof all Boolean functions
f . f0;1g" ! f0;1g. Forf 2 |, wedene thesetsO := fx 2 f0;1g" j f (x) = Og
and ; ;= fx2f0;1g" j f (x) = 1g:

Obviously, it is 1 [: O = f0;1g" and 1s \ 15= 1 gforall f;g2 .

De nition 2. Letf 2 |, be a Boolean function. We call g2 |, an annihilator of
f if f g O. Further on, wedene An(f):=fg2 ,jf g O0g

, the set of the annihilators of f .
Prop osition 1. Letf;g2 . Then gis an annihilator of f if andonly if 1t Q.

Proof.
h [ h [ h [
f(x) gx) 0 , 8:f(x)=1) gx)=0, I O
Prop osition 2. Letf;g2 | bearbitrary. Then g is a multiple of f if and only if

Proof. ") " Assumethat g is a multiple of f. l.e., there existsh 2 , sud that
f h=g.Thenlg=lfh=1f\1h 1.

"( " Assumenow that 13 1f. Then 15 = 15\ 1t = 1t 4. Hence,it isg= g f and
therefore g is a multiple of f.

Prop osition 3. Letf 2 . Then An(f) = f(f 1) gjg2 ,g le., ech
annihilator of f is a multiple of f 1.

Proof. Dueto proposition 1, gis anannihilator of f if andonly if 1t  Oq. Obviously,
this is equivalent to Ot 1 Oy, 1g 1t 1. By proposition 2, this is equivalent to
f Dig

An alternativ e proof has beengivenin [13].
De nition 3. We de ne for a setF n, F 6 f0g, its minimal degree by

mindeg(F) := minfdegf) jf 2 F; f 6 Og:
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3 A general criterion for low-degree equations

In this section, we describe algebraic attacks on combiners without memory, on
conmbiners with memory and on block ciphers as the AES. In all three casesthe
existenceof low-degreeequations are a necessaryprecondition for algebraic attacks.
We will show that by intro ducing the notion of characteristic functions it is possible
to derive a common criterion for the existenceof low-degreeequations.

3.1 Simple combiner

We de ne a simple combiner to be a keystream generator which consists of the
following componerts:

{ An internal state S 2 f0; 1g"

{ A linear update function L : f0;1g" ! f0; 19"
{ A projection :f0;ig"! fO0;1g¥

{ An output function f :f0;1g¢! f0;1g

Let the initial state Sp be the secretkey K. Then for ead clock t, the keystreambit
z; iscomputedby f ( (S;)) = z andthe internal state S; is updatedto Si+1 = L(S;)
which is equal to L™ (K).

The rst stepin an algebraic attack is to describe the secretkey K by a system of
equationsin dependenceof the obsened keystream. This requiresthe knowledge of
two functions go and g; such that for all clockst 0 the following is true:

0) go( (LYK)) =0 (1)
1) o (LY(K)) =0

Actually, it suces if at least one of the two functions is 6 0. In this case,One
exampleisgp = f andg; = f 1. Depending on the valuesof the obsened keystream

If Zt
If z

Z0;21;:::, an attacker can now set up the following system of equations:
U%( (K)) =0
% ( (L(K))) =0
i -0 2)

9z, ( (LZ(K))

Of course, if multiple functions go; gd;::: resp. gi;g%;::: are known ful lling the
condition above, then all of them can be inserted in the system of equations. If
an attacker has enough equations at his disposal, he can recover the secretkey K
by solving the system of equations. This is the idea of algebraic attacks. To nd
the solution, seweral algorithms were discussed(e.g., Linearization [6], XL, XSL
[7], Grobner bases[8]). All have in common that they benet from a low degree
of (2). Obsene that the linearity of L implies that the degreeof (2) is bounded
by maxfdeg(go); deg(g1)g.! l.e., the lower the degreeof gy resp. g, the faster the

L If the degreesare di eren t, an attacker may useonly those functions in (2) with the lower degree.
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algebraicattack. Therefore, it is important for algebraic attacks to be able to decide
whether functions gy resp. g; of low degreeexist or not.

Algebraic attacks on simple combiners have been introduced in [6]. The authors
proposedthree di erent scenarios(S3a, S3b, S3c) under which functions gg or g1
of low degreeexist. In [13], it was shawved that these scenarioscan be reducedthe
following general criterion: Low-degreefunctions gg resp. g; do exist if and only f
resp.f 1 hasannihilators of low-degree.

Now we will embed this setting into a new description which implies immediately
the criterion of [13]. This description hasthe advantage that it is extendableto other
situations (e.g., combiners with memory and S-boxes). To motivate our approad,
we rewrite (1) to
If f(X) = 0) go(X)=0 3)
If f(X) = 1) a(X)=0

l.e., the expressionson the left side characterizesall inputs for which the functions
on the right side must be equalto zero? We generalizethis idea by introducing the
notion of characteristic functions:

Denition 4. Letf 2 |, be the output function of a simple combiner. For z 2
f0; 1g, we de ne the characteristic function G, 2 by

8X 2f0;1g": G(X)=1, f(X)=1z
In the caseof simple combiners,it is G =f andG = f 1.In the caseof combiners

with memory and S-boxes, the form of the characteristic functions will not be that
obvious. Now, we can reformulate (3) to

IF G(X) =1) au(X)=0

We usenow (4) to give a de nition of the desiredfunctions gg resp. gi:

Denition 5. Let G;G 2 | bethe characteristic functions of a simple combiner.
For z 2 f0; 1g, we call a function g, 2 , a z-function if

8X 2f0;1g": G(X)=1) g(X)=0
The following proposition is the main result of this section.

Prop osition 4. Let G; G 2 |, be the characteristic functions of a simple com-
biner. Then the following is true:

1. g2 , is az-function for z 2 f0;1g if and only if g2 An(G)
2.1f g2 n,96 0, is a z-function, then deglg) mindeg(An (%))

Proof. We x z 2 f0;1g. By de nition, g2 | isaz-function if andonlyif G(X) =1
implies g,(X) = Ofor all X 2 f0;1g". This is equivalert to 1g, Qg,. By 1, this is
the caseif and only if g, 2 An(G). This provesthe st proposition. The secondone
is obvious from the de nition of mindeg.

2 Otherwise, (1) would not be true in general.
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The proposition says that low-degreeequations for an algebraic attack exist if and
only if G or G hasnon-trivial low-degreeannihilators. In this case,it is G = f and
G = f 1. Togetherwith proposition 3, this is equivalert to that f 1 or f has
low-degreemultiples. The samecriterion was derived in [13], but in a di erent way.

Remark 1. Proposition 4 makes only statemerts about the degreeof equations of
the type g( (L'(K))) = 0. Therefore, equations of the type

may exist with a degreelower than mindeg(An(f)) and mindeg(An(f 1)) (see
for examplethe clever ideasusedin fast algebraic attacks [4].) But until now, it is
unclear how to nd sud equationswithout using z-functions.

3.2 Combiners with memory
A combiner with memory consistsof the following componerts:

{ An internal state S= (S;M) 2 f0;1g" f0;1g

{ A projection :f0;1g"! fO;1g

{ A linear update function L : f0;1g" ! fO0;1g"

{ A non-linear update function :f0;1g f0;1d'! f0;1d'
{ An output function f : f0;1g¢ f0;1d'! f0;1g

At ead clock t, the keystreambit z; is computed by z; = f ( (St); M¢). The internal
state S; = (S;; My) is updated to Si+1 = (L(Sy); ( (St);My)). Again, an attackers
goalis to recover K = Sp.

If an attacker usesthe equationsf ( (L'(K);M¢) = z for an algebraic attack, he
facestwo problems. Either he keepsthe expressionsM; in the equations or he ex-

of unknowns increaseswith the number of equationswhich makesthe systemof equa-
tions unsolvable. In the secondcase,the degreecan go up arbitrarily high. Hence,
for an e cien t algebraic attacks, a di erent approad is necessary

Sud an approad wasintroducedin [1]. The authors proved that functions gz for all
Z 2 £0;1g'*! exist with at least one function 6 0 sud that the following equation
is true

If (ze;::z01)= 2 ) gz( (LYK)) ::::; (L™ (K) =0 (5)
The similarity to (1) is obvious. Again, the degreeof equation (5) is bounded by
deg(g). Therefore, it is possibleto pursuit the samestrategy as described in section
3.1. First, an attacker setsup a system of equationsusing (5). Then, he recoversthe
secretkey K by computing the solution. Therefore, he can apply the samemethods
as described in section 3.1. For seweral combiners with memory (e.g., the Bluetooth
keystream generator), the algebraic attack was faster than all previously known
attacks. The e ciency of the attack depends again on the degreesin (5). We will
show now that the criterion for low-degreeequations from section 3.1 can be easily
extended to this case.For this purpose,we adapt the de nitions of characteristic
functions and z-functions to this situation:
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De nition 6. For combiner with memory, an integer r 1 and a value Z =

.S+ = L(S)i=L0r 1

A OWN P
N
1
-
—~
—~~
w
~
<
N
1
=

Mz = (SM)i=L0r L

the secretkey which does not corntradict the obsened part Z of the keystream. If
r is too small, then G 1for all Z 2 f0;1d". In [1], the authors showed that for
r=1+ 1atleastoneZ 2 f0;1g" existssuc that G; 6 1. In fact, the set N Crit(Z)
de ned in [1] is equal to the set 1, . Similar to the caseof simple combiners, we
intro duce the notion of Z-functions by

De nition 7. For a combiner with memory, an integer r 1 and a value Z =

8X = (X1;::1:X:)2f0:1g" : 1f Cz(X) =1 ) gz(X) =0

l.e., the functions describedin (5) are Z-functions. The proof of the following propo-
sition is almost the sameas the proof of proposition 4:

Prop osition 5. Letr 1land G for Z 2 f0;1g" be the characteristic functions of
a combiner with memory. Then the following is true:

1. g2 ., isaZ-function for Z 2 f0;1g" if and only if g2 An(G)
2.1fg2 «r,96 0, is aZ-function, then deg(g) mindeg(An(CG))

Remark 2. There is oneimportant di erence betweenthe caseof simple combiners
and combiners with memory. In the rst case,we have only two characteristic func-
tions: Gand G = G 1. If mindeg(An(G)) is high but mindeg(An(G 1)) is low,
then the low-degreeannihilators of G 1 can be usedfor an algebraic attack. The
reasonis that G 1 is equalto the other characteristic function G.

If in the caseof a combiner with memory, the values mindeg(An(Cz)) are high for
all Z 2 f0; 1g", then all equations of the form

have a high degree.The valuesof mindeg(An(C; 1)) have absolutely no in uence
on this fact.®

3 Unless,it isG = Go 1fortwodierent Z and Z°
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Remark 3. Assumethat for a xed r, the characteristic functions G; are known for
all Z 2 £0;1¢". This knowledge provides information about C; for all Z2f01g "L,

.....

C:(Zl;:::;Zr) q22;222;2r+1 )

3.3 S-boxes

An S-box isaBooleanmapping S : f0; 1g" ! f0;1g™. In [7], the authors proposedan
algebraic attack on the block cipher AES. The attack was basedon the obsenation
that the AES S-box S: f0;1g8 ! f0;1g® can be expressedby a systemof quadratic
equations. l.e., multiple functions g2 14 of degree2 exist suc that

If SX)=Y) g(X;Y)=0 (6)

They usedthis system of quadratic equationsto derive an algebraic attack on the
AES. Although the attack in [7] is still controversial discussed the existenceof low-
degreeequations for the S-box is a potential threat which should not be ignored.
We will seethat the existence of low-degree equations is again equivalent to the
existenceof low-degreeannihilators of an appropriate characteristic function.

We obsene the similarities between (6) and (1) and (5). Hence,the following de -
nitions and proposition are obvious:

Denition 8. LetS:f0;1g" ! f0;1g™ be an S-lox. The correspnding character-
istic function Gs : f0;1g" f0;1g™ ! fO0;1g is de ned by

GX;Y)=1, s(X)=Y:

Denition 9. LetS:f0;1g"! f0;1g™ be an S-lox and Gs its characteristic func-
tion. We call g:f0;1g"*™ ! f0;1g an S-function if

G(X;Y)=1) g(X;Y) =0

Prop osition 6. et S : f0;1g" ! f0;1g™ be an S-tox and Gs its characteristic
function. Then

1. g2 ,+m is an S-function if and only if g2 An(Gs)
2.1fg2 n+m, g6 O, is an S-function, then deglg) mindeg(An(Cs))

The obsenation madein [7] can be reformulated to: The characteristic function Cs
of the S-box usedin the AES has quadratic annihilators.
3.4 A general criterion

In the three previous sectionswe have seenthat three presumablydi erent situations
can be expressedby the sametheory. This allows to set up the following general
criterion for the existenceof low-degreeequations:
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General criterion for low-degree equations

Let C 2 |, be a characteristic function as described in one of the sections
3.1, 3.2and 3.3. Then, an equation of degree d for an algebraic attack exist
if and only if C hasan annihilator of degree d.

4 Computing low-degree annihilators

In this section we presen two algorithms to compute a generating set for all low-
degreeBoolean annihilators. The rst one, Algorithm 1 in section4.1, is applicable
in general. The secondone, Algorithm 2 described in 4.2, is adapted to certain
keystream generatorsas Eq or the summation generator where the output function
f and the update function are invariant under certain permutations. This can be
usedto avoid redundant computations occurring Algorithm 1.

4.1 A general algorithm

We describe now a general algorithm which among other things can compute a
generatingsetfor all low-degreeannihilators. The algorithm is described for Boolean
functions. The reasonis that it makesit easierto discussthe adapted versionin the
next section. A generalalgorithm for functions over arbitrary elds can be found in
the proof of theorem 1.

For a setF of functions, < F > denotesits linear span.

Algorithm 1

Given: A setF n, X f0;1g"
Task: A setF° n such that < F°> is the vector spaceof all functions f 2< F > with
f(X)=0forall X 2 X
Algorithm:
SetFo:= F and X = fXq;:::;Xs0
For i from 1to s do
SetFP?:= ffjf 2 F 1;f(X;)=Ogand F!:= ffjf 2 F; 1;f(X;)= 1g
If jFj > 1 then
Choosef~2 F! and set G := ff~ fjf 2 Flnffgg
else@ := ;
Fi=F[ @
Output:  The setFs

The correctnessis given by proposition 10 in appendix A.

Remark 4. If we set X := 1c and F to be the set of all monomialsin , of degree
d, then Algorithm 1 computesa generating set for all annihilators of degree d.

Although Algorithm 1 is described explicitly for Boolean functions, it can be easily
reformulated to solving a systemof linear equations. This implies a generalalgorithm
over arbitrary elds (seethe proof of theorem 1 in section5.1). The generalalgorithm
is not new. Probably, the quadratic equationsfor the AES S-box in [7] were derived
with the samemethod. In [3], the authors usedit to nd quadratic equations for
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S-boxes of other block ciphers. In [1], it was described to compute a basis for all
ad-hoc equationsfor combiners with memory. Later, in [13], the samealgorithm and
seweral improvemerts were preseried to compute equations for combiners without
memory. With the theory of section 3, this coincidenceis not a surprise, but rather
a consequencef the similarity of all three cases.

4.2 An adapted algorithm

The theory in this section was motivated by the following fact: for somekeystream
generators (e.g., Eg or the summation generator), the output function f and the
update function  depend only on the Hamming weight of (S;). l.e., the set 1g,
is invariant under certain permutations. We will discussin this section how this
property can be exploited to avoid unnecessarystepsin Algorithm 1.

on, forf 2 ,wedene (f)= (f)(Xy;::5%n) = F(X @)::0X (ny)-

Let S S,. We say that a set X f0;1g" is S-invariant if (x) 2 X for all
2 Sandall x 2 X. Consajuently, we say that a function f 2 |, is S-invariant if
(f)y=f1 forall 28S.

Prop osition 7. LetS Sy and < S > denotethe sulgroup of S, geneated by the
elementsof S. A setX f0;1g" is S-invariant if and only if it is < S >-invariant.

Proof. Becauseof S < S >, a< S >-invariant setis always S-invariant also.

Let X denote now an S-invariant set. We have to show that for all ;~ 2 S it
is(  ~)(X) X and YX) X. The rst proposition is obvious becauseof

(X) X and ~(X) X by assumption. The reasonfor the secondproposition is
that jSnj is nite and therefore ! canbe expressedby ™ for an appropriate m.

Prop osition 8. For S Sy a function f 2 |, is S-invariant if and only if
1 f0;1g" is S-invariant.

Proof. Obviously, 1s is S invariant if and only if 1; and 0; are both S-invariant.

Otherwisetherewould existax 2 0 and 2 Swith x:= (x) 2 1;. But this implies
Y») 2 0 with ' 2< S > and x 2 1. Therefore 1 is not < S >-invariant.

With proposition 7, this contradicts that 1; is S-invariant.

The S-invariance of 1; and O; is equivalent to f(x) = f( (x)) = (f)(x) for all

x 2 f0;1g" and 2 S. This is exactly the de nition of the S-invariance of f .

Prop osition 9. Consider a combiner with memory as de ned in section 3.2. As-
sumethat for a setS Sy the following properties hold:

(Si)) = Xj and Sj41 = L(S)).
() Itisf(X;M)=f( (X);M) for all X 2 f0;1g, M 2 f0;1d and 2 S.
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an Itis (X;M)= ( (X);M) for all X 2 f0;1gk, M 2 f0;1g' and 2 S.

Then G isS"=S ::: Sinvariant for all Z 2 f0;1g".

2. S+ =L(S);i=121:0r 1

1. and 2. are ful lled by assumption (I) in the proposition for some S. We argue
now that 3 and 4 are alsotrue if we additionally set Mi = M.
It is
Il :
PN = £ (SN E 1 simn 2 2

4 (1

Misvt = Miss 2 ((S)iM) =7 (((S)iMi) = ( (5);M):
Hence, (X) 2 1g,.

The proposition was motivated by combiners with memory as the summation gen-
erator or the Eg keystream generator. For S := Sy and r smaller than the shortest
LFSR, the assumptions of proposition 9 are ful lled. Hence, we know that C; is
Sk -invariant which is by proposition 8 equivalert to that 1c, is Sy -invariant.

In fact, this can be usedto compute G, faster. It is known that ead Sy-invariant
function f 2 ¢ can be expressedby a linear combination of the elemenary sym-

M
i = Xjp o Xjy

1 ji<ii<ji<k

the i-th elemerniary symmetric polynomial and o := 1. This implies that a S;-
invariant function f 2« can be uniquely described by

@w» ... M

il " e il’

where i(j) denotes the i-th elemenary symmetric polynomials in the variables

X 1) k+ls-:3Xj k-
In the following we introduce an improvemert of Algorithm 1 which exploits the
S-invariance of X:
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Algorithm 2

Given: A setF n such that < F > is S-invariant, X  f0;1g", S S
Task: A generating setfor all f 2< F > with f(X) = 0for all X 2 X
Algorithm:
SetFo:= F and X = f[X1];:::;[Xslg
For i from 1to s do
Chose X 2 [Xi] arbitrary
SetF?:= ffjf 2F; 1;f(X)=0gand Fl:= ffjf 2 F; 1;f(X)=1g
If Fi 1= FQ
then Fi := F; 1
elseF;:= (Algorithm 1)(F;i 1,[Xi])
Output:  The set Fs

The correctnessis given by proposition 11 in appendix A. For S = fidg, Algorithm
2 is exactly Algorithm 1. The improvemert is that in Algorithm 1, the setsF © and
GO are computed for all X 2 X.

If f(X;)=O0forall f2F; then proposition 11 showsthat f(X) = 0for all f 2 F;
and all X 2 [Xj]. The algorithm Algorithm 2 usesthis fact to skip the computation
of the sets F% and G° for the remaining elemeris in [X;] . Therefore, the number
of operations in Algorithm 2 is in the worst casethe sameasin Algorithm 1 but in
presumably many casessigni cantly less.

Remark 5. With the theory of this section, one may be tempted to look only for
S-invariant annihilators of an S-invariant characteristic function C. Then, however,
low-degreeannihilators may be overlooked.

One example is the Ss-invariant characteristic function C = 1 2 3. It is
1c = f[0;0;0];[1;0;0];[1; 1; 1]g and mindeg(An(C)) = 2. A possible basis for all
degree-2-annihilatorsis the setfx; (X2 X3);X3 (X1 X2)g: On the other hand,
An(C) corntains no Sz-invariant functions of degree 2. The reasonis that for an
Sz-invariant annihilator f ;= ¢y ¢ 1 ¢ 2 ofdegree 2it must be

0=f([0;0,0]) = co
0=f([L00)=co ©
0=f(LiL1l)=c a <

This impliescyp = ¢1 = ¢, = Oandthereforef 0. l.e., the Ss-invariant characteristic
function has quadratic annihilators which are all not Ss-invariant.

5 Upp er and lower bounds for mindeg (An (C))

If n resp.d are too large, the algorithms of section 4 becomequickly impractical.
Hence,more e cien t methods to decidethe existenceof low-degreeannihilators are
desired. For certain cases,such criteria are preserted in the following sections.
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5.1 An upper bounds for mindeg (An (C))

Theorem 1. Let be an arbitrary eld and , be the set of functions " !
Furthermore, let F = ffq;:::;fg n be a set of linearly independent functions
and C2 |, be given. We extend the de nition of 1c to 1c := fXjC(X) 6 Og. If
jlgj< sthenf 2< F >, f 6 0, existswith f 2 An(C).

Proof. Assumethat 1c = fX1;:::;X;0. We setup the r s matrix M = (m; )
by mj := f;(Xj). Becauseof s > jlcj = r the number of columns s larger than
the number of rows. Therefore the columns are lipearly dependert and at least one
non-zerovector ¢ := (Cp;:::;Cs) exists suct thatP J-Szl ¢ fj(Xj)= 0Oforalli. This
is equivalert to f (x) = Oforall x 2 1cfor f := ?,, g fj.le,f 2 An(O).

The proof shaws that the seard for annihilators is equivalert to computing the
kernel of the matrix M. This implies an algorithm for computing a generating set
of all low-degreeequations over arbitrary elds.

Corollary 1. ForintegersO d n,weset (n;d):= § +:::+ § .LetC2
be a Boolean function and d be suchthat (n;d) > j1cj. Then mindeg(An(C)) d.

Proof. We usetheorem 1 and de ne F n to be the set of all monomialsin n
variables of degree d (including the constart 1). Obviously, F consistsof (n;d)
linearly independert functions, all of them of degree d. Due to (n;d) > jlqj,
theorem 1 guaranteesthe existenceof a function f 2< F > with f (X) = 0 for all
X 2 1c. Therefore,f 2 An(C). By de nition of F, f hasa degree d.

Remark 6. Let S be an arbitrary S-box S:f0;1g" ! f0;1g™. Then, jlcj= 2". If
2" < (n+ m;d), then corollary 1 guaranteesthe existenceof degreed-equations.
Figure 1 depicts an upper bound for mindeg(An(Cs)) for all values1 n;m  32.
For example,for n = m = 8 (asit is the casefor the AES S-box), an upper bound
is 3. l.e., equations of degreehave to exist, whatever the de nition of S. Hence,
the existenceof degree-2-equationdor the AES-S-box (see[7]) is not optimal with
respect to algebraic attacks but not as surprising as it may appear. For the DES
S-boxeswith n = 6 and m = 4, an upper bound is 3. This has beenshowed before
in [16]. The S-boxesusedin Sober-t16 [10] (n = 8, m = 16) resp. in Sober-t32 [11]
(n = 8, m = 32) have both quadratic equations.

Another interesting point is that for a xed number n of inputs, the upper bound
decreasesf the number of outputs increases.A similar obsenation has beenmade
for stream ciphersin [5].
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Fig. 1. Upper bounds for mindeg(An (Cs)) for dierent S-boxesS : f0;1g" !
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5.2 A lower Bound for mindeg (An (C))

Theorem 2. Letf 2 |, be a non-zemw Boolean function of degree  d. Then
29 oj 0 1y 2" %

Both bounds can be achievel.

Proof. We prove the theorem by induction over n for a xed degreed. Becauseof

2n 20 1 2n d=2n djt syces to shaw the upper bound.

Forn=d,itisjoj=29 1forf = x; ::: X,. Supposenow that the proposition is
true for somen d.le.,j0j (29 1) 2" 9for all non-zerof 2 | ofdegree d,
and this bound is sharp. Let f 2 41 be an arbitrary non-zero Boolean function
of degree d. Then, f can be written asfollows

wheref ¢£9%2 | degf® d,degf% d 1andat leastoneofthem is non-zero.
We have to distinguish three cases:

fO6 0and %= 0 : Thenf 2 ,andjOsj (29 1)20n ¢ (2¢ 1)2n*l dpy
assumption. :
fO=0and f%6 0 : Then O; = f(x;0)g[ f(x;1)jx 2 O;oqg. Becauseof
degf% d 1,itisjofj 2"+ (241 1) 2n @ D= (2d 71)2n
f06 0 and %6 0 : Then O; can be expressedy
O = f(x; 0)jx 2 Oreg [ f(x; 1)jx 2 Oro rog
If O f9= 0then degf °= degf®®© d 1 and
j0rj = iOroj+ 0o rog (201 1) 20 @ D+2n=(0 1) 20t d
If O 9% 0 then
j0rj=iOrj+ 0o o (2 1) 2" 9+ (20 1) 20 =20 1) 20t d
If we chosef 9such that jO;oj = (29 1) 2" 9 andf %= 0 then the bound (2¢ 1)
2"*1 djs achieved by f .
Theorem 2 can be usedto excludethe existenceof annihilators of degree d:
Corollary 2. Letf 2 ,.If jItj> (29 1)2" 9 then mindeg(An(f)) > d.
Proof. Let g2 An(f). Proposition 1 implies that 1 Oy and therefore jlsj  jOgj.
Hence,the assumptiondeg(g) d would lead to the following cortradiction:
Th:2
% 12" 9<jLj O] (¢ 1)2" <

Example 1. The Eg keystream generator usesk = 4 LFSRs. In [1], characteristic
functions G; 6 1 for all Z 2 f0;1g* were described. We've chedked that jlc,j =
53.248for all Z 2 f0;1g*. Becauseof jlc, j = 53248> 49152= (22 1)2*4 2 all
annihilators f 2 An(G ) have a degree 3.
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6 Conclusion

In this paper, we examinedthe existenceof low-degreeequationsfor three important
cases(combiners without memory, combiners with memory and S-boxes). For the
rst time, the question of low-degreeequationsis reducedin all three casesto the
sameproblem, the seard for low-degreeannihilators. We assumethat methods from
algebraic geometry may turn out to be useful for further researd.

Further on, we discussedtwo di erent algorithms for computing a generating set of
all low-degreeequations. The rst oneis generally applicable. It has beendescribed
before but never in its generality. The secondone is adapted to certain keystream
generators(e.g., the Bluetooth keystreamgenerator) to avoid dispensablecomputa-
tions. To the best of our knowledge, it has not been published before.

Finally, we proved for certain casesan upper and a lower bound for the minimal
degree.The upper bound has beendiscussedbeforein other papersbut only in the
context of LFSR-basedkeystreamgenerators.The lower bound was unknown in the
context of algebraic attacks.
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A Pro ofs of Correctness

In this section, we provide the proofs of correctnessfor Algorithm 1 and Algorithm
2. The following proposition shows that Algorithm 1 works properly:

Prop osition 10. Let the identi ers be as descrited in Algorithm 1. Then < F; >
is the vector space of all functions f 2< F; 1 > suchthat f (X1) = ::: = f(X;) = 0.

Proof. We show this by induction overi. The casei = 0 is trivial. Assumenow that
the proposition is true for i 1. Becauseof < F; > < F; 1> it isf(Xj) = 0O for
all f 2< Fi>andj = 1;:::;i 1. By the de nition of F? and &, it is f (X;) = 0
also. What remainsis to show that all f 2< F; ;> with f(X;)= Oarein < F; >
too. L
Letf 2< F; 1> with f(X;) = 0. There exist fq;:::;f, 2 F; 1 with f = jr:lfj.
W.l.0.g., we can assumethat there is anr®with 1 r% r sud that fj(X;) = 0 for
1 j rPandfj(X;)=1forr®+ 1 j r.The equation

0

M M

o=f Xi = i Xi i Xi
e j=1 [J‘ig‘f j:r%lILif_;

shaws that the value r® r is even. Becauseof f~ f = 0, the function f can be
equivalently expressedoy

whichisin < FO[ @ >=< F; >,
The correctnessof Algorithm 2 is given by:

Prop osition 11. Let the identiers be asin Algorithm 2 andi 0. If f(X) =0
forallf 2 F; 1andoneX 2 [Xi]thenf(X)=O0forall f 2 F; ;andall X 2 [Xj].

Proof. First we show that < F; > is S-invariant if < F; 1 > is S-invariant. It is
either Fi = F; 1 or Fj =(Algorithm 2)(F; 1,[Xi]). In the rst case,the proposition
is trivial. In the secondcase,< F; > is the vector spaceof all f 2 F; ; with
f(X)=0forall X 2[Xi].Letf 2< F; > and 2 S bearbitrary. Then (f)(X) =
f( (X)) = 0forall X 2[Xj]. Therefore, (f) 2< F; >. This shawvsthat < F; > is
S-invariant.
Now assumethat f(X) = Oforallf 2 F; 1 andoneX 2 [X;]. Letf 2 F; ; and
2 S be arbitrary . We have to show that f ( (X)) = 0 also. By the obsenation
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above, < Fj 1> is S-invariant. l.e., there exist fq;:::;f; with (f)=f1 ::: f,.

This implies
f( (X)) = (f)(X):[E&X_g Dl [L&X_;:O:
=0 =0



