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Abstract. Elliptic curve cryptosystems in the presence of faults were
studied by Biehl, Meyer and Müller (2000). The first fault model they
consider requires that the input point P in the computation of dP is
chosen by the adversary. Their second and third fault models only require
the knowledge of P . But these two latter models are less ‘practical’ in
the sense that they assume that only a few bits of error are inserted
(typically exactly one bit is supposed to be disturbed) either into P just
prior to the point multiplication or during the course of the computation
in a chosen location.
This paper relaxes these assumptions and shows how random (and thus
unknown) errors in either coordinates of point P , in the elliptic curve
parameters or in the field representation enable the (partial) recovery
of multiplier d. Then, from multiple point multiplications, we explain
how this can be turned into a total key recovery. Simple precautions to
prevent the leakage of secrets are also discussed.

Keywords. Elliptic curve cryptography, fault analysis, fault attacks, phys-
ical security, information leakage.

1 Introduction

Elliptic curve cryptography was introduced in the mid 1980s independently by
Koblitz [13] and Miller [20] as a promising alternative for cryptographic protocols
based on the discrete logarithm problem in the multiplicative group of a finite
field (e.g., Diffie-Hellman key exchange or ElGamal encryption/signature). The
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security of elliptic curve cryptosystems relies on the hardness of solving the
elliptic curve discrete logarithm problem (ecdlp): given points P and Q = dP
on an elliptic curve, one has to recover multiplier d.

1.1 Physical security

Kocher et al. introduced the notion of side-channel analysis in [14, 15] and
showed the importance for an implementation of being resistant against side-
channel analysis (e.g., secret leakage from power consumption).
Resistance against fault analysis [7, 5] is another threat and should be taken into
account, since sensitive information may leak when the cryptosystem operates
under unexpected conditions.

The security of point multiplication on elliptic curves in the presence of faults
was considered by Biehl, Meyer and Müller [4]. They extended fault attacks
initially mounted against the RSA cryptosystem to schemes using elliptic curves.
Remarking that elliptic curve parameter a6 is not used in the classical addition
formulæ on elliptic curves, they made the key observation that a random element
(x̃, ỹ) (not on the original elliptic curve) may define a group for which it is
computationally feasible to solve the ecdlp. Therefore, by forcing the input
point as P̃ = (x̃, ỹ), they were able to derive information about d from the
output value dP̃ .

Many elliptic curve cryptosystems do not allow to choose (or force) the input
point. In the second part of their paper, Biehl et al. suppose that an error of one
bit occurs and then try to recover it by successive search.

1.2 Our contribution

In this paper, we rather consider a more practical scenario and give several
refinements of [4].

Typically, in a cryptographic device, the system parameters are stored in non-
volatile memory (e.g., eeprom) and are then transferred into working memory
(e.g., ram), when needed, for the elliptic curve computations. In our first model,
we assume that there is a permanent fault, in a unknown position, in any system
parameter defining the elliptic curve over which the computations are carried
out. In our second model, we analyze the consequences of faults during the
transfer of the system parameters into working memory. We call such a fault a
transient fault. In both models, we explain how this may yield information on
(secret) multiplier d.

The rest of this paper is organized as follows. In the next section, we review
the basics of elliptic curve cryptography. Then, in Section 3, we exhibit how the
presence of faults in the public parameters of an elliptic curve cryptosystem may
expose the secret key. Finally, we conclude in Section 4.



Elliptic Curve Cryptosystems in the Presence of Faults 3

2 Elliptic Curve Cryptography

An elliptic curve over a field K is the set of points (x, y) ∈ K×K satisfying the
Weierstraß equation

E/K : y2 + a1 xy + a3 y = x3 + a2 x2 + a4 x + a6 (1)

along with the point O at infinity. This set of points form an additive group
where O is the neutral element and where the group law is given by the ‘chord-
and-tangent’ rule. Given two points P1 = (x1, y1) and P2 = (x2, y2), the sum
P3 = P1 + P2 = (x3, y3) is defined as

x3 = λ2 + a1λ− a2 − x1 − x2 and y3 = (x1 − x3)λ− y1 − a1x3 − a3 (2)

with λ =

{
3x2

1+2a2x1+a4−a1y1
2y1+a1x1+a3

if P1 = P2,
y1−y2
x1−x2

otherwise.

Remark 1. When the characteristic of K, CharK, is a ‘large’ prime (namely,
≥ 5), one can take a1 = a2 = a3 = 0 in the Weierstraß parameterization,
without loss of generality. Likewise when CharK = 2, one can take a1 = 1
and a3 = a4 = 0, provided that the elliptic curve is non-supersingular. This is
the case of interest for cryptographic applications since supersingular curves are
prone to the mov attack [18].

The scalar multiplication (or point multiplication) is the operation consisting
in computing Q = dP = P + P + · · ·+ P (d times). A related operation is the
discrete logarithm, which consists in computing d from P and Q = dP , and
is the basis for the security of cryptographic schemes based on elliptic curves
over finite fields [13, 20]. The discrete logarithm problem on a general elliptic
curve (ecdlp) is particularly attractive since there is no known sub-exponential
algorithm to solve it. The best method available for attacking the ecdlp is
Pollard’s method [21, 22] and variants thereof.

3 Permanent and Transient Faults

Consider the elliptic curve E(a1, a2, a3, a4, a6) over K given by Eq. (1). In [4],
Biehl, Meyer and Müller observe that parameter a6 is not involved in the addition
formulæ (cf. Eq (2)). Consequently, if a cryptographic device (e.g., a smart card)
receives on input a ‘point’ P̃ = (x̃, ỹ) ∈ K × K but P̃ /∈ E then the scalar
multiplication dP̃ will take place over the curve Ẽ(a1, a2, a3, a4, ã6) with

ã6 = ỹ2 + a1 x̃ỹ + a3 ỹ − x̃3 − a2 x̃2 − a4 x̃

instead of over the original curve E(a1, a2, a3, a4, a6).
Assume that point P̃ is chosen so that Ẽ(a1, a2, a3, a4, ã6) is an elliptic curve

whose order has a small (or smooth) factor r and that the order of P̃ as an el-
ement of Ẽ, ord eE(P̃ ), is equal to r. Then, provided that discrete logarithms
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are computable in 〈P̃ 〉, the subgroup of order r generated by P̃ , the value
of d (mod r) can be recovered.3 Therefore, repeating the process with suffi-
ciently many different chosen points P̃i yields the values of d mod ri (where
ri = ord eEi

(P̃i)) from dP̃i, and so the whole value of d, by Chinese remaindering.

Most elliptic curve cryptosystems take a determined point P on input, mak-
ing the previous attack inapplicable (a noteworthy exception is the basic ElGa-
mal encryption [9]). Indeed, being a system parameter, point P is stored in the
non-volatile memory of the cryptographic device and is read from that memory
for the computation of dP .

In this section, we analyze the implications of permanent faults (intentional
or accidental) in non-volatile memory, where the system parameters are stored.
We alternately consider permanent faults in the representation of point P , in
the definition field K, and in curve parameters {a1, . . . , a6}. Our analysis also
extends to transient faults originating from a perturbation of the reading in
non-volatile memory, and resulting in faulty values for the system parameters
actually used in working memory, throughout the computation. The difference
between the two models is that a transient fault, as defined, is fixed throughout
a single execution (but may vary from one execution to another one) whereas a
permanent fault always sticks invariant.

3.1 Faults in the base point

Without loss of generality, we assume that the x-coordinate of point P is cor-
rupted (the case of a corrupted y-coordinate is similar). The cryptographic device
then computes Q̃ = dP̃ with P̃ = (x̃, y). Contrary to the case considered in [4],
the value of P̃ is unknown but fixed (in particular, there is no hypothesis on the
number of flipped bits). It is however easy to recover the value of P̃ from the
output value Q̃ = d(x̃, y) = (x̃d, ỹd). Point Q̃ defines the curve Ẽ on which the
computation was carried out, i.e., Ẽ(a1, a2, a3, a4, ã6) with

ã6 = ỹ 2
d + a1 x̃d ỹd + a3 ỹd − x̃ 3

d − a2 x̃ 2
d − a4 x̃d . (3)

Therefore, since P̃ = (x̃, y) ∈ Ẽ, it follows that x̃ is a root in K of the polynomial
(over K[X]) given by

X3 + a2 X2 + (a4 − a1 y)X + (ã6 − y2 − a3 y) .

Suppose first that this polynomial has a unique root, which must be x̃. Pro-
vided that r = ord eE(P̃ ) (i.e., the order of P̃ = (x̃, y) in Ẽ) is small (or smooth)
enough so that the discrete logarithm of Q̃ w.r.t. P̃ is computable, the value of
d mod r can be recovered.

If now the above polynomial has 2 or 3 roots, then there are 2 or 3 possible
candidates for x̃. In the permanent-fault model, the ambiguity can however be
3 Note that r needs not be prime—when r is a smooth composite number, discrete

logarithms can be attacked with the Pohlig-Hellman algorithm.
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removed by assuming that only a portion of x is corrupted (remember that
parameter P = (x, y) is public). Hence, the candidate having the most bits
matching those of x is likely to be x̃. In the transient-fault model, the whole value
of x is likely to be corrupted; the actual value of x̃ is then known with probability
1, 1

2 or 1
3 , according to the number of candidates. Next, once P̃ = (x̃, y) is known

(or more exactly, guessed), the value of d mod r can be recovered.

Remark 2. If it is the y-coordinate of P that is corrupted (i.e., P̃ = (x, ỹ)) then
ỹ is a root of a polynomial of degree 2 and the above methodology applies to
recover the value of d mod r. (Note that an error in the y-coordinate only makes
sense when there is no point compression4 —with point compression, an error
merely changes P into −P .)
A more intricate case appears when both the x- and the y-coordinates of P are
corrupted. We write P̃ = (x̃, ỹ) the corresponding point. As before, the output
value dP̃ = (x̃d, ỹd) yields the value of ã6 from Eq. (3). But it seems that there
is no way to recover the whole value of P̃ ; we only know that it lies on the curve
Ẽ(a1, a2, a3, a4, ã6). Further assumptions are needed to completely recover P̃ .
For example, in case of permanent fault, if it is possible to flip one bit of d, say
bit di, during the computation of dP̃ then the value of ±2iP̃ can be obtained
as dP̃ − d′P̃ where

d′ = d + (¬di − di) 2i .

Successively halving ±2iP̃ on Ẽ(a1, a2, a3, a4, ã6) eventually yields the value of
±P̃ . Then, once ±P̃ is retrieved, the value of ±d mod r can be recovered. This
extends the attacks of [3, 12] in the sense that more information on secret d (i.e.,
±d mod r) can be recovered.

3.2 Faults in the definition field

We now suppose that the representation of field K in non-volatile memory is
faulty (permanent fault) or that an error occurred in the transfer from non-
volatile memory to working memory (transient fault). We have to handle the
cases K = Fp and K = F2q separately since their internal representations are
different.

Large prime field Let p be a large prime number. The field Fp is simply
represented by the value of p, stored as a binary string in non-volatile memory.
An error on K means in this case an error in the representation of p. We let p̃
denote the faulty value. The computations are then carried out modulo p̃ instead
of modulo p.

4 If the x-coordinate of point P is fixed, its y-coordinate satisfies a quadratic in y.
Since a single bit is sufficient to distinguish between the two possible solutions of a
quadratic, a point can be compressed into its x-coordinate and this additional bit.
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As mentioned in Section 2, elliptic curves over a large prime field are given
by the simplified equation

E/Fp
: y2 = x3 + a4 x + a6 .

Over Fp̃, point P = (x, y) becomes P̃ = (x̃, ỹ) where x̃ ≡ x (mod p̃) and ỹ ≡ y

(mod p̃). The computation of dP on E is replaced by dP̃ on the curve Ẽ defined
by5

Ẽ/Zp̃
: y2 = x3 + ã4 x + ã6

where ã4 ≡ a4 (mod p̃). Since both P̃ = (x̃, ỹ) and Q̃ = dP̃ = (x̃d, ỹd) are
points on Ẽ, we deduce that

ã6 ≡ ỹ2 − x̃3 − ã4 x̃ ≡ y2 − x3 − a4 x ≡ ỹ 2
d − x̃ 3

d − a4 x̃d (mod p̃) . (4)

Letting R = y2 − x3 − a4 x and R̃d = ỹ 2
d − x̃ 3

d − a4 x̃d (R and R̃d are eval-
uated over Z), the previous relation implies that p̃ divides ∆ = max(R, R̃d) −
min(R, R̃d). Consequently, the factorization of ∆ will reveal the value of p̃ as
the combination of the factors of ∆ whose product has the most bits matching
those of p. If no such p̃ is found (e.g., a transient fault gave rise to a random
value for p̃), we have to assume that the original prime, p, satisfies additional
properties. A concrete example is discussed in § 3.2.

Remark 3. Although being a 3k-bit integer (where k is the bit-length of prime
p), ∆ is within the range of modern factorization algorithms since k is typically
a 160-bit integer. Furthermore, when the fault is permanent, the length of the
number to be factored can be lowered from an additional scalar multiplication
with point P̃ . Let Q̃′ = d′P̃ = (x̃d′ , ỹd′) with d′ 6= d. Then (x̃d′ , ỹd′) satisfies
Eq. (4) and, letting R̃d′ = ỹ 2

d′−x̃ 3
d′−a4 x̃d′ and ∆′ = max(R, R̃d′)−min(R, R̃d′), it

follows that p̃ must divide gcd(∆,∆′). If further (distinct) scalar multiplications
are available, p̃ can be obtained easilier as a factor of gcd(∆,∆′, ∆′′, . . . ).

We now assume that the value of p̃ is known. Let p̃ =
∏l

i=1 q̃ ei
i denote the

prime factorization of p̃. Consider the direct product of groups

G = Ẽ1(Z/q̃ e1
1 Z)× · · · × Ẽl(Z/q̃ el

l Z) .

Since the computation of Q̃ = kP̃ was supposed successful, point Q̃ corre-
sponds to a unique element of G, namely (Q̃1, . . . , Q̃l) with Q̃i = Q̃ mod q̃ ei

i [17,
§ 2.5]. Hence, if ri = ord eEi

(P̃ ) denotes the order of P̃ viewed as an element of
the elliptic curve Ẽi (i.e., P̃i = P̃ mod q̃ ei

i ), then solving the discrete logarithm
5 When p̃ is not prime, Zp̃ = Z/p̃Z is no longer a field but a ring. As a result,

the computation of deP on eE is not guaranteed to succeed. This occurs when the
computation involves a point that is the point at infinity modulo a factor p̃1 of p̃
but not modulo p̃2 = p̃/p̃1.
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in 〈P̃i〉 ⊆ Ẽi yields the value of d mod ri so that by Chinese remaindering the
value of

d mod lcm(r1, . . . , rl)

can be calculated.

Binary field The field F2q is usually regarded as a quotient F2[X]/(P) where P
is an irreducible polynomial of degree q over F2. Each element α ∈ F2q is repre-
sented as a binary string (α0 . . . αq−1) corresponding to polynomial

∑q−1
i=0 αiX

i

(mod P(X)) in F2[X]. With this polynomial representation, the field F2q is de-
termined by polynomial P, which is stored in non-volatile memory as a binary
string (b0 . . . bq−1bq) corresponding to P(X) =

∑q
i=0 bi Xi with bq = 1. Over

F2q , a (non-supersingular) elliptic curve is given by the simplified Weierstraß
equation

E/F2q : y2 + xy = x3 + a2 x2 + a6 .

Remark 4. There exist other representations for elements of F2q . A common
choice is the normal basis representation. We shall not consider this representa-
tion here, as optimized implementations of elliptic curve doubling with normal
bases make use of parameter a6 [1, §. A.10.2]. Our analysis, however, implies that
parameter a6 is not used. Moreover, we assume that affine coordinates are used,
as a projective doubling needs the value of a6 [1, §. A.10.6]. Furthermore, note
that affine coordinates lead to faster arithmetic than projective coordinates [8]
in binary fields with polynomial representation.

Suppose that K = F2q is faulty, namely that there is an error in the represen-
tation of P. As a result, computations are performed modulo P̃(X) =

∑q
i=0 b̃i Xi

instead of modulo P(X). Viewing elements as polynomials over K̃[X], similarly
to prime case, polynomial P̃ can be recovered by observing that

ã6 ≡ y2 + xy + x3 + a2 x2 ≡ ỹ 2
d + x̃d ỹd + x̃ 3

d + a2 x̃2
d (mod P̃(X))

where (x̃d, ỹd) = dP̃ and P̃ ≡ P (mod P̃(X)). Hence, letting

∆(X) = y2 + xy + x3 + a2 x2 + ỹ 2
d + x̃d ỹd + x̃ 3

d + a2 x̃2
d (over F2[X]) , (5)

it follows that P̃(X) divides ∆(X). So, given the factorization of ∆, trying
all possible combinations yields P̃ as the polynomial whose representation best
matches the representation of P. Further, in case of permanent fault, an addi-
tional scalar multiplication, Q̃′ = d′P̃ with d′ 6= d, eases the recovery of P̃ as a
factor of gcd(∆,∆′) where ∆′ is defined from Q̃′.
When the fault is transient, it is always possible to distinguish P̃. In § 3.2, we
present a technique that can successfully recover P̃ in most practical implemen-
tations.

If polynomial P(X) =
∑q

i=0 bi Xi representing the field F2q is modified into
polynomial P̃(X) =

∑q
i=0 b̃i Xi, it is very probable that P̃ is no longer irreducible
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over F2. Hence, we can write P̃ as the product

P̃ = P̃ e1
1 · · · P̃ el

l

where P̃i are distinct irreducible polynomials in F2[X] and ei are positive integers.
From the structure of the class residue ring F2[X]/(P̃), we can collect infor-

mation modulo the irreducible factors P̃i. Let P̃i (resp. Q̃i) be the representative
of P̃ (resp. Q̃) viewed as as an element in the field F2q̃i

∼= F2[X]/(P̃i) where
q̃i = deg(P̃i), i.e., P̃i = P̃ mod P̃i (resp. Q̃i = Q̃ mod P̃i). Therefore, the dis-
crete logarithm of Q̃i w.r.t. P̃i in the group 〈P̃i〉 ⊆ Ẽi(F2q̃i ) is d mod ri, where
ri = ord eEi

(P̃i) and Ẽi = Ẽi(ã2,i, ã6,i) with

ã2,i ≡ a2 (mod P̃i(X)) and ã6,i ≡ y2 + xy + x3 + a2 x2 (mod P̃i(X)) .

Hence, Chinese remaindering on each subgroup Ẽi yields the value of

d mod lcm(r1, . . . , rl) .

Remark that, when q̃i is composite, the computation of discrete logarithms
in Ẽi(F2q̃i ) can be speeded up by Weil descent [11] (see also [16, 19, 23] for a
thorough analysis and [10] for recent developments).

Unknown error The above analysis implies that the error on the representation
of K̃ is known. When only a portion of the representation of K is damaged,
we choose for K̃ the candidate best matching K. In some cases, the error on
(the representation of) K is completely random so that it is no longer possible
to determine the resulting K̃. We can merely restrict K̃ as a set obtained by
combining several known prime factors (case K = Fp) or irreducible polynomials
(case K = F2q ).

In this paragraph, we take advantage of some particularities of elliptic curves
recommended for practical implementations to recover the right combination
leading to K̃ when the ‘best-matching’ strategy does not apply.

Over prime fields, the security of elliptic curve cryptography does not depend
on the form of the primes. For example, in order to optimize the efficiency of
field arithmetic, the elliptic curves recommended by the NIST [2]6 are defined
over Fp where p is a (generalized) Mersenne prime, that is, a prime of the form

p = 2ω0 −
B∑

i=1

±2ωi

6 The 5 NIST elliptic curves over large prime fields are defined with the Mersenne
primes 2192−264−1 (curve P-192), 2224−296 +1 (curve P-224), 2256−2224 +2192 +
296 − 1 (curve P-256), 2384 − 2128 − 296 + 232 − 1 (curve P-384) and 2521 − 1 (curve
P-521) [2].
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where B is chosen small [24]. Hence, if p is Mersenne prime with B ≤ 4 (this in-
cludes all NIST curves), it can be stored much more economically as {ω0, σ1‖ω1,
σ2‖ω2, σ3‖ω3, σ4} and reconstructed in working memory as

p = 2ω0 +
3∑

i=1

σi 2ωi + σ4 (6)

with σ1, σ2, σ3 ∈ {−1, 0, 1} and σ4 ∈ {−1, 1}. In this case, an error on p means
an error on ω0, σ4 and/or σi‖ωi for some 1 ≤ i ≤ 3. Then, instead of testing the
combinations of factors of ∆ having the most bits matching those of p (cf. § 3.2),
we can conclude that the faulty p̃ is a number obtained as a combination of the
factors of ∆, whose product can be written as a Mersenne number (non neces-
sarily prime) satisfying Eq. (6). This additional assumption drastically reduces
the number of candidates for p̃ and may allow to recover the value of p̃ even if
the error is random (i.e., unknown).

A similar assumption holds for binary fields. For every q up to 1000, there
exists an irreducible pentanomial P(X) = Xq +Xq1 +Xq2 +Xq3 +1 to represent
the elements of F2q as polynomials in F2[X]/(P) [1, §A.8]. Since the reduction
of polynomials modulo a pentanomial is efficient, we may assume that only
pentanomials are accepted for representing F2q (again, this includes all NIST
curves7) and that they are stored in a compact way as {q, q1, q2, q3}. An error on
P translates in an error on q, q1, q2 and/or q3, which can be easilier recovered
by testing the factors of ∆ (cf. § 3.2) that combine into a pentanomial P̃(X) =
X q̃ + Xeq1 + Xeq2 + Xeq3 + 1.

3.3 Faults in the curve parameters

As parameter a6 is not needed in the addition formulæ, a modification of its
value does not affect the computation of dP . So we only consider the situation
of an error occurring in curve parameters a1, a2, a3 or a4.

To fix the ideas, we assume that parameter a4 is faulty (the other cases are
similar). We let ã4 denote the corrupted value. As previously, since a6 is not
employed in the addition formulæ, computations are performed on the curve
Ẽ(a1, a2, a3, ã4, ã6). Furthermore, since both P = (x, y) and Q̃ = dP = (x̃d, ỹd)
lie on the curve Ẽ, we have the system of equations

{
ã4 x + ã6 = y2 + a1 xy + a3 y − x3 − a2 x2

ã4 x̃d + ã6 = ỹ 2
d + a1 x̃dỹd + a3 ỹd − x̃ 3

d − a2 x̃ 2
d

whose resolution (over K) gives the values of ã4 and ã6.
7 The 10 NIST elliptic curves over binary fields are defined with the irreducible poly-

nomials X163 + X7 + X6 + X3 + 1 (curves K- and B-163), X233 + X74 + 1 (curves
K- and B-233), X283 + X12 + X7 + X5 + 1 (curves K- and B-283), X409 + X87 + 1
(curves K- and B-409) and X571 + X10 + X5 + X2 + 1 (curves K- and B-571) [2].
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Remark 5. In the (very) unlikely event where the two equations are linearly
dependent, the process can be re-iterated with another scalar multiplication.

After resolving the system of equations for ã4 and ã6, we compute the loga-
rithm of Q̃ w.r.t. P in 〈P 〉 ⊆ Ẽ(a1, a2, a3, ã4, ã6) and get the value of d mod r,
where r = ord eE(P ).

4 Concluding Remarks

We have shown that a (permanent) fault in the system parameters may en-
able one to recover the value of d (mod r). However, it is fairly easy to avoid
the leakage of d (mod r) by checking the parameters for faults prior to the
computation of Q = dP . This can be done by adding a crc to each system
parameter. Then, after reading a system parameter in non-volatile memory, its
crc is computed and compared with the crc stored in non-volatile memory.
Another possibility is to use curve parameter a6 as an integrity check (i.e., a6 is
used to verify whether the coordinates of point P = (x, y) satisfy, over K, the
relation y2 + a1 xy + a3 y − x3 − a2 x2 − a4 x = a6).

To prevent the leakage of d (mod r) in the presence of a transient fault, we
have shown that the system parameters actually used (i.e., in working memory)
must also be checked during the computation of Q = dP . For the transient
faults, it is recommended to perform the check before outputting Q.

More importantly, our analysis teaches that not only the secret parameters
(e.g., the private key) but also the public parameters must be checked for faults.
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doing this work at Gemplus.
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