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Group signature schemes enable unlinkably anonymous authe ntication, in the same fashion
that digital signatures provide the basis for strong authen tication protocols. This paper introduces
the rst group signature scheme with constant-size paramete rs that does not require any group
member, including group managers, to know trapdoor secrets . This novel type of group signature
scheme allows public parameters to be shared among organizations, and are useful when several
distinct groups must interact and exchange information abo ut individuals while protecting their
privacy.

1 Introduction

Group signatures allow group members to anonymously sign ar bitrary messages on behalf of the
group. In addition, signatures generated from the same sign er are unlinkable, i.e., it is dif cult to
determine whether two or more signatures were generated by t he same group member. In case of
dispute, a group manager will be able to opena signature and incontestably show the identity of
the signer. At the same time, no one (including the group mana ger) will be able to falsely accuse
any other member of the group.

Group signatures were introduced by D. Chaum and E. van Heyst [CvH91]in 1991. That was
followed by several other works, but only relatively recent ones [ACJT00, CS98, CS97] have group
public keys and group signatures with sizes that do not depen d on the number of group mem-
bers. (While in theory one always needs at least logn bits to uniquely identify n different users
in any system, in practice logn is orders of magnitude smaller than the bit length of keys use din
public key cryptography.) The scheme in [ACJTO0O] is the most ef cient and is the only one proven
secure against an adaptive adversary. However, all the existing group signature schemes provid-
ing constant-size parameters require the group manager to k now the factors of an RSA modulus.
Sharing these factors among group managers of different org anizations would compromise the
security and/or the trust assumptions of the entire scheme. This paper describes the rst, af r-
mative answer to the question of whether it is possible to des ign trapdoor-free group signature
schemes with public parameters that do not increase linearly in size with the number of group
members. An informal proof of security for the scheme is prov ided (along the lines of the proof
in [ACJTOQ]), in section 8§6.

This is a revised version of the paper that appeared in ASIACR YPT 2003. In particular, it corrects the proof of
security of the modi ed Nyberg-Rueppel signature and conta ins some changes in the writing and presentation of the
results.



1.1 Motivation

Credential transfer systems (CTS) [Cha85, CE87, Dam88, Ch@5, LRSW99, CLO0O1] are exam-
ples of environments where distinct groups or organization s are able to exchange information
about individuals without compromising their privacy. CTS can be built via group signature
schemes [CLO1]. Real-world scenarios for the use of CTS incude the health-care industry, elec-
tronic voting, and transportation systems. In such cases, the added manageability and improved
optimization opportunities permitted by the use of a single cryptographic domain for all partici-
pating organizations may outweigh other ef ciency consider ations. A CTS allows users to interact
anonymously with several organizations so that it is possib le to prove possession of a credential
from one organization to another. Different transactions ¢ annot be linked to real identities or even
pseudonyms. Itis then impossible to create pro les of users e ven if the organizations collude and,
at the same time, users cannot falsely claim to possess credatials. Optionally, a privacy of cer

is able to retrieve user identities in case of disputes or emergencies. Users can thus authenticate
themselves with anonymous credentials, protecting their p rivacy while exercising their right to
vote, obtaining health services or renting a GPS-tracked automobile. The ef ciency of a single sig-
nature generation or veri cation is measured in the human tim e scale. Consequently, theoretical
computational advantages become less important, and instead the administrative complexity and
related costs are likely to be the overwhelming concern of im plementers. In these situations, a
scheme with shareable parameters has a de nite advantage since it eliminates the need for spe-
cialized techniques such as the ones employed in [CLO1].

Recently in [BMWO3], it has been shown that group signatures c an be built based on the as-
sumption that trapdoor functions exist. In this paper the sa me constructions are provided, based
on the existence of one-way functions. The scheme is the rst to be functionally trapdoor-free
as no group member, nor even the group manager, needs to know t he trapdoor information. Al-
though a construction in the RSA ring is used that relies on th e strong RSA assumption for security,
the operation of the scheme exploits only the one-wayness of the RSA function, not its trapdoor
properties.

2 Preliminaries

In the group authentication problem a holder U of a group certi cate interacts with a verier V to
prove his status as a group member without revealing his cert i cate. If the interactive protocol can
be made non-interactive through the Fiat-Shamir heuristic [FS87a], then the resulting algorithm
will be similar to the issuing of a group signature, except th at U's identity may be unrecover-
able from the signature alone. The issuing of a group signatu re requires, in addition to a proof
of membership, that U veri ably encryptssome information about his certi cate under the group
manager's public key. U must provide the veri er with an encrypted token and prove to  V that
the group manager is able to decrypt the token to reveal U's authorship of the signature.

A group signature can be seen as a proof of knowledge of a group certi cate which provides
evidence of membership. The group certi cate can be generated only by the group manager GM
and should be dif cult to forge. In other words, the group memb ership certi cate has the effect
of a signature issued by the group manager. In addition, it ha s to contain some secret information
generated by the group member and unknown to GM to avoid framing attacks in which GM
signs on behalf of other members.



2.1 The Elgamal signature variants

In order to design the group certi cate, it is helpful to start  with a regular type of Elgamal signa-
ture for the group manager, and consider the necessary modi ¢ ations to obtain a certi cate form
that lends itself to ef cient veri able encryption. (Elgamal signatures are the most standard sigha-
tures based on one-way functions, as opposed to trapdoor fun ctions as in RSA-type signatures.)
Let pand gbe primes, with p=2qg+1 and g be an element of order qin Z, i.e., a quadratic residue
generator modulo p. Assume moreover that the group manager has published the El gamal public
key y = g mod p, for signing messages. Letm be a message, in a so far unspeci ed message
spaceM ,andh:M! Z,apre-image resistant, collision-resistant hash function. The following
table describes some basic types of Elgamal signing equatians. Elgamal signatures are probabilis-
tic functions, so they use an auxiliary random input  k, which must be different for each execution
of the protocol. The signature consists of a pair (r;s), where r = g¢ mod p (except in the DSA
case, wherer = (g modp) mod q) and s is computed according to the signature generation
equations below:

Table 1: Elgamal signature variants.

Variant Signing equation Veri cation equation

I s=k Y(h(m) xr) modq g"(™ = y'rs modp

I s=x 1(h(m) kr) modq g"(M = ySr" mod p

11 s= xr + kh(m) mod q g® =y r"™ modp

\Y; s= xh(m)+ kr mod q g® = y"(™r" modp

\% s=x (r kh(m)) modq g = ysr"™ modp

VI s=k (r xh(m)) modq g = y"(™rs modp
DSA | s=k L(h(m)+ xr) modq | r=(gs MMys " modp) mod q

DSA is essentially a variant-1 Elgamal signature where the v eri cation equation has been
rewritten so as to permit the signer to further reduce r modulo g. In the terminology of Gen-
eralized Elgamal signatures, DSA is a variant in short mode- notice that the value r is further
reduced modulo g, resulting in a signature of smaller length. The group signa ture scheme de-
scribed in this paper can be applied to any of the six variants above in normal (long) mode, but
not in short mode. However, for reasons of ef ciency of the res ulting scheme, only the appli-
cation of the scheme to variants of the Elgamal signatures called Nyberg-Rueppel signatures is
described. More concretely, the fact that Elgamal signatures involve hash function values as ex-
ponents makes it more dif cult to prove (in zero-knowledge) t he knowledge of a triple (m;r;s)
satisfying any of the equations in table 2.1. The Nyberg-Rue ppel presented in the next section have
different veri cation equations where the redundancy funct ion (the analogue of the hash function
in the Elgamal case) appears as a base, not an exponent. Aftewe replace the redundancy func-
tion with a number-theoretic function (exponentiation), t he modi ed veri cation equations lead
to more ef cient knowledge proof constructions.



2.2 Modi ed Nyberg-Rueppel signatures

Nyberg-Rueppel signatures [NR94] are Elgamal-type signat ure variants originally designed to
provide message recovery. Instead of a one-way hash function, message-recovery schemes use a
redundancy function. The redundancy function R is an one-to-one mapping of messages into a
so-called message-signing spaceM s. The image of R, denoted M r, must be sparse within M g
i.e., given arandom element of M g, there is a negligible probability of it beingin M r. Otherwise,
the message-recovery scheme is vulnerable to existential brgery attacks, as redundancy functions
are, by de nition, ef ciently invertible. The NR signature, b  eing probabilistic, calls for a random
input k, and the outputis a pair (r;s), wherer = R(m)g ¥ mod p, and s is computed as indicated
in table 2. (Notation in the table implies the assumptiontha tM s = Z,.)

Table 2: Nyberg-Rueppel signature variants.

Variant Signing equation Message recovery (veri cation)

I s=k 1+ xr) modq R(M)=ry'™s ‘g~ modp

I s=x Y 1+kr) modq R(M)=rys ‘g * modp

1l s= xr+k modq R(m)=ry"g® modp
v s= x+ kr modq R(m) = ry" 1gSr ! mod p
\% s=x Y r+k) modq R(m) = rySg" modp
VI s=k (x+r) modq R(m) = ry*® 1gS r mod p

If in the equations above, the redundancy function R() is replaced by an one-way function
then the message-recovery property is lost. On the other hand, the requirement that the image
of the function be sparse in the signing space may also be dropped. Moreover, the form of the
modi ed veri cation equation — if the one-way function is suit  ably chosen — lends itself to the
construction of proofs of knowledge of signatures that are m ore ef cient. (When compared to
similar proofs for unmodi ed Elgamal-type signature varian ts.)

Let G be a suitable group. (Not all groups Gwhere Nyberg-Rueppel — or Elgamal — signatures
make sense have the characteristics needed by our scheme. Sesection 84 for examples of appro-
priate groups.) The order of G may be a known prime or unknown composite number. Let g and
01 be xed, public generators for G; it is assumed that the discrete logarithm of g with respectto g;
(and of g; w.r.t. g) is unknown to group members. Let y = g* be the public key of the signer GM ,
with associated secretx. (In the group signature scheme, y corresponds to the certi cate issuing
key.) Finally, this signature scheme de nes the message spae M as the set of integers modulo g
in the case of known order, and the set of integers smaller than some upper bound otherwise. The
signing space isM s = G, and let the one-way function h(): M!M g bedenedby h(m)= gf".
Clearly, h() satis es the requirements of a secure one-way function: h() is pre-image resistant by
the hardness of computing discrete logarithms in G. In the case of known order, it is further one-
to-one, hence trivially collision-resistant. In the case of unknown order, nding a collision would
reveal the order of G, i.e., it is equivalent to factorization.

The signing and veri cation algorithms of the modi ed Nyberg-  Rueppel are as follows:

Signing: r = gPMg X (n G; (1)
s = xr + k (mod Q); (2
Verication: g" = ry'g® (in G): 3
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The term "mod Q" is placed within parenthesis as that reduction is only comp uted when the
order of Gis a known prime. These signatures are issuable only by the signer GM , who is privy
to the secret key x associated toy.

2.3 High level description of the scheme

In this section a general overview of the construction is pro vided, to serve as an intuitive intro-
duction to the more technical details that follow. A prospec tive new member U who wishes to join
the group must have rst secured a digital signature certi cat e with some certi cation authority.
U starts the join protocol by choosing a random, secret value u and computing the pseudonym
ly = gf. More precisely, U and GM interact so that both contribute to the randomization of u,
while its value remains secret from the GM . Then U constructs a zero-knowledge proof (of knowl-
edge) of the discrete logarithm of |y with respectto g;. U signs the pseudonym and the proof of
knowledge of the pseudonym secret, and sends it to the GM to request a group membership
certi cate.

GM veri es the signature against U's public certi cate and the correctness of the zero-
knowledge proof. If both are well-formed, GM responds with the signature pair (r;s) on Iy,
which is technically GM 's signature on an messageu known only to U. This is safe from the
GM 's viewpoint because both GM and U contribute to the choice of the value u. It is imperative,
however, that only U knows the value u, as it is in effect the secret key allowing U to use the
membership certi cate to issue signatures. GM generates(r; s) as follows:

r=1yg X (in G; s= xr+k (mod q); (4)

where k is a random parameter of GM 's choice, and the reduction modulo qis applied only in the
case of known order. U veri es the signature, checking that:

ly=ry'g® (in G): (5)

The scheme must permit U to prove knowledge of the pseudonym |y and certi cate pair
(r;s) without revealing any linkable function of r, s, or Iy. It must also allow GM to open
the proof and show the identity of the group member. It would s eem that both problems can
be solved by employing a veri able encryptionof digital signature schemes. However, existing
schemes [CD00, ASW98, KP98, Ate99] take the approach of reveling the value r of the signature
pair (r;s) and applying the actual protocol only to the second value s, thus reducing the problem
of veri able encryption of a digital signature to the simpler  problem of veri ably encrypting a
discrete logarithm. In the current context this approach is insuf cient, as revealing r has the result
of linking different protocol executions, in contradictio n with the unlinkability requirement.

To solve this issue, it is necessary to Elgamal encrypt the value r as well, and prove in zero-
knowledge that a Nyberg-Rueppel signature is known on a secr et value u. More concretely, every
time the group member must use the certi cate, she encrypts th e inverse of the value r, to get the
Elgamal pair (R1;R2) =(r 1y\2; gé). This encryption is under the second public key y, = g5 of the
group manager, used for opening group member signatures, wi th associated secretz.

The group member also encrypts his pseudonym: (Y1; Y2) = ( Iuyéo; géo). Notice that the prod-
uct cipher is:

(RiY5R2Y2) = (lur oy, ot Y= (v ey, g ) (6)



In order to prove knowledge of a membership certi cate, the me mber U releases the above
Elgamal encrypted pairs (R1; R2) and (Y1;Y>2) and proves that the product cipher encrypts some
information which the signer can write in two ways, i.e., ast he product | yr *for pseudonym Iy
(for which the signer knows the corresponding pseudonym sec ret) and value r, and also asy' ¢°,
for the same value r and some s known to the signer. In other words, the signer shows that an
equation like (6) holds for the product cipher.

To proceed, one must overcome a dif culty with equation (6): T he value in the exponent is
reduced modulo the order of the group G, while the encrypted value r is an element of G itself.
Note that the reduction function does not preserve group ope rations, and it is not multiplicative.
Therefore, the method for proving equality between an Elgam al-encrypted value and a logarithm,
due to Stadler [Sta96], cannot be directly applied. The solution is to employ a technique due to
Boudot [BouQ0] that permits ef cient comparison between log arithms in different groups. For
that, it is necessary to use an auxiliary group F of order compatible with the operationsin G. First,
a commitment to the value r as an exponent of an element of F is computed. Next, it is shown
that this equals the exponent of y in the product cipher (R1Y1;R»Y>). (That is, the exponent in
the representation, with respect to the basis fy; gg, of the value encrypted in the product cipher.)
Next, Stadler's technique is used to prove the equality of th e encrypted value r (in the pair R1; R»
of G), with the value committed as an exponentin F.

To complete the sign protocol, the signer proves knowledge o f the discrete logarithm to basis
g of the value Iy, which is Elgamal encrypted in the pair (Yz;Y2). This shows that the group
manager is able to open the signature with just an Elgamal decryption operation.

The construction of the group signature scheme requires several types of proofs of knowledge
about various relations between secrets. All these proofs of knowledge have been presented else-
where. In order to harmonize the notation, the de nitions are presented in the following section.

3 Proofs of knowledge

All the proofs of knowledge listed in this section have been p roved zero-knowledge in a statistical
or computational sense within the random oracle model, unde r the Decisional Dif e-Hellman
assumption, and the Strong RSA assumption, explained below.

Notation 1 (Groups and generators)

J stands for an arithmetic group, such as an RSA ring with compo site modulus n or the
group Z, of non-zero (multiplicative) residues modulo p.

g stands for an element of J of unknown composite order or known prime order. Let qbe
the order of g.

Let be the smallest integer such that?2 is larger than g. Assume that is known, evenif q
iS not.

g generates the subgroupGof J .

Let H stand for a secure hash function which maps arbitrarily long bit-strings into bit-strings
of xedlength . Let denote a second security parameter.



Assumption 3.1 (Decisional Dif e-Hellman assumption (DDH )) LetJ be a group and an ele-
ment of known prime, or unknown composite, ordém J . LetG = hgi be the subgroup generateddpin

J . The DDH assumption fofG is then there is no ef cient (randomized, probabilistic) aldmn that can
distinguish between the two following distributions

f(h;i;j ); where h;i;j are independently randomly distributed (i:r:d:)in Gg

and
f(h%i%j9; where h°= g*;i%= ¢¥;j%= g¥ fori:rd: x;ywith 0 x;y<qg

A triple of group elements such as (h%i%j9 above is called a Dif e-Hellman triple. The DDH
assumption is thus the statement that there is no ef cient alg orithm to distinguish between Dif e-
Hellman triples and randomly generated triples.

Assumption 3.2 (Strong RSA assumption (SRSA)) Letn = pgbe a composite modulus, wherand

g are two large primes. The strong RSA assumption states thexttis no ef cient (randomized, probabilis-
tic) algorithm that, given as inpuh and an integely, but not the factorization afi, can produce two other
integersu ande, wheree > 1andu® y mod n.

SRSA underlies the security of the proof of equality of logar ithms in distinct groups (3.6).

Defn 3.1 (Proof of knowledge of a discrete logarithm) U can prove to a veri eV his knowledge of
an integerx in f0;:::;2  1g; such thath = g*, by releasing integersandc, with sin f 2(* )71,
5,20 qgandcin f0;:::;2  1g, s.t. ¢ = H(gjjhjjg*h®); where the symbgj denotes string
concatenation.

To compute the pair (s;c), U generates a random integerkinf 2(* );::::2(+ ) 1gand sets
c= H(gjjhjig¥),and s = k cx (as integer). Denote it by (notation introduced in [CS97]): PK[x :
h= g

This proof of knowledge can be transformed into a digital sig nature, with x being the secret
key associated with public key h. To sign an arbitrary bitstring m, instead compute c as: ¢ =
H (gjj hjjg®hCjjm): Denote this signature of knowledggCS97]) by: SPK[x : h = g*](m):

Returning to the notation in de nition (3.1), if the order g of the group G is known, then op-
erations on the exponents should be computed modulo g, and some statements about the size of
parameters can be simpli ed. In the above one would substitut e:

x210;:::;2 1gbyx2f0;:::;q 1g,
s2f 2(+ )2 (+ )*1 1gpbys2f0;::::q 1g and
s=k cx(inZ)bys=k c¢x moda.

In the following de nitions assume the group order @ is unknown; as above, it is straightfor-
ward to adapt them to the case of known order.

Defn 3.2 (Proof of knowledge of a common discrete logarithm) U can prove to a verierV his
knowledge of am (with 0 x < 2 ) s.t. two listsg:;0p;:::;0 andhy;hy;:::;h (of elements oB)
satisfyhj = g<;i =1:::7, by releasingandc( 2(* *  s<2(* )*l and0 c<2)sit.

c= H(qulj:::iigiihai ::iihji(g::g)s(he 1i0h)°):
U computes ¢ = H(ajj :::jigjjhaji :::jjhvjj(or::: g )¥) for arandomly chosen k ( 2(*+ ) k<
20+ )y, andsetss= k cx. Denoteitby: PK[x : hy= g~ ~ h = ¢
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Defn 3.3 (Proof of knowledge of a representation) U proves knowledge of valugs, :::, x- (with
0 x; < 2)s.t agiven elemem satisesA = gi* ¢, by releasings; andc( 2(* *1 g <
20 *1.0 c<2)st.c= H(gji:igiiAjjg :::g” A%):

Again, U computes ¢ = H(gijj :::jjg\jjAjjg'{1 :::gf“) for randomly chosen k; ( 2(* ) ki <
2(* ), andsetss; = ki cx. Denoteitby: PK[xg;:::;x : A=gt &I

The next two proofs of knowledge assert that a committed valu e lies in an interval. The rst
one was introduced in [CFT98b], and corrected in [CFT98a]. The second one, which uses the rst
as building block, was introduced in [Bou00], and is used in o ur scheme.

Let g, h be two elements of G. Assume that g and h are constructed in a provably random way,
for instance as consecutive images of a secure pseudo-randon generator. Generating g and h in
such a way ensures that no one knows the discrete logarithm of gto basish, or that of h to basisg.

Defn 3.4 (Commitment to a secret value) Letx be a secret value held by Letg andh be two provably
random generators @. E = E(x;r) = g*h" is acommitment to the valuex in G, wherer is a randomly
generated valu€) < r < Q:

If gis unknown, then one must choose r in a larger interval, say 2 * *' <r< 2 * *1 toensure
that all elements in the interval [0;q 1] are sampled nearly uniformly. The commitment reveals
nothing about r in a statistical sense.

Let E be a distinct arithmetic group of unknown composite order n. For instance, E can be
chosen as the subgroup of quadratic residues in an RSA ring. Letg = g1, g2, h = hy, and h
be provably random generators of E. Assume that the smallest integer s.t. 2 > n is known.
Assume U has published two commitments, E = E;(x;r) = g{h}* in G, and a second commitment
Eax(x;r2) = gshi?.

Let , and » be other security parameters. Assume further that x <b.

Defn 3.5 (Proof of knowledge of a committed value) U can prove inZK to a veri er V knowledge
of a numberx committed throughE = E(x;r) = g*h", by sendingV a triple (c;D; D) satisfying:
c= H(gjjhjiEjjg° hP1E ¢ mod n):

U generates randomt 2 [1;2 * “2b+1] ands 2 [1;2* =2 n 1], computes W = ¢g'h® mod n;
computes c = H(gjjhjjEjjW); and nally computes D = t+ ¢cx,D1 = s+ cr (in Z).

Defn 3.6 (Proof of equality of two committed values) U can prove inZK to a verier V that two
commitmentsE; = E1(X;r1) andE, = E»(X;r2) hide the same exponext by sendingV a quadruple
(c;D;D1; D)) satisfying:

c= H(gujihjigiihaiiEaiiE2figf hP*E; ¢ mod njigh h3?E, ©  mod n):
U generates the random valuest 2 [1;2*72b+ 1], s;1 2 [1;2*72" n 1], and s, 2
[L2*=2* 2n 1], Next, U computes Wy = gih$® modn, W, = gth3? modn; and sets

¢ = H(gjjh1jjoejih2jjE1jjW1jjW2). Finally, U computesD = t+ cx, Dy = s1+ cry, Dy = s + cr»
(in Z). Denote thisby PK [x;r1;r2: Ex = E1(X;r1) » E2 = Eo(X;r2)]:

Defn 3.7 (Proof that a committed number is a square) U can convince a veri eV that the commit-
mentE = E(x%;rq) = gxzhrl modn(r;2[ 2 n+1;2 n 1]) contains the square of a number known
to U, by sendingv the quintuple(F;c;D;D 1; D), where

c= H(gjihjEjiFjjFPhP:E ¢ mod njjg® hP2F ¢ mod n):



Indeed, U generates a randomr,in[ 2 n+1;2n 1], and setsF = g*h'2. Notice now that
U can rewrite E in the basis fF;hgasE(x;r3) = F*h'® modn, whererz = r; rox,andrs 2
[ 2 bn+1;2 bn 1] Itis enoughthen for U to use the previous proof of equality of the exponent
x committed though E1 = F = E(X;rp) and Ex = E = E(X;r3), i.e., executePK [X;ro;r3 : F =
g‘h'2 A~ E = FXh'3]. Denote this by PK[x;r1: E = E(X?;r)]:

Defn 3.8 (Proof that a committed number lies in a larger inter  val) A proverU can convince a ver-
ier V that a numberx 2 [0;b] which is committed inE = E(x;r) = gh" modn(r 2 [ 2 n+
1;2 n 1)), lies in the much larger intervel 2 * =2b;2 * =2p], by sendingV the triple (C;D1;D>),
whereD; 2 [cb;2 * =2b 1], and

C = H(gjjhjjEjjg°*h°2E °);c=C mod 27

U generatesrandomss 2 [0;2* 2b 1],t2[ 2% 2" n+1;2* 2" n 1], computesW = g°h!
mod n; computes C = H(gjjhjjEjjW), and c = C mod 272; and setsD; = s+ ¢cx, Dy = t+
cr, repeating the procedure from the beginning if D1 62[cb;2 * “2b  1]. Denote the above by
PKceT[X;r tE=E(r)~x2[ 2% 72p;2+ =2p:

Defn 3.9 (Proof that a committed number lies in a slightly lar ~ ger interval) A prover U can con-
vince a verier V that a numberx 2 [a;b, committed inE = E(x;r) = g*h" modn (r 2
[ 2n+1;2n 1] liesin the slightly larger intervala ;b + ], where =2 * =217 b g, by
releasingEy; Eq, and proving: PK[x;r : E = E(Xx;r)]; PKD¢1 k2 E1 = EQ;m)]; PK X1y ¢

Ey = E(Firy)]; PKeerDeoire @ B2 = E(e2ir2) " %2 2 [ ;]I whereEp = 5 modn;
PKcrT[X2;r2:Eo= E(X2;r2) X202 [ ; ]I; whereE, = Eg—él mod n:

Lbcomputes E = E=¢? mocbn,iz g°>=E modn;setsx=x aandx =b x;computesx; =
b X acx =% ¥2,x1=b b xcxp=x x% generatesrandomriandrpin[ 2 n+1;2 n 1]
St.FH++,=r,andsimilarly rq,rpos.t.ry+ rp, = r; computes the commitments E; = E(xf; F1),
E, = E(%2; /), E1 = E(x3;r1), and E; = E(X2;r2); and executes the proofs of knowledge listed
in the above de nition. Denote the above proof of knowledge by PKI[x;r : E = E(X;r) " x 2
[@a ;b+ 1

The last cryptographic building block needed in the scheme i s the veri able Elgamal encryp-
tion of an exponent.

Defn 3.10 (Veri able Elgamal encryption of an exponent) AssumeU holds a secrat, and has pub-
lished the valué = '. Here is a generator of a group of ordem, wheren may be prime or composite,
and0 < r < n . We assume that the DDH assumption holdskn It is possible fokJ to prove in zero-
knowledge that a paifA = r y2;B = g®) mod n, is an Elgamal encryption under public kgyof the
exponent of to basis .

Denoteitby: PK[r : ! = "~ A =r lyar B = g?]. The proof can be found in [Sta96], and it is
yi =yl ,and!; = Y. Next, Ucomputes
c=HC jitliAlBiitali gl ): (7

Next, U computess; = t; ca, where ¢ stand for the i"-bit of c. The proof consists of ¢ and
si;i=1;:::; ¢ Inorderto verify, V recomputesg = g¥BC%,y?= ySAG and!;=(!¢ 1 )Y, and
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checks that (7) holds. The rationale for the proofis that, wh enc; = 0, the veri er checks that g; and
I'; are correctly constructed; when ¢, = 1, the veri er checks that (A; B) is the Elgamal Encryption
of the discrete logarithm of ! to basis , provided that g, and ! ; are constructed correctly. If the
statement were false,U could pass only one of the veri cation equations, for each i. Inthe random
oracle model, the probability of U successfully proving a false statement is 2

4 Construction

In this section, the scheme is described more concretely, sarting with T, the set of shared public
parameters. T speci es security parameters , , , »,and , and a secure hash functionH that
maps bit-strings of arbitrary length into bit-strings of xe dlength . Atypical set of choices would
be =40, =40, ,=552, =160,andH()= SHA-1(). The parameter should be larger than
1 by a non-negligible amount. These security parameters imp act the security and ef ciency of the
various proofs of knowledge used in the scheme. (Notation as in section 83.) T also speci es an
arithmetic group Gand three generatorsg, g; and g, of G.

4.1 Choice of shared parameters

In this section assume that G is the quadratic residues subgroup of the multiplicative re sidues
module p, where p is simultaneously a safe prime, i.e., and p = 2g+ 1, with g also prime, and a
Sophie Germain prime, i.e., the number p=2p+ 1 is prime. Primes psuchthatp=2p+1, and
p=2g+1, with pand galso prime are called strongprimes. (More generally, if p= mp+ 1 and
p = ng+ 1 with small m, and n, are also called strong primes, but m = n = 2 gives the most
ef cient scheme.) See [CS00, JPVO0O] for ef cient methods to generate such primes. In order to
chooseg it is enough to pick a random element g°%in Z, and setg g® mod p, provided that
g6 1 mod p. The same procedure should be used to obtaing; and gp.

Table 3: Shared parameters

Shared parameters

Security parameters: o 20
Secure hash function: H():f0o;1g !'f 0;1g ;
B, p, g primes s.t p=2p+1 and p=2q+1;

G=1fx2Z,:9a2Z, st x a® mod pg;

F=fx2Z2,:9a2Z,st x a* modpg;

E=fx2Z,:9a22Z, st. x a% modng;
0, 01, and @, generators of G

The scheme also requires an auxiliary group F of order p, which in this section will be chosen
as the quadratic subgroup of the multiplicative residues mo dulo p. Furthermore, the scheme
requires a second auxiliary group E of unknown composite order n. A trusted party generates a
composite modulus n, plus a proof P that n is the product of two safe primes. The group E is
de ned as the quadratic residue subgroup of the multiplicati ve residues modulo n. The order of
E is the universally unknown number  (n)=4. Group managers of competing organizations may
all share the same modulus n, as the operation of the scheme does not require anybodyto know
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the RSA trapdoor associated to n, and the trusted party may safely forget the factorization a t its
discretion.

The above public parameters can be further certi ed if so desi red: Proofs of primality for p
and g can be provided. As for g, g1, and g, it is easy to test that each is not congruent to O or 1
modulo p, or to verify that each is a square, by computing the Legendre symbol* and checking if:

9 = & = % —1-
P %= gt
4.2 Setup

Table 4: Group parameters:

Group-speci c parameters
S, a string including y and yp;
CA's signature: CERT  ca(S).

In order to setup a group using the shared parameters above, the group manager GM chooses
x and z at random among the numbers [1;q 1] and set the public keysy = g*, and y, = g5. The
group manager should proceed to register these group-speci ¢ parameters with some certi ca-
tion authority. The GM would prepare a statement S containing (minimally) a description of the
group signature algorithms, a reference to the shared param eters, GM 's name, the group-specic
parametersy, y1, and y,, and some timed information, such as start and expiration da tes. TheGM
should obtain a certi cate CERT ¢4 (S) from the CA establishing the group-speci ¢ parameters.

4.3 Join

Let Sig, () denote U's signature algorithm. To join the group, a prospective mem ber U chooses a
random secret m in the interval [1;q 1], computesJy = ¢}, and sends this value to GM , who
responds with two values a, and bin [1;9 1]. U computes his pseudonym as Iy = Jl‘j‘gﬁ’, and
its associated secretu = am + b mod g. Next, U constructs a non-interactive proof of knowledge
P K of the logarithm to basis g; of this pseudonym (see de nition 3.1), and also his signature S =
Sig, (lu; PK) on both the pseudonym and the proof-of-knowledge just const ructed. U forwards
to the GM this signature S.

Table 5: TheJOIN protocol
ul! GM: Jy=1" modp
GM ! U: a b modq
Ul GM: Sig,(lu=J3a PKlu:ly = gf])
GM ! U: r=1Iyg X modp; s= xr+k modq

The GM now veri es that the pseudonym incorporated his contributio n,i.e., ly = Jf}gﬁ’. This
step is important because u is unknown to GM, who must sign it. Since the GM contributed

The Legendre symbol of a non-zero residue a modulo p has value 1 if a is a quadratic residue and 1 ifitis a
non-quadratic. It can be computed ef ciently [BS96].
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to u's randomness, that does not constitute a threat to the GM 's signature algorithm. The GM
also veri es the correctness of the proof-of-knowledge and U's signature. If satis ed, the GM
generates a randomk mod g, and computes r = lyg K mod p, checking that r < ¢, where ¢
equals:

c=p 2+:2+2pF_3; ®)

and repeating the process of computing other random k and r until such an r is found. Note that
r < ¢ with overwhelming probability in a single attempt, because since the quadratic residues are
nearly uniformly distributed in the interval [1;p 1], one has thatr < ¢ with probability close to

1 2% > 1 2 %Sif the security parameters have the typical values =40, = 160 and

p has at least768 signi cant bits. This very minor restriction on the possible values of r re ects
requirements of the proof of a logarithm lying a speci ed inte rval (defn. 3.9), as shall be seen later.
After a suitable r is found, U computess = k xr mod g, and sends the certi cate (r;s) to U. The
GM also records the signature S, which ties U's identity to the certi cate's pseudonym. U veri es
that the certi cate (r;s) satis es the veri cation equation, and if so, accepts it as val id.

4.4 Sign and verify

Now the protocol SIGN is described. One goal of this protocol is that U convince a verier V of
its knowledge of a membership certi cate (r;s) as above.

As in section §2, the signer chooses random”, and *% with 0< ;" %< q.

U releases the Elgamal encrypted pairs:

(Y1 Y2) = (luy2: %) (Ri;R2) = (1 Yy, g0);

Next, U demonstrates that the pseudonym 1 is encrypted by the pair (Yi;Y2), and proves
knowledge of the pseudonym secret u, by executing PK [u;%: Y1 = g‘fy‘z0 NY, = géo] (proofs 3.3
and 3.2). This step is crucial to prevent framing attacks against U, as not even the group manager
can execute it without knowledge of u.

Continuing with the SIGN protocol, U generates a fresh, random generator of the group F,
and computes a (computationally zero-knowledge) commitme ntto the value r asE; = E(r; 0) =
" (de nition 3.4). In the language of section 83, this is a (dege nerate) commitment to the value
r in the group F, with respect to the generator . U also generates a commitment tor in the
auxiliary group E of unknown order. For that, U uses two generators and of E, where and
are provably randomly generated, so that U cannot know their relative discrete logarithm. For
instance, and can be generated as the squares of two consecutive values of asecure pseudo-
random number generator SPRNG The commitment (again de nition 3.4) is computed as E; =
Eo(r;so) = " 52, where s, is a random parameter of U's choice: s, 2 [ 2 * *1:2 * *1] where
2 1 jEj < 2 . Notice that the value R1Y1 = Iyr 1y\2+\0 = yrgsy\;\ois also a commitment to the

value r in the group G, with generators y, g, and y,. Denote it by Ez = R;Y;.

In the next step, U reveals the commitments E 1, E», and the respective generators , ,and .

(Inthe case of and , U must also reveal the seed of the SPRNGthat leads to the computation of

and .) U then shows that E;, E, and E3 all are commitments to the same value r. U executes
two proofs of equality of two committed values (def. 3.6). In the rst proof U sendsV a triple
(c% D% DY) satisfying:

®= H( jj jj jiExiiE2ii °°E; “modpij ®° PYE,“mod n):
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In agreement with the notation in section 83, denote the above by PK[r;s2 : E1 = E1(r; 0) A Eo =
E»(r;s2)]. ThenU sendsV a quintuple (c;D;D1;D»; D3) satisfying:

c=H( jj iiiidiy2iiE2iiEsji ° P*E,°mod njjy® g°2y;*E; °mod pjjg;*(Y2R2) °mod p):

Denote that by PK[r;s;s2;t : Ex = Ep(r;s2) » Ez= Es(r;s;t) ~ Y2Rz= dhl.

If all of the commitments E1, E», and E3 took place within the same group the above would be
a proof of equality of the committed exponent in each of the co mmitments. However, as the order
of the groups differ, we have only proved knowledge of an inte ger value r which satis es

r ri modp;andr r3 modgq; (9)

where rq1 and r3 are, respectively, the exponents committed in E; and Eg3, while r is the exponent
committed in E». (As U does not know the order of E, it cannot set up a modular equation that
the exponent of E, should satisfy, and must use the full integer value r.) U could cheat and pass
the “proof” above for any two different values r; and r3, by setting r in E» to equal the solution,
computed via the Chinese Remainder Theorem, to the pair of mo dular equations in (9). Thus,
a non-member U%would be able to forge the proof of knowledge of a certi cate, b y choosing r3
and s arbitrarily, computing the value r4 that would make the certi cate equation work, and then
solving the pair of equations (9) for an r that reducestor; mod pand r3 mod g, respectively. In
the cheating case, however, because; 6 r3 mod g, U°computes a value r > p as the solution of
9. Thus, if UCis required to prove that the value r, committed in E; is within an interval of width
at most p, this forgery attack is prevented; and the commitments must all hide the same value. So
to complete the “proof of equality of commitments in differe nt groups,” U must construct a proof
that the value r is restricted to an interval of width at most p. For that, U uses the fact thatr < ¢,
and constructs the proof of knowledge that a committed value Ibes in a slightly larger interval, def.
(3.9):PK[rss:Ex= Ea(r;so)rr2[ 2% 7217 c.c+2 + 72717 (]]: To observe that the interval in
question has width smaller than p, notice that its width equals c+2 * =22 " c<c+2 * =212P 5 p=p
by choice of c (see equation 8).

Finally, U must show that the exponent committed in E; equals the value encrypted in the
pair (R1;R2), by executing (de nition 3.10): PK[rt : Ez= " A~ Ry=r1 y,~ W, = gi]: The
actual protocol SIGN combines all the proofs of knowledge into a single signature of knowledge.
This is done by simultaneously committing to all the inputs o f the proofs and using the resulting
challenge in all the veri cation equations (a la Fiat-Shamir ). In addition, the message M to be
signed is used as an extra input of the hash function.

The protocol is summarized in table 6. Moreover, algorithm VERIFY can be derived immedi-
ately from the above formal description of SIGN as a proof of knowledge of a group certi cate.

4.5 Open

As for OPENIt is enough that the group manager decrypts the pair (Y1;Y>) to obtain the value
Iy and the corresponding group membership certi cate. GM constructs a proof that | is indeed
the value encrypted in (Y1;Y2) without revealing the group secret X, by proving that the discrete
logarithm of the Yi=Iy with respect to y, equals the logarithm of Y, with respectto g: PK[X :
Yl 1= Y~ yo = g5]: This constitutes the publicly veri able proof of authorshipf the signature.
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Table 6: TheSIGN protocol

Proof arguments:
Y1, Y2, Ry, Ry, ., Ei1, and E.
Signature of knowledge:
SPK[U;"%%rs;sat: Y= gy, ~ Ya= g
"Ei=E(n0)= T Ri=t i Re= g
N E, = Ez(r;Sz): r sz A I’2[ 2+ =241 Cc+2 * :2+1p(—:]
N Es= Es(hsit)= YiR1 = Y05 * Y2R2 = g5 (M)

0

5 An alternative construction in the RSA ring

In the previous construction, it was necessary to use an auxiliary group E of unknown order for
the single purpose of utilizing the proof of knowledge of an e xponentin a speci ed interval, de -
nition 3.9. That further introduced the need for an extra pro of of equality of committed logarithms
in groups of different orders 3.6 (between E and F).

On the other hand, if one chooses the original group Gto be a group of unknown order, then it
is not necessary to use the extra groupE. In fact, the proof of equality of logarithms committed in
different groups (3.6) is suf cient to complete the “transfe r” of the value r in the exponent of y to
the value r in the exponent of . Itis impossible for a malicious adversary to commit a diffe rent
value as the exponent of and still pass the veri cation, as that would entail knowing a nother
value congruent to r modulo the order of y, which divides the unknown group order.

Therefore it is possible to eliminate two steps in the SIGN protocol (with corresponding sim-
pli cations of the VERIFY protocol) if G is chosen to have unknown order, with considerable
ef ciency gains. In this section a brief description is given of an alternative realization of the
scheme.

5.1 Alternative setup

Table 7: Shared parameters.

Shared parameters

Security parameters ., 1, 2, (integers);
Secure hash function H():f0;1g 'f 0;1g ;
n, composite integer, the product of safe primes;
P, prime satisfying p=mn+1, where m is small
G=fx22,:9a2Z, st x a modng;
F=fx2Z,:9a2Z,st x a" modpg;

P, (optional) proof that n is a product of safe primes;
g, 01, and @y, generators of G,
PO (optional) proof that 0, 01, Qo are quadratic residues.
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Much of the notation and procedures are the same as in section 4. The shared parameters are
chosen differently. We de ne Gto be the group of quadratic residues in the RSA ring generate d
by a composite modulus which is a product of safe primes. Name ly, a trusted party generates two
safe primes p, q, and publishes n = pg After constructing a proof that n is formed correctly, the
third party may forget its factorization, as it is not needed for the scheme. The group F is chosen
as a group of order n. For that, one searches for a primep so that p = mn + 1, where m is a small
number. One then setsF to be the subgroup of m-powers in the group Z,. The group-speci c
parameters are the same.

Table 8: Group-speci ¢ parameters.

Group-speci ¢ parameters

S, a string including y and yy;
CA's signature CERT ¢ca(S).

5.2 Join

Table 9: TheJOIN protocol.
U! GM: Jy=1™ modn
GM ! U: a b2[ 272 ;272 1]
U! GM: Sig,(lu=J&g mod n;PKu:ly= g
GM ! U: r=1Iyg X modn;
S = xr+k2[ 22 + +1;22+ +1 1]

The JOIN protocol is unchanged, except that there are no restriction s on the value of r = 1yg ¥
mod n, where k is chosen in the interval [ 2 *? ;2 *? 1], for there is no necessity to use the
proof 3.9. (As before, stands for the bitlength of jGj.) The terms a, b, and s cannot be reduced
modulo the unknown order of G, which is unknown.

5.3 Sign, verify and open

As mentioned above, the SIGN protocol can be considerably simpli ed. There is no need for a n
extra commitment in a group of unknown order, as the order of t he group Gis itself unknown.
Moreover, there is no need to prove that the r in the commitment E; is bounded in a certain
interval, as a cheating U could not nd a value that reduces to different values r; mod n and r,
mod (n) while satisfying the signature equation, because (n) is unknown.

Protocol OPENs unchanged from the previous case — the encryption scheme is still Elgamal,
and the veri able decryption protocol is formally the same, w ith the difference that all the proof
values are taken in the integers as opposed to reduced modulo the (now unknown) order.
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Table 10: TheSIGN protocol.

Proof arguments:
Y1, Y2, Ri, Rz, , Ei.

Signature of knowledge:
SPK[u; "% rsit i Yi=gig’ » Ya= g
NE1=Ei(r0)= "~ Ri=r ly, AN Ro=g,

N E2= Y1R1 = Ex(risit) = y'g®ys A YoRz = gh](M)

6 Security analysis

The security of the modi ed Nyberg-Rueppel signature under a ctive attacks is equivalent to the
statement that the group membership certi cates are unforge able under active attacks. Therefore
the security analysis of the scheme depends on the following assumption:

Assumption 6.1 (Modi ed Nyberg-Rueppel) The modi ed Nyberg-Rueppel signature scheme, as a
sighature scheme on short messages, is existentially wedblg under chosen message attacks.

In [AdMO04] we provide a proof of security for the modi ed Nyberg  -Rueppel, in the generic
model of computation. The generic model is an idealized comp utational model (such as the ran-
dom oracle model) wherein an attacker may only access the group operations as black box function
calls, and may not operate meaningfully on encodings of grou p elements, except with negligible
probability. While this model cannot capture the most ef cie nt attacks on the discrete logarithm
and other assumptions underlying the constructions in this paper, it does provide evidence that
the underlying computational problems are hard.

Correctness: The SIGN protocol was de ned as a combination of various proofs of know ledge,
with the VERIFY algorithm simply performing the combined veri cation of eac  h of the in-
dividual proofs. Correctness follows.

Unforgeability: As seen above, one may assume that the group membership certicates are un-
forgeable. This closes one avenue of attack, which would exploit a weakness of the JOIN
protocol. Therefore the question of unforgeability reduce s to whether it is possible to attack
the SIGN protocol.

First note that the zero-knowledge proof of knowledge of a re presentation implies that the
term (Yz;Y2) truly encrypts a public key: (lyyo; g‘zo), for which the signer knows the corre-
sponding secret. This follows from the proof that de nition 3 .3 is indeed a proof a knowl-
edge. Similarly, the proof of knowledge of the a representat ion shows that the signer knows
how to write the product cipher (R1Y1; R2Y>) as acommitmentto values r, sin the exponents
ofyand g : (y' gsy‘z"‘o; g\2+\0). The proof of equality of logarithms in distinct groups show s
thatthe term E; = ' really commits to the same value r. Finally the proof of encryption of
a committed logarithm reveals that the value committed in E1 is also encrypted in the pair
(R1;R2) =(r 1y\2; gé). Now returning to the product cipher, it follows that the sig  ner knows
how to represent the encrypted value either as a product |yr *orasy'g®, and consequently
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that the signer knows a certi cate on a public key for which he k nows the corresponding
secret. This implies that the signer indeed owns a valid cert i cate.

Anonymity/Unlinkability: The SIGN protocol releases the signer's public key |y in an Elgamal
encryption, and the value r in three separate commitments. These commitments are ei-
ther Elgamal encryptions, such as in the pair (R1;R2), or under randomized bases, such as
E, = . Within each group (E, F, G), correlating these values across multiple instances of
the protocol is equivalent to breaking the Decisional Dif e- Hellman assumption. As far as
we could determine, there are no known methods that allow for correlating exponents in
different groups, and it is reasonable to assume that this wo uld be a harder task than Dif e-
Hellman decision problem itself. Therefore, under the assu mption that the various proofs
of knowledge compose well —i.e., remain zero knowledge when executed in combination —
it follows that different executions of the protocol are non -correlatable, implicating both the
anonymity and unlinkability properties.

Exculpability: As seen in the discussion about the unforgeability property above, the signer
proves, during the execution of the SIGN protocol, knowledge of the secret key associated
to the public key bound to a group membership certi cate. Duri ng the OPENhg phase, the
group manager can only recover the same public key committed in SIGN, as the the former
protocol is a veri able Elgamal decryption. Finally, the gro up manager cannot claim that the
recovered public key belongs to a different user: The owner o f the public key is the unique
user who provided a publicly veri able, signed requestto  JOIN the group under that public
key.

Traceability/Coalition-resistance: As seen in the discussion of the unforgeability property, th e
SIGN protocol is only successful if the signer proves knowledge o f the secret key associated
to the public key encrypted in the pair (Y71;Y2). Therefore it is not possible for a coalition
to incriminate a user (unless the user key is compromised). Mo reovetr, since certi cates are
unforgeable and the SIGN protocol proves the signer's knowledge of a certi cate on the
same public key, it follows that the signer commits to a legit imate user identity and knows
the corresponding signing key.

7 Conclusions

In this paper describes the rst group signature scheme with ¢ onstant-size parameters that does
not require any group members, including group managers, to know trapdoor secrets. The scheme
is not bound to a speci ¢ setting but it can work in various grou ps where the Decision Dif e-
Hellman assumption holds.

This scheme is less ef cient than the state-of-the-art scheme in [ACJTO00]. However, the scheme
in [ACJTOO0] requires the group manager to know trapdoor info rmation which cannot be shared
with other group managers, thus making it dif cult to enable ¢ ollaboration among distinct groups.
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