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Abstract. Many variants of the ElGamal signature scheme have been
proposed. The most famous is the DSA standard. If computing discrete
logarithms is hard, then some of these schemeshave been proven secure
in an idealized model, either the random oracle or the generic group. We
proposea generic but simple presertation of signature schemeswith se-
curity basedon the discrete logarithm. We show how they can be proven
securein idealized model, under which conditions. We concludethat none
of the previously proposeddigital signature schemeshas optimal prop-
erties and we proposea scheme named PECDSA.
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1 Intro duction

1.1 Motiv ations

Very often, cryptographic primitiv es are basedon some core technique,
but the details of the design are subject to many variants. The goal of
this paper is to nd the best designfor digital signature schemesbased
on the intractabilit y of the discrete logarithm problem.

Many variants of the original EIGamal [11] signature scheme have been
described[1,2,17{19, 22{25,29{31, 34,35]. Wewant to comparethem and
to nd the bestvariant.
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1.2 Overview of the results

We show how to build many DL-based signature schemesby mixing four
componerts which we name: a group, a hash function, a projection and
a category. All thesecomponerts can take many possiblevalues, and we
describe someof them. We shaw that most published DL-based signature
schemescan be described that way.

We shaw that the random oracle model, which usually is usedto idealize
collision-resistart hash functions, can also be used to idealize collision-
resistart almost invertible functions.

Then we give three security proofs for DL-based sighature schemes,in
di®eren idealizedworlds, and we explain which are the requiremerts that
a signature scheme needsto meetto be securein theseidealized worlds.
We show that none of the previously published signature schemeshas
beenproven in the three idealized worlds. We describe PECDSA, which
has all the required properties. We also describe a variant of PECDSA
with partial messageecovery and the samesecurity properties.

1.3 Related work

Some e®ort has been done towards an global description of DL-based
schemes.Horster, Michelsand Petersen[13{15] de ned the Meta-ElGamal
signature schemes.Brickell, Pointcheval, Vaudenay and Yung [6] de ned
the Trusted ElGamal-type signature schemesof type | and I1.

The security proofsin this paper are directly inspired from security proofs
that were published for someDL-based signature schemes[6{8, 39].

2 Preliminary de nitions

2.1 Digital signature schemes

A signature scheme s built on three algorithms: a key generation algo-
rithm, a signing algorithm and a veri cation algorithm.
The key generation algorithm generatesa random public key and secret

key pair (pk; sKk).

Let M be the set of the possiblemessagesand A be the set of possible
appendices.The (randomized) signing algorithm takesa messagen 2 M

and the secret key sk and generatesthe appendix a 2 A. The signed
messages (m; a). The (randomized) veri cation algorithm takesa signed
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messagdm; a) 2 M £ A and answersa booleanvalue, whether the signed
messagses valid or not.

All signedmessagegeneratedby the signing algorithm should be detected
asvalid by the veri cation algorithm and it should be dizcult to generate
a valid signedmessagewithout the secretkey.

Signature scheme with partial message recovery. LetM = M £ M
bethe setof the possiblemessageand A bethe setof possibleappendices.
The (randomized) signing algorithm takes a message(rh;m) 2 M and
the secretkey sk and generatesthe appendix a 2 A. The signedmessage
is (h; a). The (randomized) veri cation algorithm takesa signedmessage
(h;a) 2 M' £ A and answers a recovered messageh 2 M and a boolean
value, whether the signed messagds valid or not.

All signedmessagegeneratedby the signing algorithm should be detected
asvalid by the veri cation algorithm and it should be ditcult to generate
a valid signedmessagawithout the secretkey. The veri cation algorithm
should alsoreturn the value m that was usedin the signing algorithm.

2.2 Proven securit 'y

We say that a signature schemeis secureif it is existertially unforgeable
against adaptive chosen messageattacks, which meansthat no forger

exists. A forger is an algorithm that receives a public key, is allowed to

ask signature queriesfor this public key, and returns a forgery. The forger

succeedsf the forgery is a valid signed messagefor a messagethat was
not the input of a signature query. Strong unforgeability (also known

as non-malleability) authorizes any forgery that was not the answer of

a signature query, even if the messagewas the input of some signature

query.

A proof of security makes some assumptions (hardnessof discrete loga-

rithm, collision-resistanceof a given function, ...) and shows that if there

exists a forger then one of these assumptionsdoes not hold. It explains
how to build an algorithm that breaks one of these assumptionsif given

accessto a forger. This algorithm is called simulator becauseit answers
the signature queries made by the forger, and therefore simulates the

signing algorithm. This simulation should be indistinguishable from the

actual signing algorithm.

The ezxciency of the proof is measuredby the gap betweenthe success
probability of the forger and the successprobability of the simulator,
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and the comparison of their running times. In tight proofs the success
probabilities and the running times are similar. In looseproofs the simu-
lator succeedswith much lower probability than the forger, and security
parametersneedto be increasedfor the proof to be really meaningful [4].

Idealized models. For a security proof in an idealized model, some
componerts of the scheme are replaced with an ideal function, and the
simulator hasthe cortrol of this ideal function. The forger needsto make
queriesto the simulator to compute these functions.

For example,in the random oracle model [3], a hash function is replaced
by an oracle that returns a random value for ead new query. In the
generic group model [36,7], group operation are given random answers,
provided that they agreewith the group laws.

Both models may give a security proof for a schemethat is insecurewhen
the idealized componert is replaced by any excient concreteimplemen-
tation [9,10]. However, not being able to prove the security of a scheme
evenin an idealized model is a security concern.

We considerthat proofsin an idealized model as a validation for the de-
sign. Di®erent proofs where di®erent componerts are idealized give more
con dencein a design.

3 The toolbox

3.1 Construction of the DL-based signature schemes
The signature schemeis built on

{ A DL-group hGi of order g where computing discrete logarithms is
hard.
The set of possibleprivate keysis V %2 Zq. If the private key of the
signeris v 2 V, the corresponding public key is the element V = GV.
Depending on the category, we may needV = Zg or V = Zg.
All groupswill be denoted multiplicativ ely, evenin the caseof elliptic
curves.

{ A pro jection . It isafunction p: hGi ! R.
{ A hash function that makesa digest of the messagelt is a function
H:M £ R! H whereM is the setof possiblemessages.

{ A category that de nes the formulas for signature and veri cation.
The category de nes two functions Aand A:HE£ R£ S'! Zganda
function %:1 ! S wherel %2HE£ RE VE K with S= Zgor Z§ and
K= ZqorZg.



The digital signature schemeworks as follows:

{ Verication. The verication of (m;r;s) 2 M £ R £ S computes
h = Hm;r), ®= A(h;r;s), ~ = A(h;r;s), R = G® and cheds if
R 2 GK andif r2 p(R).

{ Signature. To signthe messagem onetakesa random k 2 K, com-
putes R = GK, r = p(R), h = H(m;r) until (h;r;v;k) 2 | and
s = ¥h;r;v;k). The signedmessagds (m;r;s).

{ Partial message recovery. For somesdemesthe p function is de-
signed to allow partial messagerecovery. The veri cation r 2 p(R)
also extracts the recovered messageh.

3.2 DL-groups.

DL-based signature schemesdo computations in a cyclic group hGi of
known order q and known generator G. Adding or taking inverses of
elemerns of the group should be easy yet elemeris of hGi can be indis-
tinguishable from elemeris of a larger set.

Usually hGi is a cyclic subgroup of the multiplicativ e group Zg of integers
modulo p, or an elliptic curve subgroup, and q is a prime number.

The exponertiation is a bijection from Zq to hGi de ned by k 7! GX
and the discrete logarithm is the inverseof that bijection. By de nition,
computing the discrete logarithm in a DL-group is intractable.

Zg is the set of invertible elemerts of Zq and for any k 2 Zé the group
elemen GX is a generator of hGi. One must know the factorization of q
to compute inversesin Z§.

Let # g be an integer smaller than log, g and let [Zg]# be the subset of
Zqy that contains the integerssmaller than 2% 9. The group operation © in
[Z4]# correspondsto the XOR of bits strings of length # q.

3.3 Hash function

The function H: M £ R ! H should be easyto compute, has uni-
form random output for random m and may have someof the following
properties.
{ HisTypel if 8m 2 M ;r;r°2 R; H(m;r) = H(m; r9. This common
value is H(m).
His Type Il if it is not TypeI.



{
{

H with Typel is collision-resistant if it is hard to nd distinct inputs
m 6 m®sud that H(m) = H(m9.

H with Typell is collision-resistant if it is hard to nd distinct inputs
(m;r) 6 (m%r9 such that H(m;r) = Hm®%r9.

H with H %2 [Zg]l¢ and R Y% [Z4]4 is xor-collision-resistant if given
randomr; rOit is hard to 'nd m; m%suc that H(m; r)©r = Hm%r9©
ro

H with H %274 and R Y2 Z is add-wllision-resistant if given random
r:rOit is hard to 'nd m; m%such that Hm;r) + r = Hm%r9 + r°

H with H % Zq and R % Z£ is div-collision-resistant if given random
r;rOit is hard to 'nd m; m8 sudh that H(m; r)=r = H(M%r9=rC

H is suitable as a random oracle if the knowledge of many input-
output pairs doesnot restrict substartially the possibleimagesspace
for a distinct input.

3.4 Pro jections

The function p : hGi | R is easyto compute by the signer, and the
veri er should be ableto test if r2 p(R) for R 2 hGi andr 2 R. NB: if
elemeris of hGi are indistinguishable from elemers of a larger set, then
p is de ned on the whole larger set. The projection may have someof the
following properties.

{ pis"-almostuniform if 8r 2 R; Prrongi[P(R) = r], ".
{ pis"-almostinvertible if there existsan excient algorithm to compute

the function pi 1 : R ! hGi sud that
2 8R2p Hr);p(R) =r
2 At least a proportion " of the setspi 1(r) is non empty.
2 Elemerts randomly taken from random sets pi 1(r) are indistin-
guishablefrom elemerns randomly taken from hGi.

{ pis  + 1-collision-resistant for " 1 if it is hard to nd distinct
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Ro; ;R sudh that p(Ro) = :i: = p(R-).

{ p is suitable as a random oracle if the knowledge of many input-

output pairs doesnot restrict substartially the possibleimagesspace
for a distinct input. NB: an almost invertible function can be suitable
as a random oracle (seealso section4.1).

Examples of pro jections.

{ ElGamal pro jection. For hGi % Zg andR = Z, it isp(R) = R.
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This function is almost uniform and collision-resistart. It is not
almost-invertible if appartenanceto hGi is hard to ched. It is not
suitable as a random oracle.

{ DSA pro jection. For hGi 1/22’3 andR = Z4 it is p(R) = R mod q.
This function is almost uniform and probably log g-collision-resistart
[6]. It is not almost-invertible if appartenanceto hGi is hard to ched.
It is not suitable as a random oracle.

{ EC pro jections. If hGi is a subgroup of an elliptic curve de ned
over some nite eld F, let (Ryx;Ry) be the coordinates of the point
R 2 hGi and ir a mapping from F to the set of integers.

2 ECxq pro jection. For R = Zq it is p(R) = ir(Rx) mod q.

2 ECx2 pro jection. For R = [Zg]# it is p(R) = ir(Rx) mod 2#a,

2 ECaddqg pro jection. ForR = Zqit isp(R) = ir(Rx+ Ry) mod g.
These functions are almost uniform and almost invertible. They are
probably logg-collision-resistart. They are not suitable as a random
oracle.

{ KCDSA pro jection. p is a hash function with output in R, e.g.
basedon SHA-1.

This function is uniform and collision-resistart, and suitable asa ran-
dom oracle. It is not almost-invertible.

{ Permuted pro jection. Any projection p°: hGi | R can be com-
posedwith a random permutation P: R ! R to obtain p= P+p°
The projection p inherits from properties of p° but is also suitable as
a random oracle.

Pro jections with partial message recovery. Let F:hGi£€ M | R
and Fil:hGi £ R! M [ ffailg such that 8R 2 hGi; F(R;h) = r ,
Fi 1(R;r) = m. Then the function p(R) = F(R;mM) is a projection that
allows partial messageecovery. The veri cation r 2 p(R) is falseif, and
only if, Fi (R;r) returns fail .

{ PVSSR pro jection. It isthe composition of an arbitrary encryption
function E over R and with key in hGi and a redundancy function
%: M | R. The denition is F(R; ) = Er + %) and Fi }(R;r) =
w1+ EL(r).

The redundancy function %2should have the following properties:

2 it is collision-free,

2 the inverse4 1 :R ! M [ ffailgis easyto compute.

2 &random elemert m 2 R is very unlikely the image of somerh 2
If E is a secure cipher, then the projection is uniform, collision-
resistart and suitable asa random oracle, but is not almost invertible.



{ Group pro jection. It is a special caseof the PVSSR projection,
basedon any other projection p°: hGi ! G such that G is a group
with an action on R. This de nes a one-time-pad encryption scheme
and the projection is p(R) = p{R) ¢¥4m).

This projection hasthe sameproperties as p°

{ NS pro jection. This is the Group projection where G= R = Zq
with additive action. It is de'ned by the equation p(R) = pqR) +
¥%m) mod g.

This projection hasthe sameproperties as p°

{ NR pro jection. This is the Group projection where hGi % Zﬁ and
G = Z§ hasa multiplicativ e action on R = Z, and with a tweak of
Sdnorr projection pR) = Ri * mod p. The NR projection is de ned
by the equation 4m) = R ¢p(R) mod p.

3.5 Categories

De nition and prop erties. The category is described by the setsV V2
Zq, SY¥2Z4, H and R, by the two functions AandA:HERES! Zg
andasetl 2 HE£ R£ V£ K.

A category should meet someof the following properties.

{ Other functions. Let A be the set of possible outputs for A and
B the set of possibleoutputs for A. Five additional functions can be
de ned.

For all dened function in (A, A, % ,n, .s, .r, tn) there exists an
excient algorithm that computesthe result.

2 311 S.

2 h'AEBER! H

2 :AEBER! S

2 ,tAEBEH! R

21, :SEREVEK! H

{ Main prop erties. Theseproperties are mandatory for all DL-based
schemes.

(ml) For all (h;r;v;k) 2 I, the value s = ¥(h;r;v;k) is such that if

®= A(h;r;s) and ™ = A(h;r;s) thenk = ®+ v ¢ .

(m2) Forallv2Vandh2H, rZRP'rKZK [(h;r;v;kK) 2 1], "m.

Property (m1) implies that all signatures generated by the signing

algorithm are valid. Property (m2) implies that the expected number

of random k neededfor signature generationis lessthan im
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{ Other prop erties.

(01 Forall (h;r;s)2HERES
the equation , ,(A(h;r;s); A(h;r;s);r) = h holds.

(02 Forall (h;r;s)2HERE S
the equation , s(A(h;r;s);A(h;r;s);r) = s holds.

(03) The function s 7! 1(s;r;v; k) is the inverseof h 7! ¥h;r;v; k).

{ Additional prop erties for securit y with idealized p.

(pD) For xed (h;r;v) and uniform k suc that (h;r;v;k) 2 | the value

¥(h;r;v;K) is uniform in S.
NB: this property together with the hypothesisthat the function
k 7! p(GX) is (almost-)uniform and one-way implies that the set
of possible valid appendices(r;s) for a messagem is uniformly
distributed.

(p2) For xed h 2 H and v 2 V and uniformly random s 2 S and
r 2 R, then k = A(h;r;s) + v¢A(h;r;s) is uniformly random in K.
NB: failure may happenif | 6 HE R£ V£ K and if k 6. It is
acceptedthat the probability of this failure is negligible.

(p3) Given random r and r@ it is hard to 'nd some(®;") and mes-
sagesm and m%sud that | ,(®;,;r) = H(m;r) and , h(®, ;r9 =
H(m®%r9.

{ Additional prop erties for securit y with idealized H.

(h) If h =  (® ;r) ands = ,s(® ;r) then ® = A(h;r;s) and

~ = A(h;r;9).

(h2) PrL h(® 7 p(G®V ) 2 H and, s(® ;p(G®V )) 2 S], "

{ Additional prop erties for securit y with idealized hGi.
(g1) For all (h;r;s) the equation _ (A(h;r;s);A(h;r;s);h) = r holds.
(92) For any (h;hCr;s), if , (A(h;r;s);A(h;r;s);h% = r then hO= h.

Simple categories. Thoseare the categorieswhereH 2 ZqandR Y2 Z4
and where ead of A and A only doesone operation in Zqy. Theseare less
generalthat Meta-ElGamal [13] or TEGTSS [6] schemes,but cover all
actual published schemes.
Properties (m1), (m2), (01), (02), (03), (p1), (p2), (hl) and (h2) hold for
all the following examples.

{ ElGamal category.letH % Z,, R =V =K=S=B= Z§
and A = Zq. Becausel = f(h;r;v;k)jh+ ver 2 Zgg property (p2)
can fail with negligible probability. (p3) is equivalert to div-collision-
resistanceof H. (g1) and (g2) hold with the restrictions H %2 Zg and
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A = ZE. (m2) and (h2) hold with " = % and ", = JHTJ
A(h;r;s) = h=s (@ Tr) =@ i ter
A(h;r;s) = r=s L s(®Tr) = Tiler
Yeh;rvik) = (h+ ver)=k (& :h)= ® 1 ¢h

La(sir;vik) = k¢si ver

Inverse ElGamal category . LetH %274, R=V=K=S=B=
ZE and A = Z4. Becausel = f(h;r;v;k)jh+var 2 ZE g property (p2)
can fail with negligible probability. (p3) is equivalent to div-collision-
resistanceof H. (g1) and (g2) hold with the restrictions H 1/22’3 and
A = Z£. (m2) and (h2) hold with ", = % and " = 1.

A(h;r;s) = h¢s (@ T = ®@ 1 Lo
A(h;r;s) =r¢s (@) =rile
¥(h;r;v; k) = k=(h + v ¢r) (& :h)= ® 1 ¢h

La(s;r;v;k) = k=sj vér

GOST category . Let H %275,V =K =S= A= ZzandR =
B = Z%. (03) needsthe restriction K = Z£. (p3) is equivalent to div-

"m=1land"y= J%‘.
A(h;r;s) = s=h n(®r)y=Titer
A(h;r;s) = r=h s(® T =® i ter
¥{h;r;v;k) = k¢hij ver L r(® ;h)y="¢h

La(s;r;vik) = (s+ ver)=k

GDSA category . LetH %273, K=S=A=B=ZgandR =V =
Zg. (p3) is equivalent to div-collision-resistanceof H. (g1) and (g2
hold with the restrictions H % Z§ and A = Z£. (m2) and (h2) hold

with ", = 1and "j, = J%’

A(h;r;s) = h=r L h(® 5r) = ®¢r
A(h;r;s) = s=r Ls(® 1) = T er
¥h;r;v;k) = (k¢rj h)=v 1(®:h)y=® 1¢h

Lp(s;r;vik) = kerj ves

KCDSAadd category . LetH 2723, R=K=S=A=B= Zjand
V= Zg. (pJ) is equivalent to add-collision-resistanceof H. (g1) and
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(92) hold. (m2) and (h2) hold with "m = 1and ", = B,

Ah;r;s)=h+r h(® ) =@ r
A(h;r;s)=s ,s(® 5r) =
Yhir;vik) = (ki (h+r))=v .r(® ;h)=®j h

thisirvik) = (kij ves)j r

{ KCDSAxor category.letH =R =A=[Zgls,K=S=B= 24
and V = Zg. (p3) is equivalent to xor-collision-resistanceof H. (gl)
and (g2 hold. (m2) and (h2) hold with ", = 1and ", = 1.

Ah;r;s)= hor h(®7r)= ®0r
A(h;r;s)='s (@) =7
Yh;r;vik) = (ki (h©r))=v .r(® ;h)=®0h

La(sirvik) = (kj ves)©r

{ Schnorr category . Let H %2Z4, V=K =S= A= ZgandB = H.
The variable t is not usedand is taken from an arbitrary setR. (p3)
is implied by the collision-resistanceof H. (g1) and (g2) do not hold
because, ; cannot be de ned. (03) needsthe restriction V = Zg. (m2)
and (h2) hold with ", = 1and ", = 1.

A(h;r;s)=s L h(® )=
A(h;r;s) = h ,s(® T =®
¥h;r;v;k) = kj v¢h
thsirvik) = (ki s)=v
{ Swapped-Schnorr category . Let H %274, K= S =B = Zg, V=
Zg and A = H. The variable t is not used and is taken from an
arbitrary setR. (p3) is implied by the collision-resistanceof H. (g1)

and (g2 do not hold because, ; cannot be de ned. (m2) and (h2)
hold with "= 1and ", = 1.

A(h;r:s) = h h(®
A(h;r;s)=s Cs(®
Y(h;r;v;k) = (hj k)=v
La(sir;v;k) = vies+ k

3.6 Examples of published signature schemes

{ ElGamal scheme[11]is de ned on the multiplicativ e group Z,ﬁ , With
a slight variant of EIGamal category (where j r replacesr), EIGamal
projection and type | hash.
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DSA stheme[25] is de ned on a prime order subgroup of the multi-
plicative group Z£ , with ElGamal category, DSA projection and type
| hash.

ECDSA scheme[17]is de ned on a prime order elliptic curve subgroup
with ElGamal category, ECxq projection and type | hash.

GOST 34.10 scheme [22] is de ned on a prime order multiplicativ e
subgroup of Z,, with a slight variant of GOST category (where j r
replacesr), DSA projection and type I.

KCDSA sctheme [18] is de ned on a prime order multiplicativ e sub-
group of Z,, or on a prime order elliptic curve subgroup, with KCD-
SAXxor category, KCDSA projection and type | hash, where somecer-
ti cation data is hashedtogether with the message.

ECGDSA scheme[2] is de ned on a prime order elliptic curve sub-
group, with GDSA category, ECxq projection and type | hash.

DSA-II scheme[6] is de ned on a prime order multiplicativ e subgroup
of Zp, with ElGamal category, KCDSA projection and type Il hash.

ECDSA-II scheme[19]is de ned on a prime order elliptic curve sub-
group, with ElGamal category, ECxq projection and type Il hash.

ECDSA-III scheme[19]is de ned on a prime order elliptic curve sub-
group, with ElGamal category, ECaddq projection and type Il hash.

Sdcnorr scheme [34] is de ned on a prime order multiplicativ e sub-
group of Z,, with a slight variant of Scnorr category (where j h
replacesh), ElIGamal projection and type Il hash.

Nyberg-Rueppel scheme [29,30] is a scheme with total messagere-
covery: no variable m. It is de ned on a prime order multiplicativ e
subgroup of Zy, with Schnorr category, NR projection and type Il
hashde ned by H(r) = r mod q.

PVSSR scheme (Pintsov-Vanstone Signature Scheme with message
Recovery [31]) is de ned on a prime order elliptic curve subgroupwith
a slight variant of Schnorr category (where j h replacesh), PVSSR
projection and type Il hash.

Naccahe-Stern scheme[24] is de ned on a prime order elliptic curve
subgroup with ElIGamal category, NS projection basedon ECxq pro-
jection and type | hash.

Abe-Okamoto scheme[l] is a schemewith total messageaecovery: no
variable m. It is de ned on a prime order elliptic curve subgroup with
Schnorr category, the xor variant of NS projection based on ECx2
projection and type Il hash H(r).
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4 Security lemmas

4.1 Random oracle model and almost invertible functions

The random oracle model builds an oracle for a one-way function f, that
answersto queriesfor f(x) with someuniformly distributed valuey. Suit-
able functions have uniform output, are collision-resistart, etc.

If the function f is almost invertible, then the random oracle model should
also allow queriesfor fi 1(x).

Resultsthat are proven for the random oracle model applied to collision-
resistant one-way functions with uniform output are also valid for the
random oracle model applied to collision-resistant almost invertible func-
tions with uniform output.

The simulator builds an input/output table for f in answer to the oracle
queries.To shawv that one-waynessis not required for the random oracle
model, and that almost-invertibilit y cannot changea security result, it is
sucient to show that the answers givento fi 1 querieshave a negligible
in°uence to the answers givento f queries.

A f query is in°uenced by a previous fi ! query if either the input of the
f query wasthe output of the fi 1 query or the output of the f query was
the input of fi 1 query. The secondevert is unlikely sincef is collision-
resistart. The rst event doesnot learn to the attacker anything new.

4.2 The forking lemmas

This is a family of lemmas, found e.g.in [32], and is a tool for proofs of
security in the random oracle model. The forking lemmasholds when the
schemehasthe following property: ead forgery can be linkedto a unique
\critical" query to the random oracle. The critical query is an input x

such that knowing x 7 y is necessaryto ched if the forgery is valid.
The forking lemmas shaw that if a simulator can obtain a forgery with
respect to a given choice for the random oracle, then it is possibleto use

the samesimulator to obtain another forgery with samecritical query but
a di®erert choice for the random oracle.

The forking lemmasalso holds in the random oracle model for a almost
invertible function, if the critical query hypothesisholds.
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Forking lemma with non-uniform securit y pro of. This lemma is
takenfrom [32]. Let gs be the number of signature queries,qy the number
of oraclequeries,ny the number of possibleoutputs for the random oracle
and " the probability that the forger outputs a valid forgery.

There exists constants ¢y and ¢; suchthat if " | ¢co@gy =ny then after less
than of ¢; ¢gy =" replays of the simulation with di®erent choices for the
random oracle, one can obtain (with some prokability "9 another forgery
with the samecritic al query having another uniform random answer.

In [32, Lemma8] we havecy= 7,¢c1 = 2(7+ q%) and "= 3=25,

Forking lemma with expected running time. This lemmais taken
from [32].

There exists constants ¢y and ¢; suchthat if " | ¢g ¢ogy =ny then after an
expected number of ¢ @y =" replaysof the simulation with di®erent choices
for the random oracle, one can obtain (with probability 1) another forgery
with the samecritic al query having another uniform random answer.

In [32, Theorem 10] we have ¢p = 7 and c; = 84480.

The impro ved forking lemma with non-uniform securit y pro of.
This lemmais taken from [6] and is usedto idealize " + 1-collision-resistart
functions.

There exists constants ¢y and ¢; suchthat if " | c¢g ¢gq =ny then after
an expected numkber of ¢, ¢gq =" replays of the simulation with di®erent
choices for the random oracle, one can obtain (with some protability "9
" other forgeries with the same critic al query but having other uniform
random answers.

In [6, Lemmal0] wehavecy = 4=, ¢; = 24 log(2')+ q% and"%= 1=06.

4.3 Pro ofs of the forking lemmas

In the next version of this documert, this sectionwill review the results
from [32,6] and explain the valuesfor ¢, ¢; and "2
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5 Security pro ofs

Lemma (unique represen tation). If the discrete logarithm of V 2
hGi is hard to compute and if two representationsR = G® andR =
G®V " have been computed then ® = @ and — = ~©

This is provenby (®; @) = ("% 7) ¢logV.

5.1 Securit y pro of with idealized p

This proof is basedon one of the results from [6]. In this proof, H may
bea Typel or Type |l hashfunction, and p may be almost invertible.

A DL-basal signature schemeis existentially unforgeable (and non-mal-
leable) under adaptive chosenmessageattacks if the discrete logarithm is
hard, if H is collision-resistant, if p is a random oracle and if the category
has properties (01), (02), (p2), (pl), and (p3). The security reduction is
loose.

To answer a signature query for m, the simulator generatesa random r
and a random s, computesh = H(m;r) and R = GANTS)VANTS) \ith
property (p2), the value R is uniformly distributed and with property
(pd) the value s has samedistribution as for the signing algorithm. The
simulator setsthe oracletable p(R) := r. The signedmessagéds (m;r;s).
p-oracle queriesthat were not de ned by a signature query are answered
with a random value. If p is almost invertible, then pi 1-oracle queriesare
answered with someR = G®V ° for random @ and ~© The probability
that the oracle table cannot be set is the probability of a collision in R,
which is low if (o4 + 0s)? - G.

When the forger outputs its forgery (m;r;s), the critical query is the
value R = G®V where®= A(h;r;s), ~ = A(h;r;s) and h = H(m;r).

Let us supposethat the critical query was part of a signature query for
somem? that answered (m®r%s9% 6 (m;r;s). We dene h®= H(m®r9,

@ = A(%r%s9Y and = = A(h%r%sY. Vvalidity of the signature means
that R = G®V ° and the unique represertation of R implies @ = ®
and %= . We also have r® = r = p(R) and property (01) implies

h = ,n(® ;r) = h®and property (02) impliess = ,(® ;r) = s°
Therefore(m%r%s% 6 (m;r;s) impliesm®6 m with Hm%r9% = H(m; r9.
We found a collision in H.

Let us supposethat the critical query was a p-oracle query for R. The
forking lemma allows to have another forgery (m%r%s9 6 (m;r;s) with
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samecritical R but a di®erert oracle for p. The unique represenation of
R implies = ®and %= . Therefore the simulator got ® —, m and m°
sudh that | h(®, ;r) = H(m;r) and , h(® ;r% = H(mM®r9 for random r
and r® which is intractable if (p3) holds.

Let us supposethat the critical query was an pi *-oracle query that re-
turned R = G®V . The unique represenation of R implies ® = ® and
0= " which is very unlikely because®® and ~°were kept secret.

5.2 Securit y pro of with idealized H

This proof is basedon one of the results from [6]. In this proof, H is a
type Il hash function.

A DL-basel signature schemeis existentially unforgeable under adaptive
chosenmessageattacks if the discrete logarithm is hard, if H is a random
oracle with large output set, if p is almost uniform and * + 1-collision-
resistant and if the category has properties (01), (02), (h1), and (h2).
Collision-resistan@ of p also implies non malleability. The security re-
duction is loose.

To answer a signature query, the simulator generatesrandom ® 2 A
and ~ 2 B and computesR = G® ,r = p(R), h = ,n(® :r) and
s=,s(® ;r),untl h2 H ands 2 S. This is equivalent to using the
signature generationalgorithm with k = ®+ v¢  therefore this simulation
has the sameoutput distribution. Property (h2) says that the expected

number of random ®, ~— neededis lessthan 1. The simulator setsthe

h
oracletable H(m; r) := h. The signedmessagds (m;r;s).
Oracle queriesthat were not de ned by a signature query are answered
with a random value. The value of R is uniformly distributed for random
®and .If pis %-almost uniform then the probability that the oracletable
cannot be set is bounded by the probability of a collision in r, which is

low if (g4 + 0g)2 - n.

When the forger outputs its forgery (m;r;s), the critical query is the
H-oracle query of (m;r).

Let us supposethat the critical query was part of a signature query. It
returned a valid (m;r;s% with the same oracle. Therefore h®= h. If p
is collision-resistart, then R = RCand its unique represenation implies
®= ®and %= T and property (02) implies s°= s.

Let us supposethat the critical query was an oracle query for (m;r).
The improved forking lemma allows to have ~ other forgeries (m;r;s;)
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with samecritical (m;r) but di®eren oracle for H. Sinceall p(R;) = r,
the * + 1 collision-resistanceof p implies that there exist a pair where
Ri = R;. Unique represertation implies ® = ® and ; = ;. Property
(01) implies a unique possiblevalue h; = hj, which is unlikely to be the
one given by the two di®erert oraclesfor H, becausethe output setis
large.

5.3 Securit y pro of with idealized hGi

The genericgroup model was intro duced by Shoup [36] and extended by
Brown [7] to prove the security of ECDSA.

A DL-basal signature schemeis existentially unforgeable under adaptive
chosenmessageattacks in the generic group model if H is uniform and
collision-resistant, if p is almost uniform and almost invertible and if the
category has properties (g1) and (g2). The security reduction is tight.

We don't include in this document the proof given in [7] but we show
below how it can be adapted to other schemesthan ECDSA, using our
general framework.
The proof was written for a type | hash function, but it also works for
atype Il hash. It waswritten for EIGamal category, but it works for all
category with properties (g1) and (g2).
{ In [Table 1] step 3 of Hin t is replacedwith
Sm+1 = 21 %Nma1 s P(Am1); 222} b Zmaa ).
{ In [Table 2] steps1 and 2 of Hin t are replacedwith
Cim+n1 = Ahm+1;p(Am+1);Sm+1) and
Cim+1)2 = A(Nm+1;P(Am+1); Sm+1)-
{ In [Table 4] step 2.b should usep' *(, ; (Ci1; Ci2; €)).
{ In [Table 7] step 1.b.iii should usepi 1(, ;(Ci1;Ci2; &)).
Property (g2 is usedwhen the proof shaws that
r=:=,¢(Cm1;Cm2; &) = , r (A(H(M); r;5m); A(H(M); 15 Sm); &)
and then deducesthat & = H(m).

6 The PECDSA prop osal

6.1 Commen ts on the securit y pro ofs

Comparison with the results from [6]. Two above results follow
closely the proofs from [6], but their interaction with the componerts
of the scheme are more clearly detailed. Property (p3) was not clearly
de ned in term of interaction betweenthe category and H.
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Moreover, we showved that the proof with an idealized p alsoworks if p is
almost invertible.

Comparison with the results from [7]. Our result is more generalbut
overlooked somedetails that are found in [7]. For example we don't con-
sider zero- nder-resistance,becauseour toolbox restricts EIGamal cate-
gory to H % Zﬁ to meet properties (g1) and (g2).

6.2 Commen ts on the toolb ox

Pro jections. None of the projections previously proposedin the liter-
ature have all the required properties for our three proofs. This is the
reasonwhy we described how to build a permuted projection. The per-
muted EC projections probably have all the required properties.

If partial messagerecovery is useful, Group projections are the best can-
didates.

Categories. ElGamal categoryis the choice with worst properties, even
if it is the most widely usedin practice.

Sdcnorr category is the simplest choice, but it has some drawbadks: it
doesnot allow to build schemesproven with an idealized hGi and its use
may be patented. Swapped-Sdinorr only hasthe rst drawbadk.

NB: for Schnorr category, the order g can have intractable factorization,
becauseno inverseis computed. For the KCDSA categoriesand Swapped-
Sdcnorr category, computing inversesin Zg is only neededfor key genera-
tion. If the signer'sonly private information isvi 1, neither the veri er nor
the signer needto know the factorization of g. Intractable factorization
might be useful for an identity basedscheme[21].

6.3 Description of PECDSA

Rationale for our design. PECDSA means Provable Elliptic Curve
Digital Signature Algorithm.

Taking the best for eadh componert, we propose a Type |l signature
scheme,with H = [Z4]# sowe canrely on standard hash functions, with
permuted EC projection and with KCDSAXxor category. This schemeis
proven secureagainst existertial forgery in a chosenmessagettack if any
one of the componerts hGi, H or p is idealized.

To be securein the multi key setting and against parameter manipula-
tion, the parametersfor the curve and the public key are included in the
componerts H and P, asit is done for KCDSA [18]. Seealso [26,12].
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{ Domain parameters. The security parameter is an integer -, e.g.
160. Let hGi be an elliptic curve group of known prime order q 2
[2 ;2 *1] and known generator G, let H be a hash function with -
bits of output and P a symmetric cipher on blocks of - bits and with
key of - bits.

{ Key generation algorithm. The key generation algorithm chooses
arandomv 2 Z§ and setspk= V = G" and sk= vi ..

The certi cation value z is the - bits long hash of the certi cation
data, which contains at least the description of hGi and the valuesG
and V.

{ Verication algorithm. The veri cation of (m;r;s) 2 M £ [Zg]s £
Zq beginswith h = H(z;m;r), R = G"®rvs, and cheds if r 2
P,(Rx mod 2).

{ Signing algorithm. To sign the messagem one takes a random
k2 Zq, computesR = Gk, r = P,(Rx mod 2°), h = H(z;m;r) and
s=vil¢(ki (h©r)). The signedmessagds (m;r;s).

Varian t with partial message recovery. If messageecovery is useful,
then a group projection similar to NS projection (with XOR) is used.
The redundancy function Y2concatenates-= 2 zercesat the end of a .= 2
messagéeh.

{ Verication algorithm. The verication of (m;r;s) 2 M £ [Zgl# £
Zq beginswith h = H(z;m;r), R = G"°'VS computes (m;t) = r ©
P,(Rx mod 2') and chedks if t2 0:::0.

{ Signing algorithm. To signthe messagdm; m) onetakesarandom
k 2 Zg computesR = GK, r = (M;0::0) © P,(Ry mod 2), h =
H(z;;r) ands= vi 1 ¢(k (h©r)). The signedmessagds (;r;s).

The generation of k. If the initial seedk usedfor signature generation
is partilly known to the attacker, then it may be possibleto break the
scheme[27,28].

For this reasonthe useof an external generator of random numbers may
add weaknesse$o someimplementations of the scheme.A suggestedech-
nique similar to [12] is proposed:a random value ¢ is addedto the secret
key, a hash function Hq with output in Zq is used. The signature genera-
tion for a messagen computesh®= H(z; m), then k = Hq(¢; h9, R and r
asbeforeand h = H(h®r). The veri cation computesh = H(H(z; m);r).

It is straightforward to ched that the security proofs still hold for this
deterministic variant.
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6.4 Why is it useful to prop ose this new scheme.

Somany DL-based schemeshave beenproposedthat a newonemay seem
uselessHowever, we feelthat this new schemehasimportant advantages.

{ Securit y. The two actual de facto standards (DSA and ECDSA) have
no corvincing security proof. ECDSA can be proven in the generic
group model [7] but an elliptic curve group has automorphisms and
the genericgroup model doesnot apply directly [37].

Most of the published weaknessesf DSA or ECDSA [5,33,37,38] are
solved by KCDSA, but this scheme can only be proven with ideal-
ized p.

We feelthat current advancesin the eld of provable security and the
long term security neededby some applications of digital signature
are a strong argumert for a design where all componerts have the
best security properties.

Standardizedhashfunctions don't have their output in someZq there-
fore H = [Zg]# should be used. The exciency of the security proof
with idealized H is optimal if ", = 1, which is the casefor Schnorr,
Swapped-Stinorr or KCDSAXxor categories.

{ Performance. In all these schemes,the running time is dominated
by the cost of exponertiations in hGi and eventually by the hashing of
a large message.Therefore the easynesof implemerting the scheme
is a better evaluation.

Becausethere exist no simple technique to generatea valid k for the
ElGamal category, any implemertation of DSA or ECDSA either may
fail to sign (with extremely low probability) or hasto loop to choose
another k (which is required by the standards but complicates the
implemenrtation).

Some categoriesneedto avoid non invertible valuesfor h or k or r.

The test is fast to implement but makesthe code grow and can be
the sourceof errors. EIGamal category needsto compute inversesin

Zq both for signature and veri cation, GOST and GDSA categories
only needthis for veri cation, KCDSA and Schnorr categoriesdon't.

Resistanceagainst implementation-dependart attacks is also linked
to the simplicity of the implementation.
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