
CryptologyandPhysicalSecurity:RightsAmpli�cation in
Master-KeyedMechanicalLocks

Matt Blaze
AT&T Labs– Research

mab@crypto.com, mab@research.att.com

PREPRINT— 15Sept2002(revised6 Feb2003).To appearin IEEESecurityandPrivacy,
March/April 2003.Thispapercanbefoundat

http://www.crypto.com/papers/ mk.pd f

Abstract

Thispaperexaminesmechanicallock securityfrom theperspectiveof computerscienceandcryptol-
ogy. Wefocusonnew andpracticalattacksfor amplifyingrightsin mechanicalpin tumblerlocks.Given
accessto asinglemaster-keyedlock andits associatedkey, aprocedureis giventhatallowsdiscoveryand
creationof a working masterkey for thesystem.No specialskill or equipment,beyonda smallnumber
of blankkeys anda metal�le, is required,andtheattackerneedengagein nosuspiciousbehavior at the
lock's location. Countermeasuresarealsodescribedthatmay provide limited protectionundercertain
circumstances.We concludewith directionsfor researchin this areaandthesuggestionthatmechanical
locksareworthyobjectsfor studyandscrutiny.

1 Intr oduction

In theUnitedStatesandelsewhere,mechanicallocksarethemostcommonmechanismsfor accesscontrol
on doorsand securitycontainers. They are found in (and guardthe entrancesto) the vast majority of
residences,commercialbusinesses,educationalinstitutions,andgovernmentfacilities, andoften serve as
theprimaryprotectionagainstintrusionandtheft.

As importantaslocksarein their own right, their designandfunctionhasalsoin�uencedmuchof how
we think aboutsecuritygenerally. Computersecurityandcryptologyborrow muchof their languageand
philosophyfrom metaphorsthat invoke mechanicallocksmithing.Theconceptof a “key” asa smallsecret
that allows accessor operation,the notion that systemsecurityshouldbe designedto dependonly on the
secrecy of keys, andeventhereferenceto attackersas“intruders,” canall be tracedbackto analogiesthat
longpredatecomputersandmoderncryptology.

Conversely, thedesignof mechanicallockscouldwell beinformedby thephilosophyandmethodology
of computersecurityandcryptology. For example,formal notionsof the computationalcomplexity and
other resourcesrequiredto attacka systemcould be appliedto the analysisanddesignof many aspects
of mechanicallocks. In general,however, theseconceptshave not enjoyed widespreadadoptionby lock-
smithsor lock designers.Computersecurityspecialists,for their part,areoftensurprisinglyunskepticalin
evaluatingclaimsof physicalsecurity.

This paperexaminesthe securityof the commonmaster-keyed pin-tumblercylinder lock againstan
insiderthreatmodelmorecommonlyassociatedwith computingsystems:unauthorizedrightsampli�cation.
As weshallsee,notonly is this threatof practicalconcernin physicalsecurity, therearesimpleattacksthat
rendermany real-world lock systemsquitevulnerableto it.
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2 Background: MechanicalLocks

A completereview of lock technologyis well beyond thescopeof this paper. For anexcellentdiscussion
of physicalsecuritydesignand evaluation, the readeris referredto [3]. For the purposesof consistent
terminology, abrief overview follows.

Broadlyspeaking,mechanicallocksfall into two generalcategories:combinationlocks,which operate
upondemonstrationof asecretprocedure,andkeyedlocks,which operatewith useof a secrettoken. Com-
binationlocksaremostfrequentlyusedto control accessto safesandvaultsandon somepadlocks;most
commercialandresidentialdoorsandentrancesusekeyedlocks.

Therearemany differentkeyedlock designsthathave beeninventedandusedthroughouttheindustrial
age;amongcurrentlymanufacturedschemestherearewardedlocks, lever locks,wafer locks,anddimple
locks.More recently, electroniclocksandcomputer-basedaccesscontrolsystemshave foundapplicationin
certaincommercialenvironments.By far themostcommonmedium-andhigh-securitymechanicalkeyed
lock mechanismin theU.S.andmany othercountries,however, is themechanicalpin-tumblerlock cylinder.

2.1 Evaluating Lock Security

Mechanicallocksmustresista muchwider rangeof threatsthanthoseassociatedwith computingor com-
municationssystems.

First, of course,locks function in the physicalworld andmust thereforebe suf�ciently mechanically
strongto withstandforceful attack.Evaluationof this aspectof lock securityfocuseson suchissuesasthe
strengthof materials,theaccessibilityof weakpoints,resistanceto varioustools,andso forth. Thereare
industryandgovernmentstandardsthat requirespeci�c physicalcharacteristicsof locks for variousappli-
cations,which vary dependingon theexpectedresourcesof the attacker andthe likely easeof alternative
methodsof entry(e.g.,throughabrokenwindow).

A relatedissueis theeasewith which thelockingmechanismitself canbebypassed.It maybepossible
to opena lock without interactingwith the keyed mechanismat all: door latchescanoftenbe wedgedor
priedopen,for example.Here,securitydependsnotonly on thelock but alsothesoundnessandcorrectness
of its installation.

It is alsopossiblethata lock might be manipulatedto operatewithout a key or thata key canbe fab-
ricatedwithout knowledgeof its parameters.Themostcommon(or at leastfamous)manipulationmethod
involvespicking, whichexploitssmallmanufacturingimperfectionsandmechanicaltolerancesto seta lock
to a keyed statewithout usinga key. A relatedmethod,impressioning, fabricatesa working key directly.
Manipulationis generallynon-destructive andmayleavebehindonly minimalexternalevidence.Bothpick-
ing andimpressioningrequire�nesseandskill, however, andaremuchmoredif�cult to carryout against
locksof betterquality, especiallydesignsthatemploy securityfeaturesintendedspeci�cally to thwart ma-
nipulation.

Evaluatingand protectingagainstmost of the above threatsfocusesmore on the detailsof a lock's
mechanicalandphysicalconstructionthanon abstractlyquanti�ablesecuritymetrics.A computerscience
andcryptologicsecurityanalysis,on theotherhand,might takeamoreabstract,idealizedview of locksand
their operation.In particular, we might beespeciallyconcernedwith thesecurityof thekey spaceagainst
variousthreats.

Themostbasicdesigngoalof all keyed locks is thata correctkey is requiredfor operation;ideally, it
shouldnot bepossibleto operatea lock without possessionof thekey. (This is rarelyachieved in practice
due to the factorsdiscussedabove, but that is not critical for the purposesof this discussion). Among
themostquanti�able securityparametersfor discussinglocks, therefore,is thenumberof possibleunique
keys (calledthenumberof differs or changesin the terminologyof the trade),which givestheprobability
that a randomlycut key will operatea given lock andan upperboundon the resourcesrequiredto �nd a
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Figure1: A pin tumblerlock cylinder. Left: Thecylinder face.Notethekeyway, which is cut into theplug,
which in turn sits insidetheshell. Right: Sideview, with partof theshellandplug cut away to exposethe
six pin stacks. Notetheborderbetweentheplug andshell,which formstheshearline, andthecutsin each
pin stackrestingwithin theplug.

working key by exhaustive search.On typical commerciallocks, therearebetweenseveral thousandand
severalmillion possibledistinctkeys. While thesenumbersmayseemverysmallby computationalsecurity
standards,mechanicallocksperformon a morehumanscale.Testinga key againsta lock, afterall, is an
“online” operationrequiringseconds,not microseconds,andcarrieswith it at leastsomerisk of discovery
if thelock is notoneto which theattacker haslegitimateaccess.

If exhaustive searchis not feasible,it maystill bepossibleto analyzeandexploit a lock's key spacein
otherways.

2.2 The Pin-Tumbler Lock

The modernpin tumbler lock is quite simple,datingback to ancientEgypt but not commerciallymass-
produceduntil themiddleof the19thcentury. Thebasicdesignconsistsof a rotatablecylinder tube,called
a plug, that operatestheunderlyinglocking mechanism.Around thecircumferenceof theplug is a shell,
whichis �x edto thedooror container. Rotationof theplugwithin theshelloperatesthelockingmechanism.
In thelockedstatetheplug is preventedfrom rotatingby asetof movablepin stacks, typically underspring
pressure,thatprotrudefrom holesin thetopof theopeningin theshellinto correspondingholesdrilled into
thetopof theplug. Eachpin stackis cut in oneor moreplacesperpendicularto its length.SeeFigure1. (In
practice,thecutsareproducedby stackingpin segmentsof particularsizes,notby actuallycuttingthepins;
hencetheterm“pin stack.”)

With nokey in thelock,all thepin stackcutsrestwithin theplug. Whenakey is insertedinto thekeyway
slot at the front of theplug, thepin stacksareraisedwithin theplug andshell. Theplug canrotatefreely
only if thekey lifts every pin stack's cut to align at theborderbetweentheplug andshell. Theplug/shell
borderis calledtheshearline. SeeFigure2. Theplugwill beblockedfrom rotatingif any pin stackis lifted
eithernot farenough(with thecutstill in theplugbelow theshearline) or toofar (with thecutpushedabove
the shearline andinto the shell); to rotate,all pin stacksmusthave a cut at the shearline. SeeFigure3.
Theheight(or cut depth) of a key undereachpin stackpositionis calledits bitting; thebitting of a key is
the“secret”neededto opena lock. A key thatis bittedto thewrongdepthin evenonepin positionwill not
allow thelock to operate.

Generally, a lock manufacturerwill choosefrom amongonly asmallnumberof standardbitting depths
at eachpin position. This allows keys to be describedconcisely: typically, the bitting depthnumberis
written startingfrom theshoulder(handle)of thekey to the tip, giving thestandarddepthnumberat each
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Figure2: Pin tumblerlock with a correctkey inserted.Left: Thecorrectkey lifts thepin stacksto align the
cutsat theshearline. Right: With all of thecutsat theshearline, theplug canrotatefreelywithin theshell.
Heretheplughasbeenturnedslightly towardthecamera,sothatthetopsof thepinsin theplugarevisible.

Figure3: A lock with anincorrectkey. Observe thatwhile threeof thepin stacks'cutsareat theshearline,
two stackshave thecut toohighandonestackhasthecut too low.
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Figure4: A masterkeyedpin tumblerlock. Left: Eachof thesix pin stackshastwo cuts. Right: With the
correctchange key inserted,oneof thecutson eachpin stackis alignedat theshearline. Observe that the
othercut is sometimesabove andsometimesbelow theshearline.

position. So a key for a � ve pin lock denoted“12143” would be cut to depth“1” nearestthe shoulder,
andproceedingtoward the tip cut at depths“2,” “1,” “4” and“3.” (The exact speci�cationsof the depths
andpositionsfor mostcommerciallocksarewidely publishedin thetradeor couldbediscoveredeasilyby
disassemblinga samplelock or measuringa smallnumberof cut keys.) Typically, thenumberof pinsis in
therangeof four to seven,andthenumberof possibledepthsrangesfrom four to ten,dependingonthelock
model.Betterquality locksgenerallyemploy morepinsandusemoredistinctcutdepthson each.

Pin tumbler locks can often be defeatedin variousways, althougha discussionof lock picking and
otherbypasstechniquesthat requirespecializedskills or toolsor thatexploit mechanicalimperfectionsis
beyondthescopeof thispaper. In practice,however, evenverymodestproductsareoftensuf�ciently secure
(or offer theperceptionof beingsuf�ciently secure)to discouragethemorecasualwould-beintruderfrom
attemptingto operatea lock without a key. Probablythemostcommonlyusedtechniquesfor unauthorized
entry, asidefrom bruteforce,involve procuringaworkingkey.

2.3 Master Keying

Complicatingtheanalysisof pin tumblerlock securityis thefactthat,especiallyin larger-scaleinstallations,
theremay be morethanonekey bitting that operatesany given lock. The mostcommonreasonfor this
phenomenonis thepracticeof masterkeying, in which eachlock in a groupis intendedto beoperatednot
only by its own uniquekey (thechangekey in tradeparlance)but alsoby “master”keys thatcanalsooperate
someor all otherlocksin thesystem.

Masterkeying in pin tumblerlockscanbeaccomplishedin severalways,with theearliestsystemsdating
backover 100years.Theconceptuallysimplestmasterkey methodentailstwo cylinderson eachlock, one
keyed individually andtheotherkeyed to themasterbitting; a mechanicallinkageoperatesthe lock when
eithercylinder is turned.Othermasterkeying schemesemploy anindependentlykeyedmasterring around
thelock core,andstill othersdependon only a subsetof pin positionsbeingusedin any givenlock. All of
theseapproacheshavewell-known advantagesanddisadvantagesandarenotconsideredin thispaper. Most
importantly, theseschemesrequiretheuseof speciallocksdesignedspeci�cally for masterkeying.

Themostcommonmasterkeying scheme– thesubjectof considerationof thispaper– canbeusedwith
virtually any pin tumblerlock. Recallthatin a pin tumblerlock, eachpin stackis cut in oneplace,de�ning
exactly onedepthto which the stackmustbe lifted by the key bitting to align with the shearline. In the
conventionalsplit pin masteringscheme,someor all pin stacksarecut in morethanoneplace(typically in
two places),allowing additionalbittingsthatalignsuchpins.SeeFigure4.

5



Considerfor example,a lock A, which has� ve pin stackswith four possiblecut positionsin each.
Supposepin stacks1 through5 areeachcut in two places,correspondingto bittings“1” and“4”. Observe
that this lock canbe openedby at leasttwo keys, onewith bitting 11111andanotherwith bitting 44444.
Wecouldcreatea secondlock B, this time with pin stacks1 through5 eachcutat depth“2” anddepth“4”.
This lock canbeoperatedby keys cut 22222and44444.If thesearetheonly two locksin thesystem,keys
11111and22222canbe saidto be thechangekeys for locksA andB, respectively, while key 44444is a
masterkey thatoperatesboth.

Therearea numberof differentschemesfor masterkeying; thesubjectis surprisinglysubtleandcom-
plex, andthetradehasdevelopedstandardizedpracticesin recentyears.For in-depthtreatments,thereader
is referredto [1] and[2].

For thepurposesof ourdiscussion,it is suf�cient to notethatmodernmastersystemsfall into two broad
categories:Total PositionProgression(TPP)andRotatingConstant(RC). In TPPschemes,every pin stack
hasa singleseparatemastercut, which is never usedin thatpositionon any changekeys. In RC schemes,
changekeysdosharethemasterbitting for a �x ednumberof pin stackpositions,althoughthepositionswill
vary (rotate)from lock to lock. Both theseschemescanimplementa directedgraphwith several levelsof
masterkeys: “sub-master”keys thatopenasubsetof locksin thesystemand“grandmaster”keys thatopen
more1. Thehighest-level masterkey, which opensall locksin a multi-level system,is sometimescalledthe
TopMasterKey (TMK).

The astutereaderwill note that masterkeying reducessecurityin several importantways. First, of
course,the masterkey representsa very valuabletarget; compromiseof the masterkey compromisesthe
entiresystem.Evenif themasterkeysarewell protected,securityis still somewhatdegraded.Becauseeach
masteredpin stackalignswith the shearline in several positions,masteredsystemsaremoresusceptible
to unintentionalcrosskeying, in which keys from thesameor othersystemswill operatemorelocks than
intended. For the samereason,masteredlocks tend to be more vulnerableto manipulationby picking
andimpressioning.Theseweaknessescanbemitigatedto someextentthroughcarefulplanning,improved
mechanicalconstruction,andtheuseof additionalpin stacksandpossiblecutdepths.

In this paper, however, we considermethodsfor discoveringthemasterkey bitting in conventionalpin-
tumblersystemsgivenaccessto a singlechangekey andits associatedlock. No specialskills or toolsare
requiredon thepartof theattacker, nor is it necessaryto disassembleany lock or engagein any inherently
conspicuousor suspiciousactivity. We alsosuggestcountermeasuresandalternative lock designsthatcan
frustratetheseattacksto at leastsomeextentundercertaincircumstances.

3 Rights Ampli�cation: Reverse-EngineeringMaster Keys

Clearly, the most valuable,sensitive secretin any lock systemis the bitting of the top-level masterkey
(TMK). Insiders,who possesslegitimatechangekeys andhave physicalaccessto locks,representperhaps
the mostseriouspotentialthreatagainstmasterkeyed systems.The primary purposeof assigninglocks
uniquechangekey bittings,afterall, is to allow operatingprivilegesto begrantedto only speci�c locks; if
a changekey canbeconvertedinto a masterkey, a majorsecurityobjective of thesystemis compromised.
In theterminologyof computersecurity, masterkey systemsshouldresistunauthorizedrightsampli�cation
(alsocalledprivilege escalation). Unfortunately, mostdeployedmasterkey systemsarequitevulnerablein
this regard.

1Thereare also SelectiveKey systems,in which any lock can be keyed to operatewith an arbitrary subsetof keys, using
techniquessimilar to masterkeying, andMaisonKey schemes,in which certainlocksarekeyed to all keys in a group.We do not
considersuchsystemshere.
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3.1 Background

Several time-honoredmethodsconvert changekeys into masterkeys, with differenttechniquesapplicable
dependingon theparticularsystemandresourcesavailableto theattacker.

Thesimplestapproachto masterkey discovery involvesdirectdecodingof anoriginalmasterkey, e.g.,
from visualinspection,photographs,photocopies,or measurement.A trainedobservermaybeableto recall
thecutdepthswith surprisingaccuracy afterbeingallowedto look only brie�y at akey.

Anotherdirect techniqueinvolvesdisassemblyof a masterkeyed lock andmeasurementof thepins in
eachpin stackto determinethe bittings that will operateeachpin position. Without accessto the lock's
changekey, this doesnot yield completeinformationaboutthemasterbitting; therewill beexponentially
many potentialmasterkey bittings,only oneof whichwill correspondto thetruemasterkey. If everypin is
masteredaccordingwith astandardTPPscheme,disassemblyof asinglelock will reveal

���

potentialmaster
keys,where� is thenumberof pin stacks.(Thisexponentis still smallenoughto makeexhaustivesearchof
thesekeys feasiblein many cases).Disassemblyof additionallocksfrom thesamesystemcannarrow this
searchspacesigni�cantly. If thechangekey to adisassembledlock is available,thecutscorrespondingto its
bitting canbeeliminatedfrom eachpin stack,makingthecorrectbitting of thetruemasterunambiguously
clearfrom a singlesample.(More securelock designsmake it dif�cult to non-destructively remove a lock
without the key, e.g.,by placingset screws in locationsthat are inaccessiblewhena door is closedand
locked). Padlocksareespeciallyvulnerableto thesesortsof attacks,sincethey canbestoleneasilywhen
they areleft unlocked.

A suf�ciently largegroupof changekey holdersin TPP-basedsystemsmaybeableto reverseengineer
a masterkey without disassemblingany locks. Recall that in thesesystemschangekeys never have the
samebitting at a given pin positionasthe master. By measuringtheir changekeys, a conspiracy of key
holdersmaydiscover a singledepthnot usedat eachpin positionon thechangekeys; this will correspond
to the masterbitting. Several correspondentshave notedthat this techniqueis occasionallyemployed by
enterprisinguniversitystudents,especiallyat betterengineeringschools.

Noneof theseapproachesis completelysatisfactory from the point of view of the attacker, however.
Direct decodingfrom the true masterkey entails limited accessto sucha key and is not possibleif no
masterkey is availablefor measurement.Lock disassemblyfor pin measurementmayexposetheattacker
to suspicionandcouldbedif�cult to performin secret(andcarriestherisk that the lock maybedamaged
in reassembly).Comparinga large numberof differentkeys requires,in the �rst case,a large numberof
differentkeys,whichmaynotbeavailable,andis ineffective againstRC-basedsystems.

A morepowerful attackrequiresonly onechangekey andis effectiveagainstall standardTPP-andRC-
basedsystems.

3.2 An Adaptive Oracle-BasedRights Ampli�cation Attack

It is usefulnow to considera lock in moreabstractterms. From a cryptologicpoint of view, we might
observe thata lock is really anonline“oracle” thatacceptsor rejectskeys presentedto it. In this sense,the
oraclegivesasinglebit answerfor eachkey presentedto it; thelock eitherturnsor it doesnot.

A naturalquestionto askaboutany online oracleis whetherit is feasibleto issuea small numberof
queriesthat force the oracleto leak its secrets.In particular, canwe exploit the oracleto testef�ciently
single“bits” of apossiblekey or mustweexhaustively searchtheentirekey space?

Recallthata pin tumblerlock will operatewheneachof its pin stacksis raised(by a key) to a position
whereoneof its cutsis alignedat theshearline. Thereis no “communication”amongpins; the lock will
operatenotonly with all pin stacksalignedat thechangekey depthor all pin stacksat themasterkey depth,
but alsoby keys thatalignsomestacksat thechangedepthandothersat themasterdepth.Thatis, consider
our � vepin lock A from theprevioussection,with key bitting 11111representingA'schangekey and44444
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representingthesystem'smasterkey. This lock canbeoperatednotonly by theobviouskeyscut11111and
44444,but by a totalof

�

�

differentkeys, including,e.g.,11114,11141,etc.
It is straightforward to exploit this phenomenonto discover the masterkey bitting given accessto a

singlechangekey andits associatedlock, plusasmallnumberof blankkeys milled for thesystemkeyway.
In our new2 attack,we usetheoperationor non-operationof a lock asan“oracle” to determine,pin by

pin, thecompletebitting of theTMK.

3.2.1 Notation

Let � denotethenumberof pin stacksin alock,with stack
�

representingthe�rst stack(e.g.,theoneclosest
to theshoulderof thekey) andstack� representingthelast(e.g.,thestackat thetip of thekey).

Let � denotethenumberof distinctkey bitting depthsin a pin stack,where1 is thehighestbitting (in
which thepin stackis raisedthemost)and � is thelowest(in which thepin stackis raisedtheleast).

Assumingthatthephysicalpropertiesof thesystemplacenorestrictionsonthebitting depthof adjacent
pin positions,observe thatthenumberof distinctkeys is �

�

.

3.2.2 The Attack

For eachpin position,� from 1 to � , prepare���

�

testkeyscutwith thechangekey bitting ateveryposition
exceptposition� . At position� , cut eachof the ���

�

keys with eachpossiblebitting depthexcludingthe
bitting of thechangekey at thatposition.Attemptto operatethelock (“querytheoracle”)with eachof these
testkeys,andrecordwhichkeys operatethelock.

In aTPP-basedsystemwith everypin mastered,exactlyoneof the ���

�

testkeys for eachpin position
will operatethelock; thedepthof thetestkey at thatpositionrepresentsthemasterbitting at thatposition.
If noneof the testkeys for a particularpositionoperatesthe lock, theneitherthatpin is not masteredor it
is anRC-basedsystem.In eitherof thesecases,themasterkey bitting at thatpositionis thesameasthatof
theoriginalchangekey.

Oncethemasterbitting hasbeendeterminedateachof the � positions,acompletetop-level masterkey
canbecuteasily.

Observe thatour attackconsumes�	�
���

�
�

key blanksandrequires���
���

�
�

probesof the lock, in
theworstcase.If it is possiblefor theattacker to cut keys betweenprobesof the lock, however, a simple
optimizationreducesthe numberof blanksconsumedto � in the worst case.Ratherthancutting ���

�

separateblanksperposition,theattacker needuseasinglekey, initially cuttingthepositionundertestto the
highestdepthandre-cuttingthesameblanksuccessively lowerafterprobingthelock. This reducesthetotal
costof carryingout theattackto lessthanabouttwo USdollarsin theworstcase.Thisoptimizedattackstill
requires���
���

�
�

probesof thelock in theworsecase,of course.

3.2.3 Practical Considerations

In somelock designs,not all of the �

�

possiblekeys are“legal”. In particular, with somelock models
it is not possibleon a standardkey to have a very high cut immediatelyadjacentto a very low cut if the
angleat which thebittingsarecut reachesacrossto thenext pin position.A lock's MaximumAdjacentCut
Speci�cation(MACS) might require,for example,in a systemwith 7 differentcut depthsthatadjacentcuts

2It is alwaysdif�cult to besurethatsomethingis novel in thesenseof not having previously beendiscoveredindependently;
the lack of a coherentandopenbodyof literatureon locksmakesit especiallysohere.Our attacksurelyis not new in this sense.
Several correspondentshave suggestedthat similar approachesto masterkey reverseengineeringhave beendiscoveredandused
illicitly in thepastandthemethodoccasionallycirculatedinformally, e.g.,on Internetmessageboards.(We subsequentlyfounda
messageoriginally sentto a privatemailing list in 1987from DougGwyn thatdescribesa similar method.)However, theredo not
appearto bereferencesto this particularattackin thepublishedliteratureof eitherthelocksmithor undergroundcommunities.
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beno morethan4 stepsapart,disallowing a depth“1” cut next to a depth“7” cut. Evenif boththechange
key andthemasterkey donotviolatetheMACSrule for aparticularlock, thisattackemploys testkeys that
mix changekey cutswith potentialmastercuts.If theoriginal changekey hasveryhighor very low cuts,it
maythereforebenecessaryfor theattacker to createsometestkeys thatdo violateMACS.In practice,on
thelocksweexaminedwith MACSrestrictions,it is generallystill possibleto cutworkingtestkeysby using
asteeperthanusualangleandwith cutsoccupying slightly narrower thanusualspaceon thekey. Although
insertionandremoval of suchkeys is moredif�cult, they aresuf�cient for this limited (single-use)purpose.
Alternatively, previously discoveredmasterdepthscould be usedin adjacentpositionson subsequenttest
keys.

Also complicatingourattackis thepossibilitythatthemastercutslie somewherebetweenthe“standard”
depthsordinarily usedby the lock manufacturer. This is morelikely in older systemsor thosekeyed by
privatelocksmithswho maynot not follow manufacturer-standardized practices.Whenthis is suspectedto
bethecase,theattacker mustprobethelock at moretestcut depths,removing only a smallamountof key
material(.005inchesor so) from thepositionundertestbetweenprobes.(This is similar to theprocedure
usedwhencreatingakey by the“impressioning”techniqueandcouldbeperformedwith a �ne metal�le.)

Somesystems,especiallyin olderinstallations,usemastercutsthatareconsistentlyhigheror lowerthan
thechangekey cuts.Thispracticemakesit especiallyeasyto discover themasterkey with thisattack.

Multi-level mastersystemsmayormaynotpresentaspecialchallenge.In standardTPPandRCsystems,
every pin stackhasat mosttwo cuts; “submasters”areimplementedby using�x edchangekey bitting on
certainpins for locks within eachsubmastergroup. In suchcases,the attackproceedsasdescribedand
yields the TMK. It is alsopossible,however, to implementhierarchicalsubmasteringby usingmorethan
two cutsoneachpin stack.In suchcasestheTMK bitting of agivenpin maybeambiguous.An attackercan
distinguishthetrueTMK cutsin suchsystemsby conductingtheattackon locksfrom differentsubmaster
groups.Thismaynotalwaysbenecessary, however. It is commonfor suchsystemstoemploy theconvention
thatall of theTMK cutsareeitherabove or below thesubmastercuts.

Somelarger installationsput different groupsof locks on distinct keyways, suchthat a changekey
for a lock in onegroupdoesnot �t into the keyway of locks from others. The TMK is cut on a special
“master”blankthat�ts all thekeywaysin thesystem.Thispractice,calledSectionalMastering, expandsthe
numberof effectivediffersin thesystemandreducescrosskeying betweendifferentlockgroups.Sectionally
masteredsystemsareespeciallyattractive targetsfor attack,sincetheTMK worksfor a very largenumber
of locks acrossgroupsthat would otherwisehave to be keyed on differentmastersystems.The attacker
simplycutstheTMK bitting (derivedfrom a lock in any section)ontoablankmilled for themastersection.

It is worth noting that even “high security” pin tumblerlock designs,including thosethat usesidebar
cutsandrotatingpins, areusually in principle vulnerableto this attack;the only questionis whetherthe
attacker canobtainor fabricatethe requiredblanks. Furthermore,our attackcanbe generalizedto many
otherlock schemes,including,for example,certainhighsecuritylever lock anddiskwaferdesigns(suchas
Abloy).

3.3 Experimental Results

It is easyto seethat this attackis effective againstthe standardmasterkeying schemeswe described.It
is natural to ask, then, whethermasterkey systemsdeployed in practicefollow theseschemesand are
thereforevulnerable.Unlike computingsystemsthat canbe testedrelatively easilyandsafelyin isolated
testbedenvironmentsrunningstandardsoftware,sucha questioncanonly be answeredby attemptingthe
attackagainstreal installations.The readeris cautionedthat reproductionof theseexperimentsshouldbe
carriedoutonly with thecooperationof theownerof thelock systemsonwhich theattackis attempted.

Wetestedourattackagainstavarietyof medium-andlarge-scaleinstitutionalmasterkeyedinstallations,
including both educationaland commercialenvironments. Systemstestedwereboth relatively new and
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relatively old, hadbeenboth factory-keyed aswell asprivately rekeyed,andincludedlocksmanufactured
by Arrow (SFIC),Best(SFIC),Corbin-Russwin,Schlage,andYale. For the BestSFIC,Arrow SFIC and
Schlagesystems,we usedportablekey punchesanda supplyof blankkeys broughtto thefacilities tested.
For theCorbin-RusswinandYalesystems,wepre-cutsix testkeysonageneralpurposecodemachine(based
on measurementspreviously takenfrom a changekey) anduseda metal�le at thetestsiteto progressively
cut thetestkeys and�nally to cut thefull masterbitting ontoa freshblankkey.

All requiredkey blankswereprocuredfrom standardcommercialsources(which canbe found easily
on the Internetwith a searchengine).Costperblank rangedfrom US$0.14to US$0.35dependingon the
particularlock type,plusshipping.We used,for conveniencein someof theattacks,key cuttingmachines,
alsoavailablewidely from commercialsourcesfor a few hundreddollars. In othercases,we useda �ne
metal�le andadial caliperor micrometerto cut thekeys to thecorrectbitting depth.Noneof theequipment
or supplieswe usedarerestrictedin any way. (Suchrestrictions,even if they existed,would not beespe-
cially effective at preventingpotentialattackersfrom obtainingblankkeys, giventhevastnumberof small
businessesthathave legitimateneedfor them(hardwarestores,etc.)).

In every case,theattackyieldedthe top masterkey bitting, asexpected.In general,it requiredonly a
few minutesto carryout,evenwhenusinga �le to cut thekeys.

All six Arrow SFICandBestSFICsystemswe testedhadall (six or seven)pin stacksmasteredwith a
TPPformat.Thetwo Corbin-Russwin(system70) systemseachhadthreepin stacks(out of six) mastered,
againwith a TPPformat. TheSchlagesystemusedanRC-basedscheme,with every pin masteredandtwo
mastercutsusedoneachchangekey. TheYalesystemwasalsoRC-based,with onemastercutusedoneach
changekey. Severalof thesystemshadmulti-level masteringhierarchies;theattackyieldedtheTMK in all
cases.

Notably, althoughsomeof thecomplicationsdiscussedin theprevioussection(suchasmorethanone
mastercut perpin stack,selective keying, or non-standardmasterdepths)arepossiblein principle,we did
notencounterthem.Everysystemwetestedwaskeyedaccordingto standard(TPPor RC)industrypractice,
had at most one mastercut per pin and employed standarddepths,making the attacker's job especially
straightforward. Although our experimentshardly constitutean exhaustive survey, they wereconducted
acrossa wide varietyof facilitiesthatseemreasonablyrepresentative of a largesegmentof US institutional
lock installations.A checkof severalotherlock vendors'standardmasterkeying practicesfurthersupports
thisconclusion.

4 Countermeasures

Our adaptive oracleattackis only effective againstlocksthathave a singleshearline usedby bothmaster
andchangekeys. Although this is the casewith the majority of masteredlocks, therearecommercially
availabledesignsthatdonothave thisproperty. Lockswith aseparatemasterring, for example,requirethat
all pin stacksbealignedto thesameoneof two distinctmasteror changeshearlines,andthereforedo not
provide feedbackaboutthemasterbitting of apin giventhechangebittingsof theotherpins3 . (Masterring
locks,however, areactuallymore vulnerableto reverseengineeringfrom lock disassemblyby an attacker
withoutaccessto thechangekey).

Thisattackassumesthattheattackerhasaccessto amodestsupplyof blankkeysfor thesystem.Whether
thisis apracticalassumptiondependsontheparticularsystem,of course,andsome“restrictedkeyway” lock
productsmaymake it moredif�cult for theattacker to obtainblanksfrom commercialsources.However,

3A masterring lock hastwo concentricplugs,with the keyway cut into the inner plug. Two distinct shearlines areformed.
Thepin stacksarecorrespondinglytaller, with onecut on eachstackdesignedto beableto reachoneshearline andanothercut
designedto reachtheother. A few masterring locksarestill commerciallymanufactured,but thedesignhaslargely fallenout of
favor for mostapplications.
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blanksfor many so-calledrestrictedsystemsarein fact readilyavailablefrom aftermarket vendors.Even
whenanexactblankis not commerciallyavailable,oftenadifferentkey canbemilled down to �t. Unusual
or patent-protectedkey designs,suchasthoseemploying a sidebarcut, may be moredif�cult to procure
directly or modify from commercialsources,but blankscanstill usuallybe fabricatedin small quantities
relatively easilyby casting(especiallysincetheattacker alreadypossessesaworkingchangekey cuton the
correctblank).

In medium-scalemastersystems,it maybepossibleto limit theinformationcontainedin any givenlock,
at theexpenseof somewhatincreasedvulnerabilityto crosskeying andpicking. In standardmasterschemes,
eachpin stackis cut only at themasterandchangedepths.Theattacker exploits thefact thatany working
depthsnot correspondingto the changekey mustbe on the master. A naturalway to frustratethe attack,
therefore,is to add“f alse”cutsto somepin stacksthatdonotcorrespondto themasterandthatdonotappear
in themajority of otherlocksin thesystem.If one“extra” cut is addedto eachpin stack,theattacker will
learn

� �

differentpossiblemasterkeys from onelock,only oneof whichwill correspondto the“true” TMK
bitting. Theseextra cutsmustbeselectedvery carefully, however, sinceeachsuchcut reducesthenumber
of uniquediffers available in the system. Effectively, the extra cutscreatenew subclassesof sub-master
keys amonglocksthatsharethesamefalsecuts,which theattacker musteliminatebeforelearningthetrue
high-level masterkey.

5 Conclusionsand LessonsLearned

In this paper, we have shown a very simple rights ampli�cation attackthat is effective againstvirtually
all conventionalmaster-keyed pin tumblerlocks, includingmany so-called“high-security”products.This
attackis an especiallyseriousthreatto thesecurityof suchsystemsbecauseit is easyto carryout, leaves
no forensicevidence,requiresno specialskills andusesonly very limited resources(a few blankkeys and
a �le, in thecaseof themostfrugal attacker). Compoundingthe threatarethe factsthat theattacker need
engageonly in apparentlyordinarybehavior – operatingthelock to which heor shealreadyhaslegitimate
access– andthattheattackcanbecarriedoutover aperiodof time in several(interrupted)sessions.

Any successfulcompromiseof a masterkeyed installationcanbe very dif�cult andcostly to remedy
(assumingit is even discovered). Every masteredlock mustbe rekeyed and,dependinghow thekeying is
done,new keys distributedto thekey holders.Not only is this very expensive, but system-widere-keying
canalsorequirea considerableperiodof time to complete,duringwhich all theold locksremainexposed.
In light of theinherentsecurityvulnerabilitiesintroducedby masterkeying, ownersof lock systemsshould
considercarefullywhetherthesecurityrisksof masteringoutweighits conveniencebene�ts. (Unfortunately,
thecomputingworld is notalonein oftenputtingapremiumonconvenienceover security.)

If masterkeying mustbeused,simplecountermeasures,especiallytheuseof falsecutsin masteredpin
stacks,canfrustratetheadaptive oracleattack. If it is not possibleto employ lock designs,suchasmaster
rings,thatresistsuchattacks,thesecountermeasuresshouldbeconsideredseriously.

It is worth notingthat theseattacksbecomeratherobviouswhenthebasicanalysistechniquesof cryp-
tology andcomputersecurityareemployed. (In fact,asnotedpreviously, theseattacksappearto have been
discoveredandrediscoverdindependentlyseveraltimes,occasionallypassedonasundergroundengineering
andlocksmithingfolklore but never documentedin the literature). Oneof the �rst questionsasked about
any proposedcryptosystem,for example,is whetherit is possibleto testthevalueof onekey bit indepen-
dently from theothers.If it is, thesystemwould beconsideredhopelesslyinsecure,sinceanattackwould
take time only linear in the numberof key bits, insteadof exponential. The samequestionreadily trans-
latesinto the mechanicallock domainby substituting“pin stack” for “key bit.” (In fact, our masterkey
discovery schemebearsa striking resemblanceto a famouscharacter-by-character attackagainsttheTenex
password mechanism.)Similarly, thenotionof anonlineserviceasan authenticationoracleis familiar in
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the analysisof cryptographicsystems.Mechanicallocks can likewise be modeledasonline oraclesthat
acceptor rejectkeys, andsecurityanalysisconductedaccordingly. Finally, theattackagainstTPPsystems
that comparesmany differentchangekeys is reminiscentof “relatedkey” attacksagainstcryptosystems,
with a threatmodelmuchlike “traitor tracing” in broadcastencryption.Perhapsotheraspectsof theanal-
ysis of mechanicalandphysicalsecuritywould bene�t from similar analogiesto computingsystemsand
cryptology.

On theothersideof the coin, thevulnerability to rightsampli�cation in masterkeying of mechanical
locksrecallssimilarweaknessesin cryptographicsystemsthatattemptanalogouscapabilities.Consider, for
example,thevulnerabilitiesinherentin “key escrow” systemsthatattemptto facilitateemergency decryption
by a centralthird partyof dataencryptedwith many differentusers'keys. Evenmoredirectanalogiescan
be found in digital rightsmanagementschemesandsmartcard-baseddigital cashsystemsthatcontainbut
aim to hide,asmasterkeyedlocksdo,globalsecretsfrom their users.
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