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Abstract

We describe a credertial system similar to the electronic cash system described by Chaum, Fiat and
Naor. Our system usesbit commitments to create selective disclosure credertials which limit what portions
of a credertial the holder must reveal. We show how credertials from separateissuerscan be linked to the
samepersonin order to prevent usersfrom pooling credertials to obtain servicesno one user could obtain
alone. We also describe how to use a blinding technique described by Laurie which may not violate the

patents on blind signatures.
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1 Overview

Alice wishesto obtain a servicefrom Steve, a senwer.
Steve will only provide the serviceif Alice candemon-
strate certain attributes about herself as attested by
credertial issuingauthorities. Alice iswilling to prove
these attributes, but doesn't want Stewe to get any
additional information about her, evenif Steve works
together with the credertial issuers. Steve wants to
make sure that the attributes Alice displays all be-
long to the sameperson,and weren't accurmulated by
Alice and Bob pooling their credertials.

To this end, Alice rst createsa Credertial Set Re-
guest, which corntains a matrix of blinded documerts.
Each row of the matrix cortains documerts to be

°With thanks to Adam Back, Stefan Brands, Ben Lau-
rie, Hilarie Orman, Rich Schroeppel, Robert Sherwood, Mik e
Stay, Ting Yu, sci.crypt and the Cypherpunks. This research
was supported by DARPA through AFRL contract number
F33615-01-C-0336 and through Spaceand Naval Warfare Sys-
tems Center San Diego grant number N66001-01-18908.

signedby the sameissuer,and the documerts in eat
column all sharea commoncredertial ID which Alice
will useto prove to Stewe that the documerts in the
matrix belong together. To prove that she'shonest,
Alice includes information about certain columns of
the matrix and sendsthe Credertial Set Requestto
ead of the issuersof her credertials. Each issuerin-
spects the requestthen blindly signsthe unrevealed
columnsof his row in the matrix. Alice then removes
the blinding factors, leaving her with a valid set of
credentials (where ead row constitutes an individual
credential).

Credertials in credenial setsare built from selective-
disclosurecerti cates. Theseare certi cates in which
the normal attribute valueshave beenreplacedwith
a bit commitment of the true value. If Alice doesn't
choose to reveal the value of a selective disclosure
“eld, Stewve doesn't learn anything about that value.
But if she does chooseto reveal such a "eld, Steve
can verify that sheisn't lying about its value.



When Alice shavs somesubset of the credertials to
Stewve, Steve cheds that all the IDs match, ensuring
that all the credertials werein fact issuedto the same
person. Alice alsorevealsthe preimagesof the selec-
tiv e disclosureattributes in ead credenrtial which she
wishesto shaw to Stewe.

If Alice later shows credertials from the sameset to
someoneelse, that person could collude with Stewve
and determine that they both were dealing with
the sameperson. Thus for maximum privacy Alice
should obtain many instances of her credertial set,
and useead instancein only one transaction.

Revocable anonynimity can optionally be obtained
by including a uniquely identifying documert in the
certi cate which can only be decrypted by the coop-
eration of a quorum of auditing authorities.

2 Related work

Sewral types of credertial schemes have been de-
scribed in the literature. Someof them are, like our
system, designedas equivalents to traditional creden-
tials like driver's licences. Someare designedto al-
low usersto develop digital pseudoryms online, while
many others are aimed at providing the digital equiv-
alert of cash.

In 1988,Chaum, Fiat and Naor[5] developed a digital
cash systemwhich usesblind signaturesand the cut
and choose protocol in almost exactly the way our
system does, and de nes a matrix of values almost
identical to the certi cate matrix describedin section
4.1. Our credertial setscould be considereda vari-
ant of their systemaccomalating selective disclosure
credenials, assaiating them with a single identit y,
and optionally using a di®erert blinding technique.

Chaum's blind signature techniques[7, 8] madeit pos-
sible to obtain a certi ed value from an issuer and
show it to a sener without the possibility of the
server and issuer correlating the issuing and show-
ing events. In 1985, Chaum presened a credertial
system based on blind signatures[§ in which users
establish a di®erert pseudorym with ead potential

sener and issuer, and can transfer credertials is-
suedunder one pseudorym to other pseudoryms they
hold. In his system, the exponert usedin signing a
pseudorym de nes the type and value of the creden-
tial. His system allows demonstration of mathemat-
ical relationships between attributes (such as AND,
OR and GREATER THAN). One awkward require-
ment of Chaum's proposal is that a trusted author-
ity is neededto facilitate the relationship between
issuers,usersand seners. A particular server and is-
suer would have to establish a relationship with this
authority before userscould even obtain credertials
from the issuerto show to the sener.

Brands[1, 2] presenied a system with a raft of fea-
tures. His book describeshow to use his credertials
to satisfy boolean expressionsasin Chaum's system,
discouragelending of credertials, limit the number
of times a credertial may be shown, renew creden-
tial certi cation anonymously, implement revocable
anonymity, etc. Pages193and 210describe a feature
of his credertials which might allow an implemerta-
tion of pooling prevertion as we describe. Brands
obtained se\eral patents on his system.

Camenisd and Lysyanskaya[3] proposeda systemal-
lowing a credential to be shovn multiple times with-
out allowing showing instancesto be linked. Their
system focuseson limiting the information revealed
to seners during the shawing protocol rather than
restricting what information the issuer gets during
the signing process. Revocable anonymity is possi-
ble along with seweral other desirablefeatures. Their
systemprovides many of the featuresof previous sys-
tems without using blinding a la Chaum, but relies
heavily on proofs of knowledge like Brands' system.
Credertials are issuedto a userrelative to their pub-
lic key, sotheir systemcould also be usedto prevert
usersfrom pooling credertials.

3 Preliminaries

This section establishesthe primitiv es necessaryto
implement our system. Blind signaturesand cut and
chooseare well known techniques. Laurie's blinding



technique and the form of selective disclosure cre-
dertials preseried here are relatively obscure, while
noninteractive cut and chooseis completely new, as
far asthe authors are aware.

3.1 Credentials and Certi cates

Our de nition of a certi cate is a documert contain-
ing various attributes and their values. Certi cates
are issuedby issuers(often called certi cate author-
ities) to users (often called subjects). X.509v3 cer-
ti cates have a number of standard "elds suc asthe
issuerand subject names,and \extensions" which can
specify arbitrary other kinds of information about the
user.

A user typically createsa certi cate to be signed,
called a certi cate request,and sendsit to the issuer.
The issuersignsthe requestby hashingthe document
with a collision-resistart one-way function and sign-
ing the hashwith his private key. Later the usercan
shaw the signed certi cate to a veri er, who veri es
that the certi cate is valid. In an \on-line" system,
this veri cation takes place with the help of a cen-
tral authority. In an\o®-line" system,the serer can
verify a certi cate (or more generally, a credertial)
without outside help.

We usethe term \credential" when we wish to speak
of attribute demonstrating information in general. A
credential is somethingwhich establishesone or more
attributes of its owner. Credertial sets use multi-
ple X.509v3-like certi cates together to form a single
credertial. Proper X.509v3 certi cates signedin the
traditional way could also be consideredcredertials.

3.1.1 Selectiv e disclosure creden tials

A selectie disclosure credertial has sewral at-
tributes. When the user shows the credenial to a
veri er, she can chooseto reveal only some of the
attributes to the veri er.

Credertial sets accomplishthis with the help of bit
commitment. Bit commitment allows our user, Alice,
to commit to a value without revealing it. One way

to do this is with the help of collision-resistart one-
way functions. Alice's commitment c is the output of
a one-way function oneway() operating on her secret
value s and a random string r:

c= commit(s) = oneway(s : r)

(: denotesconcatenation). Alice “rst sendsc to Vic-
tor the veri er. If shechoosesnot to revealthe value,
Victor can't determine what the value was. If she
does chooseto reveal her secret, she sendsVictor s
and r, who runs them through oneway() and cheds
that the result equalsc. If oneway() is collision-
resistart, Alice can't easily nd any other values for
s and r which will produce ¢ as output. Brands[2]
merntions this technique on pages27 and 184 of his
book.

A normal certi cate can easily be made into a se-
lective disclosure certi cate by replacing actual at-
tribute values with commitments to those values.
Victor can verify that the certi cate is valid in the
usual way, but gains no information about the selec-
tive disclosure values unless Alice reveals the value
and random string usedin the commitment function.

Selectiwe disclosurecredertials are even more power-
ful when usedin conjunction with blind signatures.
If Izzy (a credertial issuer) blindly signs a creden-
tial for Alice, shecan shaw it to Stewe (a serer who
provides a service after verifying a credertial) with-
out revealing all the selectiwe disclosure elds. Stewve
can passthe credertial bad to Izzy, but unlessAlice
hasrevealedenoughinformation to uniquely identify
herself,1zzy won't be able to determine what the un-
revealed elds were, even though he signedthe cre-
dertial.

3.2 Blind signatures

Chaum intro ducedthe ideaof blind signatures. Blind
signaturesallow Izzy, the issuer,to sign a document
without knowing its cortents. To accomplish this,
Alice applies a blinding factor to her documert be-
fore submitting it to Izzy for signing. lzzy signsthe



blinded documert and returns it to Alice. Alice can
then remove the blinding factor without invalidating
the signature. Anyone can verify that the signature
is valid, but 1zzy can't prove any assiation between
the blinded documert he signed and the one Alice
presers unless he knows the blinding factor Alice
used.

Since Chaum has a patent on blind signatures un-
til 2005, we'll also merntion an alternative which
might not be covered by his patents. Camenisd[4]
described blind signature systems based on other
public-key cryptosystemswhich might also be useful
for implemerting credertial sets.

3.2.1 Cut and choose

Since lzzy is unwilling to sign documerts without
knowing what they cortain, Alice usesthe well known
cut and chooseprotocol to demonstratethat the cre-
dentials she wants signed are valid. Alice createsn
blinded copiesof a certi cate, and allows Izzy to ex-
amine some of them. In a simple implementation,
Izzy examinesn-1 of the certi cates, and signs the
remaining one unexamined. Alice hasa 1 in n chance
of successfullycheating by guessingwhich certi cate
hewon't examine. This implementation canbe useful
if there are strong penalties for trying to cheat, but
isn't suitable for the noninteractiv e versionof the pro-
tocol we presert in the next section, since Alice can
attempt to cheat without communicating with any
other parties.

Soinstead, Alice will allow 1zzy to examinen/2 of the
certi cates. He'll signthe other n/2 copies. Alice can
unblind them and show them to Stewe, who will ex-
amine them to ensurethat they're all consister. Al-
ice can only cheat by guessingwhich n/2 copieslzzy
won't examine,and falsifying exactly those. Now she
hasa 1in (n choosen/2) chanceof successfullycheat-

ing.
To use blind signatures with cut and choosein our
system,Alice createsn equivalent copiesof the certi -

cate and hashesead one with oneway(). Sheblinds
eat hashwith a di®erert blinding factor. If the doc-

umernts were normal certi cates, ead copy would be
completelyidentical (and blinding wouldn't serve any
useful purpose{ the issuerwould know that the doc-
uments revealed were byte-for-byte identical to the
unrevealed documerts). If we use selective disclo-
sure certi cates, howewer, ead certi cate will have
the same actual attribute values, but the commit-
mernts to those values which go into the certi cate
will be di®erert becauseof the random strings usedin
commit(). Sincelzzy won't know the random strings,
he won't know what the actual attribute values are
if he later seesthe signed documerts.

Alice makes all n blinded hashesavailable to Izzy,
and n/2 of them are selectedat random. In order for
Izzy to verify that the corresponding n/2 certi cates
are correct, Alice revealsthe blinding factors for the
n/2 selectedhashes,as well as the random strings
usedin the commit() function when constructing the
selective disclosure elds Izzy needsto see.lzzy uses
oneway() on the values and random strings to ver-
ify the selective disclosure elds. Then he hashesthe
certi cates and blinds them with the supplied blind-
ing factors to seeif they match the blinded values. If
Alice hasn't tried to cheat, he multiplies the remain-
ing n/2 hashestogether, signsthe result and returns
it to Alice.

Alice unblinds the signed product, and can show it
to Victor asthe signature for the certi cates. To re-
veal a selective disclosure attribute to Victor, Alice
must send the true attribute value along with the
random string used by commit() in ead of the n/2
certi cates. Victor veri es that the oneway() func-
tion returns the proper value for ead copy of the
certi cate. If any of the values are di®eren, Victor
knows Alice wastrying to cheat.

Alice hasonly a 1in (n choosen/2) chancethat she
can successfullydefeat the cut and choose meda-
nism. To do this, shemust get Izzy to signn/2 docu-
ments all consistent with ead other and all di®eren
from the n/2 valid documerts which he inspects.

This application of blind signatures and cut and
choose, excluding our use of bit commitments, is al-
most identical to the scheme proposed by Chaum,
Fiat and Naor.



3.2.2 Nonin teractiv e cut and choose
Borrowing a conceptfrom noninteractive zeroknowl-
edgeproofs?®, we canusea collision-resistart oneway
function to selectthe n/2 documerts to be revealed
in the cut and chooseprotocol. The oneway() func-
tion is called on the concatenation of the n blinded
documerts described above, and its output it usedto
selectwhich n/2 documerts Alice must reveal. Izzy
can also hash the n documerts to verify that Alice
properly applied oneway().

The following algorithm can be used to select the
n/2 columns: Use the output of oneway() to seed
a suitable pseudorandom number generator. Di-
vide the PRNG's output into strings which are ead
ceil(logn) bits long and useead string asthe index
of an ID to reveal, until n/2 IDs have beenselected.

3.2.3 Chaum blinding

Chaum's blinding is simple. Here's how we can

blindly compute an RSA signature using I1zzy's RSA

secretkey d, public key e and public modulus n. Alice

choosesa random blinding value b, raisesit to lzzy's

public exponert and multiplies it with her documert

h (h since we typically sign the hash of a message,
not the messagatself):

r = hb® (mod n)

Izzy signsr by raising it to his secretexponernt d and
returns r¢ (mod n) to Alice. Alice can now remove
the blinding factor to obtain h®, the signature for her
documert. Note that (b%)? is equivalert to encrypting
then decrypting b: (b°)9 = b (mod n).

rd= hied  (mod n)
= h%  (modn)
ht= b (modn)

1Applied Cryptograph y[10], pp.106-107.

Alice is left with a normal RSA signature on h
which anyone can verify if they know lzzy's public
key. Thus, if credertial setsare implemented using
Chaum's scheme, veri ers will be able to verify the
validity of credenials o®-line, without lzzy's help.

This technique works with our cut and choosealgo-
rithm. In this case,Alice has a collection of hashed
certi cates hy:::h,, and choosescorresponding blind-
ing factors by :::h,.

r« = hyl¥ (mod n)

Izzy signsthe product of ry::irn, and Alice unblinds
as before:
hygdhgisd:::
d_ 17 "2%2 - mod n
bbby ( )
Alice is left with the product of the signaturesof the
hashes.

(hyhg::)

3.2.4 Laurie blinding

Laurie[9] (who in turn credits David Wagner, lan
Goldberg, David Molnar, Paul Barreto and \v arious
Anonymouses") proposedan alternative to Chaum's
blinding technique in an e®ortto avoid the patent on
blind signatures. In Laurie's system, issuersstill sign
documerts blindly, but signaturescanonly beveri ed
by the signer himself. To prove that he isn't trying
to cheat when producing such a signature, the issuer
provesits validity to the userin zero knowledge.

Sincethe end result is not a signature which can be
veri ed by a third party, it might not be covered by
Chaum's patent.

The straightforward application of Laurie's approact
requires that the issuerhelp in the credertial veri -
cation process. Suc an implementation must be an
on-line systemsothat the veri er and issuercanwork
together to verify credertials.

Another option? involves Alice returning her blindly
signed credertials to the issuerat a later time. He

2Suggestedin an anonymous post to the Coderpunks e-mail
list on 14 Dec 1999.



cheds that the signatureis valid (but, like any other
person she could show credertials to, doesn't learn
anything about the selective disclosure attributes).

Then he signsthe documert with his RSA key. Now
Alice hasa traditionally signedcredenial, just asshe
would have obtained had she used Chaum's blinding
technique. Thus, this approach may not be as im-
mune to Chaum's patents.

In Laurie's system, Alice blinds her values with a
blinding factor which sheremovesafter signing by the
issuer, as in Chaum's system. But since signatures
in Laurie's systemcan only be veri ed by the signer
himself, he usesa zero-knavledge proof to show that
the signature contains no hidden identifying informa-
tion.

To use Laurie's blinding techniques (as described in
sections2.1 and 4.1 of his paper), lzzy createspublic
valuesp, g and g¢ (mod p) such that:

pis prime
pil is prime
g>6 1 (mod p)
g(pi 1)=2 - 1 (mod p)

k liesin [2;(pi 1)=2)

k is 1zzy's secretexponert.

To blind avalue h, Alice choosesa blinding exponert
b to usewith g:

r = hg® (mod p)
For completenesswe also specify that:
r(Pi D=2 1 (mod p)

Alice sendsr to Izzy for signing, and he respondswith
seweral values which allow Alice to both construct a
signature on r and verify its validity. l1zzy choosesa
random integer x suc that

x liesin [(logp) + L (pi 1)=2i (logyp)i 1]

He also calculates:

_ pi 1
t= X (mod T)
c= r* (modp)

= g° (modp)

He sendsthe valuesc and d to Alice. Alice requests
X or t at random, and Izzy sendsit to her. If she
requestedx, shecheds that:

c=r* (modp)
and

d=g* (mod p)
If sherequestedt, sheveri es that:

dt

g = ¢g* (mod p)

and

t

¢=r"

rk (mod p)

They repeat this protocol n times to show that Izzy
has a probability of cheating of 1 in 2". When the
protocol terminates, Alice takesone of the values:

c = rk

= (hg")*

(mod p)
(mod p)

and unblinds it to produce h* (mod p), Izzy's signa-
ture on her documert:

(hg”)* = hkg™  (mod p)
= hkg®  (mod p)
hk = "9’ (mod p)

gkb



Sinceg® is a public value, it's easyfor her to compute
g“P. Working with the product of hashesworks just
asin Chaum's system:

(rirarzi)k = hgPknkgPk::: (mod p)

hi gbrkpi gPek -
hkh::: = W (mod p)

Note that only Izzy can verify if his signature is cor-
rect, sinceonly he knows k.

4 Credential Sets

Alice may have seweral credertials issued by di®er-
ent issuers. For example, the state might issue her
driver's license, while her school issuesher student
identi cation. In certain circumstancesshemay have
to demonstrate attributes about herself that reside
on di®erer credertials. To prevent Alice and Bob
from pooling their credertials to obtain servicesnei-
ther could obtain alone, we require that certi cates
showvn together must have beenissuedas part of a
credential set. Credertials in a set can be issuedby
di®eren issuers,but will all be provably linked. As
long as the issuersare trustworthy in following the
issuing protocol, proof of set menbership is sutcient
to shaw that the credertials wereissuedto the same
person.

Alice will build acredertial setrequest(CSR) to showv
the issuersof ead of her credertials. Issuerssign the
portions of the CSR that correspond to the creden-
tials they issue. Alice can then unblind the creden-
tials and show them to obtain services.The CSR and
shawing protocol provide probabilistic evidencethat
Alice hasproperly createdthe credertials shewishes
to have signed, and that the credertials were issued
to the sameperson.

The certi cate matrix portion of the CSR is almost
identical to the matrix described in section 4 of
Chaum, Fiat and Naor's scheme. But while their sys-
tem usesit to createa blacklist for misbehaving users,

our systemusesthe linking information to prove cre-
dertial set membership.

4.1 The Credential Set Request

Alice rst obtains an identity documert, de ned as
any documert suzcient to identify Alice to all heris-
suers. This could be a selectiwve disclosurecerti cate,

but there's no reasonto have it signedblindly since
its purposeis to identify its owner. The purpose of
the credertial setis to prove that all the elemeris of
the setwereissuedto the personowning the identit y
documen (eventhough that identity neednot be re-
vealedwhenthe credentials are shown). The identit y
documert might include di®erert forms of identi ca-

tion - for example,a social security number aswell as
a driver's licence number. Di®erert issuerscan use
di®erert elements of the identity documert to ver-
ify Alice's identity, soit's important that the issuer
of the identity documern ensurethat Alice can't get
Bob's SSNincluded in her identity documert.

She also generatesa random value, and obtains a
random value from ead of her issuers. The output

of oneway() giventhe identit y document and random

values becomesthe Master ID for the credertial set.

The random valuesensurethat the Master ID is dif-

ferernt for every CSR she creates. This is necessary
to prevent attacks which would allow Alice to reuse
a Master ID in a subsequeh credertial set. Later,

ead issuer will ched that Alice used the random

value that issuer gave her. Sincethe issuer doesn't
reuserandom values, he knows that at least part of
the input to oneway() wasunique, and therefore that

the Master ID is also (with overwhelming probabil-

ity) unique.

Alice usescommit () with the Master ID and n di®er-
ernt random strings to produce credertial IDs. That
is, Alice generatesid;:::id, suc that every idy =
commit (master_id : k). Appending k to the Mas-
ter ID ensuresthat eadt credertial 1D, and therefore
eat valid certi cate, will be di®erert®. Otherwise,
Alice could maliciously usethe samerandom values

3Dr. Stefan Brands pointed out the need for this require-
ment.



The Credential Set Request

credential_id
I* Credential

Certificate
Matrix

obscured_credential_id =
commit(credential_id)

Proof Material

Identity Document
Name: Alice
SSN: 123-45-6789
Address: 123 Maple...

= commit(3le37...)
1D is 23ffx... */

Session Random Values

Alice random: a4v80vw2...
Issuer 1 random: 1va39v...
Issuer 2 random: 18vd02...

Master ID: 3le37

©,
Q

Obscured Credential

Obscured Credential

Obscured Credential Obscured Credential

1D: b92jh. ID: mn2f9. ID: 2d20d... ID: ee82h...
BYU.Student BYU.Student BYU. Student BYU. Student
Credential D Credential 1D Credential 1D: Credential ID:
23ffx... bjo28... 0jg8sb. b93g..
Major: XXXX Wajor: XXXX Major: XXXX Major: XXXX
Us Citizen USs Citizen Us Citizen Us Citizen
Credential 1D: Credential ID: Credential 1D: Credential 1D:
23, bj028, 0jg88b: 093g..
Age: XX Age: XX Age: XX Age: XX
NRA Member NRA Member NRA Member NRA Member
CredentiaklDx CredentiakDx CredentiaklDx CredentiakID:
23ffX..x bj028. .« 0]g88b:. b93g. .«
Class: XXXX Class: XXXX Class: XXXX Class: XXXX

Key:
>
[ ] oaa

:l Blinded data

Procedure

=

Revealed Columns: 2,3,..
Credential IDs: bj028..., 0jg88b.,
Blinding factors: 9318...,1386..., ..

BYU Student BYU Student
Credential ID: Credential ID:
bj028. 0jg8sb...
Major: XXXX Major: XXXX
US Citizen US Citizen
Credential ID: Credential ID:
bj028... 0jg8sb...
Age: XX Age: XX
NRA Member NRA Member
Credential ID: Credential ID
bj028... 0jg8sb...
Class: XXXX Class: XXXX

Proof

Selective Disclosure Values

Major: {CS, 20v92...}, Major: {CS,e8r8b...}

Age: {19,28b21...}, Age: {19,b892x...}

Class: {Gold,z0893...}, Class: {Gold,09gn3...}

Notes:

1. The identity document is the
basis for membership in the
credential set. The session
random values make the master

ID unique for each issuing session.

2. Credential IDs descend from
the master ID. Commitments to
the IDs are included in the proof
material. The credential ID appears
in each certificate in a column.

3. Half of the columns in the
certificate matrix are used to

prove the accuracy of the CSR.

The other half will be signed by

the issuers. A real certificate matrix
would have many more columns than
are shown here.

4. All the proof material together
feeds oneway(), just as in a
noninteractive zero knowledge proof,
to determine which columns Alice
must reveal.

5. Alice includes the certificates and
blinding factors used to create the
columns of the certificate matrix to be
revealed.

6. Alice must also reveal the selective
disclosure values for each certificate
and the random strings used in
commit() so that the issuers can

verify the attributes in each certificate.



in commit() to createthe samecredenial ID for eact
column, which would in turn allow her to createiden-
tical certi cates for all columnsin a row (except for
a single malicious ertry). The issuer's signhature on
that row could then be manipulated to produce sig-
natures on arbitrary documerts. Appendingk to the
Master ID seresthe samepurposeasthe valuei in
calculating y; in the Chaum, Fiat and Naor scheme.

Alice then calls commit() again to commit
to eadr credertial ID. That is, she calcu-
lates v¢ such that v = commit(idy) =
commit(commit(master_id : k)). The Trst call
to commit() prevents anyone seeinga crederial ID
from knowing what Master ID it descendsfrom.
The secondcall preverts the issuer from being able
to assaiate credenial IDs Alice reveals during the
shawing protocol with the unrevealed commitments
in her CSR.

Next she creates n certi cates (which are actually
more closelyrelated to the common notion of certi -
cate requesty which will be used together to create
a single credertial, just as we described in the cut
and choose protocol. The certi cates 1:::n include
the credertial IDs 1::n.

Alice repeats the processfor ead of the m creden-
tials she wishesto have in her credenial set. The
mxn blinded certi cates can be thought of asan m
by n matrix, where ead row represerts a single cre-
dential. Each column consistsof one elemen of eat
credertial, all with the samecredertial ID. Alice uses
the sameblinding factor for ead certi cate in a col-
umn.

The identity documert, random values, Master ID,
obscured credential IDs and blinded certi cates are
combined to form the proof material of a Credertial
Set Request. Alice usesthis proof material as input
to the one-way function usedin the noninteractive
cut and chooseprotocol.

The output of the one-way function selectsn/2 of the
columns of the matrix which Alice must reveal. To
wit, sheappendsthe credenial IDs for eath column
and the commit() preimageswhich prove that they
descendfrom the Master ID and produce the values

in the proof material, and the blinding factors for
the columns of the matrix to be revealed. All of this
information forms a completeCredertial SetRequest.

4.2 Issuing

In the issuing protocol, Alice sendsher CSR to eadh
of the issuersof her credertials. Each issuerwill ex-
amine the CSR to verify its accuracy then sign his
row(s) of the certi cate matrix. Alice can then un-
blind the signature and useit along with the corre-
sponding certi cates as a valid, signedcredertial.

Alice sendsthe following to ead issuer:

2 the Credertial Set Request

2 the certi cates which form the preimagesof the
blinded hashesin the revealed columns and row
corresponding to the credertial to be issued

2 the preimagesof the selective disclosure elds in
ead revealed certi cate which the sener needs
to verify

The issuerveri es the following:

2 the random value Alice included was actually is-
suedby that issuerfor the current transaction

2 the revealedcredenial IDs were properly gener-
ated

2 the certi cates are of the proper form (i.e., eat
attribute value is accurate, and the ID in ead
certi cate matchesthe crederial ID for its col-
umn)

2 the certi cates hashto the value obtained by un-
blinding the corresponding elemern of the matrix

It then multiplies the remaining blinded hashesin
the row together, signsthe product and returns the
signature to Alice. Alice can divide the blinding fac-
tors out of the issuer's signature to obtain the sig-
nature for the product of hashesof the certi cates.



The certi cates and signature together form a proper
credertial.

Alice repeatsthe processfor ead issuer.

Each issuer has now signed documerts it has never
seen,but whosevaluesare almost certainly (for large
enoughn) either:

2 correct, or

2 inconsistert amongthe elemerns of the row (and
the showing protocol statesthat any sud incon-
sistency invalidates the credertial.)

4.3 Proving ownership of credentials

Traditionally, certi cates contain a public key whose
corresponding private key is known to the rightful
certi cate owner. This allows Alice to show a certi -
cate to Steve and prove her ownership of it. Steve
can keep a copy of the certi cate, but can't claim
ownership unlesshe can discover Alice's secretkey.

With credertial sets, Alice still needsto prove own-
ership of her credenials, but doesn't want to reveal
uniquely identifying information about herselfin the
process. She can do this by creating a new key pair
whosepublic key will be included in ead credertial
in her set. Shestoresit asa selective disclosurevalue
in her credertials so that lzzy doesn't seeit when
signing them. Later she'll revealit to Steve when he
demandsthat sheprove ownership of her credertials.

4.4  Showing

Alice now has a signed credertial set, and can shov
a subsetof these credertials to Steve in order to ob-
tain a service. She sendsthe credenials to Stewe,
who veri es the issuer signatures on them, possibly
with the issuers'help. Shealsomay chooseto reveal
the values of selective disclosure elds. Stewe veri-
“es that the credertials are properly constructed and
challengesAlice's ownership of them.

Remenber that ead credertial is comprised of n/2
selective disclosure certi cates and the signature on

the product of their hashes.Steve must verify the sig-
nature as well asthat the n/2 certi cates are equiv-
alert (the nal step of the cut and chooseprotocol).

If Chaum's blind signatureswere usedin the issuing
process, Steve veri es the credertial signature just
as for any other RSA signature, by raising the sig-
nature to the issuer's public exponert (modulo its
public modulus) and cheding that the value equals
the product of certi cate hashes.

If Laurie's alternative blinding technique was used
without the option of returning the credertial to the
issuerfor corverntional signing (as mertioned in sec-
tion 3.2.4), Stewve forwards the product of hashesand
the signature to the issuerfor veri cation. Note that
this product of hashesdoes not reveal the creden-
tials themselhesto the issuer,and thus presenesthe
privacy of both Alice and Stewe.

Stewve also cheds that the preimagesAlice sert for
ead selective disclosure eld specify the samevalue
for eadh certi cate in the row and that they hashto
the values in the certicates. This meansthat he
must run oneway() on n/2 preimagesfor every se-
lective disclosure eld of every credertial which Alice
wishesto reveal.

Next Steve veri es that the preseried rows camefrom
the samecredertial set by verifying that the creden-
tial ID is the samefor all certi cates in a column.

Finally, Stewe challengesAlice's ownership of the set
by meansof the public key included in ead creden-
tial.

4.4.1 Creden tial re-use

All the credertials issuedduring the issuing process
have the samecredertial IDs sothat Alice can prove
they belong together in the set. These IDs are dif-

ferernt for ead instance of the issuing protocol, how-

ever. Alice losessomeprivacy if sheshows credertials

from the sameset more than once, since the people
she shows them to could comparethe credertial 1Ds

and determine that they were dealing with the same
person.
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Showing Protocol

BYU Student
Credential ID: 23ffx...
Name: w821jg...
Major: q81kv...

Year: ce83m...

US Citizen
Credential ID: 23ffx...
Name: e20g8...

Age: m029f...
DOB: 0398g...

Notes:

After the issuers sign Alice's credentials, she removes the
blinding factors on the signature. She sends Steve the
unblinded signature, the certificates which were signed, and
the values for the selective disclosure fields she wishes to
reveal (along with the random strings used in commit()).

EIEIEIEIEI% EIEIEIEIEI"-;&

BYU Student
Credential ID: ib93g...
Name: y28bk...

Major: y82hb..
Year: 9wkv8..

US Citizen
Credential ID: ib93g...
Name: v93kh...

Age: pohj4...
DOB: 129fm...

Steve checks to make sure that the Credential IDs match for
all the credentials Alice presents. In this example, the ID for
the first column is 23ffx... and the ID for the second column
(originally the 4th column in the CSR) is ib93g....

For each certificate, Steve runs the actual value and random

Selective Disclosure Values

Us Citizen:

Age: {19,t1092g...} Age: {19,nl82g...} Age: {19,uzlg8...} Age: {19,t38gb...}

BYU Student:

Major: {CS,2i09g...} Major: {CS, 10vj3...}  Major: {CS,g81lg...}

Major: {CS,10993;..
Year: {Senior,r209h...} Year: {Senior,x83hg...} Year: {Senior,pk91k...} Year: {Senior,01kvb...} ...

string provided for each selective disclosure field through
oneway() and checks that the result is identical

to the value in the certificate. In this example,

he would begin by checking the age field, verifying that
oneway(19 . t092g...) == m029f..., then that

) oneway(19 . nl82g...) == p9hj4..., etc.

For maximum privacy, then, Alice should go through
the issuing protocol with her issuersmultiple times
and obtain many instancesof her credenial set. After
shawing any credertial from her set, shediscardsthat
entire instance of the set. Credertials from di®er-
ert instancesof the issuing protocol can't be linked,
except by the attribute values Alice reveals during
the shawing process.That is, Alice can obviously be
traced if shealways revealsthe social security number
“eld of her credertials, sincethat attribute is unique
to her. But if sherevealsonly that her hair is brown
to both Steve and Sam, they can't tell whether they
were dealing with the sameperson.

45 Security

There are seweral ways Alice might try to pool her
credertials with Bob to obtain servicesneither could
obtain alone, or to get an issuerto sign an untrue
credertial.

Alice could attempt to create a Credertial Set Re-
guest with fake uninspected columns. Abusing the

noninteractive cut and choose protocol, Alice can
spend as long as she wishes constructing di®erert
Credertial SetRequestsin which half the columns of
the credertial matrix have bogus certi cates. Each
attempt hasa 1 in (n choosen/2) chancethat the
output of oneway() will selectjust the valid columns
of the matrix for inspection, leaving the issuerto sign
an untrue credertial. Shecan perform this attack of-
°ine, without interacting with any other ertities. The
probability of succesganbereducedto an acceptable
level by choosing a suzciently large n.

Alice could try to get a signature on a single mali-
cious column whose value is the product of hashes
of a bogusrow of credertials. Shethrows away the
CSR and starts over if oneway() selectsthat column
for inspection (which it will do with 50% probabil-
ity). After the issuersignsthe row, sheisolatesthe
signature on just that value. Isolating individual sig-
natures is the hard part, aslong asead documert is
di®erent and shecan't otherwise derive the signature
for the valid columns. Here shehas no better chance
of successthan the issuerwould in trying to deter-
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mine the blinding factor applied to a documert to be
signed.

Bob could tell Alice the Credertial IDs for a cre-
dential set of his so that Alice can attempt to in-
clude those same Credertial IDs in a CSR of her
own. However, she can't determine before creating
the CSR what columns will be required for inspec-
tion by oneway(). As in the ‘rst example, she has
only alin (n choosen/2) chanceof successvith eath
attempt.

5 Revocable anonymit y

In revocable anonymity, the server and a quorum of
authorities can agreeto discover additional informa-
tion about the presener of a credenial.

Revocable anonymity can be implemented by requir-
ing that a"eld of a credertial be a pieceof encrypted
personally identifying information. For instance, Al-
ice could encrypt her social security number using
the public keysof seeral di®erert governmert agen-
ciesand include the ciphertext asa eld of eact cre-
dertial. To prove the "eld's validity to an issuer as
required during the credertial set issuing protocol,
Alice sendsthe issuerthe SSNand random padding
usedduring encryption. The issuerveri es the value
by encrypting with the samekeys Alice usedand en-
suring the valuesare equal.

If Steve suspectsAlice of wrongdoing, he canforward
the credertials sherevealedto him to the governmert.
All the agencieswould then have to cooperate in de-
crypting the encrypted identifying information in the
credential to discover Alice's identit y.

6 Performance

Here are somesize and performanceestimatesfor is-
suing and showving a CSR with 3 credertials, using
n = 256 columns and Chaum-style blinding. We
assumeead certi cate in the matrix is 1k bytes in
length, and has 8 selective disclosure elds whoseac-

tual valuesare relatively short. The random strings
usedin commit() are eact 20 bytes.

The entire CSR contains 3 © 256 = 768 certi cates
totalling 768k bytes. Their blinded hashes(which
populate the certi cate matrix) will eac be approx-
imately as large asthe modulus of the issuer's sign-
ing key. For a 1024 bit key, this would come to
7681n 128 = 96k bytes. Each certi cate requires
8120= 160bytesto storeits selective disclosureran-
dom strings, for a total of another 7682 160= 120k
bytes. Including the rest of the CSR overhead (in-
cluding the identit y documernt, random strings, blind-
ing factors, etc.), the client needsto store about a
megalyte of data for the CSR and all its auxiliary
information.

During the issuing protocol, Alice will needto send
ead issuerthe CSR and half the certi cates for his
row, which comesto a little over half a megalyte of
network tratc. To verify the CSR, ead issuer must
verify, hashand blind the revealedcerti cates for his
row, and sign the unrevealed columns. Cheding the
selectiwve disclosure elds (assumingthey examineall
8) requires 128a 8 = 3k calls to oneway() per issuer.
Hashing, blinding and signing require an additional
128 calls to oneway(), 128 blinding operations (each
consisting of a modular multiplication and exponen-
tiation), and another 128multiplications plus a single
signing operation to generatethe signature. To un-
blind ead signature, Alice must then perform 128
modular divisions.

During the issuing protocol, assumingAlice wants to
shav Stewe all three of her credentials, Alice hasto
send3a128= 384certi cates plusthe three credertial
signatures,for alittle over 384k bytes of network traf-
“c. If shedisclosesall the selective disclosure elds
in eadh credenial, she'll also have to send him the
38408 = 3k random valuestotalling 3k @16 = 48k
bytes. Stewe will have to call oneway() for eat of
the 3k “elds, then oncefor ead certi cate. Verifying
the signature on ead credertial requires him to do
128 modular multiplications and one modular expo-
nertiation using the issuer'spublic key.

This is a rather expensiwe system by today's stan-
dards, especially when using credertial setsonly once
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as we recommend. Personal computers with broad-
band network connectionsshouldn't have too much
trouble with the storage and computational require-
ments, but they're probably prohibitiv e for embedded
systemssud as PDAs and smart cards.

7 Conclusions and future work

The noninteractive cut and chooseprotocol is a new
primitiv e, and may nd application in other areasof

cryptography.

Though crederial setscan be rather expensive com-
putationally, they achieve their goal of protecting
user privacy while solving the problem of credertial
pooling. Our credertials individually behave much
like traditional X.509v3 certi cates, making it fea-
sible to adapt existing certi cate systemsto work
with credenial sets. Our selective disclosure tech-
nique gives userscortrol over disclosure of sensitive
personal attributes, and blind issuing protects user
privacy with respect to certi cate issuers. Work has
begun on a simple free software implementation of
the systempreserned here. We plan to make it avail-
able as a completely patent-free solution.

Future work on this system may focus on improving
exciency and adding features presert in other cre-
dential systems. Preverting a credertial from being
shavn more than onceshould be a simple addition, as
it already existsin the Chaum, Fiat and Naor system.
Adding °exibilit y to the selective disclosure medca-
nism is a possibility, and there are seweral possible
ways of reducing the computational demandsof our
system.

We sincerely hope that our work will encouragethe
spread of free privacy-protecting security systems.
The work of Camenist and Lysyanskaya is also
promising, though quite a di®erert approad from
our own. Our systemsprevent oneof the major forms
of credertial misuse,making privacy attainable with-
out compromising security.
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