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Abstract.  Most guidelines for implementation of the RC4 stream ci-
pher recommend discarding the rst 256 bytes of its output. This recom-
mendation is based on the empirical fact that known attacks can either
cryptanalyze RC4 starting at any point, or becomeharmless after these
initial bytes are dumped. The motivation for this paperisto nd a con-
senativ e estimate for the number of bytes that should be discarded in
order to be safe. To this end we proposean idealized model of RC4 and
analyze it applying the theory of random shu es. Based on our analysis
of the model we recommend dumping at least 512 bytes.

1 Intro duction

RC4 is a stream cipher designedby Ron Rivestin 1987.This cipher is extremely
fast and exceptionally simple, which makesit ideal for protecting network tra c.
In particular, RC4 is part of SSL and WEP implemertations, which probably
makesit, in the words of its author, \the most widely-used stream cipher in the
world" [Riv01]. The designof the cipher was kept as a trade secretuntil 1994,
when it was leaked to the cypherpunks mailing list.

Seweral vulnerabilities and possibleattacks, surveyed in Section 3, have ap-
pearedin the open literature. Most of these attacks revolve around the concept
of a distinguisher, which is an algorithm that can reliably distinguish a pseudo-
random number generator from a truly random source. We separate weak and
strong distinguishers. Weak distinguishers may be applied to any continuous
segmen of the RC4 output stream. A strong distinguisher can only detect a
bias at the beginning of the output stream and usually requires accessto sev-
eral streams generated for dierent keys. The most staggering discovery that
falls in the secondcategory was a statistical anomaly in the secondbyte of the
RC4 output, which is zerowith probability twice asmuch asit should [FMS01].
To thwart this and other strong attacks, researters recommenddiscarding the
rst 256 bytes of the output. This proposal can be traced badk to 1995, when
a Usenet post suggestedit as a hedgeagainst a weak-key attack [Ro095. RSA
Security, Inc. maintains that it has beenits routine recommendation.

We proposea novel idealized model for studying RC4. We usethis abstract
model to estimate the number of initial bytes that ought to be dumped from the
output stream. In other words, we want to know where the beginning of RC4
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ends. We concludethat this number must be more than previously thought. As
a practical corollary we describe and explain a bias in the rst byte of RC4
output. This phenomenonis almost as persistert and reliable asthe bias in the
secondbyte, even though they are completely unrelated.

2 The RC4 Cipher

RC4 is a stream cipher in which the keystreamis independern of the plaintext.
The internal state consistsof a permutation on numbers O... 255 represered
as an array of length 256 and two indices in this array. We parameterize the
length of the permutation by a variable n that may take any integer values(not
necessarilypowers of 2). The high-level view of the encryption algorithm is as
follows:

statey  KeySchedK)

for i:==1to L do
hstate ; zji PseudoRangstate; 1)
Ci Zi M

The size of the key K is variable and typically rangesfrom 40 to 256 bits.

The internals of the algorithm (functions KeySchedand PseudoRany are
shown in Fig. 1. Throughout the paper we denote the permutation asS, the two
indices of the internal state asi and j and assumethat all arrays are indexed
starting at 0. All arithmetic is done modulo n.

KeySchedK ) PseudoRandi; j; S)
for i:=0to n 1do
S[i]:=i
j:=0
for i:=0to n 1do i=i+1
j =]+ S[il+ K[i mod ] j =]+ S[i]
swap(S[i]; S[i 1) swap(S[i]; S[i )
i;j=0 output z:= S[S[i]+ S[j]]

Fig. 1. The RC4 stream cipher.

3 Existing Attac ks

Sincethe encryption algorithm, namely XORing the plaintext with the output
stream, is so simple, any algorithm that predicts a bit in the RC4 output canbe



usedto launch an attack. Consequetly, any statistical anomaly in the output
stream is a potential vulnerabilit y.

The rst weak distinguisher was Golic's [Goli97] that exploited a correlation
betweenz; and z., . Later, twelve much stronger correlations betweenconsecu-
tiv e bytes of the output stream werediscoveredby Fluhrer and McGrew [FMO0O].
Two badktracking algorithms wereindependertly proposedin [MT98] and [K+98].
In this approad the attacker tries to guessthe internal state of RC4 by emulat-
ing its execution and cheding it for consistencywith the known output. Both
attacks are not practical becauseof their enormouscomputation complexity.

Another approact hasbeentaken by Roosand Wagner[Roo95Wag95. They
described seweral classesof weak keys that either generate predictable output
or, when thesekeysare used, se\eral bytes of the key can be extracted from the
output stream. Ironically, accordingto our de nitions, theseclassesf weakkeys
lead to strong distinguishers sincethey can only be applied to the beginning of
the output stream.

The results due to Mantin and Shamir [MSO01] and Fluhrer, Mantin, and
Shamir [FMS01] are of most practical importance. The rst work describesthe
bias in the secondbyte of RC4, which is zero with probability twice what you
would expect. The secondwork presers an analysis of a broad class of weak
keys basedon someparity-preserving properties in the key scheduling.

The fullest study of RC4 to date with comprehensie description of attacks
of [MS0]] and [FMSO01] can be found in [Man01]. [Dur0O1] proves exact bounds
on the e ectiv enessof the distinguisher of [FMSO01].

If cryptanalisys of [FMS01] favors short keys,[GW00] demonstratesa related-
key attack that works better on very long keys. It is generally bad practice to
userelated keysin cryptographic applications. In the caseof RC4 it hasturned
out to be disastrous: the secondpart of the [FMSO01] paper cryptanalyzed the
Wired Equivalert Privacy protocol (WEP) that did just that; the attack was
implemented and shown to be feasibleby [SIR0Z].

To cortrast our work with known results, we stressthat we do not exploit
weak keys. We depart from the conceptof modelling RC4 asa nite automaton
(asin [Fin94]) and considerthe cipher asa random walk on a symmetric group.
We do not describe any practical distinguishers other than the one that detects
a biasin the rst byte. Instead we prove a necessarycondition for existenceof
strong distinguishersin the idealized model.

4 Random Shues in RC4

In this sectionwe describe our idealized model for RC4. We model KeySchedand
PseudoRands a random shu e and study the resulting distribution of the per-
mutation S. After one application of KeySchedhis distribution is not uniform,
which results in a detectable bias in the rst byte of the output. This raisesthe
question of convergence,.e., how fast the distribution becomesndistinguishable
from the uniform. In Section 5 we tackle this problem.



4.1 Motiv ational observ ation

It is often conveniert to assumethat the internal state is a random permutation.
Sometimesit is a valid assumption, but it is hardly so when we look at the
behavior of the cipher just after the key scheduling algorithm. The following
obsenation explains why.

Claim. After execution of KeySchedwe may correctly guessthe sign of the per-
mutation S with probability 56%.

Before proceedingwith a heuristic argumert we recall the de nition of the
sign of a permutation. Here we useone of many equivalent de nitions. For any
represenation of a permutation asa product of non-trivial transpositions

= (aubn)(azk2) 11 (am b );
the signis de ned as

. _ m_  tl; if 2jm
sign( )= (1) 1; otherwise
The RC4 cipher initializes the permutation S with the identit y permutation.

Therefore sign(S) = +1 beforethe main loop of KeySchedEach iteration of the
loop transposesS[i] and S[j]. Unlessi = j, the transposition changesthe sign
of the permutation. Heuristically, i 6 j with probability 1 % and theseeverts
are independert for dierent i. Therefore, the probability that the sign changes
ewvery time, for a total of n times, is (1 %)“ e 1. Similarly, we may compute
the probability of the sign changing 1;3;5;::: times taking on 1 at the end
and 2;4;6;::: resulting in the +1 value. The limiting distribution for the two
possiblevalues of the sign of the permutation S after KeyScheds

. 1" n 1 "% 1
Prsign(S) = ( 1)"]= 1 n + 9 1 - -z + o !
1 1 1 1 2
e l+ﬂ+m+”' nll! é(1+e )
Prsign(S) = ( )" 1=1 Pr[sign(S,) = ( 1)"] . %(1 e ?):

Therefore we may predict the sign of the permutation S after execution of the
key scheduling algorithm with advantage %e 2 6:7% over a random guess.
Signi cance of this anomaly . First, this computation is asymptotic and only
valid when n goesto in nit y. Howewver, n = 256 is large enoughto make the
exact probabilities su cien tly closeto their limit values.

Second,and more importantly, the argumert hingeson the heuristic assump-
tion that i = j with probability £ andthat theseevents for dierenti = 0:::n 1

n
are independert of one another. When the key length is maximal, i.e., n bytes,



and the key material is drawn from the uniform distribution, this argumert is
rigorously true. For the actual RC4 parametersit is rarely the case,but the table
in Appendix B supports our heuristic.

Third, we do not suggestthat this predictor can be useful for an attack on
RC4. What we want to stress,however, is that RC4's state is by no means
random , at least just after executing the key generation algorithm. We hope
that the above argumert provesthis point corvincingly. In the next sectionswe
describe a model that captures someaspects of the permutation's behavior and
explain other irregularities in its distribution.

4.2 Idealized model

In idealizing (in other words, simplifying) the inner workings of RC4 we take
an approad which is seeminglyconsistert with the initial intent of the cipher's
designer. Indeed, all arithmetic performed on the index j is supposedto ran-
domizeit, renderingj unpredictable. The only modi cation we maketo RC4 is
to explicitly assignto j a random value wheneer | gets changed (seeFig. 2).

KeySched PseudoRand
for i:=0to n 1do
Sli] =i
for i:=0to n 1do i=i+1
j = random(n) j := random(n)
swa(S[i]; S[j ) swa(S[i]; S[j )
i==0 output z:= S[S[i]+ S[j]]

Fig. 2. Idealized RC4 stream cipher.

A closerlook at the two modi ed algorithms KeySched and PseudoRand
comprisingthe idealizedRC4 revealsthat their actionson S areidentical and can
be uni ed in a single procedure (Fig. 3). This procedurere ects transpositions
that occur in the permutation over the running time of the cipher, both in the key
scheduling and the pseudo-randomnumber generator! We call this procedure
the P shue , wheret is the length of the output including the key scheduling
phaseor the time, for short. The focusof the rest of the paper is on understanding
this shue and its connectionwith real RCA4.

! There is a slight inaccuracy in this approximation. Index i points to S[1] rather than
S[0] at the beginning of PseudoRand We ignore this di erence in our theoretical
analysis but will take it into accourt in computations.



S id
for i:=0to t 1 do
swag(S[i mod nJ; S[randon(n)])

Fig. 3. P: shue.

5 Exchange Shue

The seeminglyinnocuousproblem of shuing cards hasbecomea subject in its
own right, with books and Ph.D. thesesdewoted ertirely to it. The richnessand
di cult y of the problem lies in the fact that all shues are not alike, and no
generalmethod exists for dealing with someof the most interesting cases.

Card shuing is often disguisedas a problem in the theory of random walks
on groups. We refer the reader to a monograph by Diaconis [Dia88] for both
intro ductory and advanced material and to a recertly published survey [Sal0]]
of an even broader range of topics.

It is even more surprising that the P; shue (Fig. 3) hasattracted little at-
tention comparedto other shu es. Examplesof better studied shu ing scdemes
include the random transposition shu e, when pairs of randomly chosencard are
transposed,the rie shue that is modelled after the way professionalplayers
shu e cards, analyzed by Shannon,and se\eral others.

Keeping up with the tradition of a large body of literature, we refer to the
permuted elemerns as cards and to the permutation itself asa deck. For consis-
tency with our discussionof RC4 we enumerate cards starting at 0.

5.1 Com binatorial results

To the best of our knowledge,the P, shue rst appearedin print asa prob-
lem in the American Mathematical Monthly [Tho65]. The problem asked for
which n the P, shue s truly random, i.e. inducesthe uniform distribution on
permutations.? Later on, a seriesof papers [RB81,5S92GM01] explored some
combinatorial properties of the shu e, whosesummary is given below. The rst
paper due to Robbins and Bolker christened P, the exchangeshu e . We expand
usageof this term, calling P; the excdhangeshue evenwhent 6 n. The shue
P., aswell asany other full sweepthrough the ded starting with the rst card,
is called a pass

The simplest argumert that demonstratesthat the exchangeshu e cannot
be truly random is the following. Any single execution of P; is chosenrandomly
amongnt equally likely possibilities. When n > 2, it is impossiblefor this scheme
to generatethe uniform distribution on n! possiblededs of n cardssincen! does

2 Seweral years later another problem in the same venue [Gro77] asked to compute
the probability that i ended up in position j after the P, shue. Apparently,
that problem prompted combinatorialists Robbins and Bolker to study the shuf-
e deeper [RB81].



not divide n". It is then only natural to ask what are the most and the least
likely permutations after one application of the exchangeshu e.

Let us rst explain how to x the exchangeshue to make it truly ran-
dom, resulting in a uniform distribution after n steps. Instead of swapping
S[i] with a random card, it must be transposedwith a card randomly chosen
from S[i]:::S[n 1]. This algorithm is discussedand a detailed proof is given
in [Knu75, section 3.4.2].

We list seweral facts of varied di cult y known about the exchangeshue P,.

Fact 1 [RB81] The prokability of obtaining the right cycle (i.e. the nal permu-
tation being (1 2:::n 1 0) in cycle notation) at the end of P, is 2" 1=n".

Fact 2 [RB81] The right cycle (1 2:::n 1 0) is the least likely permutation
after one exesution of P,.

Fact 3 [RB81] The prokability of obtaining the identity permutation is Q,=n",
where Q,, is the number of involutions on n elements(an involution is a permu-
tation which is its own inverse).

Fact 4 [Knu75, section5.1.4] The number of involutions satis es
1 n=2 n=2+ P n 1=4 1=2
Qn = pontre (1+0O(n 7))

Fact 5 [SS92 The prokability of obtaining a derangement(a permutation with
no xed points) using P, is asymptotically exp(3e 1+ e 2=2 2) = 0:436:::
The expected number of xed points is asymptotically 2 3=e= 0:896:::

For comparison, if a permutation is drawn from the uniform distribution, its
probability of being a derangemen is 1=e= 0:367::: and the expected number
of xed points is 1.

Fact 6 [GMO1] If n 18, the identity permutation is the most likely result of
the P, shue.

From the facts above we conclude that the probability of any dedk is
contained within the following bounds:
127
2 n

n=2. n=2+P® 1=4.

Pr[ is generatedby Py] pl—zn e

The expected value for this probability is approximated using the Sterling for-
mula

. 1 1 en
E[Pr[ is generatedby P,]] = o 19ﬁ 0 :

There are asymptotically exponertial gapsbetweenthe probabilities of the ran-
dom, the most and the least likely permutations.

However instructiv e and interesting these combinatorial results can be, they
are not very useful in analyzing RC4. Indeed, the chancesof observing one of



the extreme permutations are negligibly small. The only notable exception is
Fact 5 that givesus a powerful distinguisher betweenrandom permutations and
the onesgeneratedby P,. We shov more examplesof this approad in the next
section.

5.2 Distinguishers

If there is a statistical anomaly in distributions of permutations that canbe used
to attack RC4, the most direct way to demonstrate existenceof this anomaly is
to designan algorithm that can reliably distinguish a dedk shued by P; from
a truly random one. We already know one such distinguisher, namely comput-
ing the sign of the permutation (Section 4.1). A practical attack basedon this
distinguisher is quite unlikely, but due to its theoretical importance (unveiled in
Section 5.4) we formally de ne it and complete the analysis.

Sign distinguisher. First, we describethe algorithm in pseudo-cale (Fig. 4).

Input: n-card dedk S, time t
Output: guessedbit b: true if S is random and false if S is output by Py
if sign(S) = ( 1)
then return false
else return true
Fig. 4. Sign distinguisher.

A computation analogousto our rst analysisof this algorithm in Section4.1
provesthat the advantageof guessingbit b correctly is approximately 1e 2",
Therefore, after two passesof the shu e, which models discarding the rst 256
bytes of the output of RC4, the sign is 1:83% more likely to be +1 than 1.
With more passeghe advantage of guessingthe sign vanishesexponertially fast.

To correctly compute the sign, we must know exactly the entire permuta-
tion. More useful distinguishers should be more robust to partial or inaccurate
information. Our next algorithm has precisely this property.

Position distinguisher. We obsene that the likelihood of the ith card
ending up in the jth slot after the P; shue is not constart, asit would be in
the caseof a random ded, but instead dependson i; j; and t. Let

Pl = Pr[S[i]= i after P]:

The following recurrenceequation can be usedto e cien tly compute p for all t:

(
o _ 1 if i =]
) — .
P 0; otherwise 1)
andfort> 0
( .
(t) = pl(,} 1)(1 %) + %p'f;[,,] 1)1 J 6 to

)

Bi i otherwise’

’



whereto = t (mod n). In the appendix (Section A) we solve this recurrencefor
the important caset = n.

Given the probabilities p"’

ij » We assignto any permutation  a measure

1 1
m()= B,
i=0
that approximates the likelihood of after P;. The approximation is rather
crude, sincethe evernts (i) = aand (j) = barenot independert (in particular,
6 b). In practice, instead of computing p;( ) directly, we evaluate logp:( ) =
i”:ol log pi(;t)(i). We also multiply the probabilities by a scaling factor n, which
shifts the distribution toward zero.

The expected value of p;( ) for drawn from the uniform distribution can
be written in the following closedform. It is %perm ((pi(;}))), where(pi(;})) is the
n n matrix of p{-valuesand perm is the permanert of a matrix. However, in
addition to the expected valueswe also needthe distribution of this measureon
random , aswell asits distribution on deds shu ed by the exchangeshu e.
We resort to a numerical computation and experimertally nd the threshold
value A usedin the distinguisher in Fig. 5.

Input: n-card dedk S, time t, table (pi(;})), and the threshold value A
Output: guessedbit b: true if S is random and falseif S is output by Py

p:==20

for iz=0to n 1do
p = p+ lognp(d

if p<A

then return false

else return true
Fig. 5. Position distinguisher. The table (pf|
precomputed.

)) and the threshold value A are

The e ectiv enessof this measurefor dierent t is summarizedin SectionB.
The table demonstratesthat for t 3n the measurep; is a good distinguisher.
Distributions of measurep, on P, outputs and ontruly random deds are plotted
in Fig. 7.

The irregularities in permutations' distribution exploited by this distinguisher
are directly obsenable and show up in the rst byte of the RC4 output stream.
We analyzeits biasin Section 6.

5.3 Variation distance

We have demonstrated two statistical tests that the dedks shued by P; fail
to passwhent 3n. Onceit is shavn that two distributions are su cien tly
distant, existenceof more potent distinguishers cannot be excluded. Our next
problemis to determine what number of passef the exchangeshu e is enough
to rule out existenceof any e ectiv e statistical tests. To put it another way, we



are concernedabout computational indistinguishabilit y of two distributions: the
uniform distribution and the oneinduced by P;.

Onetechnique to provethat two distributions cannot betold apart isto shov
that they are statistically close.We de ne the distancebetweentwo distributions.

De nition 1 (variation distance). Let P and Q be probability distributions
on setF. The variation distance between P and Q is

X X
kP Qk= Qang(G) Q(G)j = max P(9) Q(g) :
g2G g2G

The following simple fact clari es the relation between the variation distance
and statistical tests:

Fact 7 For two prokability distributions P and Q on F and any prokabilistic dis-
tinguisher A : F 7! f0; 1g, its probability of suaessis no more than the variation
distance between P and Q. Formally,

f F;l'(':)[A(f)z 1 %T(F)[A(f)= 1 kP Qk;

where f P(F) means that f is sampla from the set F according to the
prokability distribution P.

The corverseis not true, i.e. computational indistinguishabilit y doesnot imply
statistical closenes§Gold01].

Let S, bethe symmetric group on n cards. Let U(S,) be the uniform distri-
bution on this group and P;(S,) be the probability distribution of deds shu ed
by P;. Then the main problem of this section can be formulated as follows:

What is the minimal t, as a function of n and ", sud that kP(S,)
U(Sh)k< "?

The exchangeshu e canbe modelled asa Markov chain (we organizethe shu e
in passeswhich have identical transition matrices on Sy). This chain is nite,
aperiodic (a permutation may stay unchangedafter one pass),irreducible (each
permutation can be reached from any other within one pass)and therefore con-
vergesto the unique stationary distribution. Sincethe uniform distribution can
be shown to be stationary, P(S,) I U(Sn) and the question posedabove is

tl
correct when" > 0. One technical step omitted from this argumert is a proof
that the variation distance betweenP; and U monotonically decreasesn t (see

full version of the paper [Mir02]).

5.4 Upp er and lower bounds

In this section we prove explicit bounds on the corvergencerate of P(S,), i.e.
its variation distance from U(S;).



Lower bound. For the lower bound we usethe sign distinguisher (Fig. 4). Its
probability of successn distinguishing P;(S,) and the uniform distribution is
known and asymptotically equalto %e 2=n  Combining it with Fact 7 we prove
that

Theorem 8. Forn! 1 andt=n!
1 2
kPi+1 (Sn) U(Sh)k> Ee :

Corollary 1. If the variation distance between P;(S,) and U(S,) is to be made
smaller than ", it must hold that t=n > 11n 2.

The conclusionis that the number of discardedshu es must grow at least lin-
early in n. For example,taking " = 2 %0 leadsto t  6:5n.

Upp er bound. To prove an upper bound on the corvergencerate we use a
variant of an ingeniousargumert credited to Andrei Broder by [Dia88,Mat88].
We begin by intro ducing strong uniform times instrumental in the proof.

De nition 2 (strong uniform time [Dia88]). Suppse we have a random-
ized shuing processQ; on S,, each execution of which can be unambiguously
descrited by a sequen® qp;:::;¢ 1 in alphaket Q. A strong uniform time is a
function T: Q 7! f0;1;:::;1g with the following properties:

L T(q;::5;q)=r<1,thenT(q;:::;q)=rforallr s t.

Prl =Pi(d)jT(q;:::;)<1]= %:
We say that T happens when it becomesnite (and equal to the current time).
Intuitiv ely, the rst two properties meanthat T cannot changeits value after
this has happened. The last property implies that if we look at the deds where
T hashappened,their distribution is uniform.
The following construction adapted to the exchange shue (Fig. 3) from
Broder's original algorithm is crucial for this section:

At the beginningall cardsnumbered0:::n 2 areuncheked, the (n 1)1
card is checked. Whenewer the shu ing algorithm excangestwo cards,
S[i] and S[j ], one of the two rules may apply beforethe swap takesplace:

a. If S[i]is unchekedandi = j, chedk SJi].
b. If SJi] is unchedked and SJ[j] is chedked, chek SJi].

The event T happenswhen all cards becomecheded.

Theorem 9. The eventT de ned alove is the strong uniform time for the P
shu e.



Proof. At any given momert precedingt, let k be the number of cheded cards,

their labels,and ¢: A 7! B be the correspondencebetweenthe two.

Lemma 1. For all t, the permutations ¢ are uniformly distributed conditional
on k;A; and B.

Proof. [Lemma] Intuitiv ely, when a card is cheded, it joins the permutation
on cheded card in a random position, keepingthe set of thesepermutations uni-
formly distributed. All other transpositions presene the conditional distribution
of chedked cards.

More formally, the proof is by double induction on k and t. When k = 1 or
k > 1but t = 0, the claim is vacuous. Supposethe claim is true for all k and
t < to. Any permutation on k cheded cardsat time to was either a permutation
on the samecards at time to 1, or a new card was chedked. If no new card is
cheded, then all possibletranspositions act identically on the permutations with
the sameA and B sets. It is easyto seethat when a new card gets cheded, all k
positions for this card in the new permutation ¢ are equally likely. Therefore,
the distribution on ¢ conditional on k; A, and B is uniform for to. [Lemma]

If the distribution of (juk.as is uniform for all t, we can drop the de-
pendency on t from the condition. When all cards are chedked, k = n and
A =B =10:::;n 1g, the permutation on cheded cards is the sameas the
permutation on all cards. Since the number of cheded cards is monotone, the
rst two requiremerts of De nition 2 are automatically satis ed; the third re-
quirement has just been proved. Therefore, the evert T is the strong uniform
time for the shue Py.

We want to point out that many simpler or similar chedking rules would
not de ne a strong uniform time. For instance, always cheding S[i] or S[j], or
cheking S[j] if S[i] is uncheded do not result in the uniform distribution on
permutations.

The following lemma demonstrateshow a strong uniform time can be used
to bound the convergencerate of a shuing process.

Lemma 2. [Dia88] Let Q; be a shuing processwith a strong uniform time Tq.
Then for all t

kQit(Sn) U(Sn)k Pr[Tg > t]:

The last step in proving an upper bound on the variation distance between P;
and the uniform distribution is the following fact, whose proof is given in the
appendix (Theorem ??):

There exists someconstart ¢ sud that
Pr[T > cnlogn]! Owhenn! 1:

From our proof of this result it follows that ¢ may be chosento be lessthan 30.



5.5 Exp erimen tal results

Since our estimate of the rate of growth of the strong uniform time T is quite
loose and \to 0" asymptotic, we compute the distribution of T for n = 256
experimentally. The expected strong uniform time turns out to be

E[T] 1Ll6n L4nlogn; wheren = 256
The threshold " = 1=n was chosenas a reasonablegoal. Experimertally,
Pr[T > 2nlogn] < 1=n; for n = 256

Theseresults® are a far cry both from the provable upper and lower bounds on
the corvergencerate of P;. There is an apparert gap betweentheoretical bounds
and empirical evidence.

6 First Byte of RC4 Output

As was shown in Section 5.2, the permutation S is not random after the key
scheduling algorithm, and quite noticeably so (Section ?? givesexplicit formula
for individual probabilities). The rst byte of RC4 output is zg = S[S[1]+ S[S[1]]]
(in somecasesa swap would a ect the result). If the permutation is not uniform,
there is no reasonto believe that zo will be uniformly distributed. It is not, and
in Fig. 6 we may seethe uctuations in distribution of z, around its meanvalue
(the picture is zoomedin, the actual di erence in probabilities is 0.6%).

0.00395

0.00393 4

0.00391 +

0.00389

0.00387 4

0.00385

1 33 65 97 129 161 193 225

Fig. 6. Bias in the rst byte.

Sincethe distribution of zg is di erent from the uniform distribution across
the map, the di erence betweenthe two distributions is easily obsenable. Ap-
plying the information-theoretic bound from [FM0O] on the number of necessary
samplesrequired for a reliable distinguisher, we have that about 1,700 rst bytes
are su cien t to recognizethe distribution with 10% double-sidederror.

% Tabulated for dierent n, the mean and the tail probabilit y support the hypothesis
that their asymptotic is (nlogn).



We note that the exact probability distributions following from (1) and (2)
are not su cien t to compute the bias in the rst byte. The positions occupied
by individual cards are not independent, and this must be taken into accoun.

7 Conclusion

Weidentied aweaknessn RC4 stemmingfrom animperfectshuing algorithm
usedin the key scheduling phaseand the pseudo-randomnumber generator. The
weaknessis noticeable in the rst byte but does not disappear until at least
the third or the fourth pass(512 or 768 bytes away from the beginning of the
output). To nd out whenthe nonuniformity vanishescompletely we analyzean
idealization of RC4 in the form of the exchangeshu e. There is an asymptotic
gap betweenthe upper and lower boundson the convergencerate of the exchange
shu e, and there is no doubt that the constart factor in the upper bound can
be improved.

Our most consenative recommendation is based on the experimertal data
on the tail probability of the strong uniform time T (Section 5.5). This means
that discarding the initial 12 256 bytes most likely eliminates the possibility of
a strong attack.

Dumping seeral times more than 256 bytes from the output stream (twice
or three times this number) appearsto be just as reasonablea precaution. We
recommenddoing soin most applications.

As a nal remark we want to stressthat the analysis of the idealized model
of RC4 should on no accourt be acceptedasa proof of its security. Many known
vulnerabilities, sudh as weak attacks [Goli97,FM00] as well as results due to
Fluhrer, Mantin, and Shamir are not captured by our model.
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A A solution to the recurrence

Claim. Solution to the equations (1) and (2) at time t = n is given by

(

(n) _

; @ LHnviiqa Ly if b< a
ab

@ HE+ 1 @ Hara Hret; if b a:

S|k S|

Proof. Notice that the card that has beenindexed by i at least once has equal
chancesof ending up in any slot at time n. With this in mind considerthe case
of b < a (the card moves left). There are two possibilities for this outcome.
First, it may happenif at time i = bthe ath card is indexed by j and after the
swap, when S[b] = a, the bth slot is never visited again. The probability of this
ewert is 2(1 i)™ P 1 Secondwheni= aanda= S[a], the ath card become
\randomized" and has equal chancesof being in any position at the end of the
pass.In this case,the probability that the ath card endsup in the kth slot is
a1 Lya,

) Then casea bis treated analogously

B Exp erimental Data

The following table summarizessuccesgrobability of the position distinguisher
for dierent t (Section 5.2) with n = 256.

t |Cut-o A|Adv antage
n 0.0 60%

2n 0.0 3.4%

3n 0.0 0.1%

4n | unreliable

Figure 7 plots two distributions of the measurep; (Fig. 5), oneon the random
dedks and another on P,(S,) (decks shued with one pass of the exchange

shu e).
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Fig. 7. Two distributions of measurep; for U(Sy) and P, (Sn), where n = 256.




