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Abstract

We consider threshold cryptosystems over a composite modulus N where the fac-
tors of N are sharedamongthe participants asthe secretkey. This is a new paradigm
for threshold cryptosystems based on a composite modulus, di ering from the typi-
cal treatment of RSA-basedsystemswhere a \decryption exponent" is shared among
the participants. Our approad yields solutions to some open problems in threshold
cryptography; in particular, we obtain the following:

1. Threshold homomorphic encryption. A number of applications (e.g., electronic
voting or e cien t multi-part y computation) require threshold homomorphic en-
cryption schemes. We presen a protocol for threshold decryption of the homo-
morphic Goldwasser-Micali encryption scheme [36], answering an open question
of [23].

2. Thresholdcryptosystemsas secure as factoring. We describe a threshold version
of a variant of the signature standards ISO 9796-2and PKCS#1 v1.5 (cf. [4],
Section 11.3.4]), thus giving the rst threshold signature scheme whose security
(in the random oracle model) is equivalert to the hardnessof factoring [12]. Our
techniquesmay be adapted to distribute the Rabin encryption scheme[46] whose
semartic security may be reducedto the hardnessof factoring.

3. Ecient threshold schemeswithout a trusted dealer. Becauseour schemesonly
require sharingof N | which furthermore neednot be a product of strong primes
| our schemesare very e cien t (comparedto previous schemes)when a trusted
dealeris not assumedand key generationis donein a distributed manner.

Extensionsto achieve robustnessand proactivation are also possiblewith our schemes.

1 Intro duction

Threshold cryptosystemsprovide for increasedsecurity and availability of a particular cryp-
tographic protocol by distributing the protocol among a number of participants. In a k-
out-of-" threshold scheme, the protocol is distributed in such a way that an adversary who
corrupts at most k 1 participants (and learns all their local information) still cannot de-
termine the secretkey of the system or break the underlying cryptographic protocol. On
the other hand, increasedavailability is achieved by ensuring that only k participants are
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neededin order to carry out the computation and deliver the result. Going further, systems
can be designedin a robust manner, such that even a malicious adversary who causesup to
k 1(k "=2) playersto deviate arbitrarily from the protocol cannot prevent the correct
output from being computed. Threshold schemescan also be proactivized to withstand
the compromise of even all participants over the lifetime of the protocol, as long as only
k 1 participants are corrupted during ead time period; they may also be extended to
handle adaptive adversarieswho decidewhom to corrupt at any point during execution of
the protocol.

A long line of researd hasfocusedon threshold cryptography, with particular emphasis
on threshold signature schemes(in many casesgderiving a threshold decryption schemefrom
a related signature scheme is easy). The approac was initiated by [17, 18, 19], and the
rst provably securesthemesfor RSA- and discrete-logarithm-basedsignature schemeswere
given in [16, 32, 37]. Subsequeh work focusedon adding robustnessto existing schemes
[26, 33, 34] and on threshold decryption schemeswith security against chosen-ciphertext
attacks [49, 9, 22].

The above protocolsare all proven securewith respect to a non-adaptive adversary who
must choose which participants to corrupt before protocol execution begins (this is the
type of adversary we consider here). Many recert works have dealt with stronger classes
of adversaries,including adaptive [2, 7] and proactive [43] adversaries. We refer the reader
elsewherefor more comprehensie surveys of the existing literature (e.g., [30, 38]).

The protocols mentioned above assumea dealerwho distributes keysto the participants
beforethe protocol begins. The dealer must be minimally trusted not to reveal the secret
key and therefore represerts a single point of failure for the ertire system. Thus, it is often
desirable to distribute the key-generation phase among the participants. This was rst
accomplishedfor discrete-logarithm-basedcryptosystemsin [34, 8] (building on [45]), and
for RSA-basedcryptosystemsin [5] (for passiwe adversaries)and [29] (for active adversaries).

There is still a needto designthreshold schemesfor many speci ¢ cryptosystems (most
previousreseard on threshold cryptography wasrestricted to RSA- and discrete-logarithm-
basedstemes). First, note that for threshold cryptography to becometruly practical, it
remainsimportant to improvethe e ciency and conceptualsimplicity of existing solutions.t
Furthermore, aspointed out many times previously [31, 23, 14, 39, 13], threshold homomor-
phic encryption schemesare useful for achieving sud goalsaselectronic voting and e cien t
multi-part y computation. Threshold schemeshave beengiven previously [45, 23, 14] for the
El Gamal (which is homomorphic under group multiplication) and Paillier [44] (which is
homomorphic under addition) cryptosystems. Yet, for someapplications, homomorphism
over, e.g., »isrequiredor su cient [31, 40, 39, 13] and henceother homomorphic schemes
may not work or may be\overkill* for the problem at hand. Clearly, additional approaces
yielding threshold homomorphic encryption are needed(and this wasleft asan explicit open
guestionin [23]; seealso[13)).

1.1 Our Contributions

Threshold homomorphic encr yption. We showv how to achieve threshold decryption

1This is the motivation for the study of threshold cryptography since, in a theoretical sense,\solutions"
already exist using generic multi-part y computation [35].



for the Goldwasser-Micali (GM) encryption sdheme [36], whose security is basedon the
hardnessof deciding quadratic residuosity. The GM encryption scheme is homomorphic
over ». As mentoned above, (semartically-secure) threshold homomorphic encryption
schemeshave many important applications; for example, e cien t multi-part y computation
can be basedon any (e cien t) schemeof this type [31, 13]. Threshold GM encryption can
also be usedfor distributed tallying in electronic voting [39].

Concurrent with the present work, a variant threshold GM-lik e cryptosystem has been
constructed [13] using an alternate approad. However, this scheme (which builds on [31])
requiresthe DDH assumptionin |, whereasthe security of our construction reliesonly on
the quadratic residuosity assumption. Indeed, eliminating this assumptionis left asan open
guestionin [13]. We believe our solution alsoo ers a moree cien t and conceptually simpler
method. Finally, our scheme has the added advantage of allowing for e cien t distributed
key generation when a trusted dealer is not assumed;this is not possiblein [13] because
they require N to be a product of safeprimes.?

Threshold cr yptosystems based on factoring. We are not aware of any previous
constructions of threshold cryptosystemswhosesecurity can be reducedto the assumption
that factoring is hard. Here, we proposea novel and e cien t distributed version of the
Rabin-Williams signature scheme[41, Section 11.3.4](seealso[46]), variants of which have
beenstandardized. Security of this scheme has recently beenshowvn [12] to be equivalent
to the hardnessof factoring in the random oracle model (seealso earlier work of [3]). Our
techniques may be adapted for other cryptosystems whose security is basedon factoring,
suc asthe Rabin encryption scheme[46].

Efficiency improvements. The protocolswe preseri areall e cien t and practical thresh-
old schemes.When a trusted dealer cannot be assumed(and key generation must therefore
be donein a distributed fashion), our threshold schemesare more e cien t than previous
solutions not requiring a trusted dealer[15, 24]. The threshold schemespreseried here may
be easily executedin a modular manner following a \streamlined" versionof the distributed
key-generation protocols of [5, 29]: all information required by the presert stchemesis in
place upon completion of these key-generation protocols, and we do not require that N be
a product of safeprimes. A \streamlined" version of these protocols may be usedbecause
we do not require computation of an inverse over a shared (secret) modulus (and therefore
are done once N has beengenerated). We are therefore able to avoid altogether the step
whosee ciency is improved by [10].

Finally, we believe the methods outlined in this paper are interesting in their own right;
the sharing of the factors of N alone, without the needto additionally sharea \decryption
exponert", is a new paradigm for threshold cryptography over composite moduli and may
prove usefulin the designof future sdhemes.It is speci cally useful whenewer the function
to be computed can be expressedasa combination of the factors and wherethe computation
of its partial results is enabledby sharesof the factors.

2The recert work of [1] shows how N of this form can be generated e cien tly in a distributed fashion;
even so, it remains more e cien t to generate N without this added requirement.



2 Mo del and De nitions

2.1 The Mo del

Par ticip ants. The participants are * senersfPq;:::;P-g and a trusted dealerD.® The
dealer generatesa public key N for the underlying cryptosystem and distributes sharesto
ead of the participants. After the dealing phase,the dealerdoesnot take part in executions
of the protocol. Following [32], we assumethe participants are connectedby a complete net-
work of private channels. In addition, all players have accesdo an authenticated broadcast
channel so that the true senderof a messagecan always be correctly determined. These
assumptions allow us to focus on high-level descriptions of the protocols; howewver, they
may be instantiated using standard cryptographic techniques (in the proactive setting, care
needsto be taken; see[43, 37)).

The adversar y. Our k-out-of-" stchemesassumea non-adaptive adversary who may cor-
rupt up to k 1 participants in advanceof protocol execution. The adversary has accesgo
all information available to the corrupted players, including their secretkeys, messageshey
receiwe, and messagedroadcastto all players. One may considertwo typesof adversaries:
passive adversarieswho follow the protocol faithfully yet monitor all information available
to corrupted participants, and active adversarieswho may cause participants to deviate
arbitrarily from the protocol. We consider both types of adversariesin what follows. In
the caseof threshold signature schemes,the adversary may submit signing requeststo the
systemat any time; in the caseof threshold decryption, we considerboth chosenplaintext
and chosenciphertext attacks.

2.2 Security

Formal de nitions of security for threshold cryptosystemshave appearedelsewherd33]. We

describe, informally, our requiremerts. First, we want the security of the threshold stcheme
to beequivalent to the security of the original schemeevenwhen an adversary hascorrupted

k 1 serersand obtained all their local information. To prove that this requiremert is met,

we reduce the security of the threshold schemeto that of the original scheme by showing

how an adversary attacking the original schemecan simulate the view of (up to) k 1 seners
in the threshold scheme. Following [33], we call such threshold protocols simulatable An

additional requiremert we will consideris robustness for any active adversary who causes
at mostk 1 (k "=2) participants to deviate arbitrarily from the protocol, the correct

result can always be computed by the remaining (uncorrupted) participants.

3 A Threshold Homomorphic Encryption Scheme

We begin by describing how to adieve threshold decryption for the well-known homomor-
phic encryption scheme of Goldwasserand Micali [36] (henceforth, GM). The GM encryp-
tion schemeis as follows: the public key is a composite N = pg, where p and q are prime
and p = g= 3mod 4. The private key consistsof the factorization of N. To encrypt bit

SWe stressthat this trusted dealer is not essetial to our schemessince a distributed algorithm (adapting
[5, 29]) may be run when a dealer is not available.



Dealing Phase
Input: Composite N and primes p;q (jpj = jgj = n) such that N = pq
with p;q= 3mod 4

P . P .
2. Setpp = p iz1 Piand g = ¢ i=1 G
3. Send(pi; g) to player i
4. Broadcast (N ; po; o)

Decryption Phase
Input: Ciphertext C

1. All players compute J = (%) (this computation is done publicly)
2. 1f J 6 1, all playersoutput ? and stop

3. Otherwise (J = 1), player i broadcastsby = C{ Pi %)= mod N
4. All players publicly compute by = C(N Po @*1)=4 mgd N
5

. The decrypted bit bis computedasb= 1 ;b mod N =2

Figure 1: “-out-of-" decryption for the GM cryptosystem

b 2 f0;1g, choosea random elemert r 2 y and sendC = ( 1)’r2mod N. Decryption
of ciphertext C proceedsby determining whether C is a quadratic residue or not. To do
this, rst calculate the Jacobi symbol J = (%). If J 6 1, the ciphertext is ill-formed (i.e.,
the encryption algorithm was not run honestly, or elsethe messagevas corrupted in trans-
mission); therefore, simply output ?. If J = 1, we may decide whether C is a quadratic
residueby computing i°= C(N P 1) =4 mod N ; note that b= 1 and furthermore C is a
quadratic residuei b°= 1. The original plaintext can be recoreredasb= (1 ©b%=2. This
schemeis semarically secureunder the quadratic residuosity assumption [36].

3.1 An -out-of- ° Proto col

For simplicity and clarity of exposition, we describe in this section a protocol for \basic"
threshold GM decryption (cf. Figure 1) which assumesa trusted dealerand is an "-out-of-"
solution. Thus, all * participants are neededin order to decrypt a ciphertext; on the other
hand, it remains infeasible for any adversary who corrupts © 1 or fewer participants to
decrypt a given ciphertext. In the following section, we discussextensionsand modi ca-
tions which allow for the more generalk-out-of-" threshold, provide robustness,and enable
proactivation of the protocol. Additionally, we discusshow to remove the trusted dealer
and perform the initial key generationin a distributed manner.



Key distribution. The dealer generatesprimes p;q= 3 mod 4 (where jpj = jgj = n) and
setsN = pqg The public keyis N, and the private key is computedasd= (N p g+ 1)=4;
note that d is always an integer. For all i, the dealerdqogsesintegerspi 1 G ZRF(Q; 22") such
that p; = g = 0 mod 4. Finally, the dealersetspy = p -1 Ppiandg =g i-1 G- The
dealersends(p;; G) to playeri and broadcasts(N; po; ). We note that it would su ce for
the dealerto send (p; + g)=4 to ead party | and this is likely what would be done in
practice | but we prefer the presen description for pedagogicalreasons.

Decr yption. Decryption of a ciphertext C proceedsas follows: rst, the Jacobi symbol
J= (%) is computed; this can be computed in polynomial time even without knowledge of
the factorization of N. If J 6 1, all players simply output ?. Otherwise, player i outputs
h = C( P %)= mod N (note that, by design,the exponert is an integer and henceb; can
be e cien tly computed). Players publicly compute by = C(N Po ©*1)=4 mpd N (again, by
design,the exponert is an integer). Deciding whether C is a quadratic residuemay be done
by computing b°= {:Oh mod N . The decrypted bit is simply b= %0.

Theorem 1 The protocol of Figure 1 is simulatablefor any adversarywho passivelyeaves-
dropson at most™ 1 parties. This implies the semantic security of the encryption scheme
for suchan adversary, assumingthe hardnessof deciding quadmtic residuosity.

The proof is similar to the more involved proof of security for the Rabin-Williams signature
schemegiven below (cf. Theorem 4), and is therefore omitted.

3.2 Extensions

Reducing the threshold. It is a sewre limitation to require = active senersin order
to decrypt. More preferableis a k-out-of-" solution in which only k seners are required for
decryption. A number of techniques exist for accomplishingthis using the above protocol
as a starting point; we sketch two sud solutions here (but see[4] for another approad).

One approad is to adapt the suggestionsof Rabin [47] to our setting. First, the dealer
xes a prime P > 22" which is broadcastto all participants. Then, for eadh p; (and also
G ), the dealerchoosesarandom (k  1)-degreepolynomial f;() overthe eld p suc that
fi(0) = pi. Toplayerj, the dealersendsfi(j) for1 i . This achievesak-out-of-" secret
sharing of the fpjg (and also the fqjg). Decryption proceedsas before, with ead player i
broadcasting its sharely. In addition, players prove correctnessof their sharesusing one
of the robustnesstechniques described below. If player i cannot prove correctnessof his
share(or, more generally if player i fails to participate), the remaining players can publicly
reconstruct (p;; g) using the sharesthey have beengiven. The correct shareb; may then
be computed publicly and included in the calculation of b. We note that, in casea trusted
dealer is not available, eat player may itself deal sharesof (pi;q) to the other players.
If robustnessis desiredfor this step, veri able secretsharing (VSS) may be used. Details
appearin [47].

A problem with this approad is that it may unfairly penalize seners which are tem-
porarily o -line or otherwise unable to participate in an execution of the protocol. If this
happens, this player's shareis publicly reconstructed and henceavailable to an adversary
eavesdropping on the protocol. Note that it may be much easierfor an adversary to dis-
connector prevert communication from a player than to corrupt a player (even passiwely).
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By \disconnecting” usersone-by-one| possiblyin parallel | an adversary may be able to
obtain the secretkey of the system?#

An alternative is to use ideas motivated by the protocols of Frankel, et al. [28]. Let
L = L. Instead of the "-out-of-" additive sharing illustrated in Figure 1, the dealer now
performs k-out-of-" polynomial sharing asfollows: The dealerchoosess 2g (0;2?") subject
to s = 0mod 4, and additionally choosesa (k 1)-degreepolynomial f over the integers|
with coe cien ts chosenuniformly from f0;4L; :::;L32%"kg | such that f (0) = L?s . The

dealerdistributes s; def ¢ (i) to playeri. Finally, the dealerbroadcaststhe valuep+q L?%s .
Todecrypt, the players rst choosearandom subset consistingof k players. Each playerin

computesthe appropriate Lagrangeinterpolation coe cien t z; and setshis (temporary)
shareto §; = z; s;. Note that, due to the careful choice of the polynomial f , the f §;g may
be computed over the integers and furthermore 8 = O0mod 4 for all i. The f$§g> thus
constitute a k-out-of-k additive sharing of L?s , and may be usedto decrypt asin Figure
1. Tedniquesto adieve robustnessfor the above approad are given in [28§].

Theorem 2 The protocol of Figure 1 madi e d using either of the approaches descrited
alove givesa k-out-of-" protocol which is simulatablefor any adversarywho passivelyeaves-
dropson at mostk 1 parties.

(Informal Idea of the) Pro of The approad of Rabin [47] may be viewed asa \generic"
approach which cornverts any "-out-of-" sthemeto a k-out-of-- scheme. The approadc of
Frankel, et al. [28] must be more carefully modi ed for the cryptosystem at hand; for the
modi cation sketched above, however, a proof follows easily using their techniques. |

Robustness. We may distinguish two typesof methods for adding robustnessto the above
protocol: methods which work for arbitrary N, and methods which work only when N is
a product of strong primes®. Methods specializedfor the latter casecan be more e cien t;
on the other hand, when distributed key generation is required, methods which work for
arbitrary N may be preferred becausedistributed generationof N a product of safeprimes
is lesse cien t [1].

Gennaro, et al. [33] give two methods for verifying correctnessof the partial outputs
b when N is a product of strong primes. One method, which is non-interactive, requires
the dealer to distribute verication information to all players during the dealing phase;
namely, V;; is sert to player i to enable his veri cation of player j. When executing the
protocol, player i outputs by and alsob;; for all j; playerj veri es the correctnessof by using
Vii and by . This requires O(") additional memory for ead player, and also increasesthe
communication of the protocol (per player) to O().

A secondapproad of [33] requiresthe dealerto choosea random elemern (of high order)
g2 , andbroadcastg alongwith witnessesw; = gt P 9= mod N, for all i. After player
i broadcastshy, he engagesin an (interactive) zero-knavledge proof with all other players
in which he provesthat logywi = logc b. Unfortunately, this approac seemsto require
interaction even in the random oracle model. More recertly, Shoup [48] (based on earlier
work of [11]) describesa non-interactive, zero-knavledgeproof (in the random oracle model)
for equality of discretelogarithms. Here, playerswork in the subgroup of quadratic residues

4This was pointed out to us by an anonymous referee.
5That is, N = pqwith p= 2p°+ 1 and q= 20°+ 1, where p;q; p% ¢® are all prime.



On n: the dealer choosesg 2 Qn and player i now proves that logyw; = Iogczq2
(squaring is necessaryto ensurethat valuesarein Qy).

The above approacessu ce for N a product of strong primes. For generalN , howewer,
we must use other techniquesto achieve robustness® One possibility is to usethe crypto-
graphic program-cheking method of [26], which requires interaction betweenead pair of
parties (this interaction canbereducedto only two rounds using a random oracle). Another
approad extendsthe witness-basedapproad above. Using arandom oracle, playersmay, as
above, give an e cien t, non-interactive, zero-knavledge proof [11] that loggw; = logc h.
A dicult y hereisthat soundnesss only guaranteed if g is of high order; however, asshavn
in [29], a set (of super-logarithmic size) of random elemens of | generatesa large-order
subgroup of |, with all but negligible probability. Soundnesscan thus be guaranteed by
xing sud a setaspart of the dealing phaseand having players give a non-interactive proof
with respect to ead elemern in this set. Fouque and Stern [24] suggestanother method
for achieving robustness;they require N of a special form but shov how such N can be
generatede cien tly in a distributed manner.

A problemwith the above approadesisthat they only prove correctnessof the outputs b;
to within afactor of 1. This is ne for threshold signature generation(in the examplescited
above as well asin Section 4) sincethe correct sign of the nal signature can be correctly
determined using the public veri cation key. This is a potentially fatal aw, howewer, for
decryption in the GM cryptosystem! Luckily, this is easyto x: the dealersimply constructs
the partial shares( p;i ¢)=4 sothey are even (i.e., by choosingp; = ¢ = 0mod 8) and
player i provesboth that his output by is within a factor of 1 of the correct value and that
b is a quadatic residue [21, 20]. This ensuresthat b; is indeed the correct value. (This
problem and its solution were pointed out to us by J.B. Nielsen.)

The above approadiesto proving correctnessof exponertiation modulo N allow proofs
of correctnessfor the partial sharesh broadcastby ead player in the protocol. Theorems
1 and 2, together with the results cited above, thus yield the following theorem:

Theorem 3 The protocol of Figure 1 augmentel with any of the robustnesstechniques
descrited alove (appropriate for the modulus N) and any of the approachesfor achieving a
k-out-of-* (k  "=2) threshold(as descrited in Theorem 2) resultsin a robustprotocol which
is simulatable for any adversary who actively controls at mostk 1 parties.

Removing the tr usted dealer. The eciency improvemert of the current protocol
is most evidert when a trusted dealer is not assumed,and the public modulus must be
generatedin a distributed fashion. In this case,our schemehastwo advantages: (1) moduli
of a special form (i.e., N a product of strong primes) are not required, in corntrast with
somerecert solutions (e.g., [48]). (Even though a protocol has recerly beengiven [1] for
e cien tly generating N of this form in a distributed fashion, this protocol remains less
e cien t than protocols for more generalN [5, 29].) Furthermore, (2) an expensiwe step of
the distributed key-generationprotocol can be skipped ertirely. Speci cally, computation
of an invers€ over ' (N) (recall that ' (N) must remain hidden from the players) is not
required in our scheme.

8Although we still refer to a dealer, the techniques described here can be implemented easily following
the (robust) distributed key-generation proto col of [29].
"This is precisely the step whose e ciency is improved by [10]. Here, we avoid this step altogether!



The protocol of Figure 1 may be combined modularly with the distributed key-generation
protocols of [5, 29]. Following execution of these key-generation protocols, all the players
already have additive shares(pj; g) of the factors of N. A small complication is that the
protocol requires all playersto have pi = g = 0mod 4. To deal with this, simply have
player i choosep; = g = O0mod 4. Additionally, the \public remainder" may be set to
(po; ) = (3;3). Decryption is then done as before. A similar approac was usedin, e.g.,
[5] where they require p= g= 3 mod 4.

Pr oactive security. Proactive security may be added to our protocols using known
techniques. For example, if the approac of Rabin [47] is usedto adhieve k-out-of-" thresh-
old, the genericproactivation techniquesgiven there will work hereaswell. Similarly, if the
approach of Frankel, et al. [28] is used, the proactivation techniques given there will also
work for the presen protocol.

Chosen-cipher text security. A generic method for making threshold cryptosystems
secure against chosen-ciphertext attack in the random oracle model (adapting [42]) was
recertly described[22]. What is required are two encryption schemesand an honest-\eri er
ZK proof of knowledge that two ciphertexts correspond to the same plaintext. Sud a
proof system for the GM cryptosystem is preserted in Figure 2. Although the protocol
as preseried is interactive, it can be made non-interactive (and reasonablye cien t) in the
random-oracle model.

Input: Blum integersN1; N> and X 1; X, where:
fX1=( 1)°x3mod Ny; X, = ( 1)°x3 mod Nog with x; 2 zy, and b2 f0;1g.

Repeat k times in parallel:

1. The prover choosesa random bit ¢ and \t win encrypts” it; i.e.,
fvi=( 1)°2modNy;Vz; = ( 1)°v3 mod Ng for random v; 2 Zy,.
The prover sendsVq; Vs.

2. The veri er choosesa challengebit d and sendsit.
3. The prover responds by sending: fmy = vix§ mod N1;m, = vox3 mod Nog

4. The veri er cheds that there exists a bit a such that both:
( 1)®m2=V; X{modN;and( 1)2m3=V, XJmodN,

The veri er acceptsonly if the chedks succeedn all iterations.

Figure 2: Proof of knowledge of \t win" GM-encryption

4 A Threshold Signature Scheme Based on Factoring

Distributing the prime factors of the modulus amongthe participants o ers a new paradigm
for the construction of threshold systemsover composite moduli. As a further example of
the applicability of our technique, we describe a method for distributing the Rabin-Williams



sighature scheme|[4€)], variants of which have beenstandardizedasISO 9796-2and PK CS#1
v1.5. This scheme is particularly interesting sinceit oers the rst threshold signature
scdheme whose security can be basedon the hardnessof factoring (in the random oracle
model) [12].

4.1 The (Mo died) Rabin Signature Scheme

The modi ed Rabin signature scheme|[41, Section11.3.4]is de ned asfollows: a public key
is generatedby choosingtwo primes p; g of length n such that p= 3mod 8 andg= 7 mod 8.
The public key is setto N = pq (N of this form are called Wil liams integers). The private
keyisd=(N p g+ 5)=8.

Messagesm to be signed are assumedto be appropriately encaded and the resulting
underlying messagespaceis M = fm : m = 6 mod 16g (see[12]). First, the Jacobi symbol
J = (§) iscomputed. If J = 1,setm = m;if J = 1, setm = m=2 (note that there is
only negligible probability that J 6 1; 1). The signature is computed ass = m9 mod N..

To verify signature s on messagen (wherem = 6 mod 16), rst computem = s2 mod N .
Then, verify the following:

If m = 6 mod 8, verify whether m 2 m

If m = 3mod 8, verify whether m 2 2m

If m = 7mod 8, verify whether m ZN m

If m = 2mod 8, verify whether m 2 2(N m)

We refer the readerto [41, Section 11.3.4]for a proof of correctnessand further discussion.

42 An "-out-of- ° Proto col

As above, we preseri the “-out-of-" solution herefor simplicity (cf. Figure 3); extensionsas
discussedin Section 3.2 are applicable here as well.

Key distribution. The dealer generatesprimes p;q (where jpj = jgy = n, p = 3mod 8,
and g = 7mod 8) and setsN = pqg. The public key of the protocol is N, and the private
key (seeSection4.1)isd= (N p q+ 5=8. Fori = 1;:::;", the dealert'ge\n chooses
p% o ZRF(O;ZZ”) sucdh that pj = ¢ = Omod 8. The dealer setspy = p =1 pi and
oO=q ;:1 pi. Finally, the dealersends(pi;g) to player i and broadcasts(po; 0o).

Signature genera tion. We assumethe messagen 2 M to be signedis already encaded
in someappropriate agreed-umn manner (i.e., asdiscussedabove). First, the Jacobisymbol
J = (§) is computed publicly (note that the Jacobisymbol can be computedin polynomial
time even without knowledgeof the factorization of N). If J = 1, denem=m;ifJ = 1,
de ne m = m=2; this step may be done publicly aswell.

The desiredsignatureis s= m9= m(N P 45 =8 mod N. Player i broadcaststhe value
si = m({ P %) mod N (note that, by design,the exponert is an integer and hences; can
be e cien tly computed). Players publicly compute so = m(N Po ©*5) =8 mod N (again, by
design,the exponert is an integer). Finally, the signatureis computedass = {:O s mod N.
Veri cation of the signature is exactly as described in Section4.1.
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Dealing Phase
Input: Composite N and primes p;q (jpj = jgj = n) such that N = pq
with p= 3mod 8 and g= 7 mod 8

P. P
2. Setpp = p iz P and g = q i=1 G
3. Send(pi; g) to player i
4. Broadcast (N ; po; o)

Signature Generation Phase
Input: Messagem = 6 mod 16 (appropriately encaded)

Player i computesJ = ({) (this computation is done publicly)
If J =1,setm = m; elsesetm = m=2
Player i broadcastss; = m{ P %)= mod N

All players publicly compute sg = m(N Po %+5) =8 mod N

a r w0 bdPF

The signature s is computedass = ;_,s; mod N

Figure 3: “-out-of-" signing for the Rabin signature scheme

Theorem 4 The protocol of Figure 3 is simulatablefor any adversary who passivelyeaves-
dropson at most © 1 parties. This implies that the signature schemeis existentially un-
forgeable under chosenmessageattacks, assumingthe hardnessof factoring (in the random
oracle model).

Pro of A description of a simulator for the dealing phase and the signature generation
phase appears in Figure 4. We assume(without loss of generality) that the adversary
eavesdropson players 1;:::;" 1. Simulatability of the dealing phaseis evidert from the
following:

The fpi;gg: | + 1 have the samedistribution asin a real execution of the protocol.

The distribution on (po; go), conditioned on the valuesof fp;;gg; i * 1 seenby the
adversary, is statistically indistinguishable from the distribution on (po; ) in a real
execution of the protocol. This is because,for any p;p < 2"*!, the distributions
fp  PiOp2q220y @nd fp P10y, 2, (0:22n) are statistically indistinguishable.

Simulatabilit y of the signature generation phase(in particular, the value s-) follows easily
from the simulatabilit y of the dealing phase. |

E cien t extensionsto achieve optimal threshold, robustness, proactivation, and dis-
tributed key generation are all possibleas outlined in Section 3.2. Also, the above method

11



Simulation of Dealing Phase
Input: Composite N wherejNj = 2n

Chooserandomp ;g suchthat jpj=jgj=n,p =3mod8,andg = 7mod 8
P. P.

Setpo = p i1 Piandg =g i=1 G

Send(p;i;g) to playeri,forl1 i °~ 1

a o w0 bdPF

Broadcast (po; 0p)

Simulation of Player  in Signature Generation Phase
Input: Messagem = 6 mod 16 (appropriately encaded); signature s

1. Compute J = ()

2.1fJ =1,setm = m; elsesetm = m=2

3. Computesi = m{ P 98 modN,forl i =~ 1
4. Compute so = m(N Po ©+5)=8 mod N

5. Broadcasts: = s= ;_is; mod N

Figure 4: Simulator for “-out-of-" threshold Rabin signature scheme

extendsto give threshold decryption of the Rabin encryption scheme [46], whosesemartic
security may be basedon the hardnessof factoring.
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