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Abstract

We presentanew family of public-key encryptionschemesvhich combinemodestomputationatie-
mandswith provablesecurityguaranteeanderonly generalassumptionsThe schemesnayberealized
with any one-waytrapdoomermutationandprovideanotionof securitycorrespondingo semantisecu-
rity undertheconditionthatthemessagspacehassufficiententrogy. Furthermoretheseschemesanbe
implementedvith veryfew application®f theunderlyingone-way permutationschemesvhich provide
securityfor messagepacesn {0,1}" with minimumentrogy n— ¢ canbe realizedwith £ + w(k) logk
applicationsof the underlyingone-way trapdoompermutation Herek is the securityparameteandw(k)
is ary function which tendsto infinity. In comparisongxtant systemsoffering full semanticsecurity
requireroughly n applicationsof the underlyingone-way trapdoorpermutation Finally, we give a sim-
plified proof of afundamentatelision lemma”of GoldwasserlandMicali.

1 Intr oduction

Giventhe currentstateof affairsin compleity theory the studyof encryptionhasadopteda somevhatax-
iomaticapproachA primarygoalof thestudyis understandhe basicrelationshipbetweerthe (compleity-
theoretic)assumptionsiponwhich encryptionschemesanbasedandtheeficiencyandprivacyguarantees
offered by suchschemes.Naturally the mostdesirableencryptionschemes one which makesthe most
modestassumptionandoffersefficient encryptionwith strongprivagy guarantees.

A variety of compleity-theoreticassumptiondiave beenstudied,which rangefrom generalassump-
tions, like theexistenceof aone-way function,to strongassumptiongaboutspecific(oftennumbertheoretic)
functions. In this article,we will focuson the developmentof asymmetricencryptionschemesindergen-
eral(i.e.,weak)assumptionsin particular wewill assumeheexistenceof aone-way trapdoorpermutation.
(Theconstructionsvork underwealerassumptiongor exampletheexistenceof aone-way function,though
in this casethetargetschemesnustbe private-ley.)

A traditionally acceptedhotion of securityfor encryptionschemess that of semanticsecurity[13],
thougha numberof stronger(andimportant)notionsexist (seee.g.,[4, 9, 22, 24]). A systemwith semantic
securityguaranteethatobserationof E(m), theencryptionof amessagen, offersessentiallyno advantage
to a boundedadwersaryin predictingany pieceof partial informationaboutthe messge m. A pieceof
partial information may be somespecificbit of m, or, perhaps,a complicatedfunction capturingsome
global propertyof m. Furthermorethis guaranteeanbe offeredregardlessof the a priori distribution of



the messge m. Givena one-vay trapdoorpermutationf anda hardcorepredicaté b for f (seee.qg.,[7]),
a semanticallysecureencryptionfor a messagen with n bits canberealizedwith n applicationsof f. In
generaljf it is possibleto extractst (k) simultaneouslysecurebits from a singleapplicationof f to strings
with securityparametek, thenn/s; (k) evaluationsof f sufice. If, for example, f is taken to be RsA,
thenit is known thatif RSA is difficult to invert thensgsa(k) = Q(loglogk) [1, 15], sothatthis scheme
canberealizedwith O(n/loglogk) applicationsof RSA. Theencryptionschemeslescribedelow offer an
efficientanalogueof semanticsecurityfor the casewhenthe adversarys a priori knovledgeof themessage
is limited.

We saythatan encryptionschemeoffers entropically boundedsecurityif for all messagelistributions
with sufficiententropy, andall piecesof partialinformationh: {0,1}* — {0, 1}, obseration of E(m) offers
no boundedad\ersaryary nonngligible advantagein predictionof h(m). If the definitionis strengthened
sothatit appliesfor all messagepacesthenwe exactly recover the definition of semanticsecurity (See
the next sectionfor precisedefinitions.)We shav thatfor messagaspacesvith minimumentropy n— ¢, an
encryptionschemeoffering entropicallyboundedsecuritycanbe realizedwith very few applicationsof f;
in particular (¢ + w(k) logk) /st (k) applicationginversions)sufiice for encryption(decryption),wherek is
the securityparametenw(k) is ary functionthattendsto infinity, ands; (k) is the numberof simultaneously
securebits which canbe extractedfrom a singleapplicationof f (a one-way trapdoorpermutation).When
the messagepaces uniform, then,this resultsin a systemwhich requiresonly O(w(Kk) logk/ss (k)) appli-
cationsof the one-way permutationfor ary functionw which tendsto infinity. The systemsalsoinvolve a
certainamountof “overhead, which in eachcasedoesnot exceedO(npoly(logn)) time.

Theabove resultsexpressthe compleity of encryptionasa functionof bothn, the messagéength,and
k, the securityparameter This is somavhat unusualfor asymmetricschemeswhich aretypically usedto
encryptakey for a private-ley schemgtypically of lengthk), asprivate-ley schemesregenerally(much)
moreefficientthana public-key schemesUndertheassumptionsve considerhowever, thereis no (known)
benefitto be hadby applyinga private-ley systemafterkey exchangesowe keepeverything“underone
hood”. (Alternatively, theresultswhich follow canbe castin a private-ley setting,asmentionedabove.)

It is interestingto comparetheseresultswith known resultsadoptingstrongerassumptionslf factor
ing is difficult, thena schemeof Blum andGoldwasse6] basedon the Rabinfunctions(x — x? mod pa)
encrypt(in a semanticallysecurefashion)an n-bit messagén time O(nkpoly(logk)). In comparisonthe
above schemeoffersa wealer guaranteeanalogougo semanticsecuritywhenthe messagespacehasn — £
min entroyy, in time O([£ + w(k) logk]k poly(logk) + npoly(logn)), wherew is ary function which tends
to infinity. Underassumption®f a somevhat strongerflavor, Cramerand Shoup[8] shav thata constant
numberof exponentiation®ver a groupsufiice to encrypta messagef lengthk, in suchaway thatthere-
sultingsystemis secureagainsteven (adaptve) choserciphertet attack.In particular they assumehatthe
Diffie-Hellmandecisionproblemis hard(i.e., thatthe El Gamalschem¢10] is semanticallysecure).Pre-
viouswork hasalsoconstructecfficient, secureencryptionschemegwith quite strongnotionsof security)
underthe strongassumptiorof availability of anidealhashfunction[5].

The two main theoremsn the article, Theorem3 and Theorem4, are both instantiationsof common
paradigmsn cryptographyThefirst is aninformation-theoretivarianton the standardracticeof encrypt-
ing a shortseedwhich is thenusedfor a pseudorandongenerator(in our case,this will be an e-biased
space).Theseconds avariantof the“simple embeddingschemesbftenusedin practice whereamessage
is encryptedby applyinga one-way permutationafter a suitable(bijective) hashfunction. The schemeof
BellareandRogavay [5] is alsotheoreticalkevidencefor the quality of suchsystems.

In Section2 we give basicdefinitions,including a brief discussiorof e-biasedspacesuniversalhash
functions,andthe Fourier analysisof Z5, which will be usedin the main results,presentedn Sections3

LA hard-core predicateb for aone-way function f is aefficiently computabléBoolearfunctionsothath(x) is difficult to predict
from f(x).



and4.

2 Definitions

For basicdefinitions of one-way trapdoorpermutationsand hard-corepredicateswe refer the readerto,
e.g.,[26, 19]. For a one-vay permutationf, we shalllet s; (k) denotea lower boundon the numberof
simultaneouslsecurehard-corepredicategor f (seee.g.,[11]).

Definition 1. A publickey encryptionschemas a triple (G, E, D), whee

e G is an efficient probabilistic key geneation algorithm, which, on input 1, producesa pair of keys,
(P, S); here P denoteghe”public key” and Sthe“secretkey”

e E is an efiiciently computableencryptionalgorithm which, givena messge m and public key P,
outputsc, an encryptionof the messge m usingthekey P. We will considerprobabilisticencryption
schemeswhee E mayalsodependn a sequencef randombits, R. Theencryptionof mwith public
key P andrandomstring Ris denotede(m; P, R).

¢ D is an efficiently computabledecryptionalgorithm which, givena ciphertext ¢ and secet key S
producesa messge m for which E(m; P,R) = c for someR.

As mentionedn introduction,semanticsecurityis a standarchotionof privacy for encryptionschemes.

Definition 2. We saythatan encryptionscheme(G, E, D) possessesemanticsecurityif for every messge
genertor M andeveryprobabilistic polynomial-timeluring madineA, there is a probabilistic polynomial-
time Turing madine B, sud that for every polynomialQ, there existsan integer kg sud that vk > kg and
vh: {0,1}* — {0,1}*, Pr[A(1,P,E(m;P,R)) = h(m)] < Pr[B(1) = h(m)] + 5 whee thefirst probability
is taken over m « M(1¥), (P,S) « G(1¥), R (the coin tossesof E), and coin tossesof A. The second
probability is taken over all choicesof m < M(1¥) andcointossesf B.

We borrav thed < O notationfrom [14]: whenx is avariableandS arandomvariable x «+ Sdenotes
the assignmenbf x accordingto S. If Sis simply a set,we alusethe notationby allowing Sto represent
therandomvariableuniformon S. In thesequelwe will usetheterm*“algorithm” to referto a probabilistic
polynomialtime Turing machine.Furthermore;messageyenerators,asin the above definition, arealgo-
rithms which, for eachk € N, producea outputin the set{0,1}" (determinedy the randomcoinsof M),
wheren is polynomially boundedn k. Wheneer a probability is expressedasin the above definitions,
it is understoodhatthe randomcoinsof ary algorithmappearingnsidethe bracletsareto beincludedin
the probability space Whenthe underlyingprobability spaceof a variablex is clearfrom contet, we may
simply write Pry[P(X)], or elidex altogether

Definition 3. We saythat an encryptionschemepossessemdistinguishabity of encryptionsif for every
messge geneator M, every algorithm A, and for every polynomialQ, there existsan integer kg suc that
vk > ko, Pr[A(1%,P,mo,my, E(M;PR)) =i] < 3+ ﬁ, this probability being taken over my < M(1¥),
my + M(1X), (P,S) « G(1¥), i + {0,1}, andselectiorof R.

Theorem 1. An encryptionschemeis semanticallysecue if and only if it offers indistinguishabity of
encryptions.

The reverseimplication was provenin [13]. The forward implication appearsn [20, 12]. We shall
requirea strengthenedersionof the reverseimplication, which we refer to asan “elision” lemma. This
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strengthenedersion,discussedn Section2.4, wasoriginally provedin [12]. We give a streamlinedproof
of this result,which avoidsthe samplingpresenin existing proofs. Oneconsequencef this equivalenceis
thatif the pieceof partialinformationh in the definition of semanticsecurityis restrictedto be a Boolean
function,the notionof securityis unchanged.

A randomvariablem taking valuesin {0,1}" hasminimumentopy n— £ whenVm, € {0,1}", Prim =
me] < 2-™¢. A messaggeneratoM, which producesnessagesf lengthn = n(k) given1X, is saidto have
minimumentrogy n— £ whentherandomvariableM(1¥) possessethis property

Definition 4. We saythat an encryptionsystenpossesse&k)-entropicsecurityif for everymessge gener
ator M with minimumentopy n— £(k), and everyalgorithmA, there is an algorithm B, sud that for every
polynomialQ, there existsan integer ko sud thatVvk > kg andvh: {0,1}* — {0,1},

Pr{A(1%,P,E(m;P,R)) = h(m)] < Pr[B(1) = h(m)] + ﬁ
wheee thefirst probability is takenover m < M (1), (P,S) « G(1¥), andR. Thesecondprobability is taken
overm« M(1X).

Obsenre thata semanticallysecureencryptionschemepossessep(k)-entropicsecurityfor every poly-
nomial p. We will constructwo encryptionschemes(G, E,, D) and(Gp, Ep, D), basedon ary one-vay
trapdoompermutationsothat

e E, possesse8-entropicsecurity (i.e., provides securitywhen the messagespaceis uniform) and

requires
0 (%tf (K) + w(k)nlog!+® k)

time to encrypta messagewheret; (k) is the time requiredto computea single applicationof the
one-vay permutationf to a string with securityparametek, s¢ (k) is the numberof simultaneously
securebits which can be extractedfrom an applicationof f to stringswith security parametelik,
w(k) is ary function which tendsto infinity in k, ande > 0. In particular the time cannotexceed
O((n+t(k)) log?k). (Thew(k)nlog!*® k termmayin factbereplacedy nlogkloglogklogloglogk.)

e E, possessesentropicsecurity(i.e., providessecuritywhenthemessagepaceénasminimumentropy
n—¢) andrequires
o (w(k) logk+ ¢

st (k)
time to encrypta messagewheret; (k), s;, andw areasabove.

t¢ (k) + nlog®nloglog n)

For simplicity we will focuson the time taken to encryptin theseschemespften simply focusingour
attentionon the numberof applicationof theunderlyingone-way permutatiorrequired.In thesecasesde-
cryptioninvolvesinvertingtheone-way permutatioron alike numberof elementgandthesame‘overhead”
terms:O(nlognloglogn) in theabore case).

Our constructionsnake useof e-biasedsamplespacesnduniversalhashfunctions,definedbelow.

2.1 e-biasedSampleSpaces

Definition 5. A samplespaceSC {0,1}" is called e-biasedf for all nonemptya C [n] = {1,...,n},

Exp [ﬂ (—1)51

seS |aca

<eE.




Small probability spaceswith thesepropertieswereinitially constructecby Naor and Naor [21] and
Peralta[23]. We will usea constructiondueto Alon, Goldreich,Hastadand Peralta[2], which givesan
e-biasedsamplespacein {0,1}" of size about(’—s‘)z. The samplespaceis given astheimageof a certain
functiononm: Fom x Fom — {0,1}". (HereFx denoteshefinite field with 2" elements.)lo defineo, let bin:
Fom — {0,1}™ beabijectionsatisfyingbin(0) = 0™ andbin(x+Yy) = bin(x) @ bin(y), wherea & 3 denotes
the componentwisexclusive or of a andp. Thena(x,y) =r = (ro,...,rn_1), Wherer; = (bin(x'), bin(y))»,
theinner product,modulotwo, of X' andy. Thesizeof the samplespaceis 22™. Let §,m C {0,1}" bethe
collectionof pointssodefined.They shav that

Theorem2 ([2]). Sym=iMOmnis % L biased.

Obsere thatwhenm = [Iogne—l], D+ <e. Aswewill be constructingelementsof Sy, during the
encryption(anddecryption)phaseof our encryptionschemewe analyzethe complity of computingthe
functionabove. First,we needo find anirreduciblepolynomial p of degreemoverthefinite field F,. Asthe
degreeof thepolynomialwill correspondo theblocklengthof theencryptionschemewe canbesomevhat
flexible concerningthe degreeof the irreducible polynomialand usean explicit construction(ratherthan
rely on analgorithn?):

Fact 1. For eadh ¢ € N, the polynomialpg(x) = 2™ 4 x" 4 1, whele m = 3¢, is irreducibleover F.

(See[18, Exercise3.96].) Computationof o = om for a pair (x,y) is performedon a component
by componentbasis: given X, computationof X+ requiresa single multiplication in Fom 2 Fo[x]/(pc).
Using fastpolynomial multiplication, computingthis producttakes O(mlogmloglogm) time (see[28], or
the discussionin [3, p. 232]). As pc is sparse(it hasonly 3 nonzeroterms), reducingthis result mod-
ulo pc requiresO(m) time. Hencecomputationof o(x,y) requiresO(nmlogmloglogm)) time. In or-
derfor S=im o to be e-biased,we may take m = [log(n/¢€)], in which casethe above runningtime is
O(nlog(n/¢) loglog(n/¢) logloglog(n/€)). To simplify notation,we let 0, ¢ denoteoy, in the sequel for

m= [log(n/e)].

2.2 k-wiselndependentPermutations

A family of permutationg? C {f : X — X} is afamily of k-wiseindependenpermutationg33] if for all
distincts, ..., € X andall distinctty, ...t € X,

Pr [V| o(s) = I_L|X|—'

Wewill useafamily of 3-wiseindependenpermutationsgescribedelov. SeeReed25] for amoredetailed
description.

Let V be a two-dimensionalvector spaceover F, a finite field. For two non-zerovectorsvV and w
in this space we write V ~ W whenV = cW for somec € F (so that the two vectorsspanthe sameone-
dimensionalsubspace).This is an equivalencerelation; we write [V] for the equivalenceclasscontaining
V. Projectie 2-spaceover I is thenPy(F) = {[V] | V # 0}. We let GL»(F) denotethe setof non-singular
2 x 2 matricesover F, and PGLy(F) = GL(F)/{cl|c € F}, wherel is the identity matrix. An element
¢ of PGLy(F) actson P»(F) in a natural(andwell-defined)way, mapping[V] to [@(V)]. It is not difficult
to shaw thatfor ary distinct [u1], [0z], (2] € P»(F) andary distinct 1], V], [v2] € Po(F), thereis in facta
unique@ € PGLy(FF) sothat([Ti]) = [] for eachi. In particular PGL,(F) is a 3-wiseindependentamily

2|rreduciblepolynomialsover IF, of degreem canbe found deterministicallyin m*t€ time for ary € > 0 [30]; a randomized
algorithmis known [31] which finds sucha polynomialtime in expectedm?log®®) mtime.



of permutations.As multiplication andinversionin a finite field IF,, for a prime p, may be accomplished
in time O(log p(loglog p)?logloglog p) time [29, 27, 16], evaluationof anelementp € PGLy(Fp) alsohas
this compleity.

2.3 Fourier Analysis of BooleanFunctions

Let L(Z3) = {f : Z] — R} denotethe setof real valuedfunctionson Z5 = {0,1}". Thoughour interest
shall be in Booleanfunctions, it will be temporarilyconvenientto considerthis richer space.L(Z)) is a
vector spaceover R of dimension2", and hasa naturalinner product: for f,g € L(Z5), define(f,g) =

2 "y xeqoyn F(X)9(x). For asubsetnr C {1,...,n}, definethe function x4 : {0, 1}" — R sothatXq(X) =

[Maca (—1)%. Theseunctionsy, arethecharacteis of Z5={0,1}". Amongtheirmary wonderfulproperties
is the fact that the characters form an orthonormalbasisfor L(Z%). To seethis, obsere thatVa C [n],

Yxe{013" Xa(X) = 2" whena = 0, and 0 otherwise. Furthermorefor o, C [n], Xa(X)Xp(X) = Xaep(X)

wherea @ B denoteshesymmetricdifferenceof a andp, sothat(Xq, x) = 1 whena = B, and0 otherwise.
Consideringhatthereare2" characterspairwiseorthogonal they spanL(Z5), aspromised.Any function
f : {0,1}" — R maythenbewrittenin termsof this basis:

f= Z f:XX(X

acln]

wherefy = (f,Xq) is theprojectionof f ontox,. Thesecoeficients fy, a C [n], aretheFourier coeficients
of f, and,aswe have abore obsered, uniquelydeterminghefunction f.
Giventheabove, it is easyto establisithe Plancherel equality:

Proposition1. Letf € L(Z). Then||f||5 =¥, T2 whee|/f|5=(f,f) =% o f(¥2.

As always, fp = Exp|[f] and,whentherangeof f is {+1}, T, f2 = || f||3 = 1. See[32] for anexcellent
discussion®f discreteFourieranalysis.

2.4 An Elision Lemma.

We will usean “elision” lemmafor semanticallysecureencryptionschemesappliedin the proofsof Sec-
tions 3 and4. We usethe termelisionlemmato referto anassertiorthata cryptosystenoffering indistin-
guishabilityof encryptiongossessabepropertythatary efficientcomputatiomperformedwith obseration
of E(m), anencryption,(and,perhapssomerelatedinformation)mayaswell have beenperformedwithout
it.

The following lemma,which generalizeghe original elision lemmaof [13], is dueto [12]. We give
a streamlinedoroof which improvesupon previous proofsin the sensehatit requires no samplingon the
partof the constructedilgorithm(F, in the proof belaw). It givesanerrorboundwhich depend®nly ona
natural2-normof the messagelistribution.

Lemma 1. Let (G, E,D) denotean encryptionschemepossessingndistinguishabiliy of encryptions.Then
for every messge spaceM and algorithm A, there is an algorithm B so that for all polynomialsQ;, all

efficiently computablef : {0,1}* — {0,1}*, and every polynomialQ;, Jko,Vk > kg and Vh: {0,1}* —

{0,1}%,

Pr[A(1¥,P, f(s,m),E(mP,R)) = h(sm)] < Pr[B(1, f(s,m)) = h(s,m)] + L
Q2(K)



The first probability is taken over m < M(1X), (P,S) «+ G(1¥), s « {0,1}%®, andR. The second
probabilityis taken over m« M(1¥) ands « {0,1}P®).

Proof ThealgorithmB usesA asablackbox: given1¥ and f (s, m), B proceedsasfollows:
1. Selectm’ + M(1¥), (P,S) - G(1¥), andchoosea randomstring R of appropriatdength,
2. ReturnA(1K,P, f(s,m),E(m;P,R)) =

ObserethatPr[B(1X, f(s;m)) = h(s,m)] = Pr[A(1, P, f(s,m), E(n; P,R)) = h(s,m)]. In thiscasethelemma
is aconsequencef thefollowing claim:

Claim 1. For every messge spaceM, efficient algorithm A, every polynomialQ;, efiiciently computable
f:{0,1}* — {0,1}*, andeverypolynomialQ, ko, Vk > kg andvh: {0,1}* — {0,1}*,

PIA(E,P. (). E(MRR) = hism)] < PrACLY R f(sm), E(EiPR) = hism)] + oo
2
whee eact probability is takenover m «+ M(1¥), mf <~ M(1¥), (P,S) + G(1¥), s+ {0,1}%M), andR.

Proof of Claim. Supposenot. Thenthereis a polynomialQ,, a messagepaceM, andan algorithmA, a
polynomialQ; andafunction f sothatVkg, 3k > ko,

k \ _ k : _
Pro[AQSR s E(mPR) =hsm)] > Pr AR f(sm)E(M:PR) =h(sm)| +¢
— _ 1
wheree = g(k) = OICR
For a pair of messages, m, definePrym = Prsgrp[A(1X,P, f(s M), E(m; P,R)) = h(s,m)] and Py, =
Expny [Pmm]. Obsere, then,thatPrsgp[A(1X, P, f(s,;m),E(m;P,R)) = h(s,m)] = Pym, sothat

k
P [A(l P, f(sm),E(MP,R)) ] xp[Pran and
k
. [A(l P, f(sm),E(n;P,R) ] Exp[Pm*

In particular Exppp[Pmm] — Expm[Pm«] > €.
Now, we build analgorithmF which, given randommy, andmy, candistinguishan encryptionof mg
from oneof m;. (SeeDefinition 3.) ThealgorithmF proceedssfollows: givenmg, my anda = E(m; P,R),

e jischoseruniformly in {0,1}, sis choseruniformly in {0,1}"(" andRis choseruniformly among
stringsof appropriatdength.E(m;; P,R) and f (s, mp) arecomputed.

o A(L, f(s,mp), E(m;; P,R)) is simulated resultingin the valuev;. A(1%, f(s,mp),a) is simulated re-
sultingin thevaluev.

e If v=vj, outputj; otherwiseoutputl— j.

Letl, = {A(14,P, f(sm),E(m;P,R)) | mnT € {0,1}",s€ {0,1}A(" R} bevaluesthatalgorithmA can
take, whenrestrictedo thoseinputspossiblevhen|m| = n. Then,for v € I, let

arm(¥) = PrALP, f(s M), E(MPR) = V],



sothatPuy m = Exps[Dyy n(h(s, m'))]. Now, for a particularpair mg, m,
11

Pr[F (mo,my, ) =i] =3 5 Prli=i"Aj=j7-PrF(mo,m,a) =j'[i=ij=]]
i"=0j’=0

=Exp [%(Z Dﬁh,mo(v)z—i_z(l_ ZD%OJ“O moml )‘|‘ Z D
L B0 (D (S T0) ~ Dy (s M) = 5 + i(an Promy)%

whereinequalityg follows becausé&xp[X]? never exceedsExp[X?] for ary randomvariable.Then

. 1 1
n{i{m[':(”ba mg,a) =i > nE)Xrﬁl [E t7 (Pro,mo — Prroym )

1 1 1 1
>> + =+ (Exp [Pro,mo — Prom)) = = + = - (Exp[Prrg,m — Exp[Prymy 1)

2 4 ‘mym 2 4 'm my

11 , 1 1 ,_ 1 g
=5t (EXP[Pmomo Prros])” = EJFZ'(EEP[Pm,m]—Er)T(]P[Pm]) 25t

Hence(E, D) doesnot offer indistinguishabilityof encryptions.

As mentionedabore, the Lemmafollows immediatelyfrom the Claim.

3 Security for Uniformly Distrib uted MessageSpaces

We begin by constructingan encryptionschemeoffering securityin the casewhenthe adwersaryhasno a
priori knonvledgeconcerninghe messagéi.e.,themessagspacds uniform).

As mentionedn theintroduction,undertheassumptiorthatthereexistsa one-way permutationf, there
is a semanticallysecurepublic-key cryptosystemCs = (G, E, D), which encryptsa messagen € {0,1}"
with n/s; (k) applicationsof thefunction f.

Theorem 3. Let f be a one-waytrapdoor permutation,and Cs = (G, E,D) the associatedsemantically
secue encryptionscheme Definea nev scheme(G, E;,D,), whee G, = G, andE,(m;P,(R,s)) = (m&®
One(s),E(s;P,R)) where |m| = nandsis chosenrandomlyin thedomainof o,,¢. Decryptionis immediate
Thenfor e = k-“(1), whee k is thesecurityparameterof the systemthis encryptionschemeoffers 0-entropic
security Furthermog, the schemerequires O(w(k) logk/s; (k)) applicationsof f, where w is anyfunction
tendingto infinity. TheschemehasO(nlogkloglogklogloglogk) overhead.

Proof. For simplicity, we treath asafunctionwith range{+1} ratherthan{0,1}. FromLemmal, we have
for every messagspaceM andalgorithmA, thereis analgorithmB' suchthatfor every polynomialP, there
existsanintegerkg suchthatvk > kg andvh: M — {—1,1}

1

Pr[A(1*,Pmao(s),E(s;P,R)) = h(m)] < Pr[B'(1, ma o(s)) = h(m)] + 5

We useB' to constructan algorithm B, which can predict h(m) nearly as well ascanA, even without
witnessingE,(m). ThealgorithmB, oninput 1%, proceedssfollows:

e Selectm € {0,1}" randomly



e ReturnB'(1%,m) = v.
Obsere thatPry[B(1¥) = h(m)] = Prym[B'(1,m) = h(m)].
Claim 2. Let G, betherandomvariable Exp [h(m o(s))] — Expy[h(n)]; then

1
< = Exp[|Gr].
m

Pr [B’(lk, m) = h(m)] ~Pr [B’(lk,m) — h(ma o(s))]

Proof. Letc(m, ) betherandomvariablesothatc(m,m) = 1 whenB'(1%,m) = h(m) and0 if B'(1¢,m) #

h(m'). As h(n) takesvaluesin theset{+1}, we canrewrite c(m,m’) = 3 + w and

Pr [B’(lk, m) = h(m)] ~Pr [B’(lk, m) = h(ma o(s))] ‘

erp | 215 (B i)~ Explimac(o)]) |

m

3659 | [Exp ()] - Bxp ma 09| | = 3 Exp 16wl

We applythe secondnomentmethodto control Exp,[|Gm|]. Obsere that Exp,,[h(m)] = hg, SO

Gn= Exp [; haXa(M® o(S

; ha EXp [Xa(Mme o(s) ; hO(Xd EXP Xa(a(9))]

ThenExpy, [Gm] = Zqﬂ)ﬁa Exps[Xa(0(9))] Expm[Xa(M)] = 0. Now, the randomvariablesﬁaxq(m@ o(s))
andﬁBxB(m@ o(s)) arepairwiseindependensothat

Var[Gm] Var z@thq )EXp[Xq(G(S))]]
d7
= 3 M3 Exp[Xa(0(9))]* Var[xa(m)] < 2 3 hE <€?
aZ0 S aZ0

by the Plancherekquality (seeSection2.3) andthefactthat Var [xq(m)] = 1. Now, applyingChebyshe's
inequality we have Pry [|Gm| > A] < €222,
Selecting\ = €3, we have

2 2

€ € 2
Er)r(wp[le” = I?nr[|Gm| > A]- mn?x|Gm\ + E‘nr[\Gm| <A]-AL 32 2+ (1- ﬁ) -A < 3es.
Hence 3
171k _ _ Ky O3
EQ[B (1%, m®o(s)) = h(m)] - Pr[B(1") = h(m)]| < &3

andPr[A(1*,me o(s), E(s P,R)) = h(m)] < Pr[B(1¥) = h(m)] + 5 + 3¢5, Ase = k-1, this completes
the proof. Theboundon |§ (andhencethe numberof applicationsof the underlyingone-way permutation
which arerequiredandthe runningtime) follows from Section2.1. O



4 Security for Entropically Rich MessageSpaces

For corveniencejn this sectionwe will assumehatthemessagspaces Z1 for a(knowvn) prime p. Now,
we selectanartificial bijectionL : Z 1 — P>(FFp), sothat

L(z):[(i)],forogzgp—l,and L(p):[(?)].

L canbe computedn lineartime; L~ canbe computedby singleinversionmodulo p. Having fixed this
bijection,we will treatthefunctionsPGLy(Fp), describedn Section2.2,asif they actonZp, 1.

Theorem 4. Let f be a one-waytrapdoor permutation,and Cs = (G, E, D) the associatedsemantically
secue encryptionscheme Definea new scheme(Gy, Ey, D), where G, = G, andE,(m; P, (R, 2)) = (@(m) +

z,0.E(zP,R)) wheeme Z 1, zischoserrandomlyin SC Zp, 1, and@is choserrandomlyfromPGLy (Fp).

(Here + is modulop+ 1 and S is an arbitrary, but fixed subsetof size 25, for example we may take

S=1{0,1,...,2°—1}.) Decryptionis immediate Thenfor s= ¢+ w(logk), wheee Kk is the securitypa-

rameterof the systemthis encryptionschemeoffers /-entropic security Furthermoe, the schemecan be

realizedwith no more than s/s¢ (k) applicationsof f. Asidefrom theseevaluations(inversions)of f, en-

cryption (decryption)hasO(nlog? nloglogn) overhead.

Proof FromLemmal, we know thatfor every messagespaceM andalgorithmA, thereis a algorithmB'
suchthatfor every polynomialP, thereexistsanintegerky suchthatvk > ko andvh: M — {0,1}

1
Pr[A(L,P,¢(m) +2 ¢, E(zP,R)) = h(m)] < Pr[B'(1,¢(m) +2,¢) = h(m)] + P’
We useB' to constructan algorithm B, which can predicth(m) (nearly) aswell ascanA, even without
witnessingEp(m). ThealgorithmB, oninput 1%, proceedsasfollows:

e Selectm’ accordingto M, selectp € PGL(F,), andselectz atrandomin S,
e ReturnB'(1¥,o(m) +z @) = v.

Obsere thatPry[B(1¥) = h(m)] = Prmnro[B' (1%, (M) + 2 @) = h(m)].
We bggin by recordingan analogueof Claim 2 for this cryptosystemwhich allows usto remove the
dependencenthebehaior of B'; theproofis placedin anappendix.

Claim 3. For anyfunctionh andall algorithmsB/,

Pr[B/(15,0(m) +2,6) = ()| - Pr [B/(1%,@(m) +2,) = h(m)] ‘ <

m7m7(p’z m7(p7z
1
E EXp [

mez

Exp[h(m')] — Exp [h(m) | (m) + Z = @(m) + Z

m m,Z

Now, for anelementzg € S letS,, = {z—z mod (p+1) | z€ S}. Let
Ghp=Explh(m)] — Exp [h(m)|@(m) +2Z = g(m)].
m

m,ZeSy,

From above, it suficies to shav that for ary zp € S Expmy(p[|Gﬁ°;’(p|] is small. Now fix zp € S For a
fixed messageng € Zp1 andanelementw € Zp, 1, let By = {9 € PGLy(Fy) | ¢(mo) = w}. Let pm =

10



Prm[m= mj]. For an elementwy € Zp,1 and a permutationg € By, let Af, = 3 meg-1(wo+S,) Pm and
B&O - ZmE(p—l(wo+szO) pm-h(m); then

Bllo

—— = Exp[h(m m) € Wp+ . 1
g~ Eplm) |o(m) € wo+S) @
(Herewp+ S;, denotegheset{wp+zmod (p+1)|z€ S;}.)

Let X, betherandomvariabletakingthevalue py, if @(m) € wo+ S;,, and0 otherwise ThenZmepmXm =

Al and= men-1(1)Xm = B, sothat

-1 -1
Exp [AR,] = Exp [Pmy + ZmzmeXm] = Prmo + Zmzmy (Pr[@(mM) € Wo+ Sy] - Pm) = Prno (1_ > ) + 5
(pGTWo (PGTWO

HenceZy! < Expges, [A] < P (1= 55t + 2% < 27"+ pryy. Similarly, let g = Pri[h(m) = 1], then

25-1 25-1 25-1
9 —n = Exp [Bf,] < - on + Py (1—T>-
9e B

Recallingthatthe distribution of m hasminimumentrogy n— ¢,

Exp B
&[J]—Exp[h(m)]s z_
EXp(pefPWO[AWo] meM 2s-1
andsimilarly,
Ex B& L(0S _
e Sk M it P S)
Expgen, [Ala] meb B P, 1
Hence,

Expy-s. [Bw
—ﬂgﬁéﬂ—&mmm1522%4
Expgep, [Aw]  meM

We wishto insurethat A%, andBy, arecloseto their expectedvales.In preparatiorfor applyingCheby-
sher’s inequality we computetheir variancesWe have

Var [A%,) = Var[Zmeimon] = S (Vorl¥e)) + Emimsmy DXy X

NOW, Zmzme VarXm] < Emzm Exp[X2] < 27™S. Sem(p?,) < 2725+, andthesevariablesare pairwise
negatively correlatedsothat  [Xm,, Xm,] < 0for my # mp, bothdistinctfrom mp). Then,Vargeg, [A%] <

2-2sH Gimilarly, Varges, [B] < q-2-2"tstt, Obsere that3-wiseindependencis requiredhere.
By Chebyshe's inequalitywe have

Var[AR,] 2
(pep?rwo HA\(/[\JIO - EXP[A\(/’i/oH > 63] < 5% =< 22n—¢ 6%’ (2)

and

Var[BR,] q-28
@ O 0
(pep,lfwo HBWo EXp[BWoH > 6b] < 6t2) o2t . 5t2)'

@)

11



Whenboth A%, — Expeeg, [Ak]
tion (1),

< 3, and‘Bf,’@o — Expges, [B¥o]| < 8, we have, in particular from equa-

X o
EPLWO[B] — E;(]p[h(m)|(p(m) € Wo+ Szo] <

Echpewao [A\(/’i/o]
(assuminghatd,,d, < 1/2). Whend, = 6, = %, thisis the statementhat

< 81+2-2_S+[

Er>T<]p[h(m)|(|)(m) € Wo + Sy — Erfqp[h(m)]

For this Zp, we saythat (¢, w) is ane-concealedpair if |[Exp,[h(m)|@(m) € w+ S,] — Expp[n(M)]] < €.
Frominequalities(2) and(3), for ary fixedwy ande; > 0 we seethat

2.25 25
P [ Wp) is notan (g1 + 2- 2-5t%)-conceale air] < .
(pegfwo (@, wo) (&1 + ) ® = nl.52 < 8%,25—[

Now, for ary fixedfixedmg ande > 2-2-5+¢,

Pr (¢ @(mp)) is ane-concealegair] = X, (Pr[(pe Pu]+ PQE [(p,wi) is ana—concealedaair])
¢ [0S

25
>1-— .
=T 25 4g 14251

For arandompair (m, @), we will (lower) boundthe probability that (¢, @(m)) is ane-concealegair for zp,
since

ZO - _ _ - _
Iii(g HG’“‘PH < smp[((p,cp(m)) is e-concealetH- (1 rITD]IP[((p,cp(m)) is e-concealef).

For specificmandrandomchoiceof ¢, we defineY;, to betherandomvariabletakingthevaluel if (@, @(m))
is ane-concealegbair, and0 otherwise Now,

Pr[(¢, @(m)) is ane-concealegair] = Exp[Ym] = Zm Pm - Exp[Ym]
me me ¢

= I?pr[((p,cp(m)) is ane-concealegair]

25
Z 1- ’
€2.25 _Ag 4 4.2-stL
sothatfor all g > 2. 275+, Expwp(|Gf&(p|) <g(1-90)+0<e+d, whered= W. Selecte =

4275 . Ass={+w(logk), we canbeguaranteethate = k%) andsofor all z, Expp,, HGﬁWH =k,

Hence Expp g HGﬁwH = k=1)_ which, consideringhe above claim, completeghe proof. The boundon

the numberof applicationsof the underlyingone-way permutatiorfollows immediatelyfrom the definition
of s. O
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A Proofof Claim 3

Proof. Proofof Claim3

‘mﬁf(az (B2 o(m) +2,6) = h(m)] - P [B(1% 0(m) +2.6) = h(m)| \

mez
e [1+B'<1k,cp<m>+z,<p)h<nf> ) 1+B'<1k,<p<m>+z,cp)h<m>]
mm, ez 2 2
2| B [B 0m) + 2 @h()] — Exp [B/(2%,0(m) + 2, @)(m)
m,m,@,z m,p,z
5 [0 [at.0tm + 2.0 (Expint] - | ‘
;B Lz piom +2=9-B(1' 0 Erp (Bt~ ) [ otm) + 2= eH
1
<3 |3 Priom) + 2= & | Expln(m)] - Exp m) [im) + 2|

Obsere now thatfor ary functionsf : Zp,1 — Randg: Zp1 — Zp,1,
> Prig(x) = e[Exp[f(g(x)) | () = € = Exp[f(g(x))].
e

Thentheabore is equalto

1
— Ex
2 (pmpz [

Exp[h(m)] — Efxz;? [h(n) | () +Z = @(m) + Z]

m
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