The extended abstract of this work appears in Advances in Cryptology — Asiacrypt 2000, Tatsuaki
Okamoto, editor, Lecture Notes in Computer Science, Springer-Verlag, 2000. © TACR

A New Forward-Secure Digital Signature Sc e e

September , 2000




The problem . ... ... ...

orward-Secure Signature Schemes . . . . . .. .. ..o o0 Lo oL,

Our Contributions . . ... ..
Outline . ... ... ......

orward-secure digital signature schemes . . . . . . . . . ... o Lo oL,

actoring . .. ... ......

Number Theor . .. ... ...
The 2 -th root signature scheme

The orward-Secure Signature Scheme . . . . . . . . . .. ..o,

Securit Anal sis . . . ... ..
iscussion . . . . . . ... ...



an cr ptographic techni ues toda , whether onl a ailable in the literature or actuall used in
practice, are belie ed to be uite secure. Se eral, in fact, can be pro en secure with appropriate
de nitions under er reasonable assumptions. In a ast ma orit of solutions, howe er, securit
guarantees last onl as long as secrets remain unre ealed. If a secret is re ealed either accidentall
or ia an attack , securit 1is often compromised not onl for subse uent uses of the secret, but also
for prior ones. or example, if a secret signing ke becomes known to an ad ersar , one cannot
trust an signature produced with that ke , regardless of when if a secret decr ption ke becomes
known to an ad ersar , then an encr pted message, e en if sent long before, is not guaranteed to
remain pri ate.

To address this problem, se eral di erent approaches ha e been suggested. an attempt to
lower the chance of exposure of secrets b distributing them across se eral s stems, usuall ia
secret sharing. As pointed out in 2, this method is usuall uite costl , and ma , in fact, be too
expensi e to be implemented b a t pical indi idual user. oreo er, since each of the s stems ma
be susceptible to the same attack, the actual risk ma not decrease.

A complementar approach is to reduce the potential damage in case secrets are exposed. In
what is often called or ard sec rity, the main idea is to ensure that secrets are used onl for
short time periods, and that compromise of a secret does not a ect an thing based on secrets from
prior time periods. One of the challenges in designing such a s stem is to be able to change secret
information without the incon enience of changing public information, such as the public ke .

This approach has been known in the context of ke agreement as or ard secrecy , . In
the context of digital signatures, it was rst proposed, together with a few simple solutions, b
Anderson in . ellare and iner formali ed Anderson s approach and pro ided more solutions
in 2

The speci ¢ problem addressed in this paper is that of designing a forward-secure signature
scheme.

Informall , a ey evolving signat re sc e e is one whose operation is di ided into time periods,
with a di erent secret ke for each time period. ach secret ke is used to sign messages onl
during a particular time-period, and to compute a new secret ke at the end of that time period.
It is then erased. As in ordinar signature schemes, howe er, there is onl one public ke , which
remains the same through all the time periods. The eri cation algorithm checks not onl that a
signature is alid, but also that it was generated during a speci c time period.

Such a scheme is or ard sec re if it is infeasible for an adapti e chosen-message ad ersar to
forge signatures for past time periods, e en if it disco ers the secret ke for the current time period.
Note that, in particular, this implies that past secret ke s cannot be reco ered from the current
one. In a forward-secure signature scheme, e en if the current secret ke is compromised, signatures
from past time periods can still be trusted.

Anderson proposed a construction of forward-secure signature schemes in which the si e
of secret ke  but not the public ke grows linearl with the number of time periods. The rst
forward-secure signature schemes in which ke si es do not grow linearl were proposed b  ellare
and iner in 2. Their most e cient scheme, forward-secure in the random oracle model of

assuming factoring is hard , uses ideas from the iat-Shamir  and Ong-Schnorr identi cation
and signature schemes.



As mentioned in 2, although still practical, their scheme re uires er large ke s, mainl
because the original iat-Shamir scheme re uired er large ke s in fact, the forward-secure scheme
of 2 does not add much to the alread large ke

e propose a new forward-secure digital signature scheme, with much shorter ke s
than those in the scheme of 2. In fact, our ke s are comparable in si e to those used in similar
ordinar signature schemes.

Similarl to the scheme of 2, our scheme is based on signature schemes that are deri ed from
three-round identi cation protocols. Speci call , the scheme is based on a generali ed ersion of
icali s signature scheme , which is in man wa s similar to the schemes of Ong-Schnorr ,
uillou- uis uater 2 and Ohta-Okamoto . It is uite simple and e cient, although the
computational e cienc of some components is less than that of the scheme of 2. Our scheme
can also be pro en forward secure in the random oracle model, assuming factoring is hard.

hile 2 use reduction to identi cation schemes to pro e securit , we
use a direct proof techni ue. This enables us to pro ide a tighter exact securit anal sis for our
scheme than the indirect techni ue of 2. In fact, our techni ue can also be applied to the scheme
of 2 to obtain a tighter securit anal sis for that scheme which we present in Section
e also present methods of achie ing forward securit in signature schemes without rel ing
on random oracles. In general, the are less e cient than our main construction, and are not
practical. owe er, the are still of interest, and can be iewed as an impro ement on the tree-
based construction of 2 .

e start b gi ing in Section 2 precise de nitions of ke -e ol ing signature schemes and their
forward-securit . e then proceed in Section with the description of our main scheme, its securit
anal sis, and its comparison to the scheme of ellare and iner. e conclude in Section b
discussing alternate methods for achie ing forward securit in signature schemes, which do not rel
on random oracles.

In this section, we rst describe how a forward secure digital signature scheme operates and de ne
its formal notion of securit , both inside and outside the random oracle model. All de nitions
pro ided here are based on those gi en in 2, which in turn are based on those gi en in and .
Since our scheme is based on the hardness of factoring lum integers, we also present a formal
de nition for the securit of this problem.

A forward-secure digital signature scheme is, rst of all, a ke -e ol ing digital signature scheme. A
ke -e ol ing signature scheme is er similar to a standard one. Like a standard signature scheme,
it contains a ke generation algorithm, a signing algorithm, and a eri cation algorithm. The public
ke is left unchanged throughout the lifetime of the scheme, making the eri cation algorithm er

similar to that of a standard signature scheme. nlike a standard signature scheme, a ke -e ol ing
signature scheme has its operation di ided into time periods, each of which uses a di erent but



related secret ke to sign a message. The wa these ke s are updated is gi en b a public update
algorithm, which computes the secret ke for the new time period based on that for the pre ious
one. The forward securit comes, in part, from the fact that this update function is one-wa and,
gi en the secret ke for the current period, it is hard to compute an of the pre iousl used secret
ke s. It is important, of course, for the signer to delete the old secret ke as soon as the new
one is generated, since otherwise an ad ersar breaking the s stem could easil get hold of these
undeleted ke s and forge messages for time periods preceding that of the break-in. Let us now
de ne more formall what a ke -e ol ing digital signature scheme is and then de ne what it means
for it to be forward-secure.

A ey evolving digital signat e sc e e isa

uadruple of algorithms, , where
, the ey generation algorithm, is a probabilistic algorithm which takes as input a
securit parameter gi en in unar as and the total number of periods and returns
a pair , the initial secret ke and the public ke

, the possibl probabilistic signing algorithm, takes as input the secret ke
for the current time period and the message  to be signed and returns a pair , the
signature of  for time period

, the possibl probabilistic secret ey pdate algorithm, takes as input the secret

ke for the current period and returns the new secret ke for the next period.
, the deterministic wveri cation algorithm, takes as input the public ke , & message
, and a candidate signature , and returns if is a wvalid signature of  or
0, otherwise. It is re uired that for e er message and
time period
e also assume that the secret ke for time period alwa s contains both the alue
itself and the alue of the total number of periods. inall , we adopt the con ention that
is the empt string and that returns A |

hen we work in the random oracle model, all the abo e-mentioned algorithms would addition-
all ha e oracle access to a public hash function , which is assumed to be random in the securit
anal sis.

Informall , we want it to be computationall infeasible for
an ad ersar to forge a signature with respect to an of the pre iousl used secret ke s e en in
the e ent of exposure of the current secret ke . Of course, since the update algorithm is public,
nothing can be done with respect to future secret ke s, except for re oking the public ke and
considering in alid an signature for the time period of the break-in and thereafter. To de ne this
notion of securit formall , we again use the securit model introduced b  ellare and iner 2,
which extends that of oldwasser, icali and Ri est to take into account the abilit of the
ad ersar to obtain a ke b means of a break-in.

In this new model, besides knowing the user s public ke , the ad ersar also gets to know
the total number of time periods and the current time period. The ad ersar runs in three phases.
In the rst phase, the chosen message attack phase , the ad ersar has access to a signing
oracle, which it can uer to obtain signatures of messages of its choice with respect to the current
secret ke . At the end of each time period, the ad ersar can choose whether to sta in the same
phase or switch to the break-in phase . In the break-in phase, which models the possibilit
of a ke exposure, we gi e the ad ersar the secret ke for the speci c time period it decided



to break in. In the last phase, the forger phase , the ad ersar outputs a pair signature-
message, that is, a forger . The ad ersar is considered to be successful if it forges a signature of
some new message that is, not pre iousl ueried to the signing oracle for some time period prior
to
In order to capture the notion of forward securit of a ke -e ol ing signature scheme
more formall ,let bean ad ersar for this scheme. To

assess the success probabilit of  breaking the forward securit of , consider the following
experiment.

- orge

0
or
and
was not ueried of in period
0

It is understood abo e that the state of is preser ed between in ocations and we can x its coins.
Also, if the ad ersar does not break-in b the last period, we return to it the empt string as
the secret ke for the time period

Let

be a ke -e ol ing signature scheme and an ad ersar as described abo e.
Let denote the probabilit that experiment - orge
returns . Then the insecurit of is the function

max

where the maximum here is taken o er all ad ersaries making a total of at most ueries to
the signing oracles across all the stages and for which the abo e experiment runs in time at most
. |

It is understood that the running time also accounts for the time to answer oracle ueries.

The insecurit function abo e follows the concrete securit paradigm and gi es us a measure of
how secure or insecure the scheme reall is. Therefore, we want its alue to be as small as possible.
Our goal in a securit proof will be to nd an upper bound for it.

In case we are working in the RO model, we ha e to modif

the experiment - orge to account for the ueries made to the random oracle and add to

e nition 2.2 a new parameter, , the total number of wueries to -oracle in the experiment.

Thus, in order to de ne what it means for a ke -e ol ing signature scheme to be secure in the RO
model, let us rst de ne the following experiment.

- orge-RO
Select 0 0 at random



or
and
was not ueried of in period
0
Let
be a ke -e ol ing signature scheme, be a random oracle and an ad ersar as de-
scribed abo e. e let denote the probabilit that the experiment
- orge-RO returns . Then the insecurit of is the function
max
where the maximum here is taken o er all ad ersaries making a total of at most ueries to
the signing oracles across all the stages and for which the running time of the abo e experiment is
at most and at most ueries are made to the random oracle . |

Let be an ad ersar for the problem of factoring lum integers. That is, gets as input an
integer  that is the product of two primes, each congruent to modulo , and tries to compute
these prime factors. e de ne the following experiment using notation from 2 .

actor
Randoml choose two primes and , such that
mod , 2 , and 2

0

Let beanad ersar for the problem of factoring lum integers and
let denote the probabilit that experiment actor returns . The insecurit of
factoring lum integers is the function

max

where the maximum here is taken o er all ad ersaries for which the abo e experiment runs in
time at most . |

e start b explaining some number theor that pro ides intuition for our construction. e then

present a slight ariation of a signature scheme due to icali . The scheme has similarities to
the schemes of Ong-Schnorr , uillou- uis uater 2 and Ohta-Okamoto and, like the ,
is based on the idea of iat and Shamir for con erting identi cation schemes into signature
schemes.

e then modif the signature scheme to make it forward-secure, and pro e its securit .



The schemes in this section are in the random oracle model. e will call the oracle 0

Let and be two securit parameters. Let mod  be two primes of approximatel
e ual si e and be a -bit integer such  is called a [  integer .To simplif further
computations, we will assume not onl that 2, but also that 2
Let  denote the set of non- ero uadratic residues modulo . Note that 2 . Note also
that for , exactl one of its four s uare roots is also in this follows from the fact that

is a non-s uare modulo and  and the Chinese remainder theorem . Thus, s uaring is a
permutation o er . rom now on, when we speak of the s uare root of , we mean the single
s uareroot in b we will denote the single such that

Let . ollowing , de ne mod mod , and, for an -bit
binar string , de ne as mod
note that is a slight abuse of notation, because is a binar string, rather than an integer
what is reall meant here is  raised to the power of the integer represented in binar b

ecause s uaring is a permutation o er and , is a permutation o er

Note that can be e cientl computed b an bod who knows and . Also, if one
knows and , one can e cientl compute for a gi en as shown b oldreich
in 0 b computing mod  and then letting mod these calculations
can be done modulo and  separatel , and the results combined using the Chinese remainder
theorem . owe er, if one does not know the s uare root of , then is hard to compute, as
shown in the Lemma below due to

ien , two di erent strings and of e ual length, and
, one can compute such that mod

The proof is b induction on the length of the strings and

If , then assume, without loss of generalit , that 0 and . Then
, 1.e., mod , so we can set mod
or the inducti e case, let and be two strings of length . Let and be their -bit
pre xes, respecti el . If , we are done b the inducti e h pothesis. Otherwise,
the last bit of must be di erent from the last bit of , so, without loss of generalit , assume the
last bit of is 0 and the last bit of is . Then , and the same proof as

for the base case works here. |

e will now pro ide a geometric interpretation of the discussion abo e. Consider a complete
binar tree of depth where each node stores a alue in . The root at the top of the tree stores

. The alues at the children of a node that stores are at the left child and at
the right child. Then computing means nding the alue at the leaf for which the path
from the root is gi en b where right-to-left in  corresponds to top-to-bottom in the tree .

It is clearl eas to compute the alues up the tree from a gi en node. hat the lemma sa s
is that it is hard to compute the alues down the tree without the abilit to take s uare roots
in fact, if one knows two paths from the bottom of the tree, then one can get the s uare root of
b looking at the children of the point where the two paths oin together.

inall , note that the alue stored at the bottom-left leaf of tree is , so if one
knows and , then one can compute the alue at an leaf gi en b b computing
mod



The discussion abo e suggests the following signature scheme, which is similar to the schemes of
and an interacti e three-round identi cation scheme can be designed similarl

The signer generates a modulus , picks a random to keep as its secret ke , computes

and outputs as its public ke .

To sign a message , it rst generates a random and computes . Note that
this gi es it the abilit to nd an leaf of the binar tree described abo e, rooted at . It therefore
computes and mod  which it outputs as the signature.

The eri er checks that 0 mod and computes mod . It
then eri es that .

e will not pro e the securit of this scheme here. The intuition, howe er, is the following the

eri er belie es the signature because the signer was able to go down a random gi en b path

in the tree rooted at . ecause the abilit to go down two di erent paths implies the knowledge

of the s uare root of , the abilit to go down a random path out of 2 probabl also implies that
knowledge.

One point worth mentioning is that the eri er does not know if . All it knows is that
0 mod ,soeither or else one of the gcd s , gi es a factori ation
of . e therefore need the following reformulation of Lemma
ien and two di erent strings and of e ual length such that
mod , one can compute such that mod
The proof is the same as for Lemma, . . |

In fact, now that we ha e this lemma, and picked b the signer need not be in the can
come from

Note that the securit of the abo e scheme hinges on the alue and the number of s uaring
operations that separates it from . It is that allows the signer to go from the leftmost leaf of
the tree to an leaf and it is that determines the maximum depth of the tree.

Thus, a reasonable wa of making the scheme forward-secure is to start out with a deep tree,
and to use smaller and smaller depths for subse uent time periods. Then new alues of can be
obtained from old alues of simpl b s uaring. Old alues of cannot be reco ered from new
ones.

hile making the tree deeper, howe er, there is no need to make it an wider. The width of
the tree is onl used to ensure that issu cientl random, so the ad ersar cannot guess what
will be and thus forge a signature. Therefore, the tree will remain complete to a certain su cient
depth, and from that point, each node will onl ha e the left child gi en b . The length of
will remain the same . This will make the scheme more e cient.

Now there is a uestion of how much up the tree we should go with each time period that is, b
how man s uarings the current alue of should be separated from the pre ious alue . Note
that, in order to compute a signature with respect to , one onl needs ,not itself. Thus, if

mod and the last bits of are 0, then will allow one to compute the signature.
Therefore, we should separate from b s uarings, so that a forger is possible for exactl
one alueof | as before. A smaller separation makes no sense without the corresponding reduction
in the length of and, therefore, the width of tree.



enerate random primes such that
mod
2
2
mod
mod
0
mod 0 mod
0
mod
mod
0
igure

a ing gi en the intuition, we refer the reader to igure for the complete description of our
forward-secure scheme.

e state the following theorem that will allow us to upper-bound the insecurit function for this
signature scheme. Its proof combines ideas from , 2 and . The proof techni ue used here
can also be used to impro e the bound on the insecurit function of the forward-secure scheme of
2 see Section . for more details .

If there exists a forger  for that runs in time at most , asking at
most hash ueries and signing ueries, such that , then
there exists an algorithm  that factors lum integers generated b in expected

time at most  with probabilit at least , where

2



2 2
To factor its input ,  will select a random , compute mod , and
attempt to use the ad ersar to nd a s uareroot of . ecause has four s uare roots and
is random, with probabilit 2 we ha e that mod and, hence will be able to nd
a factor of b computing the ged of and

So, the task of is to nd a s uare root of without using . Note that gets to pro ide the
public ke for and to answer its signing and hashing ueries. The idea, then, is to base to the

public ke on and run once to get a signature . Note that had to ask a hash
uer on where otherwise, the probabilit of its correctl guessing
is at most 2 . Then, run  the second time with the same random tape, gi ing the same answers
to all the oracle wueries before the uer . or gi e a new answer . Then, if
again forges a signature using and , we will ha e a condition similar to that of
Lemma .2, and will be able to compute a s uare root of . lease refer to Appendix A for the

actual proof.

Let represent our ke e ol ing signature scheme with modulus si e ,
challenge length , and number of time periods . Then for an | , and ,
2 2 2
where 2
The insecurit function is computed simpl b sol ing for 2 the
uadratic e uation in Theorem . that expresses in terms of to get
2 2 2 2
2 2 2
2 2

and then sol ing the resulting ine ualit for . |

Note that, for an reasonable choices of and , the minimall secure alue for the modulus
si e  which should be greater than 2 makes the term 2 negligible. The term
2 allows one to nd a alue for the si e of the hash alues that depends, mainl ,
on which is the number of hash alues an ad ersar is belie ed to be capable of computing .

inall , the term 2 allows one to nd the alue for that depends,
mainl , on the assumed insecurit of factoring and on because , which is related to the

e cienc of the scheme, is probabl much less than
sing our direct proof techni ue, the bound on the insecurit of the scheme of 2 can be
impro ed b a factor of almost 2 lose this factor b using an indirect proof, which rst



reduces the securit of the signature scheme to the securit of the corresponding identi cation
scheme . The resulting bound is

which is worse than that of our scheme b a factor of no more than . Thus, the two schemes
ha e almost the same securit for the same parameters
The si e of both the public and the pri ate ke s in the scheme of 2 is about bits, while
the si e of the ke s is in our scheme is about 2 bits. So the ke s in our scheme are about 2
times shorter.
The e cienc of ke generation and update algorithms is about the same for both schemes.
Signing for both scheme can be decomposed into two components o -line before the message
is known and on-line once the message is a ailable . The o -line component for time period
for the scheme of 2 takes time modular s uarings, while for our scheme it takes times
more. The on-line component takes about 2 multiplications for 2 and 2 for our scheme.
owe er, because the on-line signing component in our scheme in ol es exponentiation of a xed
based, precomputation techni ues are a ailable. Speci call , if the signer, using a ariation of the
techni ue of Lim and Lee , precomputes additional powers of  at the cost of increasing the
secret ke si e b a factor of 2. , the on-line component will take about 2 multiplications as long
as in the 2 scheme. recomputation of more alues will reduce the on-line component of signing
e en further, at the expense of the secret ke length and the e cienc of the update algorithm.
inall , eri cation for time period for the scheme of 2 takes about 2 modular
multiplications, while in our scheme about 2 modular multiplications are needed.
Again, precomputing powers of the public ke ma be used to reduce the 2 term, but this term
is not er signi cant unless is close to
Thus, our scheme has slightl better securit , much shorter ke s, and comparable e cienc for
the on-line component of signing. The e cienc of the o -line component of signing and that of
erif ing is worse, howe er. ecause each secret ke needs to be separated b s uarings from the
pre ious one Section . , we belie e that the e cienc of o -line signing and erif ing cannot be
impro ed without a signi cant change in the design idea.

oth our scheme abo e and the ellare- iner s scheme were pro en secure based on the hardness
of factoring and on the assumption that the hash function beha es like a random function.
The main reason for this is that, when con erting an identi cation scheme to a signature scheme
a la iat-Shamir , the challenge produced b the hash function should be as random as that
produced b an honest eri er, so as to maintain the securit of this transformation.
One wa of a oiding random oracles in the design of forward-secure signature schemes is to
use the binar certi cation tree method suggested b  ellare and iner 2. It works as follows.
ach node of the tree represents a pair of ke s, a secret ke and the related public ke , used for
an ordinar signature scheme. At the leaf le el, each ke is associated to a certain time period.
Thus, the total number of lea es e uals the total number of time periods. ach ke at an internal
node is used to certif the ke s of its two children. The public ke for the forward-secure scheme is
the public ke at the root of the tree. To sign a message in a certain time period, we use the secret
ke of the corresponding leaf and attach to the signature a certi cation chain based on the path
from the root to that leaf so that the eri er can check the alidit of the ke itself. To maintain
forward securit , nodes are created d namicall . The secret ke of an internal node is deleted as



soon as it certi es the ke s of its children. At an time, we onl keep those ke s on the path from
the root to the leaf associated to the current time period, plus the right sibling of those nodes
which are the left child of their parents. Conse uentl , as ellare and iner alread pointed out,
the lengths of both the secret ke and signature are logarithmic in the total number of time slots.

Clear] , the scheme obtained ia the binar tree certi cation method is less e cient than our
scheme abo e and the random-oracle scheme of 2. owe er, b properl instantiating the scheme,
one can reduce its ke length while maintaining its e cienc . The ke obser ation for doing so
is that we do not need the full power of ordinar signature schemes at the internal nodes, since
the onl need to certif two other nodes. ence, we can use more light-weight schemes at
these nodes, such as one-time signature schemes . These are schemes which can onl withstand
single-message attacks, i.e. the signing ke can be used onl once. The are usuall er e cient
and ha e the potential for using smaller ke s due to the restriction the impose on the attack.

using such schemes, we were actuall able to achie e some impro ements see Appendix
but, unfortunatel , gi en what is currentl known, this still does not seem to gi e us a practical
implementation without random oracles.

Another wa of a oiding the use random oracles in the design of forward-secure signature
schemes is b using ideas of Cramer and amgard . The show how to con ert a secure identi-
cation scheme of the t pe commit-challenge-respond which the refer to as signat re protocols
into a secure signature scheme without rel ing on random oracles. The transformation is based on
the idea of authentication trees. In this model, each message has a leaf associated to it. Signing a
message is simpl a matter of computing the path, which the call authentication path, from the
leaf associated with that message to the root. To a oid ha ing to precompute and store the whole
tree, nodes are created d namicall in a wa er similar to that of the R scheme. And like
the R scheme, the resulting scheme is not memor less and needs to remember the signature
of the pre ious message to be able to compute the next signature. The length of each signature
also grows logarithmicall with the number of signed messages. This can, howe er, be impro ed
to gi e a memor less scheme, using the same modi cations that oldreich 0 suggested for the

R scheme. The length of each signature will now be the same, although still logarithmic in the
total number of messages e er to be signed.

In the case of forward securit , we would ha e to start with a forward-secure identi cation
scheme such as the one gi enin 2 , and then appl to it the same t pe of transformation described
abo e with one main di erence we also ha e to account for the index of the current time period.

ut we can easil dosob simpl replacing a message in the original case b a pair message-index in
our case. Although we do not pro e this result, our claim is that forward securit will be preser ed.
The main ad antage of such an approach is that we can obtain a signature scheme which is forward
secure based solel on the securit of the corresponding identi cation scheme and thus, if we use
the scheme of 2, solel on the hardness of factoring . oreo er, the lengths of both the secret
and public ke s are independent of the total number of time periods. Its main disad antages are
that the resulting signature scheme would be far less e cient than the one we suggest in Section ,
and would ha e signatures whose length is a function of the total number of signed messages and,
therefore, related to the total number of time periods .

e are grateful to ihir ellare for encouraging us to work together and for ad ice along the wa .






irst, we assume that if  outputs as a forger , then the hashing oracle has been ueried
on , where an ad ersar can be modi ed to do that this ma raise the
number of hash ueries to . e will also assume that  performs the necessar bookkeeping
and does not ask the same hash uer twice. Note that ma ask the same signature uer twice,
because the answers will most likel be di erent.

has to guess the time period at which  will ask the uer it randoml selects ,

, hoping that the break-in will occur at or later, and the forger will be for a

time-period earlier than . It then sets mod and , and runs the
ad ersar the rst time. Note that unless , in which case

then comes up with a random tape for , remembers it, and runs on that tape.  maintains
two tables a signature wuer table and a hash wuer table.
Signature ueries can be answered almost at random, because  controls the hash oracle. In
order to answer a signature uer number on a message during time period , selects a
random and 0 , computes , and checks its signature uer

table to see if a signature uer on during time period has alread been asked and if  used
in answering it. If so, changes and tothe and that were used in answering that uer .

Then adds the entr to its signature uer table and outputs
ash ueries are also answered at random. To answer the -th hashing uer ,
rst checks its signature uer table to see if there is an entr such that
If so, it ust outputs . Otherwise, it picks a random 0 ,
records in its hash wuer table the uintuple and outputs
Assume now the break-in uer occurs during time-period , and the forger is
output for a time period if not, or if no forger is output, fails . To answer the
uer , outputs . Let . ecause we modi ed to rst ask a hash uer
on , we ha e that, for some , in the hash uer table
it can t come from the signature uer table, because is not allowed to forge a signature on a
message for which it asked a signature uer . nds such an in its table and remembers it.

now resets  with the same random tape as the rst time, and runs it again, gi ing the
exact same answers to all s wueries before the -th hash wuer it can do so because it has all
the answers recorded in the tables . Note that this means that  will be asking the same -th
hash uer as the rst time. As soon as  asks the -th hash wuer , howe er, stops
gi ing the answers from the tables and comes up with new answers at random, in the same manner
as the rst time. Let be the new answer gi en to the

Assume again the break-in uer occurs during time-period , and the forger

is output for a time period




If the second forger was not based on hash uer number , our algorithm fails. If it was,
howe er, then we ha e and

mod
mod
mod
the last step in ol es taking roots of degree 2 of both sides, which we are allowed to do
because both sides are in  and remain in , because is a s uare and . Note that ,
and and are both at most bits, so 2 . appl ing the lemma below which

is an algebraic generali ation of Lemma .2 , our algorithm can easil compute a s uare root of |,
setting , and

ien 0 0 and such that mod and 2,
one can easil compute s.t. mod
Let 2  where isodd. Note that . Let 2 . Then
mod |, so mod again, we are allowed to take roots of degree 2 because
both sides are in . Let mod . Then mod . Note
that it is crucial that 2 so that 0.1

runs  twice. Answering hashing and signing ueries takes no

longer than it would the real oracles ignoring the costs of table look-ups . To nd which hashing
uer the signature corresponds to, to compute the s uare root of and to nall factor takes

some exponentiations of numbers modulo where the exponents are at most bits long and
some gcd computations for di ision and factoring . Thus, exceeds the running time of b

irst, we need the following lemma.

Let be real numbers. Let . Let . Then —.

Let and . Note that 0. Then

irst, consider the probabilit that s answersto s oracle ueries are distributed as those of
the true oracles that expects. This is the case unless, for some signature uer , the hash alue
that needs to de ne has alread been de ned through a pre ious answer to a hash uer call

this s failure to pretend . ecause is picked at random from , is a random
element of . The probabilit of its collision with a alue from a hash uer in the same execution
of is at most thus, the probabilit taken o er onl the random choices of

of s failure to pretend is at most 2 . This is exactl the

amount b which s probabilit of success is reduced because of interaction with  rather than
the real signer. Let 2



Let be the probabilit that produces a successful forger and that its break-in uer occurs
in time-period . Clearl , . Assume now that picked a speci ¢ as the time-period
for . The probabilit of that is

e will now calculate the probabilit of the e ent that outputs a alid forger based on the
same hash uer both times and that the hash uer was answered di erentl the second time and
that the break-in uer was both times. Let be the probabilit that, in one run, produces
a alid forger based on hash uer number after break-in uer in time-period . Clearl ,

Let for a su cientl long binar string of length be the probabilit that, in one run,

produces a alid forger based on hash uer number after break-in uer in time-period , gi en

that the string was used to determine the random tape of and the responses to all the oracle
ueries of until and not including the -th hash uer . e ha e that

2

i en such a =xed string , the probabilit that producesa alid forger based on the hash uer

number after break-in uer in time-period in both runs is because the rst forger is now
independent of the second forger . The additional re uirement that the answer to the hash uer
in the second run be di erent reduces this probabilit to 2 . Thus, the probabilit

that  produces a alid forger based on the hash uer number in both runs and that the
answer to the hash wuer is di erent in the second run and that the break-in uer was in both
runs is






