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Abstract. In FSE’16, Luykx et al. have proposed LightMAC that provably achieves
a query length independent PRF security bound. To be precise, the construction
achieves security roughly in the order of O(q?/2™), when instantiated with two
independently keyed n-bit block ciphers and ¢ is the total number of queries made by
the adversary. Subsequently, in ASTACRYPT’17, Naito proposed a beyond-birthday-
bound variant of the LightMAC construction, dubbed as LightMAC_Plus, that is built
on three independently keyed n-bit block ciphers and achieves 2n/3-bits PRF security.
Security analyses of these two constructions have been conducted in the single-user
setting, where we assume that the adversary has the access to a single instance of
the construction. In this paper, we investigate, for the first time, the security of the
LightMAC and the LightMAC_Plus construction in the context of multi-user setting,
where we assume that the adversary has access to more than one instances of the
construction. In particular, we have shown that LightMAC remains secure roughly up
to 2™/2 construction queries and 2" ideal-cipher queries in the ideal-cipher model and
LightMAC_Plus maintains security up to approximately 227/3 construction queries
and 2%F/3 ideal-cipher queries in the ideal-cipher model, where n denotes the block
size and k denotes the key size of the block cipher.

Keywords: LightMAC, LightMAC__Plus, Multi-user Security, Mirror Theory, Beyond
Birthday Bound.

1 Introduction

In the last several decades, the research interest in lightweight cryptography has seen
remarkable growth in the cryptographic community. Lightweight cryptography ensures to
protect communications in resource-constrained environments. Due to the advent of the
Internet of Things (IoT), lightweight cryptography has gained a significant momentum in
the last decade or so. As a consequence of that, the cryptographic community started to
realize standardizing the lightweight cryptographic algorithms through various competitions
and projects, most notably the CAESAR competition [13], NIST lightweight cryptography
standardization project [41] and the ISO/IEC standardization [1]. In this regard, ISO/IEC
29192-6:2019 standard [1] specifies three message authentication code (or MAC) algorithms
for lightweight applications; LightMAC [31], Tsudik’s keymode [46] and Chaskey-12 [35].
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2 Multi User Security of LightMAC and LightMAC_Plus

1.1 LightMAC Construction

In FSE’16 [31], Luykx et al. have proposed LightMAC, which has been standardized by the
ISO/IEC standardization process. LightMAC is a block cipher based PRF that operates in
parallel mode, i.e., for an n-bit block cipher E instantiated with two independently sampled
keys K1, Ko, and with a global counter size s, the LightMAC function is defined as follows:

LightMAC-Hashg
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where (i), denotes the s bit encoding of the integer 4, (M[1],..., M[¢ — 1]) denotes the
n — s bit parsing of message M, where each M][i] is an n — s bit string, and pad,, is an
injective function that takes a message and appends to it a suitable number of 10* to make
the length of the padded string to be exactly n. However, this design comes at the cost
of a reduced rate of construction, where the rate of a construction is determined by the
ratio of the total number of n-bit message blocks in a message M to the total number
of primitive calls with block size n required to process the message. Despite having a
reduced rate, the design of LightMAC is simple in the sense that it minimizes all auxiliary
operations other than having the block cipher calls, which allows to have a low overhead
cost, and hence obtains a more compact implementation than PMAC. Moreover, due to
the inherent parallelism in the design of the scheme, LightMAC outperforms all the other
popular sequential MAC constructions in terms of throughput in the parallel computing
infrastructure.

Besides of having the implementation and the performance benefit of LightMAC, one
of the other features of LightMAC that makes it more attractive, is its provable security
bound. While the security bounds of all its contender candidates, such as PMAC [10],
OMAC [25], CBC-MAC [3], XCBC [9] etc., degrade linearly with the maximum length of
the message, LightMAC achieves a message length independent security bound. Assuming
the maximum length of the message /nax < (n — s)2%, LightMAC is proved to have a PRF
bound of O(¢?/2"), where ¢ denotes the number of queries. However, some variants of
PMAC, e.g., PMAC-with-parity [49], PMAC3 [39] etc., achieve message length independent
security bound for a wide range of £, they come at the cost of a significant increase in
the design complexity.

Related Works on LightMAC. Now we briefly discuss related works on LightMAC
and LightMAC_Plus. Shen et al. [43] have proposed two simple variants of LightMAC
construction, dubbed as LedMAC1 and LedMAC2. LedMAC1 avoids an unnecessary padding
of LightMAC that allows messages up to length (n — s)2° + s — 1 bits without degrading
the security bound. On the other hand, LedMAC2 reduces the number of keys of LedMAC1
from two to one and achieves a similar level of security as that of LightMAC. However,
for LedMAC2, the maximum length of the message is (n — 5)2°7! + s — 2 bits at the cost
of degradation of the security from ¢?/2" to qo /2", where o denotes the total number of
message blocks across all ¢ queries. In [15], Chattopadhyay et al. minimized the number of
block cipher keys of LightMAC from 2 to 1 and showed that LightMAC instantiated with a
single block cipher key, dubbed as 1k-LightMAC, achieves security bound of O(q?/2") while
restricting the query length up to (n — s) min{2"/4,25} bits. They have also proposed the
domain-separated variant of 1k-LightMAC construction, called LightMAC-ds and showed
that it achieves a similar security bound as that of LightMAC with maximum message
length up to (n — 5)2°~1 bits.
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1.2 LightMAC_Plus: BBB Secured Variant of LightMAC

In ASTACRYPT’17, Naito proposed a beyond birthday bound secure variant of LightMAC
construction called LightMAC_Plus. Similar to the LightMAC construction, Light MAC_Plus
is a block cipher based PRF that operates in parallel mode, i.e., for an n-bit block cipher E
instantiated with three independently sampled keys K7, Ko, K3, and with a global counter
size s, the LightMAC_Plus function is defined as follows:

LightMAC_Plusg, . . (M) = Ex, (%) & Ex, (0),

where
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Here (i) denotes the s bit encoding of the integer i, M’ + pad,,_ (M) and (M'[1],..., M'[{])
denotes the n — s bit parsing of message M', where each M'[i] is an n — s bit string. Like
LightMAC construction, LightMAC_Plus comes with a reduced rate but with higher secu-
rity guarantee. Naito has shown that LightMAC_Plus provably achieves a message length
independent PRF security of up to 22"/3 queries. Later in [26], Kim et al. have claimed an
improved security bound of the construction from 22"/3 queries to 23"/%. However, their
claim has not been backed up by any formal proof.

Related Works on LightMAC_Plus. Naito [37] proposed LightMAC_Plus2, along with
LightMAC_Plus, that provides higher security bound than LightMAC_Plus, but comes at
the increased number of block cipher calls. In CT-RSA’18 [38], Naito has improved the
bound of LightMAC_Plus construction from ¢*/2%" to ¢?q, /22", where ¢; is the number of
tagging queries and ¢, is the number of verification queries. This security bound implies
that LightMAC_Plus is secure upto 2" tagging queries if the number of verification queries
is 1. Later, in [29], Leurent et al. have shown a forging attack on the construction that
achieves a constant success probability when the number of tagging queries is 2°*/4 and the
number of verification queries is 1, which in turn invalidates the security claim of Naito [3§]
on LightMAC_Plus. In EUROCRYPT’20, Kim et al. [27] have shown an improved security
bound of LightMAC_Plus construction from 2n/3-bits to 3n/4-bits (ignoring the maximum
message length) without a formal proof. Due to the result of [29], the improved bound of
LightMAC_Plus turns out to be the tight one.

In FSE’20, Datta et al. [19] proposed a two-keyed variant of LightMAC_Plus, called
2K-LightMAC_Plus, where the sum function used in the finalization phase, uses the same
block cipher key that is independent to the block cipher key used in the internal hash
computation of 2K-LightMAC_Plus. Authors have shown that 2K-Light MAC_Plus achieves
2n/3-bits security bound, which has been recently improved to 3n/4-bits [17]. In [38],
Naito has proposed a single-keyed variant of LightMAC_Plus, dubbed as LightMAC_Plus-1k,
in which a single block cipher key is used in the entire construction. However, the 2n-bits
output (X, ©) of the internal hash computation is domain separated by setting their two
most significant bits to 10 and 11 respectively. Moreover, the checksum of the message
blocks after padded with the string 0™~ *, is masked with the ¥ value. Author has shown
that LightMAC_Plus-1k construction achieves 2n/3-bits security.

Recently, Song [45] proposed another variant of the single-keyed LightMAC_Plus con-
struction dubbed as 1k-LightMAC_Plus, in which a single block cipher is used throughout
the construction and the 2n-bit hash value is domain separated by setting their most
significant bit to 0 and 1 respectively. As a result of that, from the efficiency viewpoint,
1k-LightMAC_Plus is a better choice over LightMAC_Plus-1k. It has been shown in [45]
that 1k-LightMAC_Plus also achieves 2n/3-bits security bound. In [18], Datta et al. have
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proposed a forkcipher based variant of the LightMAC_Plus construction and shown it to
be secure up to 2("+5)/2 queries, where s denotes the size of the block counter.

1.3 Multi User Security

The security analysis for all the above-mentioned constructions has been conducted in a
single-user setting, where the adversary has access to the keyed construction for a single
unknown randomly sampled key. This setup, known as the single-user security model,
involves the adversary targeting one specific machine, in which the cryptographic algorithm
is deployed, to compromise its security. However, in practice, cryptographic algorithms are
usually deployed across multiple machines. For instance, AES-GCM [32, 33] is now widely
used in the TLS protocol to protect web traffic and is currently used by billions of users
daily. In such multi-user scenarios, the adversary’s goal is to compromise the security of
at least one user. This approach, known as the multi-user security model, considers the
adversary’s success as a combination of single-user successes.

The notion of multi-user (mu) security was introduced by Biham [7] in symmetric
cryptanalysis and by Bellare, Boldyreva, and Micali [2] in the context of public-key
encryption. In the multi-user setting, attackers have access to multiple machines and each
of the machines implement a cryptographic algorithm F instantiated with independent
secret keys. In the multi-user game an attacker can adaptively distribute its queries across
multiple machines with independent keys. Multi-user security considers attackers that
succeed in compromising the security of at least one machine, among others.

Multi-user security for block ciphers differs from that for modes. In the single-key setup,
attacks on block ciphers like AES don’t improve with more data complexity. However, in
the multi-key environment, they do, as observed by Biham [7] and refined (time-memory-
data trade-off) by Biryukov et al. [8]. This highlights how it’s easier to recover a block
cipher key from a large group than targeting a specific one. This principle extends to
other deterministic symmetric-key algorithms, as done for MACs by Chatterjee et al.[14].
Generally, an adversary’s multi-user advantage for a cryptographic algorithm is at most u
times its single-user advantage. Hence, a multi-user security bound with a factor u can be
easily established. Bellare and Tackmann [5] formalized a multi-user secure authenticated
encryption scheme and analyzed countermeasures against multi-key attacks in TLS 1.3.
However, their derived security bound also includes the factor u, implying a significant
security drop in constructions like AES-GCM in large-scale deployments.

As evident from [4, 5, 11, 23, 24, 30, 36], it is a challenging problem to study the
security degradation of cryptographic primitives with the number of users, even when their
security in the single-user setting is well understood. Research on the multi-user security
of MAG:s is relatively limited in the literature, with notable works by Chatterjee et al. [14],
Morgan et al. [34], Bellare et al. [6], and two recent works of Shen et al. [44] and Datta
et al. [20]. The first two employ a generic reduction approach for MACs, multiplying the
single-user security by the number of users, while the latter employs a dedicated analysis
method. In [44], Shen et al. demonstrated the multi-user security of various DbHtS [19]
constructions with 22%/3 construction queries and 2% ideal-cipher queries. In [20], Datta
et al. have shown multi-user security of two-keyed DbHtS [19] construction with 237/4
construction queries and 2* ideal-cipher queries. However, these results cannot be directly
applied to the multi-user security of LightMAC and LightMAC_Plus. Therefore, to address
the applicability of the LightMAC and LightMAC_Plus constructions in practical setting,
we ask the following:

How does the security of LightMAC and LightMAC__Plus degrade in the multi-user
setting ?
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1.4 OQOur Contribution

In this paper, we address the above question and study the multi-user security of LightMAC
and LightMAC_Plus constructions.

I. MULTI-USER SECURITY OF LightMAC. We first show that LightMAC is secured in the
multi-user setting against all adversaries that make a total of 2/2 queries and up to a
total of 2% ideal-cipher queries, where we have assumed that the underlying block cipher
of the LightMAC construction is an ideal cipher. Unlike the single user security bound of
LightMAC construction, the achieved bound is not ¢-free, where ¢ denotes the maximum
number of message blocks. However, we have shown that (i) if we restrict the number of
ideal-cipher queries up to 23%/4 and ¢ < 2"/4/k, or (ii) if we restrict the number of users
up to 2"/4, then we achieve an (-free multi-user security bound of LightMAC construction.
We would like to mention that in the single-user setting, we obtained ¢-free bound on
LightMAC construction when ¢ < 2/ while we need £ < 2”/4/k for achieving ¢-free bound
on multi-user security of LightMAC. Yet, this loss may not matter, as most applications
use message sizes of at most 2/ blocks.

Remark 1. Concurrent to this work, Naito [40] have independently studied the multi-user
security of Hash-then-Encrypt type MACs and showed security up to O(qug€axu + G€reg +
(p+ £q)/2%), where €,y denotes the almost-xor universal advantage and €reg denotes the
regular advantage of the underlying hash function in the ideal cipher model. Moreover, g,
is the maximum number of queries per user, ¢ (resp. p) denotes the number of construction
(resp. primitive) queries, and ¢ denotes the maximum number of message blocks. Alongside,
Naito has also shown multi-user security bound of CBC [3], EMAC [12], XCBC [9] and
TMAC [28] up to O({q,q/2™ + p/2).

II. MULTI-USER SECURITY OF LightMAC_Plus. For LightMAC_Plus, we have shown that
the construction is secured in the multi-user setting against all adversaries that make
a total of 22"/3 queries and up to a total of 22¥/3 ideal-cipher queries, where we have
assumed that the underlying block cipher of the LightMAC_Plus construction is an ideal
cipher. We would like to mention here that unlike the single user security bound of the
LightMAC__Plus construction, the proposed multi-user security bound of Light MAC_Plus
is not ¢-free. However, if we assume that k& > 4n/3, then we obtain an ¢-free security
bound of the Light MAC_Plus construction, provided ¢ < 2/3 /k. We would like to note
that for LightMAC__Plus construction, the security for primitive queries is 2k/3 bits, which
is smaller than the key size. On the other hand, in the standard model, the multi-user
security is k — log, u bits. Moreover, LightMAC_Plus achieves 3n/4-bit security in the
standard model, which is better than the current bound. We believe that improving the
multi-user security bound of LightMAC_ Plus construction in the ideal-cipher model from
2n/3 bits to 3n/4 bits is hard problem.

Remark 2. The single-user security bound for the LightMAC and LightMAC_Plus construc-
tions is established in the standard model. The overall bound includes an information-
theoretic term that is ¢-free, and a computational term that relies on the security of the
underlying block cipher, which involves an upper limit on the number of queried blocks.
Our bounds give a clearer picture of what happens under the hood. However, we would
like to clarify that a proof in the ideal cipher model, where we treat E as an ideal block
cipher, uniformly sampled from the set of all block ciphers, does not guarantee the security
of the LightMAC(__Plus) construction for any instantiation of the construction with an
actual block cipher. We have given a comparison of the proven bounds of LightMAC and
LightMAC__Plus constructions both in the single-user and the multi-user setting in Table 1.
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1.5 A Generic Overview of the Proof Approach

In this section we briefly describe the approach of the multi-user security proof of the
LightMAC and LightMAC_Plus construction as follows:

I. Proof Approach of LightMAC: We prove the security of the construction using the
H-Coeflicient technique [42], where we release the block cipher keys of all the users and all
the intermediate output values V in both the worlds along with the usual query-response
pairs. This allows the challenger in both the worlds to compute % values for defining bad
transcripts in terms of it and the released keys. Note that LightMAC uses two keys K;
and K5, where K7 is used to compute the ¥ values, which we customarily refer to as hash
key and K5 is used to compute the tags which is customarily referred to as prf key.

1. If the prf-key collides with an ideal cipher key for an user, and one of the tag values
of that user collide with the output value of the corresponding ideal-cipher query,
then in the real world, the corresponding ¥ value will match with the input of the
corresponding ideal-cipher query with probability 1, but that event holds in the
ideal world with low probability, which in turn allows a distinguisher to distinguish
between the real and the ideal world. Hence, we consider this event to be bad (see
Badl of Sect. 4.2). A pictorial description of the event is shown in Fig. 1.

JI

Figure 1: Description of the event Badl: The key K& of i-th user matches with ideal cipher
key J7 and response to the a-th query of same user collide with the output value Y7 of
the corresponding ideal-cipher query. H Ki denotes the LightMAC-Hashg , construction

1

2. Symmetric to the above event, if the prf-key collides with an ideal cipher key for
an user, and one of the X values of that user collide with the input value of the
corresponding ideal-cipher query, then in the real world, the corresponding tag value
will match with the output of the corresponding ideal-cipher query with probability
1, but that event holds in the ideal world with low probability, which in turn allows a
distinguisher to distinguish between the real and the ideal world. Hence, we consider
this event to be bad (see Bad2 of Sect. 4.2). A pictorial description of the event is
shown in Fig. 2.

JJ

Figure 2: Description of the event Bad2: The key K& of i-th user matches with ideal cipher
key J7 and input to the a-th query of same user collide with the input value Y of the
corresponding ideal-cipher query.

3. Finally, we disallow the collision between two X values for any user (see Bad3 of
Sect. 4.2). A pictorial description of the event is shown in Fig. 3.
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M

Figure 3: Description of the event Bad3: X values of two queries for an user collides with
each other.

4. However, to ease the analysis of bounding the above bad events, we would like to
ensure that for any user 4, its hash key K? and prf key K3 should be fresh, i.e., they
should not collide with any other user keys. If there is such collision in the hash keys
or prf keys or collision between hash key and prf key among two users, then we set
the bad event to true (see BadK1, BadK2 of Sect. 4.2).

5. Similarly, to ease analysis of bounding the event Badl, we would like to ensure that
for any user i, each response should be distinct. If there is a collision in the tag value
between two users or the collision between two tags for any user i, then we set the
bad event to true (see BadCollT of Sect. 4.2). As mentioned before, this event is
required while bounding Badl. This is to ensure that while bounding Badl, all the
tag values are distinct. Details of the analysis can be found in Sect. 4.2.

If the bad events do not hold, then we count the total number of block cipher calls to lower
bound the real interpolation probability and compute the ideal interpolation probability
and prove that the ratio of the former to the later is at least 1. However, the non-triviality
of the security analysis lies in the way we upper bound the probability of some crucial bad
events within our target security bound. We cannot really bound the event Bad3 as one
seems to bound it in the standard model. Recall that, we are proving the security of the
constructions in the ideal-cipher model, where the adversary is given access to evaluate
the block cipher on its own. Therefore, it is plausible to assume that the adversary is
well-informed about all the V' values (during the block cipher evaluations) that define the
event 3% = X!. In that case, we are no longer left with any randomness that will bound
the above bad event. However, the good news is that should the above situation hold, it
must be the case that the i-th user key K} collides with a chosen ideal-cipher key J7 which
contributes to 27* probability to the event. Now, if one varies over all possible choices
of (i,a,b,7), then the probability becomes ¢?p/2*, which makes our bound worse. The
trick that we apply here is that, we will not allow the choices of j to vary upto p. We will
restrict this choice to some parameter p, which is of the order 2°~"kf, where ¢ denotes the
maximum number of message blocks. For this choice of i, we restore our target bound, at
the cost of introducing an extra event that dictates the number of j exceeds p holds with
a low probability. Details of the analysis can be found in Sect. 4.2.

I1. Proof Approach of LightMAC_Plus: Like LightMAC construction, we prove the
security of the LightMAC_Plus construction using the H-Coefficient technique [42], where
we release the block cipher keys of all the users and all the intermediate output values V'
in both the worlds along with the usual query-response pairs. This allows the challenger
in both the worlds to compute (3, ©) values for defining bad transcripts in terms of it and
the released keys. Note that LightMAC_Plus uses three keys K7, K5 and K3, where K is
used to compute the (X, ©) values, which we customarily refer to as hash key and Ky, K3
is used to compute the tags. We refer to Ky as o-prf key and K3 as 0-prf key.

We first impose some bad conditions on user keys which mainly says that a pair of
keys should not collide for two different users (see BadK1-BadK3 of Sect. 5.1). Moreover,
if the prf key collides for two different users, then both of their corresponding hash keys
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should not collide with ideal-cipher keys (see BadK4 of Sect. 5.1). We also require that
for an user, it should not be the case that both of its prf keys collide with ideal-cipher
keys (see BadK5 of Sect. 5.1). Finally, it should not be the case that both prf keys of an
user collide with each other (see BadK6 of Sect. 5.1). Moreover, if the has key of an user ¢
collides with o-prf key (resp. 0-prf key) of an another user ¢, then none of the message
blocks preprended with appropriate block counter of user 4 should not collide with ¥ (resp.
©) value of user 7'

Followed by the definition of bad events on user keys, we now define bad events based
on the input and key collision as follows:

1. If o-prf key (resp. 6-prf key) for any user collides with an ideal cipher key, then its
¥ (resp. ©) value should not collide with the corresponding ideal-cipher input query.
Otherwise, in the real world, one determines the block cipher output of ¥ (resp. O),
which does not hold true in the ideal world (see Badl, Bad2 of Sect. 5.1).

2. If the hash key for any user collides with an ideal-cipher key, then its corresponding
3} value should not collide with other X value. Similarly, its corresponding © value
should not collide with other © value (see Bad3, Bad4 of Sect. 5.1).

3. It should not be the case that for an user 4, if two of its ¥ (resp. ©) value collides,
then their corresponding 7' value should be distinct. Otherwise, it will imply the
collision of © (resp. X) values in the real world, whereas in the ideal world such
event should hold with low probability (see Bad5, Bad6 of Sect. 5.1).

4. If o-prf key for two user collides with each other, then their corresponding ¥ value
or O value should not collide with each other (see Bad7, Bad8 of Sect. 5.1). Similarly,
if f-prf key for two user collides with each other, then their corresponding © value
or X value should not collide with each other (see Bad9, Bad10 of Sect. 5.1).

5. If two of ¥ (resp. ©) values of an user collide with each other then, the corresponding
© (resp. X) value should be distinct (see Bad1l, Bad12 of Sect. 5.1).

6. Finally, the number of colliding ¥ values or © values for an user ¢ should be at most
qil/Q, where ¢; denotes the number of queries of the i-th user (see Bad13, Bad14).
If the bad events do not happen, then we lower bound the ratio of the real to ideal
interpolation probability. Bounding the ideal interpolation probability is a straightforward
analysis. On the other hand, to lower bound the real interpolation probability, we do the
following: we divide the the set of users in two classes: (i) set of users whose one of the prf
keys collide with an ideal-cipher key and (ii) set of users whose none of the prf keys collide
with any ideal-cipher key. For the first class of users, we further divide them into a finite
number of partitions based on the relation that two users belong to the same equivalent
classes, if their corresponding prf keys collide with the same ideal-cipher key and then
count the number of solutions to the system of equations by using the result of mirror
theory over restricted set:
Ex;(30) ® Ei(07) =T

Similarly, for the second class of users, we further divide them into a finite number of
partitions based on the relation that two users belong to the same equivalent classes, if
their corresponding prf keys collide with each other and then count the number of solutions
to the system of equations by applying the result of mirror theory:

EK;;(ZZ) ® EK§<@2> =T,.

However, the non-triviality of the analysis lies in bounding the event X% = ¥{ 0! = O} for
some user 4. As usual, it is plausible to assume that an adversary might be well-informed
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about all the intermediate V' values that define the event ¥ = X! ©! = O} and hence in
that case, we are no longer left with any randomness that will bound the above bad event.
As before, the good news is that should the above situation hold, it must be the case that
K collides with a chosen ideal-cipher key .J9 which contributes to 27* probability to the
event. Now, if one varies over all possible choices of (4, a, b, j), then the probability becomes
¢*p/2*, which makes our bound worse. Now, if we apply the previous trick, i.e., if we

U
restrict the choices of j to vary upto some parameter y, then, we get the bound Y ¢/ 2k,
i=1

By choosing y = 2¥~"k¢, we obtain the bound 27"(¢? + ... + ¢2). Since, a crude bound
on the sum (¢} + ...+ ¢2) is ¢%, we loose our target security bound. This triggers us to
bound the sum in a careful way. We split the sum into two cases: (a) when i < /g, then
we achieve the desired security bound p,/g/2*. On the other hand, (b) when i > /g, then
by applying a combinatorial lemma (Lemma 2), we bound the sum (¢? + ...+ ¢2) to be
at most ¢°/2 and then by plugging-in the appropriate value of p = 25="k¢, we obtain the
desired security bound. Summarizing above, we would like to mention that to achieve the
security bounds of both constructions, our analysis has crucially relied on a combinatorial
result stated in Lemma 2.

1.6 How Does Our Result Differ From Previous Works?

The works of Chatterjee et al. [14] and Andrew et al. [34] explore a generic reduction
for Message Authentication Codes (MACs). By utilizing this reduction, the mu security
of constructions in the DbHtS framework will be limited to the birthday bound or, even
worse. For example, the best-known single-user security bound for the LightMAC_Plus
construction is given by ¢*/3/2" [26]. If we assume the number of users to be u, then
according to the generic reduction outlined in [14] and [34], this bound becomes ug*/3/2".
Consequently, if the adversary issues only one query per user, the security bound reduces
to ¢7/3 /2", which is well below the birthday bound. Two other recent works [44, 20] have
addressed the multi-user security of DbHtS [19] type constructions. In [44], Shen et al. have
analyzed the multi-user security of DbHtS construction and shown it to be secure roughly
upto 22*/3 construction queries and 2" ideal-cipher queries. They have applied their generic
security result to bound the multi-user security of different DbHtS type constructions that
include SUM-ECBC [47], PMAC_Plus [48], 3kf9 [50], LightMAC_Plus [37] etc. However, as
pointed out in [20], this application was not appropriate. Because, in the derivation of
the multi-user security bound of DbHtS, the underlying hash function was assumed to be
a keyed hash function (which may not be a block cipher based hash function), and thus
their security proof has not analyzed the properties of the hash function in the ideal-cipher
model. As a result, when the generic security bound was applied to bound the multi-user
security of block cipher based DbHtS constructions, then authors have failed to consider
the fact that the block cipher used in the hash function to be an ideal-cipher, where
the adversary is allowed to make ideal-cipher queries. Therefore, to prove the multi-user
security of the above block cipher based DbHtS constructions, one needs to do a dedicated
security analysis without resorting to any generic security result. In [20], Datta et al.
have shown a tight multi-user security bound on the two-keyed DbHtS construction with
237/4 queries and 2% ideal-cipher queries. They have also instantiated the underlying
double block hash function with an algebraic keyed hash function and shown its 3n/4-bit
multi-user security. In fact, extending their analysis to a block cipher based construction
was posed as an open problem in [20].

Clearly, our result is different from the previous works in the sense that we have
established the multi-user security bound on two particular constructions LightMAC and
LightMAC_Plus using a dedicated security analysis. We have been able to show that
multi-user security bound of LightMAC does not degrade much compared to its security
bound in the single-user setting. On the other hand, we have been able to show that
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LightMAC_Plus construction achieves 2n/3-bit multi-user security bound when the number
of ideal-cipher queries is restricted up to 22%/3.

Table 1: Comparison of Single and Multi-user Security Analysis LightMAC and
LightMAC_Plus. Here, g and p refers to the number of construction queries and ideal-cipher
queries, respectively; n, £, k refers to the block size, maximum message length and size of

key, respectively. SM and ICM are shorthand of the Standard and Ideal Cipher Model,
respectively.

Constructions Single user Multi user
(SM) Generic red. ICM
With ¢ {-free
. 7
LightMAC [31] (%) 0(%) |0(s8a+%%) | O(5hax+dn)
LightMAC_Plus 2] | O (%) | o(%r) | 0(2 + 255 | 0 (555 + o)

OPEN PROBLEMS: This work has opened up several potential avenues for future research.
Firstly, we have established an ¢-free multi-user security bound of LightMAC, under the
condition that the number of ideal-cipher queries is at most 23%/4 and ¢ < 27/4/k. It
would be worthwhile to explore whether we can prove ¢-free security bound by allowing the
number of ideal-cipher queries up to 2¥ and the bound on the maximum number of message
blocks is at most O(2"/2). Secondly, we have demonstrated a multi-user security bound of
2n/3 bits for LightMAC_Plus, assuming only k& > n and the number of ideal-cipher queries
is at most 22¥/3. Although this bound is not ¢-free, the assumption k > 4n/3 enables us to
establish an -free multi-user security bound of Light MAC_Plus, provided that ¢ < 27/3 /k.
It would be interesting to investigate whether we can improve the multi-user security
bound of LightMAC_Plus from 22"/3 to 23/ with the assumption that k& > n, the number
of ideal cipher queries is at most 2¥ and the maximum number of message blocks is at
most 2"/2.

2 Preliminaries

GENERAL NOTATIONS: For ¢ € N, we write [¢] to denote the set {1,...,q}. For a natural
number 7, {0,1}"™ denotes the set of all binary strings of length n and {0,1}* denotes the
set of all binary strings of arbitrary length. For a natural number n, we call the elements
of {0,1}" as block. For any binary string = € {0,1}*, |z| denotes the length of z, i.e.,
the number of bits in z. For z,y € {0,1}", we write z = 2 & y to denote xor of z and
y. For two binary strings x,y € {0,1}*, we write x|y to denote the concatenation of =
followed by y. For a natural number n and x € {0, 1}*, we write (z1,%a,...,2;_1,2;) <= @
to denote the n-bit parsing of =, where |z;| =n for alli € [[ — 1] and 0 < |z;| < n — 1. For
any n € N, we define an injective function pad,, that takes an arbitrary string « € {0,1}*
as input, and returns y € ({0,1}™)* as output, which is defined as follows:

y = pad, (z) 2 z[|10%,

where d is the smallest integer such that |pad,,(z)| is a multiple of n. Typically, a tuple
or a vector x over {0,1}" is denoted as (x;);cz, where Z is called the index set and each
x; € {0,1}™. However, when there are two index sets Z, 7, then we denote a tuple x
over {0,1}" as (z%)iez,jes, Where each ' is an element of {0,1}". Extending it one step
further, we denote a tuple = over {0, 1}", when the number of index sets is three, i.e., Z, T
and B, as x = (z5[a])ie1 jeg,0eB-

For two positive integers 4, s such that i < 2%, we write (i)s; to denote the s-bit binary
representation of integer 7. We write x <— y to denote the assignment of the variable y into
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x. X<s{0,1}™ denotes that X is sampled uniformly at random from {0, 1}". For a tuple of
random variables (X1,. .., X,), we write (X1, ..., X,) <— {0,1}" to denote that each X;
is sampled uniformly from {0,1}"\ {X1,..., X;_1}, i.e., X; < {0,1}" \ {X1,..., Xi—1}.
We denote the set of all functions from X to {0,1}™ as Funcy. Sometimes, we omit the
set A from Funcy and simply write Func when the domain is clear from the context.
The set of all permutations over {0,1}" is denoted as Perm. We write P(n,r) to denote
nin—1)...(n—r+1), where (n)o = 1 by convention, that represents the number of ways
to arrange r different items from a set of n different items.

2.1 Pseudorandom Function and Pseudorandom Permutation

Let F: {0,1}* x X — {0,1}" be a family of keyed functions from X to {0,1}". We define
the pseudorandom function (prf) advantage of F with respect to a distinguisher A as
follows:

AdvPT(A) 2 [Pr[K « {0,1}* : AF< = 1] — Pr[R « Func: AR = 1]|.

We say that F is (g, ¢, 0,t,€) secure if the maximum pseudorandom function advantage of
F is €, where the maximum is taken over all distinguishers A that make ¢ queries to its
oracle such that the total number of message blocks queried across all g queries is o with
£ being the maximum number of message blocks among all ¢ queries, and the adversary
runs for time at most t, i.e.,

Advgrf(q, l,0,t) 2 max AdvErf(A),
€

where C is the class of all distinguishers A that makes at most ¢ queries such that the
total number of message blocks queried across all g queries is ¢ with ¢ being the maximum
number of message blocks among all g queries with run time at most t. Similarly, we
define the notion of pseudorandom permutation advantage as follows:

Let n,k € N be two natural numbers. Let E : {0,1}* x {0,1}" — {0,1}" be a
family of keyed functions from {0,1}" to {0,1}" such that for K € {0, 1}*, the function
Ex : {0,1}" — {0,1}"™ is bijective. We define the pseudorandom permutation (prp)
advantage of E with respect to a distinguisher A as follows:

AdvEP(A) £ |Pr{K + {0,1}" : AF< = 1] — Pr[P + Perm : AP = 1]|.

We call the family of keyed functions E a block cipher with the block size n-bits and the key
size k-bits. We say that E is (g, t, €) secure if the maximum pesudorandom permutation
advantage of E is €, where the maximum is taken over all distinguishers A that make ¢
queries to the respective oracle and run for time at most t, i.e.,

AdvE™P(g,t) 2 max AdvP(A),
€

where C is the class of all distinguishers A that makes at most ¢ queries with run time at
most t. We write BC(KC, {0,1}™) to denote the set of all block ciphers with key space K
and block size n bits.

2.2 Expectation Method

The Expectation Method was introduced by Hoang and Tessaro [23] to derive a tight multi-
user security bound of the key-alternating cipher. Subsequently, this technique has been
used for bounding the distinguishing advantage of various cryptographic constructions [24,
11, 22]. The Expectation Method is a generalization of the H-Coefficient technique



12 Multi User Security of LightMAC and LightMAC_Plus

developed by Patarin [42], which serves as a “systematic” tool to upper bound the
distinguishing advantage of any deterministic and computationally unbounded distinguisher
A in distinguishing the real oracle O; (construction of interest) from the ideal oracle Oy
(idealized version). The collection of all the queries and responses that A made and received
to and from the oracle, is called the transcript of A, denoted as 7. Sometimes, we allow the
oracle to release more internal information to A only after A completes all its queries and
responses, but before it outputs its decision bit. Note that, revealing extra informations
will only increase the advantage of the distinguisher.

Let X,e and X;q denote the transcript random variable induced by the interaction of
A with the real oracle and the ideal oracle respectively. The probability of realizing a
transcript 7 in the ideal oracle (i.e., Pr[Xiq = 7]) is called the ideal interpolation probability.
Similarly, one can define the real interpolation probability. A transcript 7 is said to
be attainable with respect to A if the ideal interpolation probability is non-zero (i.e.,
Pr[Xia = 7] > 0). We denote the set of all attainable transcripts by V. Following these
notations, we state the main result of the Expectation Method in Theorem 1. The proof
of this theorem can be found in [23].

Theorem 1. Let V = GoodT LIBadT be a partition of the set of attainable transcripts. Let
DV — [0,00) be a non-negative real valued function. For any attainable good transcript
T € GoodT, assume that
Pr[Xie = 7]
Pr[Xid = T]

and there exists enaq > 0 such that Pr[Xiq € BadT| < €paqa. Then,

>1- (I)(T)7

Advg(A) < E[®(Xia)] + baa- (1)

If Oy is a random function, then Eqn. (1) gives the PRF advantage of A in distinguishing
the real construction Oy from the random function and in that case, we write

AAVERF(A) < E[®(Xia)] + ebaa- 2)

We would like to mention that if ® is a constant function, then the Expectation method [23]
boils down to the H-Coefficient technique [42].

2.3 Combinatorial Results

In this section, we state and prove the two results. The first one is from linear algebra that
establishes an upper bound on the probability that a system of equations holds when the
variables are wor samples. The second result is about maximizing a function, which will
be useful in deriving the security bound of LightMAC and LightMAC_Plus constructions.

Lemma 1. Let (Z1,...,2,) <= X C {0,1}" with |X| = N > q. Let A be a k x q binary
matriz with rank r. We denote the column vector (Z1,...,2Z4)* as Z. Then, for any
¢ e ({0,1}")*, we have
= 1
PrlA-Z=¢ < —————.
R SO
Proof. The matrix A can be represented as A = [A1 A4, ... A,], where each A; is a column
vector of length k and rank(A) = r. W.l.o.g, we can assume A;, As, ..., A, are linearly
independent basis vectors. So, A,41,..., A4 are the non-basis vectors. Note that, for each
choice of the tuple (241, ...,2), with distinct z;’s, the remaining z; values are uniquely
determined. The total number of distinct choices of (z1,. .., 24) is P(N, ¢), and the choices

of (Zr41,...,2¢) is P(IV,q — r). Hence, the probability is at most %.
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Lemma 2. Let q be a positive non-zero integer and for all i € [q], ¢;,h; € ZTYU{0}. Then
the function

c1h + cohi + ...+ cghl
subject to the constraint

Clhl +Cgh2 +...+thq S q,

attains the mazimum value ¢*/? when c1hy = q, given that h; < V4q for all i < q and
hi>hy > ... 2> hg.

Proof. Let us consider z; to denote c;h;, for all i € [q]. Since, ¢;, hy € ZT U {0}, it holds
that z; € Z1 U {0}, for all i € [¢]. Therefore, the objective function becomes

A
f(Zl,ZQ, .. .,Zq) = Zlhl + ZQhQ + ...+ thq,

subject to the constraint
znntzxnt... .tz <q

First of all, it is easy to see that the objective function will become maximized, when
z1 4+ 22 + ... 24 = q. Therefore, we consider the constraint to be

21+ 22+ .24 =q.

Now, our claim is v* 2 (¢,0,0,...,0) is the optimal solution for which the objective

function will attain the maximum value. Let us consider some other arbitrary solution
/! é ! !
v =(¢,a1,as,...,aq-1), where ¢’ < g. Then, we have

Y

y A
A f(’U ) =qhy, B = f(U/) = q/hl + aihg + ashsy + ...+ Oéqflhq.

Since, v’ is a solution, we have ¢’ = ¢ — (a1 + a2 + ... + a4—1). Plugging-in the above
equality in B yields

f(') =qhy — (b — ha)aq — (hy — hg)as — ... — (h1 — hq)ag-1.
Since, hy > h;, for all i € [2,¢], it holds that f(v") < f(v*). Therefore, the maximum value
obtained, is ghy < ¢3/2, as hy < Va. O

2.4 Mirror Theory

Consider an undirected edge-labelled bipartite graph G = (V; UVs, &, £) with edge labelling
function £ : £ — {0,1}", where V; = {Y1,...,Ys,} and Vo = {Z1,...,Z,}, such that
s = S¢+ sy is the total number of vertices in the graph. We denote an edge of £ as {Y;, Z;},
and its label as L({Y;, Z;}) = Ai; (thus, A\j; = Aj;). For a path P in the graph G, we
define the label of the path as L(P) := > .p £L(e). Similarly, for a cycle C in the graph G,
we define the label of the cycle as L(C) := > __. L(e). We say the graph G is good if it
satisfies the following conditions:

ecC

1. G is acylic.
2. Maximum path length of G is two.
3. L(P) # 0, for all paths in G.

For such a good graph G, we associate a system of bivariate affine equations as follows:

&g ={Yi®Z; = \; V{Vi,Z;} € £}.
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In the above system of bivariate affine equations, the variables are the vertices of
the associated graph G. We say that two variables are involved in an equation if the
corresponding vertices are connected by an edge in the graph. The constants of the
equation are the label of the corresponding edge. Therefore, for £2*, the variables are Y;’s
and Z;’s. For a good graph G, two vertices are said to be adjacent to each other if and
only if they are connected by an edge in £. This induces a partition on V; Ll Vs, and each
connected component is called a component. The size of a component refers to the number
of elements (i.e., the number of vertices) in the partition, and the set of components is
denoted by comp(G) = (C; U --- U C,) where each component is of size at least 2.

Definition 1. Let &g be a system of equations corresponding to a good acyclic edge-labelled
bipartite graph G (as defined above). An injective function ® : V; UV, — {0,1}", is said
to be an injective solution to &g, if for all {Y;, Z;} € &g, it holds that ®(Y;) & ®(Z;) = ;.

In the following, we state a variant of mirror theory, which asserts that if G is a
good, acyclic, edge-labelled bipartite graph that can be decomposed into finitely many
components of size at least 2, then the number of solutions to £ chosen outside of the
set 81 x S € {0,1}"™ x {0,1}™, where S, S are two non-empty finite arbitrary subsets of
{0,1}™, is very close to the average number of solutions until the number of edges in &g
is roughly 227/3. In the traditional mirror theory, solutions to & is chosen from the set
{0,1}"™ x {0,1}™. However, in the current set up, we choose the solution from a non-empty
subset of {0,1}™ x {0,1}™. We refer to this variant of mirror theory as mirror theory over
restricted set. It is worth mentioning that Dutta and Nandi [21] have already established a
similar security bound for the mirror theory over a restricted set when the graph G is an
acylic good general graph. In other words, the authors of [21] have shown that the number
of solutions to &g, chosen from a non-empty subset of {0,1}", is close to the average
number of solutions until the number of edges in &g is roughly 22%/3. The following lemma
gives a similar lower bound for the mirror theory over a restricted set when the graph G is
a good, acyclic, edge-labelled bipartite graph, proof of which can be found in Theorem 1
of [16]. For completeness, we provide a independent proof of this lemma in Supplementary
Section 7.

Lemma 3. Let G= (V1 U Vs, E, L) be a good acyclic edge-labelled bipartite graph with sg
many vertices in V1 and sy many vertices in Vo, such that |E| = q and s = sy + s, the total
number of vertices of the graph G. Let the graph G have oo components such that the i-th
component has ¢; vertices from Vi and d; vertices from Vs such that sy = ¢+ -+ -+ co and
Sy =dy+--+dy. Let p;[1] = (e1+ca+---+¢;) and p;[2] = (dy+da+- - -+d;). Then the total
number of injective solutions to Eg chosen from outside of the set Sy xSz C {0,1}"x{0,1}",
is at least

P(2" — Ay, 50).P(2" — Ay, 5) o (10 ((Cigdi) (A1 + Ay +pia[1] + pi—1[2])2)

ong 1= Z 22n

i=1

provided (A1+pa[1])cmax < 2772 and (Ag+pa[2])dmax < 2772, where cpax = max{cy,ca, -

dmax = max{dy,ds,...,ds}, A1 denotes the size of the set S1 and Ay denotes the size of
the set Sy.

3 Security Results of LightMAC and LightMAC_Plus

In this section, we first state the existing security result of LightMAC and LightMAC_Plus.
In FSE’16, Luykx et al. [31] have shown that LightMAC is secured against all information-
theoretic distinguishers in the single user setting under the pseudorandom permutation
assumption of the underlying block cipher of the construction that makes roughly up

7CO¢};
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to 2"/2 queries such that the maximum length of the message is 2°(n — s) bits, where
n is the block size of the underlying block cipher and s is the size of the block counter.
The following result establishes an upper bound on the PRF advantage of LightMAC
construction against all information-theoretic adversaries in the single user setting.

Theorem 2 (Security Result of LightMAC). Let K be a finite and non-empty set.
Let E : K x {0,1}™ — {0,1}™ be a block cipher. Then, the PRF advantage for any (q,t)
adversary against LightMAC[E] is given by,

1 1 q>
PRF PRP( (os
Adviighimacg (¢:1) < (1 tom_g T STz = 1)2) o T Adve ™ (q(2° —1),t1)

+ AdvERP (Qa t2)a

provided the mazimum number of message blocks £ < 2™/ and t; =t + O(q(2° — 1)), and

In ASTACRYPT’17, Naito [37] has shown that LightMAC_Plus is secure against all
information-theoretic distinguishers in the single user setting under the pseudorandom
permutation assumption of the underlying block cipher of the construction that makes
roughly up to 22"/3 queries such that the maximum length of the message is min{2%(n —
s), (n — s)2"~1} bits, where n is the block size of the underlying block cipher and s is the
size of the block counter. The following result establishes an upper bound on the PRF
advantage of LightMAC_Plus against all information-theoretic adversaries in the single
user setting.

Theorem 3 (Security Result of LightMAC_Plus). Let K be a finite and non-empty
set. Let E: KK x {0,1}" — {0,1}™ be a block cipher. Then, the PRF advantage for any
(g,t) adversary against LightMAC__Plus[E] is given by,
2
Advigivac pusE (:1) < Son T o T Adve™ (q(2° = 1), t1) + 2Adve (g, ta),
provided the mazimum number of message blocks £ < 2™/ and t, =t + O(q(2° — 1)), and
ta =t+ O(q).

The bound has been later improved from 2n/3 bits to 3n/4 bits in [27].

3.1 Multi User Security Result of LightMAC

In this section, we state the security result of LightMAC in the multi-user setting. In
particular, we state and prove that LightMAC is secure against all information-theoretic
distinguishers in the multi-user setting under the assumption that the underlying block
cipher is an ideal cipher that makes roughly up to 2"/2 message queries and roughly 2¥
many ideal-cipher queries such that the maximum number of message blocks is at most
25(n — s) bits, where n is being the block size of the underlying block cipher and s is
the size of the block counter. The following result establishes an upper bound on the
multi-user PRF advantage of LightMAC against all information-theoretic adversaries.

Theorem 4 (Multi-User Security Result of LightMAC). Let K be a finite and
non-empty set. Let E <—sBC(K,{0,1}™) be an ideal block cipher. Then any computationally
unbounded distinguisher, making a total of q construction queries across all u users and a
total of p ideal-cipher queries to the ideal block cipher E, can distinguish LightMAC from
an n-bit uniform random function with prf advantage

2¢° 2¢° 25p  3qp  pglk  q*lk

mu-PRF
AdVLightMAC[E](uv%pJ) < ok on ok 2n+k+2n+k+ on ?

where ¢ is the mazimum number of message blocks queried such that £ < 27/2.
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Note that the above security bound of LightMAC contains a factor of ¢, whereas the
single-user security of the LightMAC construction possesses an /-free bound, provided
¢ < 27/2. We show that if we restrict the number of ideal-cipher queries up to 23%/4,
then we can prove an /-free birthday multi-user security bound of LightMAC, provided
¢ < 2"/*/k. Formally, we have the following:

Theorem 5 (¢-Free Multi-User Security Result of LightMAC). Let K be a finite and
non-empty set. Let E<—sBC(K,{0,1}™) be an ideal block cipher. Then any computationally
unbounded distinguisher, making a total of q construction queries across all u users and a
total of p ideal-cipher queries to the ideal block cipher E, can distinguish LightMAC from
an n-bit uniform random function with prf advantage

2> 2¢°  25p . 3qp pqg  pva . ¢

mu-PRF
Adviighemace (U, ¢,p) < oF T om + ok + otk + 9% ik + ok + SELYE

where £ is the maximum number of message blocks queried such that £ < 2"/*/k.

We would like to mention here that if the number of users u < 2¥/4, then also we obtain
the desired (-free bound provided p < 23%/4 and ¢ < 2"/2. Details can be found in Remark
3.

Implication of Theorem 4 and Theorem 5 in the Context of AES: LightMAC with
AES-256 can be safely used in a protocol having 232 /216 /28 users. When we instantiate
LightMAC with AES-256, then Theorem 4 guarantees security up to 216/224 construction
queries for 216 /28 users respectively. Users can make construction queries with maximum
allowable message length of 256 blocks. However, Theorem 5, which ensures an (-free
security bound, provides security up to 232/248 /256 construction queries when there are
232 /216 /98 users respectively. Moreover as we have u < 2¥/% in our case, the result
also guarantees 2160/2176 /2184 jdeal cipher queries respectively. Here, users can make
construction queries with maximum allowable message length of 264 blocks. It is important
to note that Theorem 4 allows the processing of a greater number of data blocks in a query
compared to what Theorem 5 offers. Nevertheless, the latter provides a superior security
guarantee on the number of queries compared to the former.

3.2 Multi User Security Result of LightMAC_Plus

Now, we state the security result of LightMAC_Plus construction in the multi-user setting.
In particular, we state and prove that LightMAC_Plus is secure against all information-
theoretic distinguishers in the multi-user setting under the assumption that the underlying
block cipher is an ideal cipher that makes roughly up to 22"/3 many message queries and
roughly 2%%/3 many ideal-cipher queries such that the maximum number of message blocks
is at most 2°(n — s) bits, where n is being the block size of the underlying block cipher and
s is the size of the block counter. The following result establishes an upper bound on the
multi-user PRF advantage of Light MAC_Plus construction against all information-theoretic
adversaries.

Theorem 6 (Multi-User Security Result of LightMAC_Plus). Let K be a finite and
non-empty set. Let E <—sBC(KC,{0,1}") be a ideal block cipher. Then any computationally
unbounded distinguisher, making a total of q construction queries across all u users and a
total of p ideal-cipher queries to the ideal block cipher E, can distinguish LightMAC_Plus
from an n-bit uniform random function with prf advantage

2 3 2,.2 2 2 2 2
mu-PRF q q qp” | qp q  2q°0  4q 4q
AdeightMACﬁPlus[E] (u,q,p,0) < 22k + 92k + 53k + 92k + oF + otk + 52n + otk
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2¢° 2032 dqp  2pqlk  48p 2pq1/2+2q3/2k‘£

+ 3.92n + on on+k on+k + 27—’— ok on

+ 2371 23n 23n 22n 22n 22n
where ¢ < 2"72 and { is the mazimum number of message blocks queried such that
¢ < min{2""1 2%}

Note that the above security bound of LightMAC_Plus contains a factor of ¢, whereas the
single-user security of the Light MAC_PIlus construction possesses an ¢-free bound, provided
¢ < 2"/2 We show that if we assume that k > 4n /3, then we can prove an ¢-free multi-user
security bound of the LightMAC_Plus construction, provided ¢ < 2"/3/k. Formally, we
have the following:

Theorem 7 ({-free Multi-User Security Result of LightMAC_Plus). Let K be a
finite and non-empty set. Let E«+sBC(K,{0,1}") be a ideal block cipher. Then any
computationally unbounded distinguisher, making a total of q construction queries across
all u users and a total of p ideal-cipher queries to the ideal block cipher E, can distinguish
LightMAC__Plus from an n-bit uniform random function with prf advantage

2 3 2,2 2 2 2 2
-PRF q q q°p° | qp q 2q 4q dq
AdvﬁghtMAciPlus[E] (u,q,p, E) =< 22k + 92k + 93k + 22k + 27 + 92n/3+k + 922n on+k
N 2¢° N 2¢%/2 L dap o 2pg  36p 2pq!/?
3.22n on on+tk 22n/3+k 23k/4 2k

+

40p%¢%>  320pg®  320q* n 160p%q n 1280pq? n 128043

40p%¢%>  320pg®>  320q* n 160p%q n 1280pq? n 1280¢°

2371 23n 2377, 22n 22n 22n

where ¢ < 2" 2 k> 4n/3 and { is the mazimum number of message blocks queried such
that ¢ < min{2"/3 /k,2%}.

Implication of Theorem 6 and Theorem 7 in the Context of AES: Here we again
instantiate Light MAC_Plus with AES-256. Theorem 6 guarantees security up to 220 /236 /244
construction queries for 232 /216 /28 users respectively. Users can make construction queries
with maximum allowable message length of 24° blocks. However, Theorem 7, yields security
up to 266/282 /299 construction queries when there are 232 /216 /28 users respectively. Here,
users can make construction queries with maximum allowable message length of 234 blocks.
Moreover, both the results guarantee 2138 /2154 /2162 jdeal cipher queries respectively.

4 Proof of Theorem 4

We consider a computationally unbounded non-trivial deterministic distinghisher A that
interacts with a pair of oracles in either the real world or the ideal world, described as
follows: in the real world, A is given access to u independent instances of the LightMAC
construction, i.e., to a tuple of u oracles (LightMAC[E] x: xi))ic[u], Where each (K% K3) is
independent of (K7, KJ) and E +sBC(K, {0,1}") is an ideal block cipher. Additionally, A
has access to the oracle Ei, underneath the construction LightMAC. In the ideal world,
A is given access to (i) a tuple of u independent random functions (RFy,...,RF,), where
each RF; is the random function from {0,1}* to {0,1}"™ that can be equivalently described
as a procedure that returns an n-bit uniform string on input of any arbitrary message, and
(ii) the oracle E*, where E s BC(KC, {0,1}") is an ideal block cipher, sampled independent
of the distribution of the sequence of the u independent random functions. In both worlds,
the first oracle is called the construction oracle and the latter, the ideal cipher oracle.
Using the ideal cipher oracle, a distinguisher A can evaluate any query z under its chosen

)

9
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key J. A query to the construction oracle is called a construction query and to that of the
ideal cipher oracle is called an ideal cipher query. Note that A can make either forward
(i-e., it evaluates E with a chosen key and input), or inverse ideal cipher queries (i.e., it
evaluates E~' with a chosen key and input).

4.1 Attack Transcript

We summarize the interaction between the distinguisher and the challenger in a transcript
Te=ToUTZU...UTY, where 7} = {(M{,T}),...,(M.  T:)} denotes the query-response
transcript generated from the i-th instance of the construction. Moreover, we assume that
A has chosen g distinct ideal cipher keys J*!,...,J9 such that it makes p; ideal cipher
queries to the block cipher with the chosen key J7. We summarize the ideal cipher queries
in a transcript 7, = 7, U7 U... U7, where 7J = {(u],v]),..., (uéj,vgj), J7} denotes the
transcript of the ideal cipher queries when the chosen ideal cipher key is J7/. We assume
that A makes g; construction queries for the i-th instance and p; ideal cipher queries
(including forward and inverse queries) with chosen ideal cipher key J7. We also assume
that the total number of construction queries across u instances is ¢, i.e., ¢ = (g1 +. ..+ qu)
and the total number of ideal cipher queries is p = (p1 + ... + pgy). Since A is non-trivial,
none of the transcripts contain any duplicate elements.

We modify the experiment by releasing internal informations to A after it has finished
its interaction but has not yet output the decision bit. In the real world, we reveal all
the keys (K7}, K3) for all u users and also the (V;/[a])ic[q),ac[q.],aclei] tuple, where £7 is the
maximum number of message blocks corresponding the a-th query of the i-th user and
Vila] = Exi((@)s][M;[a]). In the ideal world, the challenger samples the keys (K7, K3)
uniformly at random from their respective key spaces for all u users and computes the
(ViaD)ielgacla,acie:] tuple as follows:

Vala] = Ex;i ({@)s[| M [a])
and reveal them to the distinguisher. Therefore, each transcript 7§, where 4 € [u], is now
modified to include the corresponding pair of keys and V,'[a] values for the i-th instance
of the construction. Thus,

Fo= (M TV, (M TS V), KL KS),

where \7; = (V¢ [a])acei)- In all the following, the complete construction query transcript

is
u
i
===
i=1

and the overall transcript is 7 = 7. U 7,. The modified experiment only makes the
distinguisher more powerful and hence the distinguishing advantage of A in this experiment
is no less than its distinguishing advantage in the former.

To prove the security of the construction using the H-coefficient technique, we need to
identify the set of bad transcripts and compute an upper bound for their probability in
the ideal world. Then, we find a lower bound for the ratio of the real to ideal interpolation
probability for a good transcript. Therefore, it only remains to bound the probability
of bad transcripts in the ideal world and provide a lower bound for the ratio of the real
to ideal interpolation probability for a good transcript. It follows that for each i € [u],
Light MAC[E] (ks ki) = 7! denotes the following:

(a) B = @, Vila], a € [q]
(b) Exy(Sh) = 0, a € [q)-
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4.2 Definition and Bounding Probability of Bad Transcripts

In this section we define and bound the probability of bad transcripts in the ideal world.
Note that, following (a), one can derive X% := (X,35,..., %! ) tuple from the transcript
T = (T¢, 7p) for each user 7. We denote the input to the a-th ideal-cipher query corresponding
to the ideal-cipher key J7 as X7 and the corresponding response as Y. We say that an
attainable transcript 7 = (¢, 7,) is a bad transcript if any one of the following events hold
true

~

1. BadK1 : 3i; # iy € [u] such that Ki' = K2* or K|' = K}

2. BadK2 : Ji; # iy € [u] such that K* = K3

BadCollT : Jiy # is € [u], a € [g,], b € [g,] such that T+ = T}
Badl : Ji € [u],a € [¢i],j € [g],« € [p;] such that K& = JI, T =YJ.
5. Bad2 : Ji € [u],a € [gi],7 € [g], @ € [p;] such that K = JI, 5! = XJ.
6. Bad3 : 3i € [u],a # b € [¢;] such that X} = .

Recall that BadT C V is the set of all attainable bad transcripts and GoodT = V'\ BadT is
the set of all attainable good transcripts. Before we proceed for bounding the above events
in the ideal world, we state the following lemma from [31, Proposition 1] that upper bounds
the collision probability between two X values for two distinct queries. We emphasize that
the following result will be frequently used in upper bounding the probability of the above
bad events.

Lemma 4 (Collision of X). Let M, and M, be two distinct messages such that the
maximum number of message blocks is £. Then, for an arbitrary constant ¢ € {0,1}™, we
have

(i) Pr[S, = %] < =,

2
o (i) PrSa = < o,

provided £ < on/2 1

The following lemma upper bounds the probability of realizing a bad transcript in the
ideal world.

Lemma 5 (Bad Lemma). Let 7 = (7, 7,) be any attainable transcript. Let Xiq and
BadT be defined as above. Then

2¢°  2¢*>  25p 3qp pglk  ¢*lk

Pr[Xid S BadT] S 27 on 27 2n+k 2n+k on 9

where ( is the mazimum number of message blocks queried such that £ < 27/2.

Proof. Let us define the event BadT := BadK1 Vv BadK2 Vv BadCollT VV (Badl | BadCollT) v
Bad2 v Bad3. We upper bound the probability of individual bad events in the ideal world
and then by the virtue of the union bound, we sum up the bounds to obtain the overall
bound on the probability of bad transcripts in the ideal world.

I. Bounding BadK1. Recall that the event BadK1 holds if there exists two distinct users
i1 and iy such that K3 collides with K4 or K collides with K'2. In the ideal world,
since the block cipher keys of each user are drawn independently and uniformly at random,
for a fixed choice of two users 71 and s, the probability that K;l = K;z holds, is exactly

IThe bound on the maximum message length in terms of the number of blocks is actually min{2"~1,25}.
However, as we choose s = n/2 for achieving rate 1/2, the bound on £ is at most on/2,
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2~%_ Similarly, for a fixed choice of two users i; and iy, the probability that K il =K {‘2
holds, is exactly 27*. Therefore, by varying over all possible choices of users, we have

2§k) < 22(k) < (3)

K

Pr[BadK1] <

2|

IT. Bounding BadK2. Consider the event BadK2, defined as the presence of two distinct
users, denoted as i; and ia, such that their corresponding block cipher keys Kj* and
K;z collide. Since in the ideal world, the block cipher keys for each user are sampled
independently and uniformly at random, the probability of K {’1 being equal to K;Q for
a fixed choices of i, and iy is precisely 27%. Consequently, by considering all possible
combinations of users, the probability of the event BadK2 occurring is given by the
inequality:

u q 2
Pr[BadK2] < (2,3 < (2%) < s (4)

ITI. Bounding BadCollT. Counsider the event BadCollT holds if there exists a pair of
users i1, io such that one of the T values of i; user T(ﬁl collides with an another T values
of i5 user TgQ. For a fixed choice of two users i; and i, the probability that Tt = Tbi2
holds, is exactly 27™. Therefore, by varying over all possible choices of users, we have

q 2

Pr[BadCollT] < (2%) < (2%2 < 23+1. (5)

IV. Bounding Badl | BadCollT. Note that the event Badl holds if there exists an user
i such that its block cipher key K3 collides with some chosen ideal-cipher key J7, for some
j € [g], and one of its obtained response T collides with a Y value of the corresponding
ideal-cipher query. Recall that, in the ideal world, the responses of the user’s queries are
sampled independently and uniformly at random from {0, 1}", and the block cipher keys
of every users are sampled from /C uniformly and independent to the distribution of the
responses. Also, due to BadCollT, all the responses of the user’s construction queries are
distinct. Now depending on the order of occurance of the construction queries and the
ideal-cipher queries we have the following cases:

[0 CASE A: CONSTRUCTION QUERY FOLLOWED BY IDEAL-CIPHER QUERY:

For a fixed choice of j € [g] and a fixed choice of ideal-cipher query a € [p;], the probability
that K} = J7,T! = YJ holds, becomes 2~ (n+k) " Therefore, by varying over all possible
choices of indices, we have

u

qi g Py
Pr(Badl | BadCollT] < 33"} 2n1+k < szk. (6)

i=1a=1j=1 a=1

[0 CASE B: IDEAL-CIPHER QUERY FOLLOWED BY CONSTRUCTION QUERY:

If the ideal-cipher query is a forward query, then the similar analysis as that of CASE A
follows. On the other hand, if the ideal-cipher query is a backward query , we can set Y to
the tag value T. Therefore, we cannot use the randomness of T and the probability that
Ki = JJ, T} = YJ holds, becomes 27*. However, due to BadCollT, there exists exactly
one choice of (i,a) such that T = YJ. Therefore, by varying over all possible choices of
indices, we have

g Pj
1
Pr[Badl | BadCollT] < ZZ o < % (7)
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By combining Eqn. (6) and Eqn. (7), we have

Pr[Badl | BadCollT| < + (8)

n +k 2k

V. Bounding Bad2. The event Bad2 holds if there exists an user i such that its block
cipher key K3 collides with some chosen ideal-cipher key J7, for some j € [g], and one of
its 3 values X collides with a corresponding primitive query input X7. To bound this
event, for each i € [u], we define an auxiliary event as follows:

BadK1,; := 35’ € [¢] : K} = J7".

Now, we write the probability of the event Badl as follows:

u

Pr[Bad2] < Z <Pr[§|a €lal,j€lgl,a€lpj]: Ki=J,%L = X7, BadKli]>

i=1

E.l

+ Z <Pr[§|a €lal,j€lgl,acp: Ki=J7,% = XI, BadKli]).

i=1

E.2

A. Bounding Event E.1. The event E.1 implies that the block cipher key K of the
i-th user collides with some chosen ideal-cipher key Ji'. As a result, all the V values
for computing ! may be pre-determined, as the distinguisher can make appropriate
ideal-cipher queries to determine all the V' values. Hence, to upper bound the probability
that ¥? = X7, we cannot use the randomness of V' variables, which in turn prohibits us to
apply Lemma 4 to upper bound the probability of X! = X7, for a fixed choice of i, a, j,
and a. Therefore, we have to use the event that Ki = .J7', for some j' € [g]. Now, in a
very crude way, one can bound the event Ki = J7/, 3¢ = XJ K = J7" to at most 272% by
using the independence of two random variables K? and K%. However, by varying the all
possible choices of indices, we have roughly ¢p?/2%* bound, which eventually worsen our
target bound. This observation restricts us from allowing too many ideal-cipher queries to
satisfy the above event.

To this end, for a fixed key J7, we define a following function:

(M EB E s ((i)s|| M[]).

Now, for a fixed message M and for a fixed arbitrary constant ¢ € {0,1}", we define the

following set:
Sc={jelgl: (M) =c}.

In other words, S, denotes the set of ideal-cipher keys J7 such that ¥ ;; (M) = c. Let
S be the set S, such that the size of S, is maximum over all choices of S.,¢ € {0,1}".
Therefore, we can write

ZPY[E-H < ) PrELIS| < ]+ Pr[|S| = 4] (9)

i=1

We write the first term of the right hand side of Eqn. (9) as follows:

> PriFac (g, € [g], o € [p;] : K§ = J7, 5, = X],|S| < p, BadK1,].

i=1
For a fixed choice of i, a, j, j a, the probability of the event is upper bounded by 2~2*
due to the randomness of K? = J7" and K} = J7. However, the number of choices of (i, a)
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is at most ¢, the number of choices of (j, a) is at most p and the number of choices of j’ is
at most p. Therefore, we have

S PrEL S| < 4] < qz%‘. (10)

i=1

Now, it remains to bound the last term of the right hand side of Eqn. (9). We would like
to note first that the event |S| > p implies that at least p many distinct ideal-cipher keys
J7 are there such that all the ¥ ;; (M) values collides at a fixed but an arbitrary value c. It
is easy to see that for a message M and for an arbitrary but a fixed constant ¢ € {0,1}",

2
Pr(y (M) = < o, (11)
where the probability is defined over the randomness of E <—s BC(K, {0,1}"™). The proba-
bility follows because there will be at least one input-output for which either the input (in
case of inverse ideal-cipher query) or the output (in case of forward ideal-cipher query)
will be random. We use that randomness to bound the probability of the above event.

Due to the independence of the keys J7t, J72, ..., J/», varying all possible choices of ¢, and
by following Eqn. (11), the probability of the above event is 2”(%)“*1. Moreover, the
number of ways we can choose the keys J7, J72 ... Ji» is exactly (ﬁ) Recall that, S

depends on the message M. Therefore, we vary all possible choices of message M, which
is bounded by max{p?, 2("=#)}. In the following, we consider two cases: (a) when the
maximum number of message choices is p® and (b) when the maximum number of message

choices is 2(n=3)¢,

[0 CASE A: MAXIMUM NUMBER OF MESSAGE CHOICES IS p':

—1 pn—1

we(P\( 2\ " 1 (2

Pr(|S| > p] < 2"p (H> (2n> < 2mpthi a (2,1 : (12)
By applying the Stirling approximation, we have
k—n
Gp o 6p 2 Kkt
P >pl <2t —) < (= 1

IS = ] <27 p (m) < (Qk : 13)

where the last inequality follows from the fact 22"p¢ < (kE)ZkWM, for p = 2F—"ke.

[0 CASE B: MAXIMUM NUMBER OF MESSAGE CHOICES IS 2(n—s)¢.

2 \* ! 1 /2\"!
Pr[l5lzu]§2”2("s)e<5)<2n> g2n2<m>f~pﬂ~m~<2n) )

By applying the Stirling approximation, we have

k—n
6 “w 6 2 ke
Pr[|S| > p] < 229t (2;’;) < (p> : (15)

where the last inequality follows from the simple algebraic calculation: 227+(n=s)¢ <
(l{:ﬁ)yﬁnu7 for any k>4, > 1,5 > 1 and pu = 2"""k(. Note that we make the standard
assumption that k > n.

Combining Eqn. (9), Eqn. (10), Eqn. (13) and Eqn. (15) and putting p = 28="¢k, we

have X .
u 28T kg 28~y
Z pgp 6p palk 6p
=1
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Now, we upper bound the probability of the event E.2.

B. Bounding Event E.2. The event E.2 implies that the block cipher key K of the
i-th user does not collide with any chosen ideal-cipher keys. As a result, the V values
for computing ¢, is not pre-determined. Hence, to upper bound the probability that
i = XJ we are allowed to use the randomness of V variables, which in turn allows us to
apply Lemma 4 to upper bound the probability of 3¢ = XJ for a fixed choice of i, a, j,
and «. Moreover, the event K = J7 is independent over ¥! = X7 as the former event
is based on the randomness of K} and the latter one is based on the randomness of K.
Therefore, for a fixed choice of indices, the probability that Ki = J7, 3¢ = X7 is at most

2/ 2(n+k) - Therefore, by varying over all possible choices of indices, we have

- 2qp
i=1

as the total number of choices of (i,a) is at most ¢ and the total number of choices of
(J, @) is at most p.
Finally, by combining Eqn. (16) and Eqn. (17), we obtain

Pr[Bad2] <

k—n
2 ok 6p\2 k¢
LA & 2(22,:) . (18)

+ on+k

VI. Bounding Bad3. Bounding Bad3 is similar to that of Badl. Recall that the event
Bad3 holds, if there exists an user ¢ such that two of its ¥ values have collided. To bound
this event, for each ¢ € [u], we define an auxiliary event as follows:

BadK1; := 35’ € [¢] : K} = J7".

Due to the theorem of total probability, we write Bad3 as follows:

u

PriBad3] < ) (Pr[aa #bclg: S =%, BadKli]>

i=1 E1
+ Y (Pr[aa #belg): Y, =% BadKl] ) (19)
i=1 E2

A. Bounding Event E.1. The event E.1 implies that the block cipher key K} of the
i-th user collides with some chosen ideal-cipher key J7 " Asa result, all the V' values for
computing X¢ and Eé may be pre-determined, as the distinguisher can make appropriate
ideal-cipher queries to determine all the V' values. Hence, to upper bound the probability
that X! = Eé, we cannot use the randomness of V' variables, which in turn prohibits us
to apply Lemma 4 to upper bound the probability of X! = X!, for a fixed choice of i, a,
and b. Therefore, we have to use the event that K = JJ', for some j' € [g]. Now, in a
very crude way, one can bound the event ¥ = i Ki = J7' to at most 27%, by using
the randomness of the event K¢ = J7'. However, by varying the all possible choices of
indices, we have roughly ¢?p/2* bound, which eventually worsen our target bound. This
observation restricts us from allowing too many ideal-cipher queries to satisfy the above
event.
As before, it is easy to see that for two distinct messages,

Pr{S (M) = 555 (M')] < o, (20)
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where the probability is defined over the randomness of E <—sBC(/C,{0,1}™) and the
probability follow because there will be at least one input-output for which either the
input (in case of inverse ideal-cipher query) or the output (in case of forward ideal-cipher
query) will be random. We use that randomness to bound the probability of the above
event. Now, for a fixed pairs of messages M and M’, we define the following set:

S:={j€lgl: Xy (M) =25 (M)}.
Therefore, we can write
zu:Pr[E.l] < zu:Pr[E.l, [S] < p] + Pr[|S]| > p). (21)
i=1 i=1
We write the first term of the right hand side of Eqn. (21) as follows:
iPr[Ha #b¢€ [q]: 2L =% |S| < p, BadK1,].
i=1

For a fixed choice of 4, a, b, the probability of the event is upper bounded by 27* due to
the randomness of Ki = J7". However, the number of choices of (i,a,b) is at most ¢* and
the number of choices of j' is at most p. Therefore, we have

u 2
> *p
i=1

Now, it remains to bound the last term of the right hand side of Eqn. (21). Using the
similar technique, we have the following:

6p 2k e
piisizu <2(gf) (23)
By combining Eqn. (21), Eqn. (22) and Eqn. (23), we have
u 2 PAY) 2 28" e
qp 6p q-lk 6p
Y Pr[El] < o +2<2k> <Gt 2<2k ; (24)
i=1

where the last inequality follows by pugging-in the value of u = 2¥~"k¢. Now, we upper
bound the probability of the event E.2.

B. Bounding Event E.2. The event E.2 implies that the block cipher key K} of the
i-th user does not collide with any chosen ideal-cipher keys. As a result, the V values
for computing ¢ is not pre-determined. Hence, to upper bound the probability that
i = E};, we are allowed to use the randomness of V' variables, which in turn allows us to
apply Lemma 4 to upper bound the probability of ¥ = %  for a fixed choice of i, a, and
b. Therefore, for a fixed choice of indices, the probability that X} = ¥ is at most 2/2".
Therefore, by varying over all possible choices of indices, we have

> PrlE2] < o (25)
=1

as the total number of choices of (i,a,b) is at most (). Finally, combining Eqn. (24) and
Eqn. (25), and putting p = 2¥~"k(, we obtain

2 2 2k=" ke
PriBad3 < & 4 L 2(6p> . (26)

TSI G
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Finally, by combining Eqn. (3), Eqn. (4), Eqn. (5), Eqn. (8), Eqn. (18), Eqn. (26), and
the trivial inequality that
6p 2k e 6p
) =)
we obtain the bound of Lemma 5.

4.3 Analysis of Good Transcripts

In this section, we compute a lower bound for the ratio of the real to ideal interpolation
probability for a good transcript 7. In particular, we show that for a good transcript
T = (T¢, Tp), realizing 7 is almost as likely in the real world as in the ideal world.

Lemma 6 (Good Lemma). Let 7 = (7, 7,) € GoodT be a good transcript. Let X,e and
Xia be defined as above. Then

Pr[Xie = 7]

- > 1.
Pr[Xid:T] -

Proof. For each i € [u], we first define the following tuple:

= (3], %,...,50).
Note that, for each i € [u], all the elements in the tuple L are distinct by the virtue
of Bad3. Moreover, as BadK1 holds true, we must have K3 # K3 and K} # K{, for all

i # j € [u]. Let us assume that out of u distinct keys (K3, K3,..., K¥), 3 many keys have
been collided with some chosen ideal-cipher keys, i.e.,

Keot 2 {K3 : 3j € [g], Ki = J7}

and 3 = |Keon|. Then, by the virtue of Badl, for each i € [u] such that K& € K1, none of
the elements of the tuple 3¢ collides with any elements of Dom(E ), for some j € [g] such
that K3 = J7 holds, i.e., for all a € [¢;], 2% # X7 for some j € [g] such that K = JJ and
for all o € [p;]. Similarly, for each i € [u] such that K§ € Ko, by the virtue of Bad2, we
have T # Y7, for all a € [g;], for some j € [g] such that K € Kcoi and for all a € [p;].
Let J = {(j,i) € [g] x [u] : K = J7}. Note that, due to BadK1, we have |J| = |[Kcon| = 3
We write J; to denote the set of all j € [s] such that (j,*) € J. Let o%[a] denotes the
total number of distinct message blocks at the a-th position across all ¢; queries, where
a € /%, and ¢! denotes the maximum number of message blocks queried across all ¢; queries
for the i-th user. Let _

/i

=> o'
a=1

Now, we compute the ideal and real interpolation probability for a good transcript as
follows.

IDEAL INTERPOLATION PROBABILITY: Note that, in the online phase of the game, the
ideal world samples the response T} independently and uniformly at random for each query
M. Moreover, in the offline phase, it uniformly and independently samples u pairs of keys
and also computes V[a] for all i € [u],a € [¢;] and « € [¢}]. Therefore, we have

u
1
Xia = T H ong; H 22k H P on };[1 P(2",Ji)'

J€lg] ’pj
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REAL INTERPOLATION PROBABILITY: To compute the real interpolation probability, first
of all we count the total number of times the block cipher has been invoked with different
keys to compute X values. It is easy to see that for the i-th user, total number of block
ciphers called to compute X tuple is o¢. Moreover, for each (j,i) € J, the block cipher
used in the finalization phase is invoked for a total of p; + ¢; times, and for all those i € [u]
such that K& ¢ Ko, the block cipher in the finalization phase is invoked for a total of ¢;
times with the user key K&. Besides, as the transcript is good, all K’ keys are distinct.
Therefore, we have

1 1 1 1
Prixe =7 = J] 5 'H P +a) 11 P2p,) 11 P(2",q;)

J€lg\T1 i€[u]: Ki¢Keo

L | 1 1
Pr[X,e =7 = ||— - . || -
[ ] L 22k H P(27, p;) icioh P(27,p;)

u

1
P(Q"—pj,qi)' H ( y i) HPQ" a?)

i€[ul: KE¢ Ko =1

€
- Llow HP2",pJ 11 P(2 pg,qz) 11 P(2",q;)

(J,0)eg ZE[’U.]:K;¢’CCO||

Now, by taking the ratio of the real to ideal interpolation probability, we have

INgi 2n4qi

PI‘[Xre = T] H H
— = —_— — >1,
Pr[Xiq = 7] el KK P(2", ;) Gies P(2" —pj, q)

which finally proves Lemma 6. Finally, by combining Lemma 5 and Lemma 6 in the
H-Coefficient framework, we obtain the desired security bound of LightMAC construction
in the multi-user setting.

4.4 Proof of Theorem 5

In the proof of Theorem 4, the term ¢?¢k/2™ carries an £ factor. This term appears while
bounding subcase E.1 under the bad event Bad3. To obtain an ¢-free bound, we bound
this subcase E.1 under the bad event Bad3 in a different way 2

Bounding Subcase E.1 Under Bad Event Bad3: We first recall Eqn. (19) as follows:

Pr[Bad3] < Xu: (Pr[aa #be g2 =%, BadKli})

i=1 El

2We would like to note that the term pglk/2"1* also carries an £ factor which arises while bounding
subcase E.1 under the bad event Bad2. However, this term does not create any problem to achieve an
{-free bound if we appropriately set the bound on ¢. Unfortunately, this is not the case for the term
q%Ck/2™ and thus, we need a separate treatment with this bound to achieve ¢-freeness.
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+ 2“: (Pr[ﬂa £b€q): XL =i, BadKlA).

=1 E2

From Eqn. (25), we already have

u 2
S oprE2 < L
i=1 2n

Therefore, to bound the subcase E.1 under the event Bad3, we consider two cases separately:
(a) when i < /g and (b) when i > /g, i.e., we write

u \/a_l u
> PrlE] > PrEd]+ Z Pr[E.1]

u

< Zpraje Z ZPrH]E % =% K =]
i=,/q a,b=1
< BVI, Z Z Pr[3j € [g =% Ki=JI), (27)
Vqa,b=1 E

where recall that BadK1; denotes the event that there exists an 5 € [g] such that Ki = .J7",
Now, to bound the probability of the event E, we define the a set S for a fixed pair of
messages M, M’ as follows:

S={jelg:Tn(M)=2:M)}
Therefore, we can write

Z Z Pr[E] = > Z Pr[E,|S| < u] + Pr[|S| > 4. (28)

Vq a,b=1 i=,/q a,b=1

By combining Eqn. (27) and Eqn. (28), we have

u ) \[ 6p 2k ke
;Pr[E.l] < PVa Z [|S| > ] g -t Qk +2(2k>

k—n
RN 3/21@5 6p\>
2 n it +2<2k) | -

where inequality (1) follows as the summation ¢2, for i € [\/q, ul, is bounded above by 2
due to Lemma 2 and we inherit the bound of the probability of the event |S| > p from the
previous analysis. Moreover, inequality (2) follows by choosing the value of y = 2F~"k(.
Therefore, by combining Eqn. (19), Eqn. (25), and Eqn. (29), we have

k=npp
pVa | ke 6p° ¢
Pr[Bad3} S 27 + on + 2 ka + 27

By inheriting the bounds of the remaining bad events from the previous analysis, we obtain
the probability of bad transcript as follows:

2¢> 24 3qp pq pva  ¢* 25p
PI‘[Xid S BadT] < _ 4 — + + 23n/4+k + ok + + QT (30)

2k on on+k 23n/4
Finally, by combining Lemma 6 and Eqn. (30), we obtain the desired ¢-free security bound
of LightMAC construction in the multi-user setting, provided ¢ < 2”/4/k‘.




28 Multi User Security of LightMAC and LightMAC_Plus

Remark 3. We would like to point out that one can get rid of the bound on the maximum
message length ¢ < 27/4 /k, if the number of available users is less than 2k/4In particular,
if the number of available users is less than 25/, then we can trivially bound

- p
i=1

and obtain the desired ¢-free bound, provided ¢ < 2"/2. This assumption on the number
of users is realistic in most of the practical scenarios when we consider to instantiate
LightMAC with block cipher having key size k = 128 and the number of queries is restricted
upto 232.

5 Proof of Theorem 6

We consider a computationally unbounded non-trivial deterministic distinguisher A that is
given access to u independent instances of the LightMAC_Plus construction, denoted as
(LightMAC_Plus[E] ki i k1) )ie[u] in the real world, where each (K%, K&, Ki) is indepen-
dent of (K7, K}, K}) and E < BC(K, {0,1}") is an ideal block cipher. In the ideal world,
it has access to a tuple of u independent random functions (RFy,...,RF,). In both worlds,
A is given additional access to the oracle E*. In the real world, E is the block cipher
underneath the construction LightMAC__Plus and in the ideal world E is uniformly sampled
from BC(K,{0,1}") independent of the distribution of the sequence of u independent
random functions.

The interaction between the distinguisher and the challenger is summarized in a
transcript 7. = 70 U72 U ... U 7Y, where 7} = {(M{,T}),...,(M{ T:)} and the ideal-
cipher queries are summarized in a transcript 7, = 7'1} U Tg U...u Tg , Where Tg =
{(ud,v]),..., (ugj,vgj),ﬂ}. As before, A makes ¢; construction queries and p; ideal
cipher queries (including forward and inverse queries) with chosen ideal cipher key J7.
Let ¢ = (g1 + ... + ¢u) be the total number of construction queries p = (p1 + ... + py)
be the total number of ideal cipher queries. We modify the experiment by releasing
internal information to A after it has finished its interaction but has not yet output the
decision bit. In the real world, we reveal all the keys (K?, K4, K%) for all u users and
also the (V;'[o])ic[q],aclq],aciei] tuple, where £, is the maximum number of message blocks
corresponding the a-th query of the i-th user and Vj[a] = Egi({a)s[|Mi[a]). In the
ideal world, the challenger sample the keys (K%, K&, K%) uniformly at random from their
respective key spaces for all u users and computes the tuple (Vg)ie[q],ae[qi] tuple as follows:

Valal = Ex; ({a)s | M;lal)

and reveal them to the distinguisher. Therefore, each transcript 77, where i € [u], is now
modified to include the corresponding triplet of keys and the V[a] values for the i-th
instance of the construction. Thus, the modified transcript is

where X~/a’ = (V¢ [@])aefei]- In all the following, the complete construction query transcript

u .
is 7. = | 7 and the overall transcript is 7 = 7, U 7,. The modified experiment only
i=1
makes the distinguisher more powerful and hence the distinguishing advantage of A in this
experiment is no less than its distinguishing advantage in the former. Therefore, it follows

that for each i € [u], LightMAC_Plus[E] ki ki ki) — 7! denotes the following:
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(a) B = @, Vila], a € [q]

(b) O} = P, 2%-Vi[al, a € [g]

(b) E;(3) @ Ex;(04) = T4, a € [gi]-

5.1 Definition and Bounding Probability of Bad Transcripts

In this section, we define and bound the probability of bad transcripts in the ideal world.
We denote the input to the a-th ideal-cipher query corresponding to the ideal-cipher key
J7 as XJ and the corresponding response as Y. We say that an attainable transcript
T = (7, Tp) is a bad transcript if any one of the following events hold true:

1. Bad Events Based on Key Collision:
1. BadK1 : 3i; # iy € [u] such that K|' = K}*, K3 = K2.
2. BadK2 : Ji; # iy € [u] such that K| = K}*, K3' = K.
3. BadK3 : iy # iy, i3 € [u] such that K3' = K2*, Ki' = K5°.

4. BadK4 : Jiy # g € [u],5 € [g], 5 € [g],b € {2,3} such that K}' = K;*,K|* =
JILKpR = J7

5. BadK5 : Ji € [u], ], € [g] such that Ki = J7J, K& = Ji'.
6. BadK6 : Ji € [u] such that Ki = K.

7. BadK7 : 3Jiy # iy € [ul,a € [g;,],0 € [gi,],m € [I21] such that K}' =
K, (m)| Mgt [m] = % .

8. BadK8 : iy # iz € [u],a € [g;],b € [gi,]),m € [I&] such that iGE =
K2, (m)|| Mgt [m] = 6 .
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2. Bad Events Based on Input and Key Collision:

1. Badl : Ji € [u],a € [g;],j € [g], @ € [pj] such that Ki = JI, %! = X7,

2. Bad2 : Ji € [u],a € [gi],j € [g],« € [p;] such that K} = J7,©¢ = XJ.

3. Bad3: Ji € [u],a # b € [g:],j € [g] such that X} = X Ki = JJ.

4. Bad4 : Ji € [u],a # b € [¢;],7 € [g] such that ©% = O}, Ki = JJ.

5. Bad5 : Ji € [u],a # b € [g;] such that ¥ = i T? =T},

6. Bad6 : Ji € [u],a # b € [¢;] such that ©% = O} T = T}.

7. Bad7 : Jiy # iz € [u],a € [gi,],b € [g;,] such that K3t = K22, Xt = %12,
8. Bad8 : iy # is € [u],a € [gi,],b € [gi,] such that Ki' = K3?,0% = ).
9. Bad9 : Jiy # iz € [u],a € [g;,],b € [¢,] such that K3 = K, ¥t = 522,
10. Bad10 : Jiy # is € [u],a € [gi,],b € [gi,] such that Ki' = K3, 0% = ).
11. Badll: Ji € [u],a,b € [g;] such that ¥¢ = X! O = OF.
12. Bad12 : Ji € [u],a,b, ¢ € [g;] such that £¢ = X! O = OF.
13. Bad13 : |{(a,b) : i = %i}| > ¢/2.

14. Bad14 : |{(a,b) : O = 6}}] > ¢*/*

i .

Recall that BadT C V is the set of all attainable bad transcripts and GoodT =V \ BadT is
the set of all attainable good transcripts. Before we proceed for bounding the above events
in the ideal world, we state the following lemma from [37, Lemma 1] that upper bounds
the simultaneous collision probability between two ¥ values and © values. We emphasize
that the following results will be frequently used in upper bounding the probability of the
above bad events.

Lemma 7 (Collision of (3,0)). For three distinct messages My, My and M., we have

4

Pr[¥, = %,0, = 0. < 5o

provided the mazimum number of message blocks £ < 27/2. 3

For the subsequent analysis, we also require to bound the collision probability of ©, which
is formally captured in the following lemma.

Lemma 8 (Collision of ©). Let M, and M, be two distinct messages such that the
mazimum number of message blocks is £. Then, we have

2
Pr[@a = @b} S 27”,

provided the mazimum number of message blocks £ < 27/2.

Proof of the above lemma is similar to that of Lemma 4 and thus can be followed from [31,
Proposition 1]. The following lemma upper bounds the probability of realizing a bad
transcript in the ideal world.

3The bound on the maximum message length in terms of the number of blocks is actually min{2”~1,25}.
However, as we choose s = n/2 for achieving rate 1/2, the bound on £ is at most on/2,
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Lemma 9 (Bad Lemma). Let 7 = (7¢,7,) be any attainable transcript. Let Xiq and
BadT be defined as above. Then

2 3 2,2 2 2 2 2 3
q q q°p* | qp q , 2q°l  4q 4q 2q
Pr[Xiq € BadT] < 2%k T 52k T 93k T o3k T ok T gntk T gan T gntk 3.92n

2¢°/2  Aqp  2pqlk  4A8p 2pq1/2+2q3/2k€

+ on + on+k + on+k + ok + ok on

Proof. Let us define the event

BadT := <v§_1BadKi> Vv <v?_1 Badi) Vv (Bad5 | Bad3> v (Bad6 | Bad4>

BadK

v(v}% Badi | BadK4> v (v}in (Badi | Bad3 A Bad4)> v (Bad13 Vv Bad14>.

We upper bound the probability of individual bad events in the ideal world and then by
the virtue of the union bound, we sum up the bounds to obtain the overall bound on the
probability of bad transcripts in the ideal world.

I. Bounding BadK1,BadK2 and BadK3. Recall that the event BadK1 holds if there
exists two distinct users i; and iy such that Ki' collides with K> and K%' collides with
KéQ. In the ideal world, since the block cipher keys of each user are drawn independently
and uniformly at random, for a fixed choice of two users i; and iz, the probability that
Ki' = Ki* Ki' = K holds, is exactly 2=2*. Therefore, by varying over all possible
choices of users, we have

) &

Pr[BadK1] < é%,)c < (27 < ST

(31)

Since, the events BadK2 and BadK3 are exactly similar to the event BadK1, we bound
these two events in a similar way, and hence, we have

2 3

Pr[BadK2] < # Pr[BadK3] < 2‘% (32)
II. Bounding BadK4. Recall that the event BadK4 holds, if there exists two distinct
users ¢; and 45 such that K;' collides with K;?, Ki* collides with J7, and K}? collides with
J3' for some j,j' € [¢g] and b € {2,3}. In the ideal world, since the block cipher keys of
each user are drawn independently and uniformly at random, for a fixed choice of two users
i1 and iy, and for a fixed b € {2,3}, the probability that K;' = K;2, Ki* = JI, Kz = j/'
holds, is exactly 273% by using the randomness of K il , K fz, and K Zl. Therefore, by varying
over all possible choices of users and b € {2, 3}, we have

_2)8 28

Pr[BadKk4] < =2% < Zoi— < T

IN

(33)

ITI. Bounding BadK5. Recall that the event BadK5 holds, if there exists an user ¢ such
that K3 collides with a chosen ideal-cipher key J7 and K} collides with an another chosen
ideal-cipher key J7', for some j,j’ € [g]. In the ideal world, since the block cipher keys of
each user are drawn independently and uniformly at random, for a fixed choice of user
i and 7j,j" € [g], the probability that Ki = JJ/, K = J4' holds, is exactly 272% by using
the randomness of K§ and Ki. Therefore, by varying over all possible choices of users
7,3’ € [g], we have

Pr[BadKs] < -2 < 4 (34)
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IV. Bounding BadK®6. Recall that the event BadK6 holds, if there exists an user ¢ such
that K} collides with K. In the ideal world, since the block cipher keys of each user are
drawn independently and uniformly at random, for a fixed choice of user ¢, the probability
that K = K} holds, is exactly 27% using the randomness of Ki. Therefore, by varying
over all possible choices of users, we have,

U

2 <o
V. Bounding BadK7. Recall that the event BadK7 holds, if there exists two distinct users
i1, 12 and two construction queries of the users i; and 75 such that K {:1 collides with K;Q
and (m)||Mi*[m] = ¥;?. In the ideal world, the block cipher keys of each user are drawn
independently and uniformly at random. Therefore, for a fixed choice of a query of users
(i1,a) and (iz,b) and a fixed choice of m € [¢%!] (given that ¢ is the maximum number of
message blocks and so £t < f), the probability that K{* = K42, (m)|| Mg [m] = ¥}* holds,
is exactly 27("+%) where the bound on the probability of the event (m)||Mit[m] = %2
follows from Lemma 4. Therefore, by varying over all possible choices of indices, we have,

Pr[BadK6] < (35)

u  Qig u Qg
a q2£

BadK7 S Z Z Z Z Z 2n+k - 2n+k = on+k’ (36)

is=1b=111=1a=1m=1

VI. Bounding BadK8. The event BadK8 is similar to the event BadK7. So, we bound
the event in a similar way, and we have
u?l q*l

— 9on+k = on+k’

Pr[BadKg] < (37)

VII. Bounding Badl and Bad2. Recall that the event Badl and Bad? is identical to
the event Bad2 of the LightMAC construction. Therefore, we bound these two events in
exactly the same way, and hence, following the analysis of the Bad2 event of the Light MAC
construction, we have

k=npp
2qp | pglk 6p\°
Pr[Badl] < otk T guik 2 oF (38)
k=npp
2qp | pglk 6p\°
PrlBad2] < T+ o +2( o : (39)

VIII. Bounding Bad3 and Bad4. To bound the event Bad3, we consider two cases
separately: (a) when 7 < /g and (b) when ¢ > ,/q. For the first case, we can easily bound
the event by just considering the subevent K* = JJ, which holds with probability Va p/2F.
On the other hand, when ¢ > /g, then we need to cons1der both ¥! = X! and K} = JJ.

u

Va1 i
Pr[Bad3] < Z Pri3jefg]: Ki =0+ Y > Pr3jelg: %] =% Kj =J]

i=,/q a,b=1

< +Z ZPrﬂje Y =3i KL= 7). (40)
i=,/q a,b=1 E

To bound the probability of the latter event E, we define the set

S2{jelg:Ty(M) =3 (M)}
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Therefore, we can write

u qi u i
SN P = 3 PiE S| < ] + eS| > 4. (41)
i=,/q a,b=1 i=,/q a,b=1

By combining Eqn. (40) and Eqn. (41), we have

k—n
W py/q op\ 2k
Pr[Bad3] < +Z |S\>u]§2— zk +2(2k)
k—n
@ pyg 3/2k€ 6p\2 M
< 2k+ o +2<2,€) : (42)

where inequality (1) follows as the summation g2, for i € [,/g, u] is bounded above by ¢*/2
due to Lemma 2 and we inherit the bound of the probability of the event |S| > p from the
previous analysis. Moreover, inequality (2) follows by choosing the value of y = 2F~"k¢.

Bounding the event Bad4, is exactly identical to that of Bad3 and hence, we bound the
event Bad4 in exactly the same way as we did for Bad3, and hence, following the analysis
of the Bad3, we have

3/2 k=
P4 g kel 6p
Pr[Bad4] < 2\—[ + g 2 (2k> . (43)

IX. Bounding Bad5 | Bad3. Recall that the event Bad5 holds, if there exists an user i
such that one of its ¥ values X¢, collides with an another ¥ values Eé and their corresponding
tag collides. Since, we bound the event Bad5 holds conditioned that Bad3 holds, it holds
that the underlying block cipher key K? has not been collided with any chosen-ideal cipher
key and hence, the V' values are random. Therefore, by using the randomness of V' values,
and following Lemma 4, we bound the probability of 3¢ = Ef’ to at most 2/2". Moreover,
the event T = T} is independent over ¥! = X! which additionally contributes to the
probability a factor 27™. Hence, by varying over all the possible choices of indices, we have

Pr[Bad5 | Bad3] < qT (44)

X. Bounding Bad6 | Bad4. Bounding the event Bad6 | Bad4, is exactly identical to that
of Bad5 | Bad3 and hence, following the result of Lemma 8, we have

2
Pr[Bad6 | Bad4] < 2‘% (45)

XI. Bounding Bad7 | BadK4. Recall that the event Bad7 holds, if there exists a pair of
users i1, 45 such that one of the ¥ values of i1 user Efll collides with an another X values
of iy user Eff and their corresponding key, i.e., K;l collides with K;Q. Since, we bound
the event Bad7 holds conditioned that BadK4 holds, it holds that at least one of the block
cipher keys K il or K f"’ has not been collided with any chosen-ideal cipher key and hence,
the corresponding V' values are random. Without loss of generality, we assume that the V'
values of iy user are random. Therefore, by using the randomness of V' values of is user,
and following Lemma 4, we bound the probability of X% = 222 to at most 2/2™. Moreover,
the event K4' = K3 is independent over X = 72, which additionally contributes to the
probability a factor 27*. Hence, by varying over all the possible choices of indices, we have

Pr[Bad7 | BadK4] <
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XII. Bounding Bad8 | BadK4. Bounding the event Bad8 | BadK4 is exactly identical to
that of Bad7 | BadK4 and hence following the above analysis, we have

2
BoAKA q
Pr[Bad8 | BadKd] < 5.

(47)

XIII. Bounding Bad9 | BadK4. Recall that the event Bad9 holds, if there exists a pair
of users 41,4y such that one of the © values of i1 user O} collides with an another © values
of ip user ©;* and their corresponding key, i.e., K3' collides with K3*. Since, we bound
the event Bad9 holds conditioned that BadK4 holds, it holds that at least one of the block
cipher keys K il or K ;‘2 has not been collided with any chosen-ideal cipher key and hence,
the corresponding V' values are random. Without loss of generality, we assume that the V'
values of iy user are random. Therefore, by using the randomness of V' values of is user,
and following Lemma 8, we bound the probability of @i = ©}? to at most 2/2". Moreover,
the event K4' = K2 is independent over ©% = ©?, which additionally contributes to the
probability a factor 27*. Hence, by varying over all the possible choices of indices, we have

q2

Pr[Bad9 | BadK4] < o7

(48)

XIV. Bounding Bad10 | BadK4. Bounding the event Bad10 | BadK4 is exactly identical
to that of Bad9 | BadK4 and hence following the above analysis, we have

q2

Pr[Bad10 | BadK4] < ik

(49)

XV. Bounding Badll | Bad3 A Bad4. Recall that the event Bad1l holds, if there exists
an user i such that one of its (3, ©) values (X%, ©%) collides with an another (X, ©) values
(Z¢,0¢). Since, we bound the event Bad1l holds conditioned that Bad3 and Bad4 hold, it
holds that the block cipher key K? has not been collided with any chosen-ideal cipher key
and hence, the corresponding V' values are random. Therefore, by using the randomness
of V values, and following Lemma 7, we bound the probability of (X% = i) A (6% = ©})
to at most 4/22". Hence, by varying over all the possible choices of indices, we have

2q2

Pr[Badll | Bad3 A Bad4] < Jon (50)
XVI. Bounding Bad12 | Bad3 A Bad4. Recall that the event Bad12 holds, if there exists
an user i such that ¥ = %! and ©! = ©¢ hold, where a,b,c € [¢;]. Since, we bound the
event Badl2 holds conditioned that Bad3 and Bad4 hold, it holds that the block cipher key
K} has not been collided with any chosen-ideal cipher key and hence, the corresponding
V values are random. Therefore, by using the randomness of V' values, and following
Lemma 7, we bound the probability of (X} = i) A (04 = O%) to at most 4/2". Hence,
by varying over all the possible choices of indices, we have

2q3

(51)

XVII. Bounding Bad13 and Bad14: For a fixed choice of indices, we define an indicator

random variable I/, , which takes the value 1, if ¥, = 3}, and 0, otherwise. Let I' = _ T¢, ;.
a#b

By linearity of expectation,

(

IN=

Bl = Y EIL,) = ) Prizi = 2] < I,

a#b a#b
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where (1) holds from Lemma 4. Now,

PrBad13] < Y Pr|{(a,0) € [¢:)*: Ti = T} }| > ¢}
i€ [u]
2) 2 3/2
ZPr [ > g% < Z 1?; < qu (52)
i=1 4

where (2) holds due to the Markov inequality. Similar to Badl3, we bound Badl4 as
follows:

3/2
Pr[Bad14] < an (53)

where the inequality follows from the result of Lemma 8. Finally, by combining Eqn. (31)-
Eqn. (53), and the trivial inequality that

k—n
Gp 2 ke - 6p
2k = ok’

we obtain the bound of Lemma 9.

5.2 Analysis of Good Transcripts

In this section, we compute a lower bound for the ratio of the real to ideal interpolation
probability for a good transcript 7. Let us define the following sets for each b € {2, 3}.

Iy 2 {iefu:3jelg, Kl =}

We define an equivalence relation ~ for b € {2,3}, over Z- as follows: i1 ~y iz if and only
if K i =K; 2 As a result, ~;, induces a partition over the set Z;- as follows:

Iy =I; [ U... .U [re).

In other words, Z; [j] is the set of all users i such that K; = J7. It is easy to see that due
to BadK5, Z5 NZ5 = (). We define a set U= as follows:

U= ={icul:ieZy UIs }.
For each j € [ry] and for each ¢ € Z7[j], we consider the sequences

Y= (2,850, 8,),0" 1= (01,05,...,0,,).
From these sequences, we construct a bipartite graph G?, where the nodes in one partition
represent ¥ values and the nodes in the other represent ©F values, for i € Z,;7. We put an
edge between the node corresponding to ¥ and ©F with the label T if 3¢ & ©) = T}
holds. For i € Z;7, if £¢ = %! or ©) = O}, then we merge the corresponding nodes into a
single node.
Note that, for each i € Z; [j], if X% = X} (resp. ©) = ©}), then all the elements in
the tuple o' (resp. ZZ) are distinct (due to Bad1l A Bad12). Moreover, by the virtue of
Bad7 A Bad8, we have ' N %2 = ) and O N O = () for i1,i2 € I3 [j]. In a similar way,
by the virtue of Bad9 A Bad10, we have £ N ¥ = () and ©% N O = () for i1, iy € T3 [j].
As the transcript is good, it is easy to see that each component is acyclic and a
star-graph. Due to Bad13 A Badl4, the component size is restricted up to ¢'/2. Moreover,
due to Badl A Bad2, each vertex of the graph, i.e., X or ©F does not collide with the input
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i Ty = =i oy wi ¥

or ey  er ej-ep-e o op O oF  ep-of

Figure 4: Distinct tuples for users 41 and iy in Z, [j]: Elements within i differ from

those in i”, and likewise, elements within Ot from éiz, due to conditions Bad7 through
Bad10.

of any ideal-cipher query such that the ideal-cipher key collides with the i-th user key.
Hence, each vertices of the graph Gf do not collide with the input of any ideal-cipher query.
Note that, Badb (resp. Bad6) ensures the fact that if ¥¢ collides with X} (resp. ©% collides
with ©%), then T! must be distinct from 7}. On the other hand, Bad7-Bad10 implies that
there should not be any intersection between the equation variables corresponding to two
different users whose keys have been collided.

We define the following set U7 := {i € [u] : i ¢ U~}. Now, for any one of b € {2,3},
we define the equivalence relation ~ over the set U7 as follows:

i~ j if and only if K3 = KJ or K} :Kg.
This equivalence relation induces a partition on the set 4#. Therefore, we have
U” = (T u...uZ”[).
As before, for each j € [r'], and for each i € T7[j], consider the sequences

5= (%1, 8 )@"—( ¢ LIRS C

For each i € 77, we construct a bipartite graph H;, one of whose partitions represents the
nodes corresponding to 3¢ values and the other one represents the nodes corresponding
to ©F values. We put an edge between the node corresponding to ¥% and ©F with the
label T, if X% @ ©% = T holds. However, if two nodes represent the same values, then we
merge them into a single node. Note that, due to Bad7- Bad10, we have S NS = () and
O N O™ = () for iy,iy € I7[j]. Let o'[a] denotes the total number of distinct message
blocks at the a-th position across all ¢; queries, where o € [¢], and ¢ denotes the maximum
number of message blocks queried across all g; queries for the i-th user. Let

e‘i
= Z a'la]

Now, for a good transcript 7 = (7., 7,), we show that realizing 7 is almost as likely in
the real world as in the ideal world. For calculating the ideal interpolation probability,
each response to the construction query is sampled uniformly and independently. After
the interaction is over, the ideal world samples three k-bit dummy keys uniformly and
independently from {0,1}*. Therefore, we have

u

1 u
ld - T H 3k H P 2n’pj H INg; H P 2n O" (54)

j€lg] =1 1=1

For calculating the real interpolation probability, for each j € [r2], let there are 7, ; be
many vertices corresponding to all ¥ values and d2,; be many vertices corresponding to
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all ©' values in the graph Uiezz ;1G5 for all i € Z5[j]. Similarly, for each j € [r3], let
there are 73 ; be many vertices corresponding to all X* values and 43 ; be many vertices
corresponding to all @ values in the graph Uiezz [j]Gf’ for all ¢+ € Z5[j]. Subsequently,
for each j € [r'], let there are n; be many vertices corresponding to all £* values and &;

be many vertices corresponding to all ©' values in the graph U;cr-(;H; for all i € 7[5
Thus, the real interpolation probability becomes

Pr[X,e = 7] = Hiﬁ - ﬁ (H Hoerrt )
e - Alogs P(2napj) ¢=1P2n ') P(2 (2n,52,j)

=t =1 "= Pi24)
( T3 h(UiGI;[j]Gg’) ) < H zeI#[J]H ) > )
L P27 y,) - P2 = py,03,) P(2%.1;) - P(2.¢))

where h(Uier= mGﬁ-’) denotes the number of solutions to the graph Ujez=; G?. Similarly,
h(Ujez#[;1H;) denotes the number of solutions to the graph U;czx(;)H;i. Due to the several
bad conditions defined in Sect. 5.1, it is easy to see that both the graphs G? for i € Z; 4]
and H; for i € Z7[j] are good.

For a fixed j € [rp], let ap ; denotes the number of components of the graph Uiez= [j]Gi?.
Let ¢k p,; (resp. dip ;) denotes the number of vertices corresponding to the ¥ (resp. ©)
values in the k-th component of the graph Uiez= mGﬁ?, where k € [ap ;]. Therefore, we
have

X, j Qp, j
Vo =D Chbyr 0o =Y dib;.
k=1 k=1

Moreover, following the notations of Sect. 2.4, we write

m m
P[0 =Y Chbjr Pmbl2 = b,
k=1 k=1

where m € [ap ;]. Therefore, by applying Lemma 3, we have the following bound of
h(Uier:[j]G?) for a fixed j and b € {2,3}:

pP(2" pJ7721 P(2",05) = Ck2j+dk2j
: 1- 10 ’
Z a: Z

v

h(Uiezs 1G7)

9 €75 [4]

2
Pj+ Pr-1,2, ]+Pk—1,2,j[2]) >) )

—~
=

) P(2 pj772] 2 52]

v

n

(- (z((

2 1€I [J]
P(2n7'73j) P p]763j < Ck3j +dk3j
1-— 10 ’
z ” 10>

v

h(Uiez=;1G3)

2 zeI [4]
2
Dj + Pk—1,3,5 ]+Pk—1,3,j[2]) >) )
(i) P(2",73;) - P —p3753y (1 <i10(<0k3] +dy3,;

- n

) 151 [J]
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where (1) and (2) follows due to the fact that px_15;[1] < 2y ; and pr_1,;[2] < 2g,; for
b € {2,3}. Moreover, we have

q2,j ‘= Z qi, 43,5 ‘= Z qi-

i€T5[j] i€T=j]

For a fixed j € [r'], let 3; denotes the number of components of the graph U;cz=(;) H;. Let
¢}.; (resp. dj ;) denotes the number of vertices corresponding to the X (resp. ©) values in
the k-th component of the graph U;cz=(;)H;, where k € [3;]. Therefore, we have

Bj Bj
=) Chgn &= dij.
=1 =1

Moreover, following the notations of Sect. 2.4, we write

m

P/m,j [1] = ZC;@JW le,j 2] = Zd;f,ja
k=1

k=1

where m € [;]. Finally, for a fixed j, we have

Bj
P(2",n;) P(2",§)) 1 d
MUiezsi Hi) - = e U (2

o ety
(pi—l,jm + p;f—lvj[Q])Q)D
® P(Q”,Zj)ip(in’fj)( 22n (2160 Q(( L >)>),

9 i€z

where (3) follows due to the fact that pj_, ;[1] < 2¢; and pj_, ;[2] < 2¢;. Moreover, we
have
Z q;-
i€T#[j]

By plugging-in the inequality (1), (2), and (3) into Eqn. (55) and then by taking the ratio
of real to ideal interpolation probability, we obtain

Pr[X;e ]

rr = e I (e (") (1) )

! % -k e (Z((3 ) (e )))

]:12 [4]
1 . i Low2 ([ (S + i
e (1 g (e (]

jer’ 2 LEI¢[;] k=1
Z qi Z qi n qi
i€Z5 (4] €T 2 161

) () (55

161 [4] 2 PETT jer 2 i€T# (4]

Q2 4

Z (& (1) o))

. vV
/_\ /’\
I E
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(- (Bl 1) o))

(1—?_/:1; <2160 ’2<< i+ di ))))
Let,
By (r) = 2% (oi 10(<ck’2’j ;d“”) (pj +4q2,j)2>>

k=1

1 &4 c +dy, 2
s = e (Bl 1))
1 J c .+ d, .
)
k=1

Therefore, we have

Pr[X;e = 7]

P =7 = 1—(;%J(T)+;¢3,j(7)+;®j(7)>. (57)

COMPUTING EXPECTATION.

@ 1 < Ck2, +di2;
E[®; ;(Xia)] = Jan (10(Pj +4Q2,j)2E[Z< "2 5 “J)D

k=1

5 1 S fera i+ dya
E[®s (X)) 2 QQ,L-(w(ijqg,j)QE[Z(’“’3”2 ’“”)D

k=1

B Y o (160‘19‘2 (ELCBZ <C;” ;d;”) D)

We first compute the right-hand side of (4). Let o := cko; — 1 and dy 2 j = dp2; — 1.
Therefore, we have

Qg 4 asz ~ ~ Qs
S (Cr2,j + di2j hog+ dra i R
3 (0 5 )| = [ (% ) om] S 4]

=1 =1 =1
) A (g + dra

where the inequality (7) holds as ¢ 2 ; < 2¢2 ; and dvk’gyj < 2qo;. Let us define an'indicator
random variable Ij » ;[ab] which takes the value 1 if ¥t = ¥;* or ©% = 02, where
i1,42 € Z5 [j]. Therefore, we have

Q2,5 ~ 7 qi
Cro,j + dik2;
E[Z( J 5 J):l = ‘Z‘ZE[HIC,QJ[ab]zl]
k=1 1€Z5 [j] aF#b

— Y S Pz = %) + Prfe), = 6))

i€ [j] a#b
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8
< Y 2q7/20 <2327, (59)
i€y [4]

—~
=

where (8) follows from Lemma 4 and Lemma 8. By plugging-in the bound of Eqn. (59)
into Eqn. (58), we have

Q2 4
S (et dro; n
El:z ( k,2,j ) k,2,3>:| S QQS,]/Q + 8q2,j, (60)

k=1

In a similar way, we have

E i k3.5 + i3, < 2¢2./2" + 83 (61)
92 = qs,j 43,5
k=1
Bj / /
o -+ d . n
E{Z( kg 5 ‘Hﬂ < 2¢7/2" + 8. (62)
k=1

By plugging-in the bound of Eqn. (60), Eqn. (61), and Eqn. (62) into the right-hand side
of Eqn. (4), Eqn. (5), and Eqn. (6) respectively, we have

1
Ft el = <1O(pj 4a2,)"(25,5/2" + 8612,j)> (63)
1
FlRas Gl = <10(pj +4a5,1)° (205,52 + 8q3,j)) (64)
E[®}(Xiq)] < 320q}4/23" + 12806];3/22"_ (65)

By doing a simple algebra on Eqn. (63)-Eqn. (65) and by using Lemma 9 and equality

> @i+ > @i+ > dj=gand Zp]—p,

J€(ra] J€lrs] JE[r

we derive the result.

5.3 Proof of Theorem 7

In the proof of Theorem 6, the only term that carries an ¢ factor, is ¢/ 20k /2", which
appears while bounding the probability of the joint event E and |S| < p under the bad
events Bad3 and Bad4 in Eqn. (41). To obtain an ¢-free bound, we bound the bad events
Bad3 and Bad4 in a different way *

Bounding Bad3. We bound the event Bad3 in exactly the same way as we did for proving
the security of LightMAC_Plus. However, in this case, when k > 4n/3, we choose the value
of = 23¥/4=" k¢, With this value of y, we have

6 1
Pr[Bad3] < pQ‘k[ + >0 L prls| PR pf T o gt <2np)
i=4/q K
23k/4=npp
(i) P4 N q3/? K o2 2t 6p
2k on 2k/4 2319/4]%

4We would like to note that the term pgfk/27t* also carries an ¢ factor which arises while bounding
subcase E.1 under the bad event Badl and Bad2. However, this term does not create any problem to
achieve an /-free bound if we appropriately set the bound on ¢. Unfortunately, this is not the case for the
term q3/2€k/2" and thus, we need a separate treatment with this bound to achieve ¢-freeness.
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(3) 3/2 6
< waL e,
2 on 23k/4

(66)

where inequality (1) follows as the summation ¢?, for i € [V/@,u] is bounded above by
¢*/? due to Lemma 2 and we inheriting the bound of the probability of the event |S| > p
from the previous analysis. Moreover, inequality (2) follows by choosing the value of
W= 23k/4—nk€.

Using the similar argument, we bound the probability of event Bad4 as follows:

3/2
PVa g 6p
Pr[Bad4] < 2‘—[+ 5+ (67)

By inheriting the bounds of the remaining bad events from the previous analysis, we obtain
the probability of bad transcript as follows:

2 3 2,2 2 2 2 2 3
q q q“p” | qp q 2q 4q 4q 2q
PrXia € BadT] < op+ oo+ o T oot tor + 5z/are T o0 T gnak T 3020
232 4 2 36 2pqt/?
L 2 @ . _2pq _ 36p pa" (68)
on on+k 22n/3+k 23k/4 2k

Finally, by combining Eqn. (68) and following the analysis of lower bounding the ratio of
real to ideal interpolation probability of a good transcript, we obtain the desired ¢-free
security bound of the LightMAC_Plus construction in the multi-user setting, provided
k> 4n/3 and £ < 2"/3 k.

6 Conclusion

In this paper we have analyzed multi-user security of LightMAC and LightMAC_Plus
construction. We have shown that likewise security of LightMAC construction in the single
user model, it achieves birthday bound security in the multi-user security model. However,
we have been able to show that LightMAC_Plus achieves 2n/3-bit security in the multi-user
setup, whereas it has 3n/4-bit security in the single-user setting and the bound is tight.
Thus, it remains open to improve the multi-user security bound of LightMAC_Plus from
2n/3 bits to 3n/4 bits.
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Supplementary Section

7 Proof of Lemma 3

Consider the first component C; of the graph G. Let Y;, € V; be any arbitrary vertex of
Cy. There are 2™ — A, choices for assigning values to the variable Y;,. Let the assigned
value to Y;, be y;,. Now, for any other variable Y;, of C;, we consider the path P from Y;,
to Y;, and assign the value y;, ® L(P) to the variable Y;,. Let this value be y;,. Note that
the path is unique as the graph is acyclic and £(P) # 0" and hence y;, # y;,. However,
we require y;, ¢ S1. Similarly, for any other variable Z;, of C;, we consider the path P
from Y;, to Z;, and assign the value y;, @ L£(P) to the variable Z;,. Let this value be z;,.
Note that z;, # z;,. However, we require z;, ¢ S3. Thus, the number of valid choices for
assigning values to Y;, is at least 2" — (¢; A1 + d1As). In general, for the i-th component,
the number of ways we assign a value to a vertex in V; of component C; is at least

2" — ((Cl +...4+ci-1+ Al)Ci + (dl + ...+ di—l + Ag)dl)

This is because, to assign a value in a vertex in V; of C;, we need to ensure that the
assignment should not create any collision between the assigned values and all the previously
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assigned values in all vertices of V; of component Cy,...,C,_1. Similarly, the assigned
values should not create any collision between the assigned values in the vertices Vs, of
C; and all the previously assigned values in all vertices of V5 of component Cq,...,C;_1.
Additionally, the assigned vertex should not collide with any element of A; or Ay. Let
h(a) denotes the number of solutions chosen outside of §; and Sz to E;. Therefore, we
have

h(Oé) (2" — ((Cl + ...+ Ci—1 + Al)ci + (dl + ...+ di—l + Ag)dz))

v

.>
Il
_

(2" = ((pi—1[1] + Ar)ei + (pi—1[2] + A2)d;)) . (69)

|
.EQ

Il
—

3

We would like to note that since the graph G is good, for each component ¢, at least one
of ¢; or d; must be 1. By multiplying 2"7/P (2" — Ay, s¢)P (2" — A, s,) in both side of
Eqn. (69), we have

P
h(a) P (2" — A5 P (2" — Ag,sy)
> ﬁ (2" — ((pi1[1] + A1) i + (pi_1[2] + Az) dy)) 27(citdi=1)

i P = (Ar+pia(l]),ci) P (2" = (A2 + pia[2]) , di)

o gn(eitds) _gnleitdi=1) ((p,_1[1] + A1) e + (pim1[2] + Ao) dy)
P (2" — (A1 +pi-1[1]) i) P (2" — (A2 + pi-1[2]) , di)

one; _ gn(ei—1) ((A1 + pica[l]) e + (3))

+ 2nle?) ((3) (A1 +pia[1])* + (;) (ci = 1)(A1 + pi—a[1])

¢\ (¢ —2)(3¢; — 1)
+ ( 2) ) (70)
Similarly, we have

P(2" — (Mg +pi1[2)),di) < 2nh —on(dmD) <(A2 o 2)di+ (Cé))

B;

i=1

Now, we note that

P (2" — (A1 + pi—1[1]) , ¢;)

A;

IN

+ 2ndmY <<(§> (A2 + pia[2])? + (C;Z> (di = 1)(A2 + pi-1[2])

. @) (di — 2)1(23di -1 > (71)

Let us define the following;:

e = ((§) @+ (5) e - it pati + () 2200,
(%)@t pimat?+ ()@= e itz + (5 ) 220020,

Combining Eqn. (70) and Eqn. (71), and by assuming (A1 + pa[l])cmax < 2773 we have

D;

A;B; < gnletd) _gnleitdi=1) <Ci(A1 + pi—1[1]) + di(A2 + pi-1[2]) + (2) + (a;>)

Y;
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4+ onlei+di—2) (Ci +D; + (Ci(AI + pi_1[1]) + (3)) (di(Ag +pi—1[2]) + (C?))(?Q)

X

where we use the fact that, 2"[D; (ci(A1 + pi—1[1]) + ($)) + Ci (di(Da + pi—1[2]) + (%))] -
C;D; > 0. By using Eqn. (72), we have

on(ci+di—1) ((cz) + (dz)) — onleitdi=2) x.

on(ci+d;) 2n(c,~+di—1)y;. + 2"(Ci+d'i_2)Xi

2n4q
hia)- P(2" — Ay, s0)P(2" — Ay, 1)

\%
e
—

+

ﬁ1+2"<(3)+(l§))—Xi (i)ﬁ<1—2Xi>.

22n _ 271,}/i + Xz - 2271

=1

Thus, we have

®) P(2" — Ay, 50)P(2" — A, 5,) o 10 (%) (A1 + Ao+ pia 1]+ pia[2])7)

h(c)

= ang 1= Z 22n

i=1

where (2) follows from the fact that, 2"Y; — X; < 22771 which holds true by assuming
(A1 + pall])cmax < 2773 and (Az + pa[2])dmax < 2773, Moreover, inequality (3) holds as it

can be easily seen that each term of X; is at most (Ci;di) (A1 +As+pic1 [ +pi_12])?. O
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