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Abstract

We define the notion of a classical commitment scheme to quantum states, which allows a
quantum prover to compute a classical commitment to a quantum state, and later open each
qubit of the state in either the standard or the Hadamard basis. Our notion is a strengthening
of the measurement protocol from Mahadev (STOC 2018). We construct such a commitment
scheme from the post-quantum Learning With Errors (LWE) assumption, and more generally
from any noisy trapdoor claw-free function family that has the distributional strong adaptive
hardcore bit property (a property that we define in this work).

Our scheme is succinct in the sense that the running time of the verifier in the commitment
phase depends only on the security parameter (independent of the size of the committed state),
and its running time in the opening phase grows only with the number of qubits that are being
opened (and the security parameter). As a corollary we obtain a classical succinct argument
system for QMA under the post-quantum LWE assumption. Previously, this was only known
assuming post-quantum secure indistinguishability obfuscation. As an additional corollary we
obtain a generic way of converting any X /Z quantum PCP into a succinct argument system
under the quantum hardness of LWE.
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1 Introduction

A commitment scheme is one of the most basic primitives in classical cryptography, with far reaching
applications ranging from zero-knowledge proofs [GMWS86, BCCS88|, identification schemes and
signature schemes [FS87|, secure multi-party computation protocols [GMW87, CDv88|, and succinct
arguments [Mic94|. There is a long history of studying commitments to classical information, both
in the classical and post-quantum worlds. In this work, we focus on the less-studied question
of committing to quantum states. This notion was first systematically explored in a recent work
by Gunn et al. [GJMZ22|, who defined and constructed a commitment scheme for quantum states
using quantum messages. In this work, we study the existence of classical commitments to quantum
states, where all messages (the commitment and the opening) are classical, and the receiver is a
classical machine. Our major contributions are a definition of a classical commitment to quantum
states, a construction based on the post-quantum Learning With Errors (LWE) assumption, and
a construction of a succinct commitment to quantum states (analogous to Merkle hashing in the
classical setting [Mer87]), also under post-quantum LWE.! As an immediate application, we obtain
a succinct classical argument system for QMA based only on post-quantum hardness of LWE,
improving on previous work which required indistinguishability obfuscation |[BKL'22|. To our
knowledge, our work constitutes the first work to define a binding classical commitment to quantum
states, and to give a construction that achieves this.

Our construction builds directly on the seminal measurement protocol of Mahadev [Mahl8§],
which was used by her to construct the first classical argument system for QMA. Loosely speaking,
a measurement protocol is a way for a classical verifier to request a quantum prover to measure
each qubit of a quantum state (of the prover’s choice) in the X or Z basis with the guarantee that
the prover’s opening must be “consistent with a quantum state.” This motivates our definition of a
classical opening of a quantum state: the receiver should be able to request the sender to open each
qubit of the committed state in either the X or Z basis. (One could imagine asking for openings
in more general bases, but these two seem to be a desirable minimum.) However, a measurement
protocol does not automatically give rise to a commitment, for several reasons. First, there is a
major structural difference: in a measurement protocol, all phases of the protocol—even the keys
chosen in the initial setup— may depend on the choice of opening basis! (Indeed, in Mahadev’s
protocol, the keys consist of either “2-to-1” or “injective” claw-free functions depending on the basis
to be measured.) This is far from what we would like in a commitment: the initial “commitment"
phase should be completely independent of the basis in which the receiver ultimately chooses to
request an opening.

Thus, the first step to building our construction is to convert Mahadev’s measurement protocol
into something having the syntax of a commitment?, and henceforth we refer to this modified
protocol as Mahadev’s “weak” commitment®. In the most basic version of this protocol, a quantum
sender holding a qubit in state |¢)) interacts with a classical receiver, sending a classical message that
commits to [¢). Later, the sender is requested by the receiver to “open” the committed qubit in either

"More generally, our constructions are based on the existence of a (noisy) claw-free trapdoor function family
with a distributional strong adaptive hard-core bit property, which in particular can be instantiated under the LWE
assumption.

2Technically, we do this by always using the “2-to-1” mode of the claw-free function. Moreover, we do not even
rely on the existence of a dual-mode (as was done by Mahadev [Mah18]), and simply use a “2-to-1” claw-free family.

3We refer to it as a weak commitment since (as we elaborate on below) it does not have the desired binding

property.



the standard or the Hadamard basis. To open, the sender performs an appropriate measurement
and returns the outcome, which can be decoded by the receiver (using a cryptographic trapdoor),
to obtain an outcome from measuring |¢)) in the appropriate basis.

A commitment scheme must be binding, meaning that the sender cannot change their mind
about the committed state once the commitment has been sent. It turns out that the modified
Mahadev scheme is a “weak” commitment because it partially satisfies the binding property: it is
binding in the standard basis, but not at all binding in the Hadamard basis. In fact, the sender,
after committing to |+), can always freely change the committed state to |—) without ever being
detected! Relatedly, in the modified Mahadev scheme, the receiver performs a test on the opening
in the standard basis case, and only accepts the opening if it is valid, but performs no test in the
Hadamard case.

Motivated by this observation, we show that a simple twist on Mahadev’s weak commitment
is truly binding (in a rigorous sense which we define) in both bases. We elaborate on our binding
definition in Sections 1.1 and 2, and on our construction in Sections 1.2 and 2, and below only
give a teaser of it. In our construction, the sender first commits to [¢)) under Mahadev’s weak
commitment, generating a commitment string yo and a (multi-qubit) post-commitment state [1)1).
It then coherently opens this state in the Hadamard basis—that is, it executes a unitary version of
the opening algorithm, but does not perform the final measurement, instead producing a quantum
state |¢1). Finally, the sender applies Mahadev’s weak commitment again to the state |11), qubit-
by-qubit, obtaining a vector of commitment strings ¥ and a post-commitment state [¢)2). The
strings (yo,¥) now constitute a classical commitment to the state |¢). To open this commitment
in the Hadamard basis, the sender simply applies the standard basis opening procedure for the
second Mahadev commitment, yielding a string z which the receiver will test and decode using the
commitment vector /. By the standard-basis binding of Mahadev’s commitment, we are guaranteed
that the decoded outcome from z—assuming the test passes—yields the same result as measuring
|11) in the standard basis, and by construction, this gives a Hadamard-basis opening of [¢), which
it can then decode using the commitment string yo. But how do we open the commitment in the
standard basis? It is far from obvious that this is even possible! For this we exploit specific features
of the Mahadev scheme—in particular, the fact that the opening procedure is “native” Opening
in the standard basis constitutes measuring the registers in the standard basis, and opening in the
Hadamard basis constitutes measuring the registers in the Hadamard basis. This fact is useful both
to argue that the opening is correct and to prove that the binding property is achieved. We note
that in our new scheme the verifier tests the validity of both the standard basis opening and the
Hadamard basis opening, and decodes both opening using the cryptographic trapdoor.*

Our basic construction for a single qubit can be extended to states with any number of qubits
to get a mon-succinct commitment to a quantum state. We next ask whether our commitment
scheme can be made succinct: can the sender commit to an ¢ qubit state, and open to a small
number of these qubits, by exchanging much fewer than ¢ bits with the receiver? Here, already
in the case of “weak” commitments, there is a significant technical obstacle with just the very first
message from the receiver to the sender: openings in Mahadev’s scheme can leak information about
the secret key, so each committed qubit must use a fresh secret key to maintain any security at all.
This means that already in the initial key-exchange phase, the receiver must send the sender > /¢

4We mention that in Mahdadev’s scheme, the verifier only tests the validity of the standard basis opening, and
this test, as well as the decoding, is done publicly (without the trapdoor). The verifier uses the trapdoor only to
decode the Hadamard basis opening, which it did not test.



bits. We show that, surprisingly, the “strong” binding property of our commitment, together with
specific properties of the underlying (noisy) trapdoor claw-free family, allows us to overcome this
barrier. Namely, we show that strong binding, together with specific properties of the underlying
(noisy) trapdoor claw-free family, implies that the openings do not leak information about the key
in our scheme, allowing us to use the same key for all committed qubits. We emphasize that, even
to obtain a succinct “weak” commitment, or a succinct measurement protocol, the only route we
know of using standard (post-quantum) cryptographic assumptions is through our strongly binding
commitments! We view this as an interesting indication of the possible usefulness of our strong
binding property in further applications.

As a teaser for how exactly the leakage occurs, and how we avoid it, for now we remark that
in the Mahadev weak commitment, the adversary can cause the receiver to generate outputs of the
form d’ - s, for known vectors d’ of its choice, where s is the secret. This means that the output for
sufficiently many qubits, may leak the secret s. For an honest sender, this would not be an issue
because the vectors d’ would be obtained by a quantum measurement with unpredictable answers,
and thus have high min-entropy. We show that in our scheme, even dishonest senders are forced
to produce d’ with (sufficient) min-entropy, because of the additional tests done in our opening
procedure. This is what prevents the outcomes from leaking information about s.

Reusing the key directly only gives us a short first message, which yields a “semi-succinct”
commitment, in which messages from the receiver are short, but messages from the sender are long.
In fact, this already yields an application of our results: a fully-succinct classical argument system
for QMA which is secure assuming post quantum security of LWE. We obtain this by following the
template of Bartusek et al. [BKL122], but replacing their use of Mahadev’s measurement protocol
with our succinct commitment.

Theorem 1.1 (Informal). There ezists a (classical) succinct interactive argument for QMA under
the post-quantum Learning With Errors (LWE) assumption.’

This improves on the result of [BKLT22| in terms of cryptographic assumptions: they required
the assumption of post-quantum indistinguishability obfuscation (iO) to succinctly generate ¢ keys
for Mahadev’s protocol, whereas our protocol only requires the post-quantum security of LWE. It is
currently not known how to deduce post-quantum iO from any standard cryptographic assumptions,
whereas LWE is the “paradigmatic” post-quantum cryptographic assumption.

To construct a succinct argument system for QMA, the approach we and [BKL*22] both follow
is to construct a semi-succinct argument system, and then make it fully succinct by composing with
(state-preserving) post-quantum interactive arguments of knowledge [CMSZ21, LMS22|. It turns
out that the same tools let us construct outright a fully succinct commitment scheme: for this
to be meaningful, we imagine that the sender only opens to a small number of qubits chosen by
the receiver, rather than to all of the qubits. In classical cryptography, succinct commitments are
natural partners of PCPs, as they enable a verifier to delegate the task of checking a PCP to the
prover. While quantum PCPs do not currently exist, we hope that our succinct commitment can
be paired with a suitable future PCP to design interesting protocols.

®More generally, assuming the existence of a (noisy) trapdoor claw free function family with a distributional strong
adaptive hard-core bit property, which we elaborate on later on.



1.1 The Definition

Defining a non-succinct commitment scheme Our definition of a (non-succinct) commitment
scheme is a natural extension of the classical counterpart. It consists of a key generation algorithm
Gen that takes as input the security parameter 1* and a length parameter 1¢ and outputs a pair
of public and secret keys (pk,sk); a commit algorithm Commit that takes as input a public key pk
and an /-qubit quantum state o and outputs a classical string y and a post-commitment state p,
where y is the commitment to the quantum state ;° an open algorithm Open that takes as input
the post-commitment state p and a basis choice b = (b1, ..., by) € {0, 1}z7 where b; = 0 corresponds
to opening the i’th qubit in the standard basis and b; = 1 corresponds to opening the i’th qubit in
the Hadamard basis, and outputs an opening z € {0, 1}Z'p°'y(’\); and the final algorithm Out that
takes as input a secret key sk, a commitment string y, a basis choice b € {0, 1}5 and an opening z,
and outputs the measurement result m € {0, 1} or L if the opening is rejected.”

We mention that the above syntax yields a commitment scheme that is privately verifiable in
the sense that sk is needed to decode the measurement value m from the opening value z. While
it would be desirable to construct a commitment scheme that is publicly verifiable, where Gen only
generates a public key pk, and this public key is used by the opening algorithm to generate the
output m along with an opening z which can be verified given pk, we believe that this public key
variant is impossible to achieve. This impossibility was formalized on the quantum setting (i.e.,
where the commitment is a quantum state) by [GJMZ22|, and we leave it as an open problem to
prove the impossibility in the classical setting.

We require two properties from our commitment scheme: completeness and binding. We note
that for commitments to classical strings it is common to require a hiding property. We do not
require it since one can easily obtain hiding by committing to the commitment string y using a
classical commitment scheme (that is binding and hiding).

e Correctness. The correctness property asserts that if an honest committer commits to an
(-qubit state o then for any basis choice b € {0, 1}, the algorithm Out, applied to the opening
string z generated by Open, yields an output m whose distribution is statistically close to the
distribution obtained by simply measuring o in the basis b.

e Binding. Loosely speaking, the binding property asserts that for any (possibly malicious)
QPT algorithm Commit* that commits to an /-qubit quantum state, there is a single extracted
quantum state 7 such that for any QPT algorithm Open* and any basis (by,...,by), where
b; = 0 corresponds to measuring the ¢’th qubit in the standard basis and b; = 1 corresponds
to measuring it in the Hadamard basis, the output obtained by Open*(by,...,by) is compu-
tationally indistinguishable from measuring 7 in basis (b, ..., by), assuming Open™ is always
accepted. We relax the requirement that Open* is always accepted, and allow Open* to be
rejected with probability § at the price of the two distributions being O(v/d)-computationally
indistinguishable. We elaborate on the binding property in Section 2.

5We note that both the length of pk and the length of the commitment string y may grow polynomially with the
length ¢ of the committed state o.

"We note that in the actual definition we partition this algorithm into two parts: Ver and Out where the former
only outputs a bit indicating if the opening is valid or not and the latter outputs the actual opening if valid. This
partition is only for convenience.



Comparison with Mahadev’s measurement protocol. Our commitment scheme is stronger
than that of a measurement protocol, originally considered in [Mahl8| and formally defined in
[BKLT22|. Beyond the syntactic difference, where in a measurement protocol the opening basis
must be determined during the key generation phase (and the key generation algorithm takes as
input the basis b € {0, 1}4), our binding property is significantly stronger. A measurement protocol
guarantees that any (possibly malicious) QPT algorithm Open® must be consistent with an ¢-qubit
state, but different opening algorithms can be consistent with different quantum states.

Defining a succinct commitment scheme. The syntax for a succinct commitment differs quite
substantially from the syntax of a non-succinct commitment described above. First, Gen only takes
as input the security parameter 1* (and does not take as input the length parameter 1¢); in ad-
dition, Commit is required to output a succinct commitment of size poly(\). However, there is a
more substantial difference which stems from the fact that, similarly to the non-succinct variant,
we require a succinct commitment to have an extraction property that asserts that one can extract
an f-qubit quantum state 7 such that the output distribution of any successful opening is indistin-
guishable from measuring 7. Since in this setting we consider opening algorithms that only open
a few of the qubits, there is no way we can extract an f-qubit state from such algorithms. As a
remedy, we add an interactive test phase. This test phase is executed with probability 1/2, and
if executed then at the end of it the verifier outputs 0 or 1, indicating accept or reject, and the
protocol terminates without further executing the opening phase, since the test protocol destroys
the state. We note that Mahadev’s measurement protocol has a non-interactive test phase which
is executed with probability 1/2. In our setting this test phase is interactive. It is this interactive
nature that allows us to extract a large state from a succinct protocol.

1.2 The Construction

Our construction: the single qubit case We construct the commitment scheme in stages.
We first construct a single-qubit commitment scheme; this scheme is inspired by the construction
from Mahadev [Mahl18]. We elaborate on it in Section 2, but give a very high-level description
here. First, let us recall Mahadev’s weak commitment for a single qubit. In this scheme, the sender
receives a public key that enable it to evaluate a two-to-one trapdoor claw-free (TCF) function
f:{0,1} x X — Y.% For every image y € ), there are exactly two preimages, which have the form
(0,z0) and (1,x1), where xg, 21 € {0,1}", but any such pair (called a “claw”) is cryptographically
hard to find. In Mahadev’s scheme, to commit to a qubit in state [¢)) =3 ;e 13 ap [b), the sender

first prepares
S b)) 1£(b,2)

be{0,1} z€X

and then measures the last register to obtain a random outcome y. The resulting state is the
(n + 1)-qubit state
> oy |b) ) .

be{0,1}

To open this in the standard basis, the honest sender measures in the standard basis and returns
(b,xp); the receiver checks that f(b,z) = y, and if so, records a measurement outcome of b.

8We mention that under the LWE assumption we only have a “noisy” TCF function family, which was constructed
in [BCM'18]. We do not go into this technicality in the introduction and overview sections.



Intuitively, this constitutes a “binding” commitment in the standard basis because it is impossible
for the sender to know both zg and z;, and thus impossible to flip between them. To open in
the Hadamard basis, the honest sender measures in the Hadamard basis; a short calculation shows
that the outcome is a random string d € {0,1}"*!, where the probability that d - (1,29 @ 1) = 0
(mod 2) is exactly equal to |ap+a1|?/2, the probability that a Hadamard basis measurement on the
original state |¢) would have yielded +. The receiver uses the cryptographic trapdoor to compute
d- (1,20 ®z1) (mod 2) as the measurement outcome of the opening, and performs no test. This is
not at all a binding commitment: indeed, the “commitments” to a Hadamard basis states |+) look
like ]

E(I(D |z0) 1) 1)),

and one can easily map from one state to the other by applying a Pauli Z operator to the first
qubit.

We now describe our modification to convert this weak commitment (denoted commityy) into a
binding commitment: simply apply a Hadamard transform to the post-commitment state, and then
weakly commit again to the resulting n-qubit state, applying the Mahadev scheme qubit by qubit,
with a new TCF function f; for each qubit.

Z ap |b> Hcommitwﬁyo Z ap ‘b, $b>
b

b

’_>H®(n+1) Z ﬁd |d>

de{0,1}n+1

oy COMUMIE Y1 oo Y1 Z Ba|di, g, )
d

|+) =

/
dn+1, xn+1,dn+1> :

Here, d; denotes the jth bit of d, and m}jb denotes the corresponding preimage of y; under the TCF
function f; (so f;(b, 2’ ;) = yj).

Let us see how to open this commitment. It will be easier to start with the Hadamard basis:
to open in this basis, the sender measures their state in the standard basis, and returns the string
(di,21,...,dp+1,Tnt1). The receiver checks that each (d;, x;) is a preimage of the corresponding y;,
and the records the measurement outcome as (dy,...,dn+1) - (1,20 @ x1). To open in the standard
basis, the sender measures their state in the Hadamard basis, obtaining a (long) string z, and
the receiver converts this into a measurement outcome by applying the Mahadev procedure for the
Hadamard basis. Specifically, it first splits z into equal blocks of size n+1, and applies the Mahadev

Hadamard procedure on each block, to get n + 1 bits mq,...,mpy1.
z = (2’1, e 72n+1)
= (my=z1- (Lo g ®2) 1), M1 = Zngr - (1,205,010 D 25,411))

Now, this corresponds to the outcome of opening the weak commitment of ), 8,4 |d) in the Hadamard
basis. But this state in turn was equal to the Hadamard transform of ), ay |b, z3). Thus, the out-
comes mi, ..., Mp41 should look like the outcome of measuring » , ay b, x) in the standard basis:
that is, like a preimage of yg under the TCF function f! Thus, the receiver tests the outcomes by
checking that

f(mb o 7mn+1) = Yo,



and if this passes, it records mj as the measurement outcome.

At an intuitive level, what makes this commitment scheme binding is that the receiver performs
a test in both bases. More formally, we show binding in two parts: (1) there exists a qubit state
consistent with the openings reported by the sender, and (2) for any two opening algorithms, the
openings they generate are statistically indistinguishable. The proof of (1) uses standard techniques
from the analysis of Mahadev’s protocol—in particular, the “swap isometry” as presented in [Vid20],
but the proof of (2) is new to our work. Our arguments are based on the collapsing property of the
TCF functions used to generate y,...,y, (in the Hadamard basis case), and yo (in the standard
basis case). Jumping ahead, we note in the succinct setting the situation is reversed. We can obtain
(2) basically “for free” from the non-succinct setting, whereas the proof of (1) incurs most of the
technical burden in this work.

Our construction: multiple qubits, and succinctness From the single-qubit scheme de-
scribed above, we construct a non-succinct multi-qubit commitment scheme, by committing qubit-
by-qubit, and thus repeating the single-qubit construction ¢-times, where £ is the number of qubits
we wish to commit to. This transformation is generic and can be used to convert any single-qubit
commitment scheme into a non-succinct multi-qubit one. We emphasize that in the resulting /-qubit
scheme, both the public-key and the commitment string grow with ¢, since the former consists of ¢
public-keys and the latter consists of ¢ commitment strings, where each corresponds to the under-
lying single-qubit scheme. We then convert this scheme into a succinct commitment scheme. This
is done in two stages:

1. Stage 1: Reuse the same public key, as opposed to choosing ¢ independent ones. Namely,
the public key consists of a single public key pk corresponding the underlying single-qubit
commitment scheme. To commit to an f-qubit state, commit qubit-by-qubit while using the
same public key pk. We refer to such a commitment scheme as semi-succinct since the public
key is succinct but the commitment is not.

We note that while this construction is generic, the analysis is not. In general, reusing the same
public-key may break the binding property. We prove that if we start with our specific single-
qubit commitment scheme then the resulting semi-succinct multi-qubit scheme remains sound.
We recall, that as mentioned above, if we start with Mahadev’s single qubit weak commitment
protocol and convert it into a multi-qubit weak commitment while reusing the same public
key, then the resulting measurement protocol becomes insecure. The reason is that a malicious
sender may generate openings d in the Hadamard basis that cause the receiver’s “decoding”
outcomes d - (1,z9 @ 1) to leak bits of sk—recall that the receiver must use the secret key
to decode, as xp and x1 cannot be computed efficiently without it. Indeed, the TCF function
family that we (and Mahadev) use is the LWE based construction due to [BCM*18|, which
has the property that d - (1,20 ® z1) = d - s, where s is a secret key” and d’ can be efficiently
computed from d and zp. Once enough information about the secret s has been revealed,
the scheme is no longer a secure measurement protocol, let alone a secure commitment: with
knowledge of s, it becomes easy to distinguish the outcomes of the commitment from outcomes
of measuring a true quantum state! Thus, to argue the security of our semi-succinct scheme,
we must exploit specific properties of our single-qubit scheme. Indeed, we crucially use the

9In their construction the public key is an LWE tuple (A, As + e). The secret key is actually a trapdoor of the
matrix A but revealing the secret s is sufficient to break security.



binding property of our scheme which implies that the openings z reported by a successful
sender must always have high min-entropy, which in our construction implies that d’ has
min-entropy. We then use a specific property of the underlying TCF function family from
[BCM ™ 18], which we call the “distributional strong adaptive hardcore bit” property. Roughly,
this property ensures that if the opening d has min-entropy then d- (1,29 @ x1) (which in their
construction is equal to d’ - s) does not reveal information about sk.

2. Stage 2: Convert any semi-succinct commitment scheme into a succinct one. This part is
generic and shows how to convert any semi-succinct commitment scheme into a succinct one.
Our transformation is almost identical to that from [BKL*22|, who showed how to convert
any semi-succinct interactive argument (which is one where only the verifier’'s communication
is succinct, and where the prover’s communication can be long) into a fully succinct one. We
elaborate on the high-level idea behind this transformation in Section 2.

1.3 Applications

We show how to use our succinct commitment scheme to construct succinct interactive argument
for QMA. As a simpler bonus, we also use it show how to compile a hypothetical quantum PCP
in “X/Z form” into a succinct interactive argument. For the X/Z PCP compiler the idea is simple:
In the succinct interactive argument the prover first succinctly commits to the X/Z PCP, then the
verifier sends its X/Z queries and finally the prover opens the relevant qubits in the desired basis.
The succinct interactive argument for QMA is more complicated, and follows the blueprint from
[Mah18, BKL"22]. We elaborate on this in Section 2.1.

1.4 Related Works

Our work is inspired by the measurement protocol of Mahadev [Mah18|, which has the same cor-
rectness guarantee as our commitment scheme. However, a measurement protocol (as was formally
defined in [BKL122]) does not require binding to hold; rather it only requires that an opening is
consistent with a qubit. This qubit may be different for different opening algorithms. Indeed, the
measurement protocol of Mahadev, as well as the ones from followup works, are not binding in
the Hadamard basis. Mahadev uses this measurement protocol to construct classical interactive
arguments for QMA. Mahadev’s measurement protocol, which was proven to be secure under the
post-quantum LWE assumption, is a key ingredient in our construction.

Mahadev’s measurement protocol is not succinct. In a followup work, Bartusek et al. [BKLT22]
constructed a succinct measurement protocol, by using Mahadev’s measurement protocol as a key
ingredient, and thus obtaining a succinct classical interactive arguments for QMA. However the
security of their protocol, and thus the soundness of the resulting QMA argument, relies on the
existence of a post-quantum secure indistinguishable obfuscation scheme (in addition the post-
quantum LWE assumption). We mention that Chia, Chung and Yamakawa [CCY20] also construct
a succinct measurement protocol, which they use to obtain a succinct 2-message argument for QMA.
However, in their scheme the prover and verifier share a polynomial-sized structured reference string
(which requires a trusted setup to instantiate), and their security is heuristic.!”

0More specifically, their scheme uses a hash function h, and it is proved to be secure when A is modeled as a
random oracle, but the protocol description itself explicitly requires the code of h (i.e. uses h in a non-black-box
way).
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We improve upon these works by constructing a succinct classical commitment scheme for quan-
tum states that guarantees binding (which is a stronger security condition than the one offered by a
measurement protocol), based only on the post-quantum LWE assumption. As a result, we obtain a
succinct classical interactive arguments for QMA | under the post-quantum LWE assumption. Our
analysis makes use of techniques developed in [Mah18, Vid20, BKL 22|, in addition to several new
ideas that are needed to obtain our results.

We mention that our work, as well as all prior works mentioned above, require the receiver (a.k.a
the verifier) to hold a secret key sk which is needed to decode the prover’s message and obtain the
measurement output. We mention that the recent work of Bartusek et al. [BKNY23| considers the
public-verifiable setting, where decoding can be done publicly. They construct a publicly verifiable
measurement protocol in an oracle model, which is used as a building block in their obfuscation of
pseudo-deterministic quantum circuits.

So far we only focused on prior work where the verifier (and hence the communication) is
classical. We mention that recently Gunn et al. [GIMZ22| defined and constructed a quantum
commitment scheme to quantum states, where both parties are quantum. In their setting, the
quantum committer sends a quantum commitment to the receiver, and later opens by sending a
quantum opening. The receiver then applies some unitary operation to recover the committed
quantum state. This is in contrast to the classical setting where the receiver is classical and cannot
hope to recover the committed quantum state, and instead only obtains an opening in a particular
basis (standard or Hadamard). We mention that the quantum commitment scheme from [GJMZ22]
relies on very weak cryptographic assumptions, and in particular, ones that are implied by the
existence of one-way functions.

Finally, simultaneously and using different techniques from this work, a succinct argument sys-
tem for QMA based on the assumption of quantum Fully Homomorphic Encryption (qFHE) was
achieved by [MNZ24]. While both papers use common techniques from [BKL 22| to go from semi-
succinctness to full succinctness, the core techniques are essentially disjoint. In particular, [MNZ24]
does not use commitments to quantum states, but instead directly analyzes the soundness of the
KLVY |KLVY22| compilation of a particular semi-succinct two-prover interactive proof for QMA.
We leave it as an interesting open question for future work whether their result can yield an alternate
construction of our primitive of quantum commitments.

Roadmap We refer the reader to Section 2 for the high-level overview of our techniques, to
Section 3 for all the necessary preliminaries, to Section 5 for the formal definition of a succinct and
non-succinct commitment scheme, to Section 6 for the constructions, to Section 7 for the analysis,
and to Section 8 for the applications.

2 Technical Overview

In this section we describe the ideas behind our commitment schemes and their applications in more
depth yet still informally. Our first contribution is defining the notion of a classical commitment
scheme to quantum states. Let us start with the non-succinct version, and in particular the single-
qubit case. As mentioned in the introduction, such a commitment scheme consists of algorithms

(Gen, Commit, Open, Out)
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where Gen is a PPT algorithm that takes as input the security parameter 1* and outputs a pair of
keys (pk,sk); Commit is a QPT algorithm that takes as input a public key pk and a single-qubit
quantum state o and outputs a classical commitment string y and a post-commitment state p;
Open is a QPT algorithm that takes as input the post-commitment state p and a bit b € {0,1},
where b = 0 corresponds to a standard basis opening and b = 1 corresponds to a Hadamard basis
opening, and outputs a classical opening z; and Out is a polynomial-time algorithm that takes as
input the secret key sk, a commitment string y, a basis b € {0,1} and an opening z and it outputs
an element in {0,1, L}.

We require the scheme to satisfy a correctness and a binding property. The correctness property
is straightforward and was formalized in prior work [BKL22|. It is the binding property that is
tricky to formulate and achieve.

Defining Binding: the single qubit setting In the classical setting, the binding condition
asserts that for any poly-size algorithm Commit* that generates a commitment y (to some classical
string), and for every poly-size algorithms Open] and Open3, the probability that they successfully
open to different strings is negligible. In the quantum setting the analogous property is the following:
For any QPT algorithm Commit* that generates a commitment y (to a quantum state), and for
QPT algorithms Open} and Openj (that are accepted with probability 1) and every basis choice
b € {0,1}, the output distributions of Open] and Open; are statistically close or computationally
indistinguishable. This is indeed one of the properties we require.'’ But this property on its own
is not enough. We also need to ensure that the opening is consistent with some qubit. Namely, we
require that there exists a QPT extractor Ext such that for every QPT algorithm Open* (that is
accepted with probability 1), Ext given black-box access to Open™* can extract from Open™ a quantum
state T such that for every basis b € {0,1} the output of Open™ is computationally indistinguishable
from measuring 7 in basis b. We mention that this latter condition was formalized in [BKL 22| as
a security property from a measurement protocol.

We construct a commitment scheme that achieves the above two properties. However, to make
this definition meaningful we must consider opening algorithms that are accepted with probability
smaller than 1. Indeed, we consider opening algorithms that are accepted with probability 1 —§ and
obtain O(ﬂ)—indistinguishability in both the requirements above. We note that we can assume
that Open™ is accepted with probability 1 — 0 by repeating the commitment protocol €(1/§) times
(assuming the committer has many copies of the state they wish to commit to).

The multi-qubit setting So far we focused on the single-qubit setting. When generalizing
the definitions to the multi-qubit setting we distinguish between the non-succinct setting and the
succinct setting, starting with the former. The syntax can be generalized to the non-succinct multi-
qubit setting in a straightforward way by committing and opening qubit-by-qubit. Generalizing the
binding definition to the multi-qubit setting is a bit tricky. In particular, recall that we assumed
that Open™ is accepted with high probability when opening in both bases. As mentioned, this is a
reasonable assumption since we can require the committer to commit to its state many (2(1/4))
times, then open half of the commitments in the standard basis and half of them in the Hadamard

1 Jumping ahead, we note that our non-succinct commitment scheme achieves statistical closeness and our succinct
commitment scheme achieves computational indistinguishability. We mention that Mahadev’s scheme [Mahl8|, as
well as its successors [BKL122], do not satisfy this property since these schemes offer no binding on the Hadamard
basis.
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basis. If any of them are rejected then output L and otherwise, choose a random one that was
opened in the desired basis b and use that as the opening. Generalizing this to the ¢-qubit setting
must be done with care to avoid an exponential blowup in £. Clearly, we do not want to assume
that for every basis choice (by,...,b) € {0,1}¢, Open* successfully opens in this basis with high
probability, since we cannot enforce this without incurring an exponential blowup. Yet, in order
for our extractor to be successful, we need to ensure that Open® succeeds in opening each qubit
in each basis with high probability. To achieve this, without incurring an exponential blowup, we
require that Open™ succeeds with high probability to open all the qubits in the standard basis (i.e.,
succeeds with (by,...,bs) = (0,...,0)) and succeeds with high probability to open all the qubits in
the Hadamard basis (i.e., succeeds (b1,...,b¢) = (1,...,1)). This can achieved via repetitions, as
in the single qubit setting. Specifically, in this setting we ask 1/3 of the repetitions to be opened in
the 0 basis, 1/3 to be opened in the 1¢ basis, and the remaining 1/3 to be opened in the desired
(b1,...,be) basis. Jumping ahead, we note that the extractor Ext uses Open™ with basis (b,...,b)
to extract the state 7. We refer the reader to Definition 5.6 for the formal definition.

Our construction for the single qubit case We start by describing our commitment scheme in
the single-qubit case. Our starting point is Mahadev’s [Mah18] measurement protocol. Her protocol
is binding in the standard basis but offers no binding guarantees, and in fact fails to provide any
form of binding, when opening in the Hadamard basis. Moreover, in her protocol the opening basis
must be determined ahead of time and the public key pk used to compute the commitment string
depends on this basis. Specifically, her protocol uses a family of (noisy) trapdoor claw-free functions,
where functions can be generated either in an injective mode or in a two-to-one mode. The public
key of the commitment scheme consists of a public key corresponding to an injective function if the
verifier wishes to open in the standard basis, and corresponds to a two-to-one function if the verifier
wishes to open in the Hadamard basis.

We first notice that it is not necessary to determine the opening basis in the key generation
phase. In fact, we show that one can always use the two-to-one mode, irrespective of the basis
we wish to open in. Moreover, we show that this “dual mode” property is not needed altogether.
This observation is quite straightforward and was implicitly used in the analysis in prior work
[Vid20, BKL*22].

Our first instrumental idea is that we can obtain binding in both bases if we compose Mahadev’s
weak commitment twice! Namely, to commit to a state o, we first apply Mahadev’s measurement
protocol, denoted by Commityy, to obtain

(y,p) + Commity(pk, o).

As mentioned, this already guarantees binding when opening in the standard basis, but fails to
provide binding when opening in the Hadamard basis. To fix this we make use of the fact that
Mahadev’s measurement protocol has the property that the Open algorithm always measures the
post-commitment state in either the standard basis or the Hadamard basis. We apply to the post-
commitment state p the unitary that computes Hadamard opening Open(-, 1), which is simply the
Hadamard unitary H®("t1) where n+1 is the number of qubits in p (n being the security parameter
associated with the underlying NTCF family), and we commit to the resulting state. Namely, we
compute
p — H®"D[p] and (y',p") « Commity(pk', p'),
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where pk and pk’ are independent keys,'? and where throughout our paper we use the shorthand
Ulp] = UpU"

to denote the application of a unitary U to a mixed state p.

To open the commitment in the Hadamard basis, we just need to measure p’ in the standard
basis. Binding in the Hadamard basis follows from the fact that p’ was committed to via the classical
string y’, and from the fact that Mahadev’s measurement protocol provides binding in the standard
basis. However, it is no longer clear how to open in the standard basis, since the original post-
commitment state p is no longer available, and has been replaced with p”. Here we use the desired
property mentioned above, specifically, that algorithm Open generates a standard basis opening by
measuring the state in the standard basis, and generates a Hadamard basis opening by measuring
the state in the Hadamard basis. This implies that measuring p in the standard basis is equivalent
to measuring p’ in the Hadamard basis.

The reader may be concerned that we may have lost the binding in the standard basis, since
opening in the Hadamard basis is not protected. But this is not the case, since it is the commitment
string y that binds the standard basis measurement, and the commitment string y’ that binds the
Hadamard basis measurement.

Multi-qubit commitments One can use this single qubit commitment scheme to commit to an
£-qubit state, by committing qubit-by-qubit. This results with a long commitment string of size ¢ -
poly(A) and with a long public key, since the public key consists of £ public keys (pk, ..., pk,), where
each pk; is generated according to the single qubit scheme. As mentioned in the introduction, our
main goal is to construct a succinct commitment scheme. Following the blueprint of [BKL 22|, we
do this in two steps. We first construct a semi-succinct commitment scheme where the commitment
string is long, but the public-key is succinct. We then show how to convert the semi-succinct scheme
into a fully succinct one.

Semi-succinct commitments In our semi-succinct commitment scheme we generate a single
key pair (pk,sk) «— Gen(1) corresponding to the single-qubit scheme, and simply use pk to commit
to each and every one of the qubits. The question is whether this is sound. Let us first describe the
main issue that comes up when trying to prove soundness, and then we will show how we overcome it.
The issue is that our commitment scheme is privately verifiable, and thus a QPT algorithm Open™,
which produces an opening z, does not know the corresponding output bit m = Out(sk, y, b, z) since
sk is needed to compute m. Therefore, perhaps a malicious QPT algorithm Open* can generate
z in a way such that m leaks information about sk. In particular, perhaps Open* can generate ¢
openings zi, ..., 27y such that their corresponding outputs my, ..., my completely leak sk.

Recall that our binding property consists of two parts: The first asserts that for any QPT
algorithm Commit* that commits to an ¢-qubit state via a classical commitment string y, it holds
that for any two QPT opening algorithms Open] and Open3 and any basis choice (by,....by), the
output distributions produced by these two opening algorithms are (computationally or statistically)
close. In our construction we get statistical closeness, and hence the closeness holds even if sk is
leaked. Indeed, the proof of this property in the semi-succinct setting is the same as the proof in
the non-succinct setting. The issue is with the second part: Given sk, the distributions generated

12Using different and independent public keys pk and pk’ is important in our analysis.
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by Ext®P*" and Open* are no longer computationally indistinguishable. Diving deeper into our
scheme and its analysis, we note that the standard basis outputs produced by ExtOPe"" and Open*
are actually statistically close, and it is the Hadamard basis outputs that are only computationally
indistinguishable.

We next examine the leakage that the decoded messages mi,...,my may contain about the
secret key, and argue that even given this leakage, the Hadamard basis outputs produced by ExtOpen”
and Open™ remain computationally indistinguishable. To this end, we will need to use additional
properties about Mahadev’s measurement protocol, and thus recall it in Section 2.1 below. Jumping
ahead, we mention that one property that we rely on is the fact that in Mahadev’s protocol, Out
does not use the secret key when generating standard basis outputs (and the secret key is only used
to generate Hadamard basis outputs).

Recall that in our commitment scheme, the secret key consists of two parts, (sk,sk’), since we
apply Mahadev’s protocol twice (where sk is for a single qubit state and sk’ is for an (n + 1)-qubit
state). We mention that when opening in the standard basis, the output m can only leak information
about sk’. This is the case since to open in the standard basis, we first use sk’ to generate a standard
basis opening z for Mahadev’s protocol, and then use Mahadev’s Out algorithm to decode z, which
as mentioned above, can be done publicly without the secret key sk (since it is a standard basis
opening). Importantly, we show that the computational indistinguishability of the Hadamard basis
opening only relies on the fact that sk is secret, and does not rely on the secrecy of sk’. Thus,
the remaining problem, which is at the heart of the technical complication, is the leakage of the
Hadamard basis openings on sk. We note that in Mahadev’s protocol, the Hadamard basis openings
may leak the entire sk. What saves us in our setting is the fact that we tie the hands of the adversary
when opening in the Hadamard basis. To explain this in more detail we need to recall Mahadev’s
measurement protocol.

2.1 Mahadev’s measurement protocol

As mentioned, Mahadev’s measurement protocol [Mahl8] uses a noisy TCF family.!> In this
overview, for the sake of simplicity, we describe her scheme assuming we have a noiseless TCF
family, which is a function family associated with algorithms

(GenTCF, Evalycr, InvertTCF)

where Gentcr is a PPT algorithm that takes as input the security parameter 1* and outputs a key
pair (pk,sk); Eval is a poly-time deterministic algorithm that takes as input the public key pk, and
a pair (b,x) where b € {0,1} is a bit and x € {0,1}" (where n = poly(\)), and outputs a value y,
and Eval(pk, -) is a two-to-one function where every y in the image has exactly two preimages of the
form (0,xp) and (1,x;); Inverttcr takes as input the secret key sk and an element y in the image
and it outputs the two preimages ((0,xo), (1,%1)).

In what follows we show how Mahadev uses a TCF family to construct a measurement protocol.
The following protocol slightly differs from Mahadev’s scheme, and in particular the basis choice
is not determined during the key generation algorithm. The measurement protocol consists of
algorithms (Gen, Commit, Open, Out) defined as follows:

e Gen is identical to Gentcr; it takes as input the security parameter 1* and outputs a key pair
(pk, sk).

13 As mentioned above, her work, as well as followup works, use a dual-mode TCF family; we avoid this technicality.
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e Commit takes as input pk and a single-qubit pure state |¢)) = ag |0) + a1 |1) and generates
[4") = a0 |0, 20) + a1 |1, 21)
such that Eval(pk, (0,x¢)) = Eval(pk, (1,x1)) =y, and outputs y as the commitment string.

e Open takes as input the post-committed state |¢') and a basis b € {0,1}; if b = 0 it returns
the outcome z of measuring [¢)') in the standard basis, which is of the form (b,z3), and if
b =1 it returns the outcome z of measuring |¢') in the Hadamard basis.

e Out takes as input (sk,y,b,z), and if b = 0 it checks that Eval(pk,z) = y and if this is the
case it outputs the first bit of z, and otherwise it outputs L. If b = 1 if outputs z- (1, x¢ ®x1)

where ((0,%0), (1,x1)) = Invertrce(y).

Note that Mahadev’s measurement protocol is not fully binding. The issue is that a cheating prover
can produce any opening in the Hadamard basis, and will never be rejected. For instance, a cheating
prover could commit to |+) honestly, apply a Z to the first qubit of the post-commitment state,
and then open to |—).

2.2  Our Single-Qubit Commitment Scheme

We convert Mahadev’s protocol into a binding commitment scheme by adding another step to
the commitment algorithm, as described in the beginning of Section 2. More specifically, our
commitment scheme consists of algorithms (Gen, Commit, Open, Out) defined as follows:

e Gen(1*) generates n + 2 TCF keys (Pk;,ski)icfo,1,...n+1}, Where each (pk;,sk;) < Gentcp(1Y),
and outputs pk = (pkg, pky, ..., pk, 1) and sk = (sko, pky, ..., sky41).

e Commit(pk, 1)) operates as follows:

1. Parse pk = (pkg, pky, ..., Pk, 1)-
2. Apply Mahadev’s measurement protocol to commit to 1)) = ag|0) + a1 |1) w.r.t. pke;
i.e., generate
[4") = a0 |0, 20) + a1 |1, 21)
such that Eval(pkg, (0,x0)) = Eval(pkg, (1,x1)) = yo.

3. Compute
HE D gy = N Bald),

de{0,1}n+1

4. Use Mahadev’s measurement protocol to commit qubit-by-qubit to the above (n + 1)-
qubit state, w.r.t. public keys pky, ..., pk, | to obtain the state

> Bald) x4,

def{0,1}n+1

/
Xn+1:dn+l >

and strings y1,...,¥n+1 such that for every i € [n + 1],

Eval(pkia (07X;,O)) - Eval(pkiv (LX;,l)) =Y
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5. Output (yo,¥1,---,¥Yn+1), and (for simplicity) rearrange the post-commitment state to

be
Z /Bd}dlaxlljd1>'~

def{o,1}n+1

/
dnt, Xn+1,dpi1 >

e Open takes as input the post-commitment state p and a basis b € {0,1}. If b = 1 (corre-
sponding to opening in the Hadarmard basis) then it outputs the measurement of the state p
in the standard. If b = 0 (corresponding to opening in the stanadard basis) then it outputs
the measurement of the state p in the Hadamard basis.

e Out takes as input the secret key sk = (sko,ski,...,sknp4+1), a commitment string y =
(Y0,¥1,---,¥n+1), & basis b € {0,1} and an opening string z € {0, 1}("“)2 and does the
following;:

1. If b =1 then parse
7 = (d1> Xll,dl’ e ,dn+17 Xll,dl)
and check that for every i € [n + 1] it holds that
yi = Eval(pk;, (di, x; 4,))-

If all these checks pass then output d - (1,x¢ @ x1), where ((0,x), (1,x1)) = Invert(skoyo).
Otherwise, output L.

2. If b = 0 then parse z = (21, ...,%,+1), and for every i € [n + 1] compute
((O7X;,0)7 (l,xg’l)) = Invert(sk;,y;) and m; = z; - (l,X;p & X;,1)

If Eval(pkg, (m1,...,mit1)) = yo then output m;, and otherwise output L.

Analyzing the leakage. We next analyze the leakage that a cheating QPT algorithm Commit*
and a cheating QPT algorithm Open®™ obtain by, given pk = (pkg, pky,...,pk, 1), generating a

commitment string y = (y1,...,yr), where each y; = (y:0,¥i1,--.,Yint1),  basis (b, ..., br) and
an opening z = (21, ...,2¢), and obtaining outputs m; = Out(sk,y;, b;, z;) for every i € [¢]. Denote
by

I'={i: =0} and J={i: b =1}

We distinguish between the leakage obtained from {m;};c; and that obtained from {m;};cs. As
mentioned above, {m;};c; only leaks information about sky,...,sky,1, since sky is not used when
computing {m;}. p,—0. For i € J, it holds that

mi =d; - (1,x;0 ®x41) where ((0,%;0), (1,%;,1)) = Invertrcr(sko, ¥i,0),

where z; = (di1, %] 4,5 - > din+1, X;,n+1,dn+1)' This may leak information about skg. In particular,
if we use the underlying (noisy) TCF family from [BCM™18|, along with an adversarially chosen
d = (dy,...,dy) then {m;};c; may leak part of the secret key which breaks the indistinguishability
between the output produced by Open* and ExtOPen” .

We get around this problem by arguing that in our scheme if z is accepted then it must be the
case that “the important” bits of d have min-entropy w(log A).'* For this we rely on the fact that the

14We emphasize that this is not the case for Mahadev’s scheme, since in her scheme every Hadamard opening d is
accepted.

17



underlying TCF family has the adaptive hardcore bit property, which the (noisy) TCF family from
[BCM ™ 18| was proven to have under the LWE assumption. We actually need the stronger condition
that “the importants” bits of d have min-entropy w(log A) even given some auxiliary input (which
comes into play due to the fact that we are opening many qubits). We prove this for the specific
NTCF family from [BCM™18]. Specifically, we prove that under the LWE assumption, the NTCF
family from [BCM ™ 18] has a property which we refer to as the distributional strong adaptive hardcore
bit property. We argue that this property, together with the min-entropy property of d, implies that
the leakage obtained from d; - (x;0 @ X;,1) is benign and does not break the indistinguishability
between the output produced by Open* and ExtOpen”.

In more detail, for Mahadev’s measurement protocol, the proof that the Hadamard outputs
of ExtOP*"" and Open* are computationally indistinguishable relies on the adaptive hardcore bit
property, which states that for every QPT adversary A,

Pr{A(pK) = (b, x5, d, d - (1, %0 & x1))] < % + negl(\)

where ((0,%0), (1,x1)) = Invert(sk, Eval(pk, b,x3)). We need to argue that this holds even if A gets
as auxiliary input a bunch of elements of the form

(bi, Xip,,di - (1,%50 B X41))-

While in general this is not true, we prove that it is true for the (noisy) TCF family from [BBCM93],
if each d; has w(log \) min-entropy (even conditioned on (dy,...,d;—1)), under the LWE assumption.

2.3 Swuccinct commitments

As mentioned in the introduction, our main result is a succinct commitment scheme, where Commit
commits to an ¢-qubit state by generating a succinct classical commitment string that consists of
only poly(A) many bits, and Open generates an opening to any qubit ¢ € [¢] in any basis b € {0, 1},
where the opening consists of only poly(A) many bits. Importantly, the guarantee we provide is
that even if Open® only opens to a few qubits, we should still be able to extract the entire ¢-qubit
quantum state from Open*.'” This seems impossible to do, since how can we extract information
about qubits that were never opened? Indeed, to achieve this we need to change the syntax.

We add to the syntax an interactive test phase. Similar to the test round in Mahadev’s protocol,
our test phase is executed with probability 1/2, and if it is executed then after the test phase the
protocol is terminated and the opening phase is never run. This is the case since the test phase
destroys the quantum state. Importantly, we allow the test phase to be interactive. It is this
interaction that allows us to extract a long ¢-qubit state from Open®. Loosely speaking, in this
test phase, we choose at random b < {0,1} and ask the prover to provide an opening to all the
(-qubits in basis b*. To ensure that the protocol remains succinct, we ask for the openings to be
sent in a succinct manner, using a Merkle hash. Then the prover and verifier engage in a succinct
interactive argument where the prover proves knowledge of the committed openings. For this we
use Kilian’s protocol and the fact that it is a proof-of-knowledge even in the post-quantum setting
[CMSZ21, VZ21|. Then the verifier sends the prover the secret key sk and the prover and verifier
engage in a succinct interactive argument where the prover proves that the committed openings are
accepted (w.r.t. sk). This is also done using the Kilian protocol.

15This guarantee is important for our applications, as we will see in Section 2.4.
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In addition, we allow the commit phase to be interactive. This allows Commit to first generate
a non-succinct commitment y, and send its Merkle hash, denoted by rt. Then the committer can
run a succinct proof-of-knowledge interactive argument, to prove knowledge of a preimage of y.
Importantly, the proof-of-knowledge must be state-preserving, which means that we can extract
y without destroying the state. Such a state-preserving proof-of-knowledge protocol was recently
constructed in [LMS22|. This interactive commitment phase allows us to reduce the binding of the
succinct commitment scheme to that of the semi-succinct one. This part of the analysis is similar
to [BKL122].

2.4 Applications

We construct a succinct interactive argument for QMA and a compiler that converts any X/Z PCP
into a succinct interactive argument, both under the LWE assumption. For simplicity we do not
use our succinct commitment scheme to construct these succinct interactive arguments. Rather we
use our semi-succinct commitment scheme to construct a semi-succinct interactive argument. We
then rely on a black-box transformation from [BKL™22| which shows a generic transformation for
converting any semi-succinct interactive argument for QMA into a fully succinct one.'©

Compiling an X/Z PCP into a semi-succinct interactive argument Our compiler uses
a succinct commitment in a straightforward way. The succinct interactive argument proceeds as
follows:

1. The verifier generates a key pair (pk,sk) < Gen(1%) corresponding to the underlying semi-
succinct commitment scheme.

2. The prover commits to the X/Z PCP |r) by generating a classical commitment string y <
Commit(pk, |7)). It sends y to the verifier.

3. With probability 1/2 the verifier behaves as the PCP verifier and chooses small set of indices
(1,...,ix) along with basis choices (b1, ...,bx); with probability 1/2 the verifier chooses a
random b <— {0, 1} and sends b to the prover.

4. If the prover receives a bit b then it opens the entire PCP in the standard basis if b = 0 and
in the Hadamard basis if b = 1. Otherwise, if the prover receives a set of indices (i1, ..., i)
along with basis choices (b1, ..., bx) then the prover opens these locations in the desired basis.

Completeness follows immediately from the completeness of the underlying semi-succinct commit-
ment scheme. To argue soundness, fix a cheating prover P* that is accepted with high probability.
We rely on the soundness property of the underlying commitment scheme to argue that there exists
a QPT extractor that extracts a state |7*) from P*, such that on a random challenge produced by
the PCP verifier (for which P* succeeds in opening with high probability), the output of P* is close
to the the outcome obtained by measuring |7*) directly, which implies that |7*) is an X/Z PCP
that is accepted with high probability, implying that the soundness property holds.

We mention that this transformation was used (in a non-black-box way to convert our semi-succinct commitment
scheme into a succinct one.
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Semi-succinct interactive argument for QMA To obtain a semi-succinct argument, we follow
the blueprint of Mahadev [Mah18|. Namely, we first convert the QMA witness into one that can
be verified by measuring only in the X/Z basis. For this we rely on a result due to Fitzsimons,
Hajdusek, and Morimae [FHM18| which shows how to convert multiple copies of the QMA witness
into an f-qubit state |7) that can be verified by measuring it only in the X/Z basis. Importantly,
this state can be verified by measuring it in a random basis (b1, ..., b) < {0,1}. Armed with this
tool, the semi-succinct interactive argument proceeds as follows:

1. The verifier generates a key pair (pk,sk) corresponding to the underlying semi-succinet com-
mitment scheme.

2. The prover converts its (multiple copies) of the QMA witness into a state |7) by relying on
the [FHM18]| result, and computes y < Commit(pk, |7)).

3. With probability 1/2 the verifier chooses at random a seed s € {0,1}* and sends s to the
prover, and with probability 1/2 the verifier chooses a random b <— {0, 1} and sends b to the
prover.

4. If the prover receives a bit b then it sends the opening of the commitment in the basis b¢. If
it receives a seed s then it uses a pseudorandom generator to deterministically expand s to a
pseudorandom string (b1, . .., by) and sends an opening of the commitment in basis (b1, ..., by).

5. The verifier uses its secret key to compute the output corresponding to this opening. If any
of the openings are rejected it rejects. Otherwise, in the case that it sent a seed, it accepts if
the verifier from [FHM18| would have accepted.

To argue soundness, fix a cheating prover P* that is accepted with high probability. We first
rely on the soundness property of the underlying commitment scheme to argue that the QPT
extractor extracts a state |7*) from P*, such that for any choice of basis b = (b1,...,by) for
which P* succeeds in opening with high probability, the output corresponding to these openings
are computationally indistinguishable from measuring |7*) in basis b. By the soundness of the
underlying scheme [FHM18| we note that for a random basis (b, . .., by), the state would be rejected
with high probability. Hence it must also be the case if the basis is pseudorandom, as otherwise one
can distinguish a pseudorandom string from a truly random one.

3 Preliminaries

Notations. For any random variables A and B (classical variables or quantum states), we use
the notation A = B to denote that A and B are identically distributed, and use A = B to denote
that A and B are e-close, where closeness is measured with respect to total variation distance for
classical variables, trace distance for mixed quantum states, and || - |2 distance for pure quantum
states. For every two ensemble of distributions A = { A} en and B = {B)}aen we use the notation
A ~ B to denote that A and B are computationally indistinguishable, i.e., for every polynomial
size distinguisher D there exists an negligible function p = p(A) such that for every A € N,
| Pr[D(a) = 1] — Pr[D(b) = 1]| < u(})
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where the probabilities are over a «— Ay and b « B). For every ¢ = ¢(\) € [0,1), we use the
notation A ~ B to denote that for every polynomial size distinguisher D and for every A € N,

| Pr[D(a) = 1] - Pr[D(b) = 1]| < e(N)

where the probabilities are over a < Ay and b < B).
For any random variable A, we denote by Supp(A) the support of A; i.e.,

Supp(A) = {a : Pr[A = a] > 0}.

We denote strings in {0, 1}* by bold lower case letters, such as x. We let PPT denote probabilistic
polynomial time, QPT denote probabilistic quantum polynomial time, and QPT denote quantum
polynomial time.

Let H be a complex Hilbert space of finite dimension 2. Thus, H ~ C?" where C denotes
the complex numbers. A pure n-qubit quantum state is a unit vector |¥) € H. Namely, it can be
written as

’W> - Z abl"“»bn ‘bl, A 7bn>

brybne{0,1}
where {[b1,...,bn)}p,, . b.ef0,1} forms an orthonormal basis of H, and where ay, s, € C satisfy
2
Z |ab17-“7bn’ = ]"
bl,...,b"E{O,l}

We refer to n as the number of qubits in |¥). We sometimes divide the registers of |¥) into named
registers. We often denote these registers by calligraphic upper-case letters, such as A and B, in
which case we also divide the Hilbert space into H = H 4 ® Hp, so that each quantum state |¥) is
a linear combination of quantum states |V 4) ® |[¥g) € Ha @ Hp.!” We denote by

(W) 4 = Trp(|¥) (¥]) € Ha,
where Trp is the linear operator defined by
Trp(|Wa) (Yal @ [Wp) (Us]) = [Wa) (Pl - Tr([¥5) (¥5]),

where Tr is the trace operator.

Let D(H) denote the set of all positive semidefinite operators on H with trace 1. A mixed state
is an operator p € D(H), and is often called a density matriz. We denote by

Ule] = UcU'.
For any binary observable O and bit b € {0,1} we let IIp p[o] denote the unnormalized projection
of o to the state that has value b when measured in the O-basis. Namely,
Mo lo] = Mo oll) .
We let X and Z denote the Pauli matrices:

(o) 220 4)

For any single qubit register A, we denote by X 4 (respectively, Z4) the unitary that applies the
Pauli X (respectively, Z) unitary to the A register of a given quantum state and applies the identity
unitary to all other registers.

1"We sometimes give registers names that correspond to their purpose, such as a coin register or an open register.
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3.1 Quantum information facts
We use the following infant version of the gentle measurement lemma.

Lemma 3.1. Let |¢) be a pure state and I be a projector such that (|Il|yp) = 1 —e. Then
L jp) — 1) [l2 = Ve,

Proof. Calculate:
T }p) = |9) |15 =1 = (| T |¢) =e.

We also use the following version for mixed states.

Lemma 3.2. Let p be a mized state and II be a projector such that Tr[Ilp] = 1 —e. Then %Hp —
][ < Ve

Proof. This is Lemma 9.4.2 of [Will1]. O

Lemma 3.3. Suppose 1) 4pc and |[12) spo are pure states with A being a single-qubit register,
and U is a unitary acting on register B. Let CUap denote the controlled version of U, with A being
the control system and B the target. Then

|CUAB ® Io(|¢1) — |2)ll2 = |24 © Ipc ([¢1) = [P2))ll2,

where Z is the Pauli Z operator.

Proof. In the following calculation we omit factors of identity that are clear from context.

ICUAB (1) = [w2))I3 = 1110} (014 ([1) — [32)) + [1) (1] 4 ® Ug(|9o1) — [v2)) |3
= 1110) {014 (1) = [w2))II3 + [[11) (1|4 @ Up(|91) — [¥2) 13
= 1110) {014 (1) = [w2))II3 + [[11) (14 @ U (|41) = [¥2)13
= [110) €0y (J2o1) = [2))II3 + I [1) (114 (1) = [2))II3
= 1110) {014 (1) = w2)) = 1) (114 (1) — |2))I13

= [ Za(l41) — [2))l3-

3.2 Hash Family with Local Opening
A hash family with local opening consists of the following algorithms:

Gen(1?) — hk. This PPT algorithm takes as input a security parameter A (in unary) and outputs
a hash key hk.

Eval(hk,x) — rt. This deterministic poly-time algorithm takes as input a hash key hk and a string
x € {0,1}" and outputs a hash value (often referred to as hash root) rt € {0, 1}Poly(logN),

Open(hk,x,i) — (b,0). This deterministic poly-time algorithm takes as input a hash key hk, a

string x € {0,1}" and an index i € [N]. It outputs a bit b € {0,1} and an opening o €
{0, 1}poly(>\710g N)
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Ver(hk, rt,i,b,0) — 0/1. This deterministic poly-time algorithm takes as input a hash key hk, a
hash root rt, an index i € [N], a bit b € {0,1} and an opening o € {0, 1}Po(\logN) = 1t
outputs a bit indicating whether or not the opening is valid.

Definition 3.4. A hash family with local opening (Gen, Eval, Open, Ver) is required to satisfy the
following properties.

Opening completeness. For any A € N, any N = N(\) < 2*, any x = (x1,...,2,) € {0,1}V,
and any indez i € [N],

hk < Gen(1%),
rt = Eval(hk, x), =1 —negl(A).
(b,0) = Open(hk, x,1)

b:fL‘Z’

Pr A Ver(hk,rt,i,b,0) = 1

Computational binding w.r.t. opening. For any poly-size adversary A, there exists a negli-
gible function negl(-) such that for every A € N,

Ver(hk,rt,i,0,00) = 1 ~ hk + Gen()),

Pr A Ver(hk,rt,i,1,01) =1 °~ (1V,rt,i,00,01) < A(hk)

= negl(\).

Theorem 3.5 (|[Mer88|). Assuming the existence of a collision resistant hash family there exists a
hash family with local opening (according to Definition 5.4).

Definition 3.6. A hash family with local opening (Gen, Eval, Open, Ver) is said to be collapsing if
any QPT adversary A wins in the following game with probability % + negl(\):

1. The challenger generates hk < Gen(1%) and sends pk to A.

2. A(hk) generates a classical value (rt,j) and a quantum state o.

A sends (rt,j, o) to the challenger.
3. The challenger does the following:

(a) Apply in superposition the algorithm Ver(hk,rt,j,-,-) to o, and measure the output. If
the output is 0 then send L to A. Otherwise, denote the resulting state by o’

(b) Choose a random bit b < {0, 1}.
(c) If b= 0 then send o’ to A.
(d) If b =1 then measure o' in the standard basis and send the resulting state to A.

4. Upon receiving the quantum state (or the symbol L), A outputs a bit b/.
5. A wins if b/ =b

Theorem 3.7 (|[Unrl6, CMSZ21|). There exists a hash family with local opening that is collapsing
assuming the post-quantum hardness of LWE.
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3.3 Noisy Trapdoor Claw-Free Functions

In what follows we define the notion of a noisy trapdoor claw-free function family. This notion is
simpler than the notion of a dual-mode noisy trapdoor claw-free function family which was used for
certifiable randomness generation in [BCM ™ 18] and by Mahadev [Mah18] in her classical verification
protocol for QMA.. This simpler notion suffices for our work.'®

Definition 3.8. A noisy trapdoor claw-free function (NTCF) family is described by PPT algorithms
(Gen, Eval, Invert, Check, Good) with the following syntax:

Gen(1*) — (pk,sk). This PPT key generation algorithm takes as input a security parameter X (in
unary) and outputs a public key pk and a secret key sk.

We denote by Dpk the domain of the (randomized) function defined by pk, and assume for
simplicity that Dpy is an efficiently verifiable and samplable subset of {0, 1}"()‘). We denote by
Rpk the range of this (randomized) function.

Eval(pk,b,x) — y. This PPT algorithm takes as input a public key pk, a bit b € {0,1} and an
element x € Dpk, and outputs a stringy distributed according to some distribution X = Xpk,bx-

Invert(sk,y) — ((0,%0), (1,x1)). This deterministic polynomial time algorithm takes as input a se-
cret key sk, and an element y in the range Ry and outputs two pairs (0,xq) and (1,x1) with
P
Xp,X1 € Dpk; or L.

Check(pk, b,x,y) — 0/1. This deterministic poly-time algorithm takes as input a public key pk, a
bit b € {0,1}, an element x € Dy and an element'y € Ry and outputs a bit.

Good(xq,x1,d) — 0/1. This deterministic poly-time algorithm takes as input two domain elements
X0, X1 € Dpk and a string d € {0, 1}y**tL. It outputs a bit that characterizes membership in the
set:

Goody, x, := {d : Good(x¢,x1,d) = 1} (1)

We specify that Good(x¢,x1,d) ignores the first bit of d.

For the purpose of this work, we allow Good to output a vector (as opposed to a single bit)."?
Specifically, Good may output a vector in {0,1}* (for some k = k()\) € N) in which case we
define

Goody, x, := {d : Good(xq, x1,d) # 0F}.

We require that the following properties are satisfied.
1. Completeness:
(a) For all (pk,sk) € Supp(Gen(1%)), everyb € {0,1}, everyx € Dy, andy € Supp(Eval(pk, b, x)),
Invert(sk,y) = ((0,x0), (1,x1))

such that x, = x and y € Supp(Eval(pk, 5,x3)) for every 8 € {0,1}.

80ur formulation is from [BKLT22] (without the dual-mode requirement).
19We use this extension to analyze our succinct commitment scheme.
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(b) For all (pk,sk) € Supp(Gen(1*)), there exists a perfect matching Mpx C Dok X Dpk such
that Eval(pk, 0,x0) = Eval(pk, 1,x1) if and only if (xo,%x1) € Mpk.

(¢) For all (pk,sk) € Supp(Gen(1%)), every b € {0,1} and every x € Dy,
Pr[Check(pk,b,x,y) =1] =1 (2)
if and only if y € Supp(Eval(pk, b,x)).

(d) For all (pk,sk) € Supp(Gen(1*)) and every pair of distinct domain elements xg,X1, the
density of Goody, x, is 1 — negl(\).

2. Efficient Range Superposition: For every (pk,sk) € Supp(Gen(1%)) and every b € {0,1},
there exists an efficient QPT algorithm to prepare a state |pp) such that:

(3)

|p) = 75 ppk (b x,y) %) |y)
P XEDpk
YERpk

for some negligible function u(-). Here, ppk(b,x,y) denotes the probability density of y in the
distribution Eval(pk, b,x).

3. Adaptive Hardcore Bit: For every QPT adversary A there exists a negligible function
such that for every A € N,

1
Pr[A(pk) = (y,b,x,d,v) : Check(pk,b,x,y) =1 A d € Goodx,x; A d-(1,x0®x1)=1v]< 5t (),

where the probability is over (pk,sk) < Gen(1), and where ((0,%0), (1,%1)) = Invert(sk,y).
Claim 3.9. [BCM" 18] There exists a NTCF family assuming the post-quantum hardness of LWE.
In this work we rely on the fact that every NTCF family is collapsing, as defined below.?’

Definition 3.10. A NTCF family (Gen, Eval, Invert, Check, Good) is said to be collapsing if any QPT
adversary A wins in the following game with probability % + negl(\):

1. The challenger generates (pk,sk) < Gen(1*) and sends pk to A.
2. A(pk) generates a classical value 'y € Ry and an (n(X\) + 1)-qubit quantum state o = o5 z,
where the S register contains a single qubit and the Z register contains n(\) many qubits.

A sends (y, o) to the challenger.
8. The challenger does the following:

(a) Apply in superposition the algorithm Check to o, w.r.t. public key pk and the image string
y, and measure the bit indicating whether the output of Check is 1. If the output does
not equal 1, send L to A. Otherwise, denote the resulting state by o’

(b) Choose a random bit b < {0,1}.
(¢) If b =0 then it send o’ to A.

29This definition is similar to Definition 3.6 adapted to a NTCF family.
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(d) If b = 1 then measure the S register of o’ in the standard basis and send the resulting
state to A.

4. Upon receiving the quantum state (or the symbol L), A outputs a bit V.
5. A wins if V¥ =b

Remark 3.11. An equivalent definition of collapsing is obtained by replacing Item S3d with the
following: If b =1 then send to A the state Zs[o']. In this work we use both of these formulations,
since it is sometimes easter to work with one and other times with the other.

Claim 3.12. [Unr16] Every NTCF family is collapsing.

In what follows we define an extension of the collapsing property and argue that any NTCF
family satisfies it. This extension may appear to be unnatural, but we make use of it when proving
the binding property of our commitment schemes.

Claim 3.13. For every polynomial £ = £(X), every NTCF family (Gen, Eval, Invert, Check, Good) is
L-extended collapsing, where the £-extended collapsing definition asserts that every QPT adversary
A wins in the following extended collapsing game with probability % + negl(\):

1. The challenger generates £ independent public keys pky, . .. pk, < Gen(1*) and sends (pky, . . ., pky)
to A.

2. A(pky, ..., pky) generates a subset J C [¢], classical values {y;};jcs where eachy; € Rpk,, and
a |[J] - (n(A) + 1)-qubit quantum state o = 0s; z,},.,, where each register S; consists of a
single qubit and each register Z; consists of n(\)-qubits.

A sends (J,{y;}jers, o) to the challenger.
3. The challenger does the following:

(a) For every j € J apply in superposition the algorithm Check to the (S;, Z;) registers of o
w.r.t. pk; and y;, and check that the output is 1. If this is not the case send L to A.

(b) Otherwise, choose a random bit b < {0,1} and measure the registers {S;}jcy in the
standard basis if and only if b= 1.

(c) Send the resulting state to A.
4. Upon receiving a quantum state (or the symbol L), A outputs a bit b'.
5. A wins if b/ =b

Claim 3.13 follows from Claim 3.12 together with a straightforward hybrid argument.

4 The Distributional Strong Adaptive Hardcore Bit Property

The binding property of our succinct commitment scheme relies on a variant of the adaptive hardcore
bit property, which we define next.
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Definition 4.1. A NTCF family (Gen, Eval, Invert, Check, Good) is said to have the distributional
strong adaptive hardcore bit property if there exists a QPT algorithms A and C such that the
following holds: A takes as input pk and a quantum state o, and outputs a tuple (y,b,x,p) such
that Check(pk,b,x,y) = 1 and p is a state containing at least n + 1 qubits. Denote by Op the
registers containing the first n + 1 qubits, and denote by Oy all other registers. C takes as input
the state po, and outputs aux <— C(pp,). Denote by paux the post measurement state, and assume
that p satisfies that with overwhelming probability over aux, for every d’ € {0,1}* the probability
of measuring registers O1 of paux in the standard basis and obtaining d € {0,1}"*! such that
Good(d, x¢,x1) = d’ is negligible in \. Then

(Pk7y7X0 ©® X1, d- (]-aXO ©® Xl)’ aux) ~ (pk7y7X0 S X1, U? aux) (4)

where (pk,sk) < Gen(1Y), (y,b,x,p) + A(pk,a), ((0,%0), (1,x1)) = Invert(sk,y), (aux, paux) <
C(po,), d is obtained by measuring registers O1 of paux in the standard basis, and U is uniformly
distributed in {0,1}.

Moreover, there exists skpre, which is efficiently computable from sk, such that given (pk,y,b,xp)
and skpre one can efficiently compute x;_, such that if Check(pk,b,xp,y) = 1 then Check(pk,1 —
b,x1-4,y) = 1, and Equation (4) holds even if C takes as input skpre in addition to the state po,.

We argue that the NTCF from [BCM™18|, defined below, satisfies the distributional strong
adaptive hardcore bit property (under LWE).

The NTCF family from [BCM'18] The NTCF family from [BCM™18] is a lattice based con-
struction and makes use of the following theorem from [MP11].

Theorem 4.2 (Theorem 5.1 in [MP11]). Let n,m > 1 and ¢ > 2 be such that m = Q(nlogq). There
is an efficient randomized algorithm TrapGenyp (1™, 1™, q) that returns a matriz A € Zy'™" together
with a trapdoor ta € Zy' such that the distribution of A s negligibly (in n) close to the uniform
distribution. Moreover, there is an efficient algorithm Invertyp that, on input (A, t, A-s+e), where
lle|| < #\/m and where C' is a universal constant, returns s and e with overwhelming probability

over (A,ta) < TrapGenyp(1™,1™, q).

The NTCF family (Gen, Eval, Invert, Check, Good) from [BCM™ 18] is defined as follows:
e Gen(1") is associated with the following:

— Prime ¢ < 2* of size super-polynomial in .

— n = n(\) and m = m(\), both polynomially bounded functions of A, such that m >
nlogq and n > A.

— Two error distributions x, X’ over Z,, that are associated with bounds B, B’ € N such
that:

1.

negl(\).
Precm[|le|| > B] = negl(A).
Prerym[|l€/|| > B'] = negl()).

e =¢€ +e, fore« " and & «+ (/)™

B
B’
Bl

IA

, where C' is the universal constant from Theorem 4.2.

AN R
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It does the following:

1. Generate (A,ta) < TrapGenyp(17™,17, q).
2. Choose a random bit string s <— {0,1}" and a random error vector e < x".
3. Letu=A-s+e.
4. Output pk = (A,u) and sk = (A, u,ta).
e Eval(pk,b,-) is a function with domain Z7 and range Zj'. Eval(pk,b,x) parses pk = (A, u),

samples € «+ (x/)™, and outputs y = Ax + bu + € (where all the operations are done
modulo q).

Equivalently, we think of Eval(pk,b,-) as a function with domain {0,1}% for w = n - [logq],
where each element x € Zy is matched to its bit decomposition. Namely, denote by

T Zp = {0, 1}

the bit decomposition function where each element in Z, is converted to its bit decomposition
in {0,1}/°e4] We think Eval as taking as input an element z € {0,1}*, computing x =
J(z) € 22,21 and then applying Eval(pk, b, x).

Remark 4.3. We note the change in notation: In the definition of a NTCF family, we denoted
the input length by n, and here we denote it by w.

e Invert(sk,y) does the following:

1. Parse sk = (A,u,ta).

2. Compute Invertyp(A,ta,y) =x

3. If ly — A -x|| <2y/m- B’ then output ((0,J(x)), (1, J(x —8))).
4. Otherwise, output ((0,J(x +s)), (1, J(x))).

e Check(pk, b, J(x),y) outputs 1 if and only if ||y — Ax — bu|| < 2{/m - B'.
e Good(J(xp), J(x1),d) outputs d’ € {0,1}" such that
d-(1,J(x0) ® J(x1)) = d s

where the inner product in both sides of the equation above is done modulo 2. The vector d’
is computed as follows, using the fact that x; = xg — s (where subtraction is modulo ¢) and
the fact that s € {0,1}".

1. Partition d € {0,1}**! into its first bit, denoted by dp, and the following n blocks, each
of size [log ¢], denoted by d[1],...,d[n] € {0,1}edl,
2. For every b € {0, 1}, partition J(x) into blocks J(xp.1), ..., J(Xpn), each of size [logq].
3. For every i € [n] let
d; = dli] - (J(x0,) ® J (%0, — 1)),

where - denotes inner product mod 2 and where xq; — 1 is done mod ¢

21J71:{0,1}" — Z7 is the function that breaks its input into n blocks of length [logq] each, and replaces each
such block (b1, ...,bogq1) With the element (Zl[:f 91p,-2°"1) mod ¢, which is an element in Z,.
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4. Output the string d’ € {0, 1}".

Note that
d-(1,J(x0) ® J(x1)) =dp+d -s mod 2.

Claim 4.4. The NTCF family from [BCM" 18] satisfies the distributional strong adaptive hardcore
bit property assuming the post-quantum hardness of LWE.

The proof of Claim 4.4 makes use of the following lemma from [BCM™18|.

Lemma 4.5. [BCM' 18] Let q be a prime, k,n > 1 integers, and C <+ Z’;X” a uniformly random
matriz. With probability at least 1 —¢* - 27§ over the choice of C the following holds for the fized C.
For all v € Z¥ and any distinct vectors A}, d € {0,1}"\{0"}, the distribution of (d}-s,d}-s), where
both inner produces are done mod 2 and where s < {0,1}" is uniform conditioned on Cs = v, is

within statistical distance O(q%k .20 ) of the uniform distribution over {0,1}2.

Remark 4.6. We note that [BCM™ 18] proved this lemma for a single vector d’ (as opposed to two
distinct ones). Their proof carries over to this setting as well, and we include it in Appendix B for
completeness.

Proof of Claim 4.4. We define skpye, corresponding to sk = (A, u,ta ), to be skpre = Invertyp (A, ta, u).
Thus skyre = s, where u = A - s+ e and e is a low norm vector.

Fix any QPT circuit C' and any QPT algorithm A that takes as input pk = (A, A -s+e) and a
quantum state o, and outputs a tuple (y, b, x, p), such that Check(pk,b,x,y) = 1 and p is a state
that has registers @1 and O, where O; contains w + 1 qubits, and with overwhelming probability
over aux < C(po,,s) it holds that the residual state paux satisfies that for every d’ € {0,1}" the
probability of measuring registers 07 of payx in the standard basis and obtaining d € {0, 1}**! such
that Good(d, xg,x1) = d’ is negligible in A.

We need to prove that

(pk,y, J(x0) ® J(x1),d - (1, J(x0) ® J(x1)),aux) ~ (pk,y, J(x0) ® J(x1), U, aux) (5)

where (pk,sk) < Gen(1%), (y,b,x,p,C) + A(pk, o), ((0,%0),(1,x1)) = Invert(sk,y), (d,aux) is
obtained by letting aux < C(pp,,s) and d is the outcome of measuring the O; registers of the
residual state paux in the standard basis, and U is uniformly distributed in {0, 1}.

To this end, we define an alternative algorithm @(IA), which is the same as Gen(1%) with the
only difference being that rather than choosing (A, ta) via the TrapGen algorithm, it chooses A to
be close to a low rank matrix. Specifically, @(ﬁ) does the following:

1. Let § = ¢/2 and let k = n?.

2. Sample (B,tg) <+ TrapGenyp(1¥, 1™, q).
3. Sample C « {0,1}**™ and N «+ y™*".
4. Let A=B-C+N.

5. Sample s < {0,1}" and e « x™.

6. Leti=A-s+te
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7. Output [/)K = (;‘;, u) and sk = (K, B, tg,s).

The LWE implies that A =~ A which in turn implies that

where

s < {0,1}" and e < x™.

~

eu=A steandu=A -s+e.

(v, b, %, p) = A(pk, o) for pk = (A, u).

).

°
=)

(¥,0.%,p) = A(pk, o) for pk = (A,
We next argue that
(A, 0y, J(x0) @ J(x1),d - (1,0 (x0) © J(x1)), aux) = (A, u,y, J(x0) © J(x1), U,aux) (7

where in the above equation, to avoid cluttering of notation, we omit some of the “hat” notation,
and denote by pk = (A, u) distributed according to Gen(1%), (y,b,x, p) < A(pk, o) for pk = (A, u),
X, = X, X]_p = X — (—1)s, and (d,aux) is obtained by measuring computing aux < C(po,,s)
and d is the outcome of measuring the O; registers of the residual state p,ux in the standard basis.
Equation (5) follows immediately from Equation (7), together with the fact that A =~ A and the
fact that the distributions in Equations (5) and (7) can be generated efficiently from A and :&,
respectively.
Let
d = GOOd(Xo,Xl, d) S {0, 1}”,

then by the definition of Good,
d-(1,J(x0) ® J(x1)) =dp ®d’ -s.
Therefore, to prove Equation (7) it suffices to prove that
(A, u,s,y,b,x,do,d - s,aux) ~ (A, u,s,y,b,x,dy, U, aux).

To prove the above equation it suffices to prove that with overwhelming probability over C Z’;X”

it holds that for every v € ZZ , for every distribution Dy, (that depends on v) that outputs (d’, po,)
such that with overwhelming probability d’ has min-entropy w(log \) given aux + C(po,,s),

(s,aux,d’ - s) = (s,aux, U), (8)

where s is sampled randomly from {0, 1}" conditioned on Cs = v. We note that the distribution
of d’ may not have min-entropy w(log A) (conditioned on aux) since it is generated w.r.t. A and not
w.r.t. A, and while A = A\, checking if a distribution has min-entropy cannot be done efficiently.
Nevertheless, the distribution Dy is indistinguishable from having min-entropy w(log A), and thus
it suffices to prove Equation (8). To this end, for every C € Z’; *™ and v € Zy consider the sets

S={xe{0,1}" : C(x)=v} and X ={0,1}"\{0"}
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and the hash function
h:S8xX—{0,1},

defined by
h(x,d’) =x-d" mod 2.

Lemma 4.5 implies that for all but negligible fraction of C and v it holds that h is 2-universal,
which together with the leftover hash lemma, implies that Equation (8) holds, as desired.
O

5 Classical Commitments to Quantum States

In this section we define the notion of a classical commitment to quantum states. Our definition is
stronger than the notion of a measurement protocol, originally considered in [Mahl8| and formally
defined in [BKL*22|,%% in several ways. First, the opening basis is not determined during the key
generation phase. Namely, the key generation algorithm, Gen, takes as input only the security
parameter (in unary), as opposed to taking both the security parameter and the opening basis. In
particular, the opening basis can be determined after the commitment phase, and can be chosen
adaptively based on any information that the parties have access to. Importantly, our binding
property is significantly stronger. It guarantees that for any QPT cheating committer C*.Commit
that commits to an ¢-qubit quantum state, there is a single extracted quantum state 7 such that
for any QPT algorithm C*.Open and any basis opening (b1, ...,by), where b; = 0 corresponds to

measuring the i'th qubit in the standard basis and b; = 1 corresponds to measuring it in the
Hadamard basis, the opening obtained by C*.Open(by,...,bs) is computationally indistinguishable
from measuring 7 in basis (by,...,by), assuming the opening of C*.Open is accepted. In contrast,

in the soundness guarantee of a weak commitment scheme, the extracted state 7 may depend
on C*.Open, which can be chosen adaptively after the commitment phase and hence is not truly
binding.??

5.1 Syntax

In what follows we define the syntax of a commitment scheme. We present two definitions. The
first is the syntax for a non-succinct commitment scheme, where the length of the commitment
string that commits to an /-qubit quantum state, grows polynomially with £. More specifically,
in this definition the length ¢ is determined in the key generation algorithm, and the run-time of
all the algorithms grow polynomially with ¢. In Section 5.1.1 we define the syntax for a succinct
commitment scheme, where the verifier’s run-time grows poly-logarithmically with £.

Definition 5.1. A (non-succinct) classical commitment scheme for quantum states is associated
with algorithms (Gen, Commit, Open, Ver, Out) and has the following syntax:

1. Gen is a PPT algorithm that takes as input a security parameter A and a length parameter
¢ (both in unary), and outputs a pair (pk,sk) < Gen(1*,1%), where pk is referred to as the
public key and sk is referred to as the secret key.

22We refer to this weaker notion as a “weak classical commitment,” and recall its definition in Appendix A (for
completeness).

2Indeed, the weak classical commitment scheme from [Mah18] is only binding in the standard basis, and offers no
binding guarantees when opening in the Hadamard basis.
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2. Commit is a QPT algorithm that takes as input a public key pk and an £-qubit quantum state o
and outputs a pair (y,p) < Commit(pk, o), where y is a classical string referred to as the
commitment string and p is a quantum state.

3. Open is a QPT algorithm that takes as input a quantum state p and a basis (by, ..., by) € {0,1}
(where bj = 0 corresponds to opening the j’th bit in the standard basis and bj = 1 corresponds
to opening it in the Hadamard basis). It outputs a pair (z, p") < Open(p, (b1,...,bs)), where
z is a classical string, referred to as the opening string, and p’ is the residual state (which is
sometimes omitted).

4. Ver is a polynomial time algorithm that takes a tuple (sk,y, (b1,...,be),2z), where sk is a
secret key, y is a commitment string (to the quantum state), (by,...,bs) € {0, 1}6 18 a string
specifying the opening basis, and z is an opening string. It outputs 0 (if z is not a valid
opening) and outputs 1 otherwise.

5. Out is a polynomial time algorithm that takes a tuple (sk,y, (b1,...,bs),z) (as above), and
outputs an £-bit string m < Out(sk,y, (b1,...,b¢),2).

The protocol associated with the tuple (Gen, Commit, Open, Ver, Out) is a two party protocol be-
tween a QPT committer C and a PPT werifier V and consists of two phases, COMMIT and OPEN.
During the COMMIT phase, V takes as input security parameter A and a length parameter £ and
C takes in an arbitrary quantum state o. During the OPEN phase, V takes as input a basis bit
(by,...,be) € {0,1}¢. The protocol proceeds as follows:

e COMMIT phase:

1. [C < V]: V samples (pk,sk) < Gen(1*,1%) and sends the public key pk to C.
2. [C = V]: C computes (y, p) + Commit(pk, o) and sends the commitment string y to V.

e OPEN phase:

1. [C « V]: V sends an opening basis (b1,...,by) to C.
2. [C— V]: C computes (z, p") < Open(p, (b1,...,bs)) and sends z to V.
3.

[V]: V checks that Ver(sk,y, (b1,...,b¢),z) = 1, and if so it outputs m < Out(sk,y, (b1, ...
as the decommitment. Otherwise, it outputs L.

Remark 5.2. One could define Open, Ver, Out to operate on one qubit at a time. Namely, one could
define Open to take as input a quantum state p an index j € [¢] and a basis b € {0,1}, and output a
pair (z, p') < Open(p, (j,b)), and define Ver and Out to take as input (sk,y, (4,0),2z) and output a
bit (indicating accept/reject for Ver and indicating an output bit for Out). Indeed, in our definition
of a succinct classical commitment to quantum state, stated in Section 5.1.1 below, Open, Ver and
Out operate on one qubit at a time. In addition, our constructions in Section 6 are defined where
Open, Ver and Out operate on one qubit at a time.

Note that in the syntax above the length of the public key pk as well as the length of the
commitment y grows with the number of qubits in the committed state (denoted by ¢). In this
work we also construct succinct commitments where the length of pk and the commitment y grow
only with the security parameter (and grow only poly-logarithmically with ¢). In what follows we
define the syntax of a succinct classical commitment scheme for multi-qubit quantum states.

32

7b€)7z)



5.1.1 Syntax for Succinct Commitments

The syntax of a succinct commitment is similar to that of a non-succinct commitment scheme
(defined above), with the following main differences:

1.

The key generation algorithm (Gen) takes as input only the security parameter A and does
not depend on the size ¢ of the committed quantum state.

This change ensures that the runtime of Gen does not grow with £.%*

. The opening algorithm (Open) opens one qubit at a time. Namely, it takes as input the post-

commitment quantum state p, a single index j € [¢] and a basis b € {0, 1}, and it outputs an
opening to the j'th qubit.

The reason for this change is that in some of our applications we commit to a long quantum
state but open only a small portion of it. For example, this is the case in our compilation of
a X/Z quantum PCP into a succinct argument (see Section 8).

. The succinct commitment has two additional components. The first is an interactive protocol

that verifies that the prover “knows” a non-succinct commitment string corresponding to this
succinct commitment. This protocol is referred to as Ver.Commit, and is a protocol between a
poly-time (classical) prover P and a PPT verifier VV.?° The second is a Test protocol that tests
that the committer can open all the qubits in a valid manner. We note that Test is executed
with probability 1/2, and if it is executed then Open is not executed (since Test destroys the
quantum state needed for the Open algorithm).?0

Formally a succinct commitment scheme for quantum states consists of

(Gen, Commit, Ver.Commit, Test, Open, Ver, Out)

such that

1.

Gen is a PPT algorithm that takes as the security parameter A (in unary) and outputs a pair
(pk, sk) < Gen(1%).

. Commit is a QPT algorithm that takes as input a public key pk and an /-qubit quantum state o

and outputs a tuple (rt,y, p) < Commit(pk, o), where rt is a succinct classical commitment
to o (of size poly(A,log¥)), y is its non-succinct counterpart, and p is the residual quantum
state.

Ver.Commit is an interactive protocol between a poly-time prover P with input (pk, rt,y) and
a PPT verifier V' with input (sk,rt). At the end of the protocol, V outputs a verdict bit in
{0,1}, corresponding to accept or reject (1 corresponding to accept and 0 corresponding to
reject). The communication complexity is poly(A,log#).

. Test is an interactive protocol between a QPT prover Prest with input (pk, rt,y, p) and a BPP

verifier Vet with input (sk, rt). At the end of the protocol, V' outputs a verdict bit in {0,1},
corresponding to accept or reject.

240ne could give Gen the parameter ¢ in binary, but our scheme does not require it.
25We note that since P is a classical algorithm the quantum state remains unchanged.
26This is also the case in the Test phase in Mahadev’s measurement protocol [Mah18].
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5. Open is a QPT algorithm that takes as input a quantum state p, an index j € [¢], and a
basis b; € {0,1} (where b; = 0 corresponds to measuring the j'th qubit in the standard
basis and b; = 1 corresponds to measuring it in the Hadamard basis). It outputs a pair
(z,p") < Open(p, (j,b;)), where z is a classical string of length poly(),log¢), referred to as
the opening string, and p’ is the residual state (which is sometimes omitted).

6. Ver is a polynomial time algorithm that takes a tuple (sk, rt, (j, b;), z), where sk is a secret key,
rt is a succinct classical commitment string to an ¢-qubit quantum state, j € [¢], b; € {0,1} is
a bit specifying the opening basis, and z is an opening string. It outputs 0 (if z is not a valid
opening) and outputs 1 otherwise.

7. Out is a polynomial time algorithm that takes a tuple (sk,rt,(j,b;),2), and outputs a bit
m < Out(sk, rt, (4, b;), 2).

Remark 5.3. We extend Ver and Out to take as input (sk,rt, (J,by),z) instead of (sk,rt, (j,b;),2),
where J C [f] and by € {0,1}V1, in which case the algorithms run with input (sk, rt, (4, bj),z) for
every j € J. We extend Open in a similar manner.

The succinct commitment protocol associated with the tuple
(Gen, Commit, Ver.Commit, Test, Open, Ver, Out)
is a two party protocol that consists of three phases, COMMIT, CHECK and OPEN, as follows:

e COMMIT phase:

1. [C + V]: V samples (pk,sk) < Gen(1*) and sends the public key pk to C.

2. [C = V]: C computes (rt,y, p) + Commit(pk,o) and sends the succinct commitment
string rt to V.

e CHECK phase:

1. Run Ver.Commit protocol between the prover P with input (pk,rt,y) and the verifier V'
with input (sk, rt). If V rejects then the commitment rt is rejected and the protocol ends.

2. Otherwise, choose at random ¢ < {0, 1}.

3. If ¢ =0 then go to the OPEN phase.

4. If ¢ = 1 then run the Test protocol, where the prover Preg takes as input (pk,rt,y, p)
and the verifier Vet takes as input (sk, rt). If Vet rejects then the commitment rt is
rejected and otherwise it is accepted. At the end of the Test protocol the commitment
protocol ends (the Open phase is not executed).

e OPEN phase:

1. [C < V]: V sends a subset J C [¢] and an opening basis by € {0,1}7I to C.
2. [C = V]: C computes (z, p') < Open(p, (J,by)) and sends z to V.
3.

[V]: V checks that Ver(sk,rt,(J,by),z) = 1, and if so outputs m <+ Out(sk, rt, (J,b),z)
as the decommitment bit. Otherwise, it outputs L.
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5.2 Properties

We require that a commitment scheme satisfies two properties, correctness and binding, defined
below.

5.2.1 Correctness

We define the correctness guarantee separately for the non-succinct and the succinct setting, starting
with the former.

Definition 5.4 (Correctness). A (non-succinct) classical commitment scheme is correct if for any
(-qubit quantum state o, and any basis b = (by,...,bs) € {0,1},

Real(1*, o, b) = o (b), 9)

where o(b) is the distribution obtained by measuring each qubit j of o in the basis specified by b;
(standard if b; = 0, Hadamard if b; = 1), and Real(1*,a,b) is the distribution resulting from the

following experiment:
1. Generate (pk,sk) < Gen(1*,17).
2. Generate (y, p) < Commit(pk, o).
3. Compute (z, p') < Open(p,b).
4. If Ver(sk,y,b,z) = 0 then output L.
5. Otherwise, output Out(sk,y, b, z).

Definition 5.5 (Succinct Correctness). A succinct classical commitment scheme is correct if for
any (-qubit quantum state o, any basis b = (by,...,by) € {0,1}, and any subset J C [{], the
following two conditions holds:

Real.—o(1*,0,J,by) = o(J,by) and Real.—1(1*,0,J,b;) =1 (10)

where:

e o(J,by) is the distribution obtained by measuring each qubit j € J of o in the basis specified
by bj (standard if bj = 0 and Hadamard if by =1).

e Real.—o(1*, o, J,by) is the distribution resulting from the following experiment:

1. Generate (pk,sk) < Gen(1%).
2. Generate (rt,y, p) < Commit(pk, o).

3. Run the protocol Ver.Commit between P with input (pk,rt,y) and V with input (sk,rt).
If V rejects then then output 1.

4. Otherwise, compute (z, p') < Open(p, (J,by)).
5. If Ver(sk, rt, (J,by),z) = 0 then output L.
6. Otherwise, output Out(sk, rt, (J,by),z).
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e Real.—1(1*, &,.J,by) is the distribution resulting from the following experiment:

1. Generate (pk,sk) < Gen(1?%).
2. Generate (rt,y, p) < Commit(pk, o).

3. Run the protocol Ver.Commit between P with input (pk,rt,y) and V with input (sk,rt).
If V rejects then then output 1.

4. Ezecute Test where the prover Prest takes as input (pk,rt,y, p) and the verifier Vyest takes
as input (sk, rt). If Vyest rejects then output L and if it accepts then output 1.

5.2.2 Binding

In what follows we define the binding condition. Intuitively, our binding guarantee is that a cheat-
ing committer cannot change the way they open based on any information they learn after the
commitment phase, and that the opening distribution is consistent with the distribution of a qubit.

For simplicity, we consider only cheating algorithms that are accepted with high probability.
This can be ensured by repetition. Namely, for every €,§ > 0 by repeating the commitment and

opening protocol O (%) times, if a cheating C* is accepted in all of executions with probability

at least € then a random execution is accepted with probability at least 1 — 4.
We first define the binding property for the (non-succinct) commitment and then define it for
the succinct commitment.

Definition 5.6 (Binding). A classical (non-succinct) commitment scheme to a multi-qubit quantum
state is said to be computationally binding if there exists a QPT oracle machine Ext such that for
any QPT algorithm C*.Commit, any poly(\)-size quantum state o, any polynomial £ = ¢(\), any
basis b = (b1,...,by), and any QPT algorithms C;.Open and C5.Open, for every i € {1,2}

RealC*.Commit,Cf.Open ()\,b, O') g IdealExt,C*,Commit,C;.Open()\’ b, O') (11)

and
RealC*,Commit,C’{.Open()\7b’o_) g ReaIC*_Commit,C;Open()\’b’a_) (12)

where n = O (\/5) and

5= E max  Pr[Ver(sk,y,b’, C;.Open(p,b’)) = 0]. (13)
(pk,sk)<Gen(1*,1%) ie{1,2},
(y,p)+C*.Commit(pk,o) b’€{b,0,1}

|C*-Commit,C*.0pen( \ 1y &) is defined as follows:

and where Rea
e (pk,sk) « Gen(1%,1%).
e (y,p) < C*.Commit(pk, o).
1. Compute (z, p') < C*.Open(p,b).
2. If Ver(sk,y,b,z) = 0 then output L.

3. Otherwise, let m = Out(sk,y,b,z).
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4. Output (pk,y,b, m).

|dealEXtC7-Commit.C*.0pen(\ 'y, &) s defined as follows:

~

(pk, sk) <— Gen(1*,17).

2. (y,p) < C.Commit(pk, o).

3. Let Top = Extc*'o"e”(sk,y, p).

4. Measure T4 in the basis b = (by,...,b;) to obtain m € {0,1}".
5. Output (pk,y,b, m).

Remark 5.7. Throughout this write-up to avoid cluttering of notation we omit the superscript
C*.Commit from

RealC*.Commit,C*.Open()\’b’ o) and IdeaIExt,C*.Commit,C*.Open(A,b70,),
and denote these by

Real“"OPe"(\ b,o) and Ideal®HC OPen(\ b o),
respectively.

Remark 5.8. We prove that our commitment scheme is sound with n < 10v/6. Note that § is a
bound on the probability that the openings of C;.Open are rejected not only on basis b, but also on
basis 0 and 1. We note that for Equation (12) we do not need to bound the probability that C}.Open
is rejected on basis 0 and basis 1, and indeed we do not bound these probabilities in the proof (see
Lemma 7.10). The reason we need to bound these probabilities to prove Equation (11) is that our
extractor uses the openings of C;.Open on basis 0 and 1 to extract the quantum state.

Remark 5.9. We mention that we prove a stronger condition than the one given in Equation (12).
This is done in Lemma 7.10. The strengthening is due to two reasons. First, we prove Equation (12)
by induction on £, and for the induction step to go through we need to strengthen the induction
hypothesis, and as a result we prove a stronger guarantee. Second, we allow the cheating algorithm
C*.Open to depend on a part of the secret key sk. This is needed to obtain our succinct interactive
argument for QMA in Section 8.1 and is needed for our applications in Section 8.

Definition 5.6 assumes that C*.Open opens all the qubits of the committed state. Indeed, we
use C*.Open to extract an ¢-qubit quantum state. In what follows we define the notion of binding
for a succinet commitment, where C*.Open may only open to a subset J C [¢] of the qubits, and
hence cannot be used to extract the entire state (as was done in Definition 5.6). While we can
extract a state consisting of |I| qubits from C*.Open, for our applications we will need to extract
the entire ¢-qubit state, even if C*.Open only opens to the qubits in J (without blowing up the
communication). This is precisely the purpose of the Ver.Commit protocol; instead of extracting
from C*.Open we extract from the (cheating) prover P* of the Ver.Commit protocol. We note that
even though Ver.Commit is a succinct protocol, its interactive nature will allow us to extract the
(non-succinct) ¢-qubit state from P*.
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Definition 5.10 (Succinct Binding). A succinct classical commitment scheme to a multi-qubit
quantum state is said to be computationally binding if there exists a QPT oracle machine Ext such
that for any QPT algorithm C*.Commit, any poly(\)-size quantum state o, any polynomial £ = £(\),
any QPT prover P* for the Ver.Commit protocol, any QPT prover Py, for the Test protocol, any
J C [f] and by = (b;)jes € {0,1}V] any € > 0, and any QPT algorithms Ct.Open and Cj.Open,
for every i € {1,2}

RealC*.Commit,P*,C;‘.Open ()\7 (J7 bJ), 0') é IdeaIExt,C*.Commit,P*,P{fest()\’ (J, bJ), o, 6) (14)

and
RealC*.Commit,PﬂCT.Open()\’ (J’ bJ), 0_) g ReaIC*.Commit,P*,Cg.Open()\’ (J, bJ), 0’) (15)

where Real® -Commit,P*.C*.0pen( \ (7 b ) &) is defined as follows:
1. Generate (pk, sk) < Gen(1?%).
2. Compute (rt, p) < C*.Commit(pk,o).”"

3. Compute the Ver.Commit protocol between P*(pk,rt,p) and V (sk,rt). If V rejects then out-
put L. Denote the resulting quantum state of P* at the end of this protocol by ppost->

Compute (z7,p') < C*.Open(ppost, (J,by)).
If Ver(sk, rt, (J,by),z5) = 0 then output L.

Otherwise, let mj = Out(sk, rt, (J,by),z).

XS v

OUtPUt (pka rt, (J7 bJ)u mJ)'

Let g be the probability that at the end of the protocol Ver.Commit the verifier rejects. Namely, dg
is the probability that Item 3 above outputs L. Denote by ppost the state of P* after the Ver.Commit
protocol. Let &, be the probability that the verifier Vyest(sk, rt) outputs L in the Test protocol when
interacting with P (pk,rt, ppost). Let

d= 'Il’féll};} Pr[Ver(sk,rt,bs,z;) =0] and z = C;.Open(ppost,b.s), (16)
€1,

7]:0<\/m> and C:O<\/m>+€~ (17)

IdealBXtC"-Commit.P% Prs (X (J, by), o, €) is defined as follows:

and let

1. Generate (pk,sk) < Gen(1%).
2. Compute (rt, p) < C*.Commit(pk, o).

3. Let A = Ext” Tes(sk, rt, p, 111/1).

2"Note that a malicious C*.Commit may choose rt maliciously without a corresponding non-succinct commitment
string y. We assume without loss of generality that all the auxiliary information it has about rt is encoded in p.

28If P* was honest then it would have been classical and hence p would have remained unchanged. But since we
are considering a malicious P* it may alter its quantum state during the Ver.Commit protocol.
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4. Measure the J qubits of T4 in the basis by to obtain my € {0, 1}|J|.
5. Output (pk,rt, (J,by), my).

Remark 5.11. In the succinct soundness definition above we assume that £ = €(\) is polynomial
in the security parameter. We could also consider £ that is super-polynomial in X\, in which case we
will obtain binding assuming the post-quantum (-security of the LWE assumption; i.e., assuming that
a poly(?) size quantum circuit cannot break the LWE assumption. The proof for a general (super-
polynomial) ¢ is exactly the same as the one where £ = poly()\), the only difference is that now we
consider adversaries that run in poly(¢) time.

6 Constructions

In this section we present our constructions. We first construct a classical commitment scheme for
committing to a single qubit state. This can be found in Section 6.1. Then, we show a generic
transformation that converts any single-qubit commitment scheme into a multi-qubit commitment
scheme. This can be found in Section 6.2. In this scheme the size of the public key and the
size of the commitments grow with the length of the quantum state committed to. Finally, in
Section 6.3 we show how to construct a succinct multi-qubit commitment scheme, where the size
of the public key as well as the size of the commitment grows only with the security parameter
(and poly-logarithmically with the length of the quantum state committed to). We analyze these
schemes in Section 7.

6.1 Construction for Single Qubit States

In this subsection, we describe our commitment scheme for a quantum state that consists of a single
qubit, denoted by ag |0) + a1 |1). We use as a building block the commitment algorithm Commity
from [Mah18]| for the multi-qubit case. This algorithm makes use of a NTCF family

(GennTcF, EvalnTcr, Invertytcr, Checkntcr, GoodnTcr)-

The public key pk used by Commityy to commit to an (-qubit state is of the form pk = (pky, ..., pky)
where each pk; is a public key generated by Genntcr(17).2? The QPT algorithm

Commit (pkla"'vpké)’ Z O4S|S>$
se{0,1}¢

outputs the following:

1. A measurement outcome y = (y1,...,yr), where each y; € Rpk; -

2. A state |p) such that

)= > asls)hslxs)z, (18)
s€{0,1}¢
where xg = (Xs, ..., Xs,) Where each x5, € Dpkj and is such that

y; € Supp(Eval(pk;, sj,xs;))-
29We mention that [Mah18] used a dual mode NTCF family, where each pk; is generated either in an injective mode
in a two-to-one mode, depending on the opening basis which is assumed to fixed ahead of time.
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Construction 6.1 (Commitment Scheme). Our construction uses a notisy trapdoor claw-free (NTCF)
function family (Genntcr, EvalyTcr, Invertntcr, ChecknTtcr, GoodnTcg) and the algorithm Commity
defined above. Our algorithms are defined as follows:

e Gen(1Y):

1. For everyi € {0,1,...,n+ 1} sample (pk;,sk;) < Genntcr(1*), where n = n(\) is such
that the domain of each trapdoor claw-free function is a subset of {0,1}".

2. Let pk = (pkg, pky, ..., pk, 1) and sk = (sko,ski,...,skpt1).

3. Output (pk,sk).

e Commit(pk, ap |0) + a1 |1)) :

1. Parse pk = (pkg, pky, ..., pk,41)
2. Compute (yo, |¢o)) < Commitw (pkg, o |0) + a1 |1)), where

|900>s,z = Z ass)s |xs) z

s€{0,1}

Here, x5 € {0,1}" and yo € Supp(Evalntcr(pko, s,Xs)) for every s € {0,1}. Note that
register S consists of 1 qubit and Z consists of n qubits.

3. Apply the Hadamard unitary H®"HY to |po) to obtain

o1)s.z = HZ" D |g)

1
= > (DO a0+ ()T fd) s
ot de{0,1}n+1 ,5; g

4. Apply the algorithm Commityw with pk; to register S of |<p1>87z, and for every i €
{2,...,n + 1} apply Commity with pk; to register Z; of |¢1)g z. Denote the output
by (¥1,...,¥n+1) and the resulting state by

—_

— / / /
|S02>S7Z7Z’ = \/W Z Bd |d>S7Z Xl,d17x2,d2’ cee 7Xn+1,dn+1>2,
de{0,1}n+1

where for every i € {1,...,n+ 1} and every d; € {0, 1},
yi € Supp(Evalntcr(pk;, di, X; 4.))-

Note that the Z' register consists of n - (n + 1) qubits, and we partition these qubits to
registers Z1,..., 2, each consisting of n qubits.

5. Rename the register S to Z1 and split the register Z into registers Za, ..., Zn4+1 of 1 qubit
each. Permute the registers to obtain a state |@3) such that

1
lps) = NoTa > Baldi)z, ‘Xll,d1>21'~|dn+1>zn+1 X%+1,dn+1>z,

de{0,1}n+1 ntl

6. Output (y0,¥1,---,Yn+1) and |p3).
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e Open(|p),b):

If b =1 (corresponding to an opening in the Hadamard basis) then output the measurement of
|p) in the standard basis, and if b =0 (corresponding an opening in the standard basis) then
output the measurement of |¢) in the Hadamard basis.

o Ver(sk,y,b,z):

1. Parse sk = (sko,ski, ..., Skpt1)-

2. Parsey = (Y0, ¥1,- - Yn+1)-
3. If b=1 then do the following:

(a) Parse z = (di,x},...,dpy1,%), ) and let d = (dy, ..., dpy1).
(b) Compute ((0,%0), (1,x1)) = Invertntcr(sko, yo)-
(c) Verify that

— Checknrcr(pk;, dis %}, yi) = 1 for every i € {1,...,n+1}.

— d € Goody, x; -

If any of these checks does not hold output 0 and otherwise output 1.
4. If b= 0 then do the following:
(a) Parse z = (z1,...,2n11) where each z; € {0,1}" 1.
(b) For everyi € {1,...,n+ 1} compute ((0,x}), (1,%})) = Invertnrcr(ski, yi)-
(c) If there exists i € [n + 1] such that z; ¢ Goody; . then output 0.
(d) Else, for every i € [n+ 1] let m; = z; - (1,x] ® x] ;).
(e) If Checkntcr(pkg, m1, (Mma, ..., Mnt1),¥0) # 1, output 0. Else, output 1
e Out(sk,y,b,z):

1. Parse sk = (skg,skq,...,sknt1)-

2. Parsey = (Y0,¥Y1,--sYntl)-
3. Ifb=1:
(a) Compute ((0
(b) Parse z = (d

X (l,Xl)) = InvertNTCF(sko,yg).

0)7
X1,y dng1, X)) and let d = (dy, ..., dng1).
(

)
1,

(c) Output m =d - (1,x9 & x1).
4. Ifb=0:
(a) Parse z = (z1,...,Zn41)-

(b) Compute ((0,%] ), (1,%] 1)) = Invertnrcr(ski, y1)-
(c) Output my =z - (1,X/1,o @ X/1,1)-

6.2 Construction of Commmitments for Multi-Qubit States

There are two ways one can extend our single-qubit commitment scheme to the multi-qubit setting.
The first is to commit to an £-qubit state qubit-by-qubit by generating ¢ key pairs and using the
i’th key pair to commit and open to the i’th qubit. This construction results with key size and
commitment size that grow linearly with ¢, and is presented below. The second approach is to extend

41



our single qubit commitment scheme to a succinct multi-qubit commitment scheme. This is done in
two steps. First, we construct a semi-succinct multi-qubit commitment scheme, which is the same
as the non-succinct one, except that we generate a single key pair (pk, sk) and commit to each of the
¢ qubits using the same public key pk. This results with a commitment string (y1,...,ys). Then

we show how to convert the semi-succinct commitment scheme into a succinct one. We elaborate
on this approach in Section 6.3.

Construction 6.2 (Scheme for Multi-Qubit States). Given any single-qubit commitment scheme

(Geny, Commity, Open, Very, Outy) we construct a multi-qubit commitment scheme consisting of al-
gorithms

(Gen, Commit, Open, Ver, Out)
defined as follows, where we define (Open, Ver, Out) to operate one qubit at a time (see Remark 5.2):
e Gen(1*,1):
1. For every i € [¢] sample (pk;,sk;) < Geny(1%).
2. Let pk = (pky, ..., pky) and sk = (sky,...,sky).
3. Output (pk,sk).

e Commit(pk, o):

1. Parse pk = (pky,...,pky).

2. We assume that o is an £-qubit state, and we denote the £ registers of o by Si,...,Ss.

3. Ezxecute the following steps:
(a) Let pg = o

(b) For every j € {1,...,L}, apply Commity with key pk; to register S; of the state pj_1,
obtaining an outcome Y and a post-measurement state (pj)517_..75£721__.7z..

4. Output (y,(p1)s,...5, 2....2,), where y = (y1....,¥e)-
e Open(ps,..s,.2:,..2,, (4, bj)):

1. Apply Open; with basis bj to registers {Sj, Z;} of ps,..s,,z.,.2,, obtaining an outcome
z; and post-measurement state p;» .

2. Output (zj, p};).
° Ver(sk,y, (], bj),Zj).'

1. Parse sk = (sky,...,sky) andy = (y1,---,y¢)-
2. Output Ver1 (Skj, Y, bj, Zj).

o Out(sk,y, (4, bj),2;):

1. Parse sk = (ski,...,ske), y = (y1,-.-,¥¢)-
2. Output m; < Outy(sk;,y;,b;,2;).
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We consider a semi-succinct version of the commitment scheme described above, which is used
as a stepping stone for proving soundness of the fully succinct commitment scheme constructed in
Section 6.3, below.

Definition 6.3. A semi-succinct classical commitment scheme to quantum states is a commitment
scheme obtained from a single qubit commitment scheme by applying the algorithms qubit-by-qubit,
as in Construction 0.2, but with a single public key pk. Namely, it is similar to Construction 6.2
but where Gen generates a single key pair (pk,sk) <— Geny (1) (as opposed to £ such pairs), and sets
(pk;,ski) = (pk,sk) for every i € [(].

Remark 6.4. In Section 7.2, when we prove that our (non-succinct and semi-succinct) multi-
qubit commitment scheme satisfies the binding property, we assume that C*.Open successfully opens
all the ¢ qubits in the standard basis with high probability, and successfully opens all the € qubits
in the Hadamard basis with high probability 1 — 6. Namely, we assume that for every b € {0, 1},
C*.Open (p, bf) generates an accepting opening with probability 1 —0. To ensure that this assumption
holds, we repeat the commitment phase O(|1/38]) times.>’ For each of these commitments, we ask
C*.Open with probability 1/3 to open all the qubits in the standard basis, with probability 1/3 to open
all the qubits in the Hadamard basis, and with probability 1/3 to open in desired basis b € {0, 1}5.

We emphasize that even if C*.Open opens only a small subset of the qubits, we still require
that C*.Open (p, bg) generates a valid opening for every b € {0,1}. The reason is that our binding
property states that there exists an extractor € that uses any C*.Open to extract a state 7. We
want the guarantee that even if C*.Open only opens a small subset, still the extractor can extract
an L-qubit state T. This is important in some applications, such as compiling any quantum X/Z
PCP into a succinct interactive argument (see Section 8.2). Importantly, we need to do this without
increasing the communication complexity in the opening phase, and in particular it should not grow
with £. In what follows we show how this can be done succinctly.

6.3 Construction of Succinct Multi-Qubit Commitments

Before we present our construction of a succinct multi-qubit commitment scheme, we define one of
the main building blocks used in our construction.

State-Preserving Succinct Arguments of Knowledge Our scheme uses a state-preserving
succinct argument of knowledge system, defined and constructed in [LMS22].

Definition 6.5. [LMS22] A publicly verifiable argument system I1 for an NP language L (with wit-
ness relation R ) is an e-state-preserving succinct argument-of-knowledge if it satisfies the following
properties.

e Succinctness: when invoked on a security parameter A, instance size n, and a relation R
decidable in time T, the communication complexity of the protocol is poly(AlogT). The
verifier computational complexity is poly(A,logT) + O(n).

e State-Preserving Extraction. There exists an extractor €, with oracle access to a cheating
prover P* and a corresponding quantum state p, with the following properties:

30We assume that C.Commit can generate o®11/%].
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— Efficiency: & on input (x,1%,¢) runs in time poly(|x|,\,1/¢), and outputs a classical
transcript Tsim, a classical string w, and a residual state psim.

— State-preserving: The following two games are e-indistinguishable to any QPT distin-
guisher:

x Game 0 (Real): Generate a transcript T by running P*(p,x) with the honest verifier
V. Output T along with the residual state p'.

x Game 1 (Simulated): Generate ((Tsim, W), psim) < ET7P(x,1%,€). Output (Tsim, PSim)-

— Extraction correctness: for any P* as above, the probability that Ts;m is an accepting
transcript but w is not in Rx is at most € + negl(\).

The following is an immediate corollary.

Corollary 6.6. An e-state-preserving succinct argument-of-knowledge protocol for an NP language
L (with witness relation R) and extractor € satisfies that for every cheating prover P* and a corre-
sponding quantum state p, and every x, if P*(p,x) convinces the verifier V to accept with probability
1 -6 then for

((TSim7 W)7 pSim) — gP*7p(X7 1>\> 6)7

Pr[(x,w) € R] > 1 —0 — 2¢ — negl(A).

Theorem 6.7 (|[LMS22]). Assuming the post-quantum poly(\, 1/€) hardness of learning with errors,
there exists a (4-message, public coin) e-state preserving succinct argument of knowledge for NP.

6.3.1 Construction

We are now ready to present our construction of a succinct classical commitment for multi-qubit
quantum states. Our construction uses the following ingredients:

e Collapsing hash family with local opening (Geny, Evaly, Openy, Very), as defined in Defini-
tions 3.4 and 3.6.

e A semi-succinct commitment scheme (Gengg, Commitss, Opengg, Vergs, Outgs ), as defined in Def-
inition 6.3, corresponding to an underlying single-qubit commitment scheme

(Geny, Commity, Openy, Very, Outy)

e An e-state-preserving succinct argument of knowledge protocol (P, V'), as defined in Defini-
tion 6.5, for the NP languages £* and £** with a corresponding NP relations R+ and Rpx,
respectively, defined as follows:

((hk,rt),y) € Re+ if and only if Evaly(hk,y) =rt (19)

and
((Sklv hk, rt, rtlv b)a (y7 Z)) € R~

if and only if

Evaly(hk,y) = rt A Evaly(hk,z) = rt' A Verss (skl,y,bé,z> —1.
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Construction 6.8 (Succinct Commitment to Multi-Qubit Quantum States). In what follows we
use the ingredients above to construct a succinct commitment scheme to multi-qubit quantum states.

e Gen(1Y):

1. Sample (pky,ski) < Genp(1*).

2. Sample hk + Geny(1?).

3. Let pk = (pky, hk) and sk = (sky, hk).
4. Output (pk,sk).

e Commit(pk,o):

1. Parse pk = (pky, hk).
2. Compute (y, p) < Commitss(pky, o).
3. Let rt = Evaly(hk,y).

4. Output (rt,y, p).

o Ver.Commit runs the e-state-preserving succinct argument of knowledge protocol for the NP
language L*, where P and V' take as input the instance (hk,rt) and P takes an additional
input the witness y.*' If V rejects then this commitment string rt is declared invalid, and the
protocol aborts.

e Test is an interactive protocol between Prest with input (pk, rt,y, p) and Vyest with input (sk, rt)
that proceeds as follows:

1. Vyest samples a uniformly random bit b < {0,1}, and sends b to Prest.
2. Prest generates z <— Opengg (p, be) and sends rt’ = Evaly(hk,z) to Vrest.

3. Run the e-state-preserving succinct argument of knowledge protocol for the NP language
L*, where P and V take as input the instance (hk,rt’) and P takes the additional input
z. If V rejects then this commitment is declared invalid and the protocol aborts.

4. Vrest sends sky to the prover.

5. Run the e-preserving succinct argument of knowledge protocol (P, V') for the NP language
L**, where P and V take as input the instance (skq, hk, rt, rt’, b) and P takes as additional
input the witness (y,z). If V rejects then this commitment is declared invalid.

6. If V accepts in both steps 2 and 4 above then Vrest outputs 1, and otherwise it outputs 0.

Remark 6.9. Note that the Test protocols runs the e-state-preserving succinct argument of
knowledge twice: once to prove knowledge of z and once to prove knowledge of (y,z). It
may seem that it suffices to run this protocol once, since there is no need to prove knowledge
of z twice. However, in the first protocol the cheating prover does not know sky and hence
the z that is extracted, using the extractor from Definition 6.5, can be efficiently computed
without knowing sky. Then we use the security guarantee of the underlying collision resistant
hash family to argue that the vector z extracted from the second protocol is identical to that
extracted from the first protocol, and hence can be computed efficiently without knowing ski.
This fact is crucial for the soundness proof to go through.

31Note that in this protocol both the prover and the verifier are classical.
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e Open((p,hk,y), (4, b;)):
1. Parsey = (Y1,.-.,¥¢).
2. Compute oj = Openy(hk,y, j).%
3. Compute (z;, p') +— Openg(p, (b))
4' OUtpu"’ ((YJv 0j, Zj)7 pl)

i Ver(sk, rt, (]a b])a (yja 0y, Zj))
1. Parse sk = (skp, hk).
2. Let vy = Very(hk,rt, j,y;,0;).%
3. Let v = Verl(skl, Y, bj, Zj).
4. Output vg N 1.

e Out(sk, rt, (j, bj), (5,05, 25)):

1. Parse sk = (sky, hk).
2. Output mj = Outy(skq,y;,bj,2;).

7 Analysis of the Multi-Qubit Commitment Schemes from Section 6

7.1 Correctness
In this section we prove the correctness of Construction 6.2 and Construction 6.8.

Theorem 7.1. The multi-qubit commitment scheme described in Construction 6.2 satisfies the
correctness property given in Definition 5.4.

Section 6.2 commits to each qubit of a multi-qubit state independently by using the single-qubit
protocol given in construction Construction 6.1 as a black-box. Therefore, to prove Theorem 7.1 it
suffices to prove the following theorem.

Theorem 7.2. The single-qubit commitment scheme described in Construction 6.1 satisfies the
correctness property given in Definition 5./.

We make use of the following lemma about Commity throughout the proof.
Lemma 7.3 (Correctness of Commityy). For any £-qubit quantum state |o) =3 cig 1y s [8)g and

any basis b = (by,...,by) € {0} U {1},

negl(A
Realy (1%, |5, b) "&V o (b) (20)
where o (b) is the distribution obtained by measuring each qubit j of |p) in the basis specified by b;
(standard if bj = 0, Hadamard if b; = 1), and Realy (1%, |¢) ,b) is the distribution resulting from
honestly opening the commitment. Specifically, Realy (17, |p) ,b) is defined by:

320peny, (hk, y, j) denotes an opening to the j’th chunk of the preimage y, consisting of y; which is the commitment
to the j’th qubit.
33Vern(hk, rt, 4, y;,0;) denotes the verification of the opening for y;, which is the jth chunk of the hashed preimage.
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1. For everyi € {0,1,...,0}, sample (pk;,sk;) < GennTcr(1*).

2. Compute (y = (y1,.--,¥0),|¢")) + Commitw ((pky,--.,pky),|¢)), where |¢') is of the same
form as Equation (18).

3. If b= {0}:
(a) Measure |¢') in the standard basis to get z = (z1,...,2¢). Parse each z; = (8;,X;5,).
If ChecknTcr(pk;, sisXis;,¥i) # 1 for some i € [{], output L. Otherwise, output s =
(81, S92y .y Sg).
4. If b= {1}*:

(a) Measure |¢') in the Hadamard basis to get d = (di,...,d;) € {0,1}+D . For each
Jj € €], compute ((0,%0),(1,%;1)) = Invertntcr(sk;,y;). If d;j & Goodx, , x,, for some
J € 4], output L. Otherwise, output m = (mq,...,my), where each mj = d; - (1,%x;0 @
Xj1)-

Proof. This follows directly from the proof of Lemma 5.3 in [Mah18|, where the b = {0} case
corresponds to the Test round and the b = {1}¢ case corresponds to the Hadamard round. O

Recall that in Construction 6.1, the final state |¢3) is the result of applying Commity to the
state

1
|62) = ——— > Bald).
2ntl de{0,1}n+1

in the commitment procedure (pre-measurement)

We now show that the outcome of opening |p3) in a basis b € {0, 1} is statistically indistin-
guishable from measuring the initial state, |1), in the basis b. We proceed with the proof for pure
states, which extends to the case of mixed and entangled states by linearity, and show correctness
for each basis separately. We treat the correctness of Commityy as a black-box. Namely, we make
use of Lemma 7.3 throughout the proof.

Lemma 7.4 (Opening in the Hadamard basis, b = 1). For any pure single-qubit quantum state
|y = ap|0) + a1 |1) and any NTCF family, the distribution over the outcomes of the following two
experiments are statistically indistinguishable under Construction 6.1:

e Experiment 1. Measure 1) in the Hadamard basis and report the outcome.
e Experiment 2. Execute Real(1?,[1)),by = 1), as described in Definition 5./.

Proof. By inspection, it can be seen that the distribution of outcomes obtained from Real(1*, 1) , by =
1) here is the same as the outcome obtained from the following procedure:

1. Generate keys (sko, pkg)-
2. Apply the weak commitment once to get yo, |¢1) <= Commityy (pko, [1)).
3. Apply a Hadamard transform to the state to get |pg) = HEMHD) |41).

4. Execute Realy (1%, |¢2) ,0"*1) to obtain an outcome d = (do, .. ., dn11)-
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5. Report an outcome d - (1,x¢ @ x1), where {(b,%p) }p=0,1 = Invertytcr(sko, yo)-

By Lemma 7.3 for standard basis openings, the distribution over d statistically close to the distribu-
tion obtained by measuring |¢2) in the standard basis. This, in turn, by construction is equal to the
distribution obtained by measuring |¢1) in the Hadamard basis. Finally, by applying Lemma 7.3
again, this time for Hadamard basis openings, this implies that the distribution of d - (1,x¢ @ x1)
is statistically close to the distribution obtained by measuring |¢) in the Hadamard basis.

O

Lemma 7.5 (Opening in the standard basis, b = 0). For any pure single-qubit quantum state
|) = ap|0) + a1 |1) and any NTCF family, the distribution over the outcomes of the following two
experiments are statistically indistinguishable under Construction 60.1:

e Experiment 1. Measure 1)) in the standard basis and report the outcome.
e Experiment 2. Execute Real(1%,[1)),by = 0), as described in Definition 5./.

Proof. By inspection, it can be seen that the distribution of outcomes obtained from Real(1*, [¢) , b =
1) here is the same as the outcome obtained from the following procedure:

1. Generate keys (sko, pkg).

2. Apply the weak commitment once to get yo, |¢1) < Commityy (pkg, [1)).
3. Apply a Hadamard transform to the state to get |po) = HEMHD) |41).
4. Execute Realy (17, [¢2) ,1"F1) to obtain an outcome m = (my, ..., m,).
5. If Checkntce(pkg, mo, (M1, ..., my),y0) = 1, output my; else, output L.

By Lemma 7.3, applied in the Hadamard basis case, the outcome m has a distribution that is
statistically close to the outcome of a Hadamard basis measurement of |¢2). By construction, this
is equal to the distribution of the outcome of a standard basis measurement of |¢1). Finally, by
Lemma 7.3, applied in the standard basis case, the distribution of a standard outcome of |¢1) will
pass the check Checkntcr(pkg, mo, (m1,...,my),yo) with probability negligibly close to 1, and the
bit mg will be distributed close to the distribution obtained by measuring |¢) in the standard basis.

O

Proof of Theorem 7.2. The theorem follows immediately from Lemma 7.4 and Lemma 7.5. O
We now proceed with the proof of correctness for the succinct commitment scheme.

Theorem 7.6. The succinct multi-qubit commitment scheme described in Construction 6.8 satisfies
the correctness property given in Definition 5.5.

Proof. By correctness of the state-preserving succinct argument of knowledge protocol |[LMS22],
Ver.Commit in Construction 6.8 accepts with probability 1 —negl(\). The Commit algorithm in that
construction uses Commitgs as a black box, which consists of applying the Commit; procedure to
each qubit of o under the same public key pk;. Therefore, for the ¢ = 0 case in Definition 5.5,
correctness holds by Theorem 7.2. The ¢ = 1 case follows from the correctness of the state-preserving
argument of knowledge [LMS22]. O
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7.2 Binding

In this section we prove the following two theorems.

Theorem 7.7. The non-succinct commitment scheme described in Section 0.2 satisfies the binding
property given in Definition 5.0 (assuming the existence of a NTCF family).

Theorem 7.8. The semi-succinct multi-qubit commitment scheme described in Section 6.2 (Defi-
nition 0.3) satisfies the binding property given in Definition 5.6 if the underlying single qubit com-
mitment scheme is the one from Section 0.1 and the underlying NTCF family is the one from
[BCM* 18] and assuming it satisfies the distributional strong adaptive hardcore bit property (see
Definition /.1).3*

To prove the above two theorems we need to prove that both the non-succinct and the semi-
succinct commitment schemes described in Section 6.2 satisfy Equation (11) and Equation (12) of
the binding property (Definition 5.6).

Remark 7.9. We note that Equation (12) only relies on the fact that the underlying NTCF family
is collapsing (as defined in Claim 5.12), whereas Equation (11) relies on the adaptive hardcore
bit property for the non-succinct scheme and on the specific properties of the NTCF family from
[BCM™ 18] (specifically, the distributional strong adaptive hardcore bit property) for the semi-succinct
scheme.

We start by proving that both the non-succinct and the semi-succinct commitment schemes
satisfy Equation (12). We actually prove a stronger version of Equation (12), stated below.

Lemma 7.10. [Stronger version of Equation (12)] For any QPT algorithm C*.Commit and quantum
state @, any purification |p) of o, any QPT algorithms C;.Open and C3.0pen, any b € {0,1}, and
any efficient unitaries Vi and Vo there exists a negligible function u = u(\) such that

E ||UIU(T)utCNOTcopy,outUOutUlV:ext,l |"7Z)ext> - UgU(T)utcNOTcopy,outUOutUQ‘/extQ |'¢}ext> H2 S
(pk,sk)«+Gen (1)
(y,|))«C*.Commit(pk, |¢))

n+e+pu
where

= E Vi) — V& .
" (pk,sk) —Gen(1*) Vi) = Val) |2

(¥,]4))+=C*.Commit(pk,|¢))
*nN= Z§:1 2\/57‘ for

0; = = max Pr[Ver(sk,y, (j,0;),2; ;) =0 | Ver(sk,y, (k,bx),z;x) =1Vke[j—1
’ (pk,sk)<Gen(1*) ie{1,2} [ ( y ('] J) ’J) ’ ( y ( k) :k) [j H
(%,[))-C* Commit(pk.|))
(21,6} Open(p,b)

where z; = (zi,j)ﬁzl.

34We recall that [BCM'18] satisfies the distributional strong adaptive hardcore bit property under LWE (see
Claim 4.4).

49



|wext> = |0€> ® ‘Oé>out ® |b>basis ® W}>

o For every i € {1,2}, Vexti = Icopy ® Tout @ Ipasis @ V.

copy

e For every i € {1,2}, U; is the unitary defined by applying C}.Open to the registers open and
basis.

e Upyt is the unitary defined by first applying the unitary corresponding to Ver(sk,y,-, ) to
registers open and basis, and controlled on Ver accepting, applying the unitary corresponding
to Out(sk,y, -, ) to registers open and basis, and writing the output on the register out.

e CNOTcopy,out applies a CNOT to registers copy and out (i.e., it copies register out to register
copy ).

Moreover, C7.Open and C5.0pen can be QPT given sky,...,sky+1 when opening in the standard
basis and QPT when opening in the Hadamard basis.>® Alternatively, they can be QPT given skg
when opening in the Hadamard basis and QPT when opening in the standard basis.

Corollary 7.11. For any QPT algorithm C*.Commit and quantum state o, any QPT algorithms
C%.Open and C5.0Open, and any b € {0,1}*,

2(\/%:5\/5)

Real1:OPe"()\ b, o) Real“2OPen(\ b, o)

where denoting by I, = {i € [(] : b; = b},

0p = E max Pr [Ver (sk,y7 (Ip, bub‘), Zi7[b> = 0}
(pk,sk)«Gen(1*) 1€{1,2}
(y,p)«C*.Commit(pk,o)
z;+C}.Open(p,b)

where z;, 1, = (i) jen,
Moreover, C;.Open and C5.0pen can be QPT given sky,...,sky+1 when opening in the standard
basis and QPT when opening in the Hadamard basis.

Proof of Corollary 7.11 Fix any QPT algorithm C*.Commit and quantum state o, any algo-
rithms Cj.Open and C5.Open as in the statement of Corollary 7.11, and any basis b. For every
i € {1,2} we slightly change C;.Open to C;*.Open, as follows: C:*.Open(p, (j,b)) coherently com-
putes z < C.Open(p, b) and outputs z; if Ver(sk,y, (I, by, ),z) = 1, and otherwise it outputs L.
Note that C;*.Open remains a QPT algorithm when opening in the Hadamard basis since Ver does
not use sk when verifying a Hadamard basis opening, whereas it uses ski, ..., sk,+1 when opening
in the standard basis. Thus Cj*.Open and C5*.Open satisfy the efficiency conditions of Lemma 7.10.
In addition, note that for every i € {1, 2},

Real®OP"(\ b, o) = Real “OPe"(\ b, o).

35This generalization is needed to obtain Corollary 7.11.
36Note that by, = bl
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where (pk, sk) < Gen(1*) and (y, p) < C*.Commit(pk, o). By Lemma 7.10 for any purification |¢)
of o there exists a negligible function p such that

e en() |UTUE . CNOT copy.out UoutUt [toext) — UsUS . CNOT copy.outUoutUs [text) [|2
PK,s en
(y,|%))+C*.Commit(pk,|¢))

< N+ p

where U; is the unitary defined by C;*.Open, and Upy and 7 are as defined in Lemma 7.10. It
remains to observe that n < 24/0g + 2+/61, which follows from the the definition of C:*.Open, which
asserts that 0; = 0 if there exists k € {1,...,j — 1} for which b; = by. O

Proof of Lemma 7.10 We prove this lemma for the semi-succinct variant of the multi-qubit
commitment scheme described in Section 6.2. The proof for the non-succinct variant is identical.
The proof is by induction on 4.

Base case: /= 1. Fix any QPT algorithm C*.Commit, a quantum state o, algorithms Cj.Open
and C5.Open, basis b € {0,1}, and efficient unitaries V7 and Vs, as in the lemma statement. Also

fix a purification |¢) of o. Suppose for the sake of contradiction that there exists a non-negligible
& =&(A) such that

(pk,sk) G (1>\) HU;rUgutCNOTcopy,outUOutUlvéxt,l |¢ext> - UgUg)utCNOTcopy,outUOutU2Vext,2 ’¢ext> HQ Z
pk,sk)<Gen
(y,]¥))«-C*.Commit(pk,|¢))

n+e+¢

We construct a QPT adversary A that uses the QPT committer C*.Commit, its purified state |p),
and the unitaries Uy, Us, V1, Vo, Ut to break the collapsing property of the underlying NTCF family
(Definition 3.10). We break the collapsing property as formulated in Remark 3.11. We distinguish
between the case that b = 0 and the case that b= 1.

Case 1: b=0. The adversary A operates as follows:
1. Advserary: Upon receiving a public key pk, from the challenger, where (pkg, sko) < Genntcr(17):

) For every i € [n + 1] generate (pk;,sk;) < Genntcr(17).
) Let pk = (pkg, pky, ..., pk,y1)-

¢) Compute (y, |¢)) < C*.Commit(pk, |¢)).

) Parse y = (y0,¥1,---sYn+1)

) Let [¢') = U (|[4)coin @ |Yext)), Where

U = |0> <O|coin ® UOUtUl‘/vEXt,l + |1> <1| ® UOutU2‘/ext,2

coin

Recall that Ugy first computes Ver which in Item 4d computes m € {0,1}"F!. Ugye
stores in register out the output, which is the first bit of m. We denote by preimage the
registers that store the last n bits of m.
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(f) Send to the challenger the string yo and the registers out and preimage of [¢').

Notice that since b = 0, Ugyt (as possibly U; and Us) use only the secret keys (ski, . . ., Skp41),
which A knows, and thus A can efficiently apply the unitary U to the state |[+)_.;, ®@|Vext)-

2. Challenger: Recall that the challenger applies in superposition the algorithm Checkntcr
to the state it receives w.r.t. public key pk, and the image string yo, and measures the bit
indicating whether the output of Checkytcp is 1. If this is not the case it sends 1. Otherwise,
it chooses a random bit u < {0, 1} and measures this state if and only if w = 1. It then sends
the resulting state to the adversary.

Note that by the two-to-one nature of the underlying NTCF family, measuring the entire state
is equivalent to measuring only the first qubit of the state, i.e., register out. Thus, we can
assume that the challenger measures only register out if and only if u = 1.

In addition, note that conditioned on the challenger not outputting L, the state is projected
to Ilye [¢') (up to normalization), where Ty, [¢') is the state |¢)') projected to the challenger
accepting the state. Consider the state CNOT¢o oyellver [¢'). Note that this state, with
the copy register excluded, is indistinguishable from the state returned from the challenger
conditioned on choosing the random bit u. Thus we think of the adversary as receiving this

state.
3. Adversary: If the adversary receives L from the challenger, then it outputs a uniformly
random u/. Note that this occurs with probability at most 6.

Otherwise, the adversary A receives the registers out and preimage from the challenger (either
measured or not, depending on u). The joint state of the adversary and challenger at this
point is CNOTY Iyer |¢'), where all registers except copy are held by the adversary. The

copy,out
adversary does the following:

(a) Let
U" = 10) (Olcqin ® U Ut +11) (Lcgin ® U3 Ul
(b) Apply U’ to the adversary’s system, resulting in the joint state
U'CNOTY, outllver [¢') =
U/CNOTgopy’outHVerU |thext) =
(10) (Olcoin U UgurCNOT

copy,out

1_[VeonutUl‘/ext,l + ‘1> (HCoin U;rUgutCNOTgopy,outHVeonutUZ‘/;ext,Q) ’¢ext>

(¢) Output the measurement of the Coin register in the Hadamard basis, denoted by v’ (i.e.,
v = 0 if the measurement is |[+) and is v’ = 0 if the measurement is |—)).

Consider the states
UIU;rutCNOTgopy,outHVeonutUl‘/;xt,l |7Z)ext> and UQTU;rutCNOTgopyputHVerUoutUQVZext,Q |7!}ext>

Note that for u = 0, these states are (2v/0 4 ¢)-close in || - || distance. This follows from the fact
that by Lemma 3.1, together with the assumption that the probability that |t)ext) opens successfully
is > 1 — 0, it holds that for every i € {1,2}:

E U UL s TverUoutUs Vet,i [thext) — U UdueUoutUs Vet,i [thext) [l2 < V/5,

(pk,sk)+Gen(1*)
(¥:[4))=C*.Commit(pk,|¢))
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and from our assumption that

€= E H‘/ext,l
(pk,sk)<Gen(1*)
(1))« C*.Commit (pk, 1))

'¢ext> - V:sxt,Q W}ext> ||2

This implies that there exists a negligible function p such that

e o) 1UTUS . CNOT copy.outUoutU Vext 1 [ext) — USU . CNOT copy out UoutUs Vext.2 |Yext) [|2 <
PK,S <—Gen
(y,|9))«C*.Commit(pk,|p))

2o + e+ p

On the other hand, by our contradiction assumption, for u = 1, these two states are (2\/5 + €)-
far. This, together with Claim 7.12 below, implies that A indeed breaks the collapsing property of
the underlying NTCF family.

Claim 7.12. For any two states |1o) and |11) such that |||vo) — [1)]| = €, and for |p) = % |0) |2bo)+
% |1) [11), it holds that

2
Pr[H[p] = 1] = =
Proof. We calculate
Pr[H[p] = 1] = (1] @ ) H |)|”
1 1 2
~ e n (5 + 251 w)
2

= H; [Y0) — % Y1)
_ 1o 0

4

Case 2: b=1. We show how to use the adversary A to break the extended collapsing game (see
Claim 3.13). The adversary A operates as follows:

1. Upon receiving public keys (pky, . .., pk, 1) from the challenger, where (pk;, sk;) < Genntcr (1)
for every i € [n + 1], do the following:
(a) Generate (pkg,sko) «+ Genntcr(17).
(b) Let pk = (pko, pky, ..., Pkyy1)-
(c) Compute (y,|¢)) < C*.Commit(pk, |¢)).
(d> Parse y = (YO;Yh s 7Yn+1)-
(e) Compute ((0,%9), (1,x1)) = Invertntcr(sko, Yo)-
(f) Let J = {] € {2, o, n A+ 1} P X0,—-1 D X1 -1 = 1} U {1}
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(g) As in the b = 0 case, define

U= ’0> <O’ & UOutUl‘/:axt,l + ‘1> <1‘coin X UOutUZ‘/extQ

coin

and prepare the state [¢') = U(|4) woin @ [Vext))-
Note that since b = 1 it holds that [¢)") can be computed efficiently given skg

(h) For every j € [J], denote by X; and Z; the registers in p’ corresponding to d; and 7,
respectively.

(i) Send J, {y;}jcs and the registers {X}, Z;}jes of [¢).

2. Recall that the challenger applies in superposition the algorithm Check to the state it received
w.r.t. the image strings {y;}jes, where the j'th check is w.r.t pk;, and measures the bit
indicating whether the output of Check is 1. If any of the outputs of Check are 0, the challenger
immediately halts and sends L to the adversary. Otherwise, it chooses a random bit u < {0, 1}
and applies Z“ to every & register. It then sends the resulting state to the adversary.

3. If the adversary receives L, it returns a uniformly random u’. Otherwise, observe that once the
adversary receives the state from the challenger, it is in possession of all the quantum registers.
At this point, they are, up to normalization, in the state Z4Tlver,s [¢), where Z; = [].c; Zx;
and Ilyer, s [¢') is the state [¢)') projected to an accepting state.

jedJ

It then does the following:
(a) Let
U" = 10) {Olcoin ® U U + 1) (Lcgin ® USUL:

(b) Apply U’ to its registers, resulting in the state

U'ZjTver, g [¢) =

(10) (Olcain @ U UL Z5TverUouw U Vet + 1) (1 coin @ USUSut Z5TIerUouslaVext.2) (1) caim © thet))
(¢) Output the measurement of the first register of this state in the Hadamard basis, denoted

by u'.

Consider the states
Ul U Z5 e Ut Un Vext 1 Vo) and  US UL Z5TTverUout U Vet 2 [thext)

Note that similarly to the b = 0 case, for u = 0 these states are (2v/6 + €)-close in || - ||z distance.
On the other hand, by our contradiction assumption, together with Lemma 3.3, for u = 1, these
two states are (2v/0 4 ¢)-far in || - ||2 distance. This together with Claim 7.12, implies that indeed
A breaks the collapsing property of the underlying NTCF family.

Induction step: Suppose that the multi-qubit commitment scheme is sound for £ — 1 and we
prove that it is sound for £. We need to prove that there exists a negligible function p = () such
that

E HU{rUgutCNOTcopy,outUOutUl‘/:ext,l |¢ext> - UgUg)utCNOTcopy,outUOutU2‘/éxt,2 ’wext> H2 <
(pk,sk)+Gen(1*)
(¥,|¥))=C*.Commit(pk,|¢))
n+e+pu
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forn=S"Y_.2./5; and € = E Vi) — Vi .
orn=35_12/0; and ¢ (s en(1%) Vi ly) = Val|) 2

(v:[4))=C*.Commit(pk,|¢))
To this end, note that for every i € {1,2}
U;rU(T)utCNOTcopy,outUOutUiVext,i W)ext> =
U US4 CNOT copy, out, CNOTeopy, , 1 outyy oy UoutUi Vet [ext) =
UFU 1, ENOT copy, ot Uout, Ui Vet Vi Ud Uy, CNOT oy, oy oty oy Uouty oy UiVt [thext) =
Uz‘TU(T)uthNOTCOPypoute Uout, Ui Uz‘TU(T)ut[ Yext)

CN OTCOPY[LZ— 1],0ut[1, 1] UOUt[l,Z—l] Ui Vext,i

1,6—1]

Vv/

(3

For every i € {1,2}, denote by
WD = Vil W]ext>
By the induction hypothesis, there exists a negligible function g = pu(A) such that

E N g <
(Pk,sk)«Gen(1%) Hr) = [wo) ll2 <0’ + n

(¥,1¥))+C*.Commit(pk,|p))

where 1/ = Zg;i 2,/0; + €. Denoting by € = 7/, our base case implies that there exists a negligible
function v = v(\) such that

E ITTUS,., CNOT copy, out Uout, UL V1 [texe) — UTUL, ., CNOT copy, out, Uout, Ut Vi [thext) Il2 <
(pk,sk)<Gen(1*)
(y,|))+C*.Commit(pk, o))

260+ +v

as desired.

O
We next prove that both the non-succinct and the semi-succinct commitment schemes from
Section 6.2 satisfy Equation (11).

Lemma 7.13. The non-succinct commitment scheme described in Section 0.2 satisfies Equation (11)
from Definition 5.6 assuming the underlying NTCF family has the adaptive hardcore bit property.

Lemma 7.14. The semi-succinct commitment scheme described in Section 6.2 (Definition 0.3)
satisfies Equation (11) from Definition 5.6 assuming the underlying NTCF family is the one from
[BCM* 18] and assuming it has the distributional strong adaptive hardcore bit property (which is the
case under LWE).

Proof of Lemmas 7.13 and 7.14 We prove these two lemmas jointly since much of the proof is
identical. In both cases we think of the public and secret keys as being

pk = (pky,...,pky) and sk = (ski,...,sky)
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where in the non-succinct commitment each (pk;,sk;) < Genntcr(1?) and in the semi-succinct
commitment (pk,sk) < Genytcp(1*), and for every i € [¢]

sk; =sk and pk; = pk

Fix any QPT cheating committer C*.Commit with auxiliary quantum state o that commits to an
{-qubit state. Denote by
(v, p) < C".Commit(pk, o),

where y = (y1,...,¥¢), each y; = (¥4,0,¥1,---,¥Yint1) and each y; ; is in Rpk, which is the range
of the NTCF function Eval(pkj,-). Fix any QPT algorithm C*.Open. We start by defining the QPT

tC*.Open(

extractor Ex sk,y, p). We do so in two steps:

1. First, we define 2¢ “operational observables” { Py, Pz, }ic such that for every i € [{] and

be {0,1},
(pk, Yy, mideal,i,b) = (pk, Y, mi,b)

where (pk, sk) <— Gen(1*,1%),*7 (y, p) < C*.Commit(pk, o), Migdeal i,p 15 Obtained by measuring
p in the Py, basis if b = 1 and measuring it in the Py, basis if b = 0, and m;j is obtained by
computing z < C*.Open(p, b%) and setting m;, = Out(sk,y, (i,b), z;).

2. We then use these operational observables to extract a state 7. This is done following the
approach of [Mah18, Vid20, BKL22],

Defining the operational observables {Px;, PZi}ie[f]- To define these operational observables
formally, we add L = ¢+ ((n 4 1)? + 1) ancilla registers to p, which we initialize to 0. We denote by

Pext = p @ [07) (07|,
where the first £ - (n + 1)? ancilla registers are denoted by open = (openy,...,open,), and these
registers store the output (z1,...,2z¢) generated by Open, where z; € {0, 1}(7””“)2 is stored in open;.
The last ¢ ancilla registers are denoted by out = (outy, ..., outy), and these registers store the output
(v1,...,vp) generated by Out, where v; € {0, 1} is stored in register out;.

Definition 7.15. For any (sk,y) and any QPT algorithm C*.Open we define the operational ob-
servables (Px;, Pz, )ic|q to be

P, = UjOut!} Zow,Out;1 Uy

and

PZi = UgOut;-r7OZoutiOuti70Uo
where for every i € [£] and every b € {0,1},

o Uy is the unitary corresponding to C*.Open(-,(b,...,b)). The output is recorded in registers
open.

e Out;;, computes Out(sk,y, (,b),-) and records the output in the ancilla register out;.

® Zouti 15 the Pauli Z operator applied only on the register out;.

We next define the extractor Ext which uses the operational observables { Px,, Pz, }icg, defined
above. For the sake of simplicity, we define Ext to operate on pure states. The definition easily
generalizes to mixed states by linearity.

37In the semi-succinct setting (pk, sk) < Gen(1%).
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Ext®OPen(sk y.|p)) operates as follows:
1. Consider the operational observables { Px,, Pz, }ic[q corresponding to (sk,y).

2. Prepare the state
1 ¢
5 Z T, 8) coin ® ‘0 >A® 05 -
r,se{01}¢

3. Denote by
Xf =X, .. X" and Z°=Z)" ... Z".
Similarly, denote by
Px = P;fe ...P)’}l and P; = P;f] P;i

4. Controlled on the values r,s of the Coin register, apply Z5X" to the A register and apply
Px P; to the B register to obtain the state

1 syr
? Z ’r7S>Coin ®Z°X

0) © PRP o)
r,s€{0,1}¢ A

5. Apply Hadamard gates H®% to the Coin register in the to obtain the state

1 e
S S e S
r,s,r/,s’'€{0,1}¢

0') @ PkP3lo)s

where
¢ ¢

r~r’:E ri - 7. mod 2 and s~s’:E s; - s, mod 2.
i=1 =1

6. Apply X¥'Z* to the A register. Note that

D GVANAD &

0°) =
0°) =

D SVAVAD

0Z> -
0@> -

0‘>
0€> -

1)r~r’+s-s'Zer ‘S/> )

1 r~r’Xs’ZerZr’

)
1)1" r Xs’Zer
)

1)r'r’+s-s’ ZerXs’

(_
(_
(_1 r~r’+s-s’ZsXs’Xr
(_
(_

Therefore the state obtained is

1
ﬂ Z ‘r/’S/>Coin ® Z°X* ‘S/>A®P)I‘(P; |Q0>B
r,s,r’,s'€{0,1}¢
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which is equal to the state

1 1 S r r S
<ﬁ(|0> + |1>)®f> ® PG Y )@ zZXT|s) @ PxPs|o)s-
r,s,s'€{0,1}¢

7. Discard the first ¢ registers to obtain the state

1
(2v2)" Y. [$)eZXs), @ PxPle)s.
r,s,s’€{0,1}¢

8. Output the state 74 5 that is the reduced state of the above on registers A, B.

We next prove that

Real< OPe"(X\ b, o) 1078 Ideal®HC"-OPen(\ b o). (21)
To this end, for a given b € {0, 1}¢, denote by
I={ic{f]:b;=0} and J={jec[f]:b; =1},

so that I and J partition [€].

Next we define a new opening algorithm C*.Openy;. We first give a “buggy” definition of
C*.Openyy, and then show how to fix it in Remark 7.16. C*.Openy; on input (p,b) does the
following:

1. Compute p; = UgCNOTcopyhopenI Uo[p], where open; is the register that contains the openings
{2zi}icr, and CNOT copy J,open; copies the content of this register to a fresh register denoted by
copy;.

2. Measure the registers copy; of p; to obtain {z;};c; and denote the resulting state by po.

3. Compute p3 = UlTCNOTcopyJ,openJUl [p2], where open; is the register that contains the open-
ings {z;}jes, and CNOT copy ,.open, copies the content of this register to a fresh register denoted
by copy .

4. Measure the registers copy; of p3 to obtain {z;};c; and denote the resulting state by py.

5. Output ((z1,...,2%¢), pa).

Remark 7.16. We remark that as written, C*.Openm (p,b) may be rejected with high probabil-
ity. The reason is that, while the standard basis openings of C*.Openy, and C*.Open are identical,
C*.Openm can completely fail to open in the Hadamard basis, since after computing the standard

basis openings its state becomes Ug CNOTcopy, ,0pen, Uo|p], with the copy; registers measured. This is
a disturbed state and it is no longer clear that computing the Hardamard basis opening on it will
give an accepting opening.

To ensure that C*.Openy (p,b) is accepted with the same probability as C*.Open(p,b), up to
negligible factors, we need to ensure that the state after computing the standard basis openings
remains undisturbed, or at least that this disturbance is undetected by the algorithms that compute
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the Hadamard basis opening and verify whether this opening is valid. To achieve this we slightly
modify C*.Openyy and allow it to compute the standard basis opening using (skq,...,sknt1). We
note that such opening algorithms are allowed in Corollary 7.11 (which we will later use in our
analysis).

Specifically, C*.Openm, rather than placing the output of Uy in the open; registers, which when
measured may disturb the state, we use (ski,...,skn41) to apply the following post-opening unitary
to each open; register, to ensure that when measured the disturbance will not be noticed. Recall
that open; contains a vector z = (z1,...,2n11) € {0,1YD* where each z; € {0,1}"*L. The
post-opening unitary does the following:

1. Coherently compute for every j € [n+ 1] the bit m; = z; - (1,x;~70 S x"jyl), where X;»70 and x;71
are the two preimages of y;; that are computed using sk;.
2. Let m = (myq,...,mus1) € {0,137+,

Note that if z is a successful opening (i.e., it is accepted) then m is a preimage of ¥,
and whether a preimage is measured or not is undetectable without knowing sky, due to the
collapsing property of the underlying NTCF family.

3. On an ancila register, compute a super-position over all z' = (z},... 2, ;) € {0, 1}(”“)2
such that for every j € [n+ 1] m; =z} - (1,X] o ® X} ).

4. Swap register open; with the ancila register above, so that now z' = (z}, ... 7Z/n+1) 1S 1n register
open,.

Now we can arque that the residual state after computing the standard basis opening seems undis-
turbed for anyone who does not know skg due to the collapsing property of the underlying NTCF
family, and computing the Hadamard opening and verification of it does not use sko (and is done
publicly given only pk).

Note that since

0= E max Pr[Ver(sk,y,b’,C*.Open(p,b’)) = 0].
(pk,sk)«-Gen(1},1¢)  be{b,0,1} [Ver(sk,y pen(p,b’)) = 0]
(y,p)+C*.Commit(pk,o)

it holds that

E max Pr|Ver(sk,y,b’,C*.Open;(p,b’)) = 0] < 26. 22
s By |Ver(sk,y penyg (p, b)) = 0] < (22)
(y,p)+C*.Commit(pk,o)

This is the case since the probability that C*.Openm (p,b) is rejected is bounded by the sum of the
probabilities that C*.Open(p, 0°) is rejected and C*.Open(p, 1¢) is rejected.
By Corollary 7.11, we conclude that for every b € {0, 1},

Real® 9P (X, b, o) 60 Real®"OP"()\ b, o) (23)

This implies that to prover Equation (21) it suffices to prove
* 4 (5 *
Real®-OPeMe (A, b, o) L |deal®C Open()\ b, o) (24)
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To this end, we first compute the distribution of measurement outcomes on the extracted state.
While in general the input to the extractor is a mixed state p, we will perform the calculations
for a general pure state |¢) instead. The results we obtain will hold for any pure state |p). Thus,
they will extend by convexity to the post-commitment state p as well, since we can always write
P = > 1Pk oK) (pi| for some collection of pure states {|¢g)}.

As a first step in the computation, we remark that for every i, j € [¢], it holds that Pz, and Py,
commute and Py, and PX]. commute. This follows from the fact that we defined all the Pz, with
respect to the same unitary Uy and defined all the Py, with respect to the same unitary U;. Thus,
for an input state |¢), the output of the extractor can be written as

1
(2v/2)¢ Z ‘S/>Coin ® Z°X* ‘S,>,4 ® P)TCIIP;{{,P;‘;P;II ©) 5 -
r,s,s'€{0,1}¢

Measuring the I registers of A in the standard basis. Now, we imagine measuring the [
registers of A in the standard basis; we denote these registers by A;. When we measure them we
obtain an outcome which we will denote ay. The unnormalized post-measurement state is obtained
by applying the projector I & |ar) (as| 4, to the state, where the factor of identity acts on all
registers other than Aj. To calculate what happens, let us examine what happens when we apply
the projector |ar) (ar| to Z7'X}" |s}). Note that

(ar| 27X} ‘SII> =

TT el 257 |ty =

i€l
/
Si @ Ti> —

1] (@il z

iel

[T @il (-1

i€l

[T Galsi o).

icl

STy =

where for every i € I, (a;|s,®r;) is 1 if a; ® r; = s}, and 0 otherwise. This means that if we

obtain an outcome aj, then we force the s’I register to be a;f ® ry. This means that the sum over
s’ collapses to a sum over s’;, since J is the complement of I. Thus, we obtain the unnormalized
post-measurement state

1 .
ovar 2 U O e, [8T)con, BI04, B2 X 18) 4, SP%, P P P )
r,se{0,1}¢,s’,€{0,1}1/I

Note that
1 Sr-a S; __ 1 Si-ai; PSi __ I+ (_1)aZPZz
g 2 CureRg=onll X o =5
sy€{0,1}1I i€l s;€{0,1} iel
and thus the state we obtain after the projection is equal to

1 I+ (=1)% Py,
Sl 902 Z lar @ rp)®|s))®lar) 4,025 X ‘sf]>AJ®P;(IIP;({]P;j H (2 0) 5 -

re{0,1}¢,s;,8/,€{0,1}!/I i€l
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. I+(=1)% Py, . .
Denoting by HPZMI =[lLicr w, the above projected state is equal to

1
Wa,) = 15773 Z lar & rI>CoinI®‘SS>C0inJ®‘aI>AI®ZEJX§J }S&>A']®P§I,P;(‘]JP;‘;HPZI,BI l©)5 -

ol . 9t/2
re{0,1},s,,8,€{0,1}17I

(25)
The square norm of this unnormalized state is the probability that the measurement returns
outcome ay. We now calculate this:

1
Pl =gy X Y ZYRP ., o PR PR PRI
re{0,1},s,€{0,1}171  s;e{0,1}17I
1 /
= 920 ot > Y (OIS ) @ PYOPY PR, le)s I
re{0,1}¢,s,€{0,1}171  s;e{0,1}17I
1 " (! s’
= T3 Z Z (—1) s (S5Hr0) () p,, ., PZiPzJ,HPzI,aI 10) 5

rE{O,l}Z,s’Je{O,l}U‘ Svafj/E{Oal}lJl

1
- 22|J] Z Z <(10|HPZI,31HPZI,31 ‘90>B

s',€{0,1}1/1 s ;€{0,1}17I

= (o[ Mpg, o 1Py, o [0)5 - (26)

Thus, we have shown that the outcome distribution from the extracted state is identical to the
outcome distribution from measuring the original state |p).

Measuring the J registers of A in the Hadamard basis. Now, we imagine taking the stan-
dard basis post-measurement state |V,,), and then further measuring the J registers of A in the
Hadamard basis. We denote these registers by A; and the outcome by a;. To obtain the unnormal-
ized post-measurement state after this measurement, we apply the projector H®!|a;) (a;| H®!!
to the J registers of A. Note that

(s VI Z5 X |s)) =
[ (sl HZPXP |s}) =
jeJ

H {aj] HZ;j |sh ®r;) =
jedJ

[T (ajl H(=1)" %) | @ ) =
jeJ

[ (aj] ([0) + (=1)%%77 1)) =
jeJ

1 s;Pa;)-(s:Pr; !
Tl | |(_1)( j@aj) (s @®r;) A /BLS]J

jedJ
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Thus we obtain the state

1 » ;
ST 97 > ar o )@Y |sh)y@lar) 4, @ HY a,) , @ PY PY Py Tlp, . |@)s-
re{0,1}¢,s;,8,€{0,1}1VI

Next, we observe that

’ 1 /
368 ) = ey S e &
5 vy

Thus, applying Equation (28) to simplify the sum over s’;, we can write this as

1 )
Waa,) = 207211 Z (—1)E7@an T ja; @ T7)Coin; @ HV |s; @ as)coin,

re{0,1}¢,s,€{0,1}17I
J
®lar),, @ H* |ay) , @ PY Py Py py, . 10)5 -

J

Note that I+ (o) oa; p
1 + (=1)%%9 Py
- E _1\(ss®ay) ryo_ I |
21 (=1)=/s rJPXJJ a 2 =

r;€{0,1}!7 jed

Let us define I+ (1)u8p
+ (—=1)%%% Py
HPXj,SJ@aJ = H 2 J .
jeJ

Then we can rewrite Wy, o,) as

1
|\IJ3173J> - W Z |a1 D I.I>Coin1 ® H®|J‘ |SJ @ aJ>CoinJ ® |aI>A1 ® H®‘J| |aJ>.AJ
rle{ovl}‘I‘stE{()’l}‘Jl

Ty SJ
® PXIHPXJ)aJ@SJPZJHPZpaI |()0>B °

The square norm of this unnormalized state is the probability that the measurement returns outcome
ay. We now calculate this:

2
ol J
Pr[al,aj] — ? Z H®| | |S] &) aJ)COinJ (%) HPXJ7aJ@SJP;iHPZI,aI ‘QO>B

SJE{O,l}lJ‘

SJ

2
= ﬁ Z HHPXj,aJEDSJPZ‘]HPZI,aI |SD>BH

2
= SJG{]:OEl}U‘ ||HPXjVaJ€B5JP;‘.]IHPZI,aI |S0>B || . (29)

This equation can be interpreted operationally as follows: the probability of obtaining an outcome
(ar,ay) by measuring the extracted state is equal to the probability of obtaining this outcome by
the following procedure acting on |p):

1. First, measure the observables Py, for every i € I on |¢), obtaining an outcome aj.
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2. Next, sample a string sy € {0, 1}|J | uniformly at random and apply P;i to the state.
3. Next, measure the observables Px; for every j € J on the state, obtaining an outcome u,.

4. Set ay = uy @ sy and return (as,ay).

— C*.0
The proof of Equation (24) We first define a new distribution, which we denote by Real PetiA (\,b,o).
This distribution is identical to Real® OPe"a (X, b, o) except that it does not run the Ver algo-
rithm (i.e., it does not run Item 2 of the definition of Real in Definition 5.6), and simply sets

m = Out(sk, y, b,z). We note that by Lemma 3.2,

—— C*.0 *
Real" %P\ b, o) 2 RealS e (\ b, ) (30)

where recall 20 is the probability that Ver rejects C*.Openjy(A, b, o) (see Equation (22)). Therefore
to prove Equation (24) it suffices to prove that

—— C*.Openy,

Real 10 b, o) 2L IdealPtC Open ) by ) (31)

To this end, we first claim that

(pka Yy, ba mSim,I) = (pka Yy, ba mﬁe:l,l)
where (pk,y, b, msim s) is distributed by generating

(pk,y, b, m) < IdealtC"-Open(\ 1 &)

and outputting (pk,y, b, mr), and (pk,y, b, mg, ;) is distributed by generating

(pk,y,b,m) < Real” " *"(x, b, o)
and outputting (pk,y,b,my). To see why this is true, recall that Equation (26) implies that for
a given pk,y,b, the outcome msg;y 7, which is equal to a; in the notation used in that equation,
is distributed according to the outcome of measuring Pz, on the qubits ¢ € I qubits of the post-
commitment state. Moreover, Py, is defined so that it exactly matches the action of Real since both
do not run Ver.

Remark 7.17. We note that the observable Pz, was defined with respect to the opening algorithm
C*.Open and we are considering Real with respect to the opening algorithm C*.Openm. The observ-
able Pz, corresponding to C*.Open, when viewed as a unitary, is different from observable corre-
sponding to C*.Open[g], denoted by P/Zi’ when viewed as a unitary. In particular, recall that

PZZ- = UgOUtI7OZOUtiOUti70U0
whereas
Py, = U§ U ostOut] g Zowe, Out; 0 Upost U,

where Upost 15 the unitary that does some post-processing to the open; register to ensure that measur-
ing it will not disturb the state in a detectable way. Despite the fact that Pz, and Péi are different
unitaries, on the subspace where the ancila registers are initialized to |0), they are identical operators.
In particular, Péi preserves the subspace where the ancila registers are initialized to |0).
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To avoid cluttering of notation, from now on we denote me— and ms;y, ;1 by m;. Denote by

p/] = HPZI,m] [p]

where p is post-commitment state and m; is distributed as mg;y, ;. We note in the experiment

—— C*.0
Real Pent (A, b, o), the post state after measuring my is p’. This follows from Remark 7.17. We
prove that
2v/8
(pkv}Iabamlamﬁe\aLJ) ~ (pkay7baml7m5im7J) (32)
where mg—; ; is obtained as follows:
eal,J

1. Compute z; < C*.Open(q(p7, (/,by)).

2. For every j € J let me = Out(sk,y, (4,1),2)

3. Output mg, ; = {m@Lj}jEJ'
To describe how mg;y ; is obtained, we take the procedure obtained immediately below Equa-
tion (29), and apply the definitions of the operational observable Px, to obtain the following:

1. Sample at random sy «+ {0,1}].

2. Compute z; < C*.Openy (P’ [p7], (J.by)).

3. For every j € J let u; = Out(sk,y, (4,1),2;).

4. For every j € J let mgm ; = u; @s;.

5. Output msjm ; = (Msim ;) jcJ-

We prove Equation (32) separately for the non-succinct and the semi-succinct versions. For the non-
succinct version we rely on the adaptive hardcore bit property and for the semi-succinct version we
rely on the distributional strong adaptive hardcore bit property. In both cases, we assume without
loss of generality that Open[e] opens in the Hadamard basis honestly, by measuring the relevant
qubits in the standard basis. For every j € J, we denote by O; the n+1 registers that are measured
to obtain the opening of the j’th committed qubit in the Hadamard basis.

Proof of Equation (32) in the non-succinct setting. Let Ilye [p)] denote the state p’ pro-
jected to
Ver(sk,y, (J, 171), Open(pf, (7, 1171))) = 1.

By Lemma 3.2,
V3

ver[p7] = Pl
Therefore to prove Equation (32) it suffices to prove that
(pk7y’b7m1’m?<?eal,(]) ~ (pk,y,b, mlam;im,J) (33)

where mg, ; is distributed as me_ ; except that p/ is replaced with Ilyer[p}]. Similarly, mg;. ;

is distributed as mgjm s except that p is replaced with Ilyer[p]].
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To prove Equation (33) it suffices to prove that

(Pk, Y, ba my, {mj,O}jEJ) ~ (pk7 Yy, ba my, {mj,l 2] 1}J€J) (34)

where for every j € J and u € {0, 1},

(Zj’u, p;,u) = C*.Open(ngHVer[pl[], (.77 1)) and mgj. = OUt(Sk, Yy, (]7 1)7 Zj,u)-

We prove that for every j € J,

(pk7 Sk—(j,O) Y b7 my,mjo, P;‘,o) ~ (pka Sk—(j,O)v Yy, b7 my,mj;1 S 17 P;‘71) s (35)

where sk_; o) denotes all the secret keys except skjo. Namely,

sk_(,0) = (sKig,1, - - - SKg 15 SKip (5}.0) -

We next argue that Equation (35) implies Equation (34). To this end, we first notice that Pz, and
C*.Open(+,(7,1)) only touch the registers corresponding to the j’th committed qubit. This follows
from our assumption that C*.Open behaves honestly when opening in the Hadamard basis. This in
turn implies that for every u € {0,1} it holds that pf;, and Ilyer[p7] are distributed identically on
the registers that do not correspond to the j'th committed qubit. Thus, Equation (35) implies that

(pk,Sk—(j,O),% b, my, mj,o,HVer[PII]{oj}jel\{j}> ~ (Pk,Sk—(j,oyy, b,m;, m;; ® LHVer[PII]{oj}jEJ\{”) -
(36)

We next note that m;, is a QPT function of Hver[P/I](’)j and sk;. This, together with a hybrid
argument implies that indeed Equation (36) implies Equation (34), as desired.
Thus, we focus on proving Equation (35). Fix j € J and consider the mixed state

1 1
Pmix,j = EHVer[p/I] =+ §PZjHVer [p/]]

Note that this state can be generated efficiently, with probability 1—9, from p given (sk[m, ey sk[g]’n_,_l).
In addition, note that pmix;j is identical to the state Ilye[p] after measuring it in the Pz, basis.
Recall that we assume that C*.Open behaves honestly on the Hadamard basis. Thus, the (n + 1)?
qubits of this projected state pmixj corresponding to the j'th committed qubit are in superposition
over |di,x}) ... |dnt1,%],,1) such that for every i € [n+ 1], y;; = Eval(pk; ;, di, x}).
Let
(2", p) « C*.0pen (pminy (s 1)) .

By the adaptive hardcore bit property (w.r.t. pk; ), letting m* = Out(sk, y, (j,1),2"),

(pk7 Sk,(%o), Y, ba my, m*7 p*) ~ (pk7 Sk,(]”o), Y, b7 my, U7 p*) (37)

random variable that with
is distributed identically to

where U is the uniform distribution over {0,1}. Note that m* is
probability % is distributed identically to m;o and with probability
m; ;. We next argue that Equation (37) implies that

a
1
2

(pka Sk—(j,0)7 Y, ba my,mjo, p;',()) ~
(pkv Sk—(j,O)7 Y, bu my, mj,l ©® 17 p;',l)a

65



as desired. To this end, suppose for contradiction that there exists a QPT algorithm A and a
non-negligible € > 0 such that

Pr [A(pka Sk,(]”o), Yy, b7 my, mj1 @ 17 p;,l) = 1] -
Pr [A(pk, sk_(jyo),y,b,mj,mjp,p;,o) = 1] > e

Denote by
pu = Pr [A(pkv Sk—(j,O) 'Y ba my, M, p;,u) = 1]
and denote by

/

P = Pr [A(pk7 Skf(j,O)J Yy, b7 my,m;j1 S 17 p‘/j,l) = 1]

Note that )

1
Pr [A(pk’ Sk—(j,O)ay’ b7 my, m*a P*) = 1] = on + §p1
On the other hand

1 1

Pr[A(pk, sk_(;0),y,b,mr, U, pj,) = 1] = 5p1 + 5p1,

which by the collapsing property implies that there exists a negligible function p such that

. 1, 1
Pr[A(pk7Sk7(j,0)7y7b7mI7 U7p ) = 1] = ip/l + §p1 + M

This contradicts Equation (37) since

VRN S Lol _1(, ) us 4
SPL TGP p gPotop1 ) =501 —po) —n =5 Ep

which is non-negligible.

The proof of Equation (32) for the semi-succinct version. We prove Equation (32) holds if
the underlying NTCF family satisfies the strong adaptive hardcore bit property (see Definition 3.8)
and the distributional strong adaptive hardcore bit property (Definition 4.1). Let Ilyer[p]] denote
the state p’ projected to

Ver(sk,y, (J,01/1), C*.Open(p}, (J,0171))) = 1.3

By Lemma 3.2,
/s

)
Iver[p7] = pT-

Therefore to prove Equation (32) it suffices to prove that
(pkvy’b7m1’m?<?eal,‘]) ~ (pk,y,b, mlamgim,J) (38)

where mg,, ; is distributed as mg_, 5 except that p) is replaced with Ilye [p]]. Similarly, mg;. ;

is distributed as msjny, ; except that p’; is replaced with Iye [p]].

38Note that this is different from the non-succinct case where we used Ilver[p7] to denote the state p; projected to
Ver(sk,y, (J,1171), C*Open(pf, (J,11"1))) = 1.
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We prove Equation (38) via a hybrid argument. Namely, denoting by k = |J|, we prove that for
every a € [k],

(pk,y.b,my,m§ ) ~ (pk,y, b, my, m) (39)

where mgﬁ) is distributed exactly as msjm ; accept that rather than choosing s; < {0, 1}‘“” at

random, we only choose the first 8 coordinates randomly and the rest we set to zero. Namely, we
choose s1,...,s3 +— {0,1} and set sg41 = ... =s;, = 0. Equation (39) implies that

(pk7 Yy, b7 my, mf]O)> ~ (pk7 Yy, bu my, mf]k)>
thus proving Equation (34) since

<pk,y,b,m1,mf,0)> = <pk7y7b7m17m:%e;| J) and (pk7y7b7 mfumf]k)) = (Pk7y7b7ml7m§im,J) .

Fix any « € [k] and we prove Equation (39) for this a. Denote by J = {ji,...,jr} C [¢]. For every

Sla—1] = (51, .-, 5a—1) € {0,1}*7! consider the states
oy 1 1
Psjo_1] = H sziHVer[p/I] and PZ[a_H = ips[afl] + §PZja [pS[aﬂ]}' (4())
i=1

The main ingredient in the proof of Equation (39) is following claim.
Claim 7.18.
(pk, Yy, b, my, (tho &, in,l)ie[k]a dik7\{ja}’ d;a : (1, Xj4,0 D ijl)) ~ (41)
(pka Yy, b7 my, (in,O S inyl)ié[k]a dik]\{]a}a U)
where d is distributed by measuring the registers Oy, ..., 0;, of p;[a_l] in the standard basis.

In what follows, we use Claim 7.18 to prove Equation (39) and then we prove Claim 7.18. To
this end, for every u € {0,1}, denote by

dj) = (a,....d)

the values obtained by measuring registers Oj,,...,0;, of ng) [ps[a_l]] in the standard basis. For
every i € [k], denote by ‘

mi = d - (Lxj0 ©%0) and m}, = dj, - (1,50 © X,0)
and let (u) (u)
) = (07 onl) 0 )

Fix any QPT adversary A. For every u € {0,1} denote by
pu = Pr [A (pk,y,b, mI,mS”)) = 1},
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and denote by
pi = Pr[A (pk,y, by, {momP @ 1)) = 1).

To prove Equation (39) we need to prove that

[p1 — po| < negl()). (42)
Note that ) )
Pr{A(pk,y,b,mr,mj) = 1] = ;po+ op1
which by Claim 7.18 implies that
Pr [A <pk,y,b, m;, {mj‘,\{a}, U}) - 1] - %po + %pl + negl(\)
In addition note that
Pr [A (pk,y,b, my, {mfjl\){a}, U}) = 1] = %p’l + %m.

It remains to note that
(pka Yy, b, my, mf]\{a}) = (pka Yy, b, my, mfjl\){a}) )

which together with the equation above, implies that Equation (42) indeed holds, thus proving
Equation (39), as desired.

The rest of the proof is dedicated to proving Claim 7.18, which we prove assuming the underlying
NTCF family has the strong adaptive hardcore bit property (see Definition 3.8) and the distributional
strong adaptive hardcore bit property (Definition 4.1).

Proof of Claim 7.18. We start by defining QPT algorithms A and C for the distributional strong
adaptive hardcore bit property.
Algorithm A. It takes as on input pk, generated by GennTcr (1), and does the following:

1. For every i € [n + 1] generate (pk;,sk;) < Genntcr(17).

2. Set pk = (pkg, pky, ..., pkyi1)-

3. Compute (y, p) < C*.Commit(pk, o).

4. Use sk; to generate p} = Ip, m, (p).

5. Use sky,...,skpt1 to compute Ilye [p)], which is the state p/ projected to

Ver ((skl, ooy Sknt1),y, (J,O“”) ,C*.0pen (p’l, (J,Ol‘”))) =1.

This step fails with probability §, in which case A outputs L.
6. Use sk to compute ps,,_,, = H?;ll PZ_HVer 1p7].

7. Use sky to compute p;[ail] = %ps[a_l] + %PZQ [ps[a_l]].
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8. Parse y = (y1,...,y¢) and parse ¥, = (¥ju,00Yja,ls- - > Yja,n+1)

9. Measure the Pz, observable of the state p;‘[a_l] to obtain a preimage (b,x;, 5) of y;. 0
Denote the post-measurement state by p**. We assume without loss of generality that
this state includes (pk, (ski, . ..,Sknt1),y, my).

10. Output (yj,,0.b,Xj,.5, P*).
We rename the register O;, of p** by O; and rename all the other registers by Os.

Algorithm C'. It takes as input the secret vector skg pre, corresponding to skg, and the Os registers
of p™, denoted by pg,, and does the following:

1. For every i € [k] \ {a} use ski,...,sky11 to coherently compute a preimage of y; o as
follows:

e Coherently compute C*.Open(p**, (4;,0)).
e Coherently run Ver((sky,...,skn+1),¥j;, (Ji,0),-) to to coherently generate a preim-
age.

Note that since the state Ilye [p]] is the state p/ projected to the state where C*.Open
is always accepted when the opening is in the standard basis, we indeed get a coherent
preimage of y;, o with probability 1.

2. Use skg pre to compute (and measure) Xj, o ® X, 1.

Note that this is a deterministic quantity and hence does not disturb the state.

3. Measure all the registers in O corresponding to {Oj, }ic[k]\{a} to obtain d?\{ja}‘

4. Output aux = (pk, ysmy, (75,0 D Tj;1)ielk]\{a}> dj\{ja})'

%k
aux:

Denote the residual state by p

To finish the proof of Claim 7.18 it remains to prove that dj satisfies the desired min-entropy
requirement. This is captured in the claim below.

Claim 7.19. With overwhelming probability over aux < C’(sk07pre,p*@*2) it holds that for every
d € {0,1}",
Pr[Good(x;,,0,Xj,,1,dj,) = d'] = negl(}).

*%k

e n the standard basis.

where d7  is obtained by measuring the O1 registers of p

The proof of Claim 7.19 relies on the adaptive hardcore bit property of the underlying NTCF
family. It also makes use the following fact which follows immediately from the definition of Py, 39

Fact 7.20. For every o € [k] and every s,—q] € {0, 1}o=1, the state Psio_
can be efficiently constructed from (pk,y, p) and skj.

, and the state p;aiu

39Recall that Pz; does not check if Ver(sk,y, (4,0),-) = 1.
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Proof of Claim 7.19. Suppose for the sake of contradiction that there is a non-negligible € = €(\)
such that with probability € over (aux, p3i,) < C(skopre; p5,) it holds that there exists a vector
d' =d},, € {0,1}" such that

Pr[Good(x;,,0,Xj,,1,dj,) =d'] > € (43)

where d; is obtained by measuring the Oy registers of p3j, in the standard basis. Denote the set of

all aux that satisfy Equation (43) by BAD. In the rest of this proof, for the sake of ease of notation,
we denote by
Cl>k £ d;ka and (Xo,Xl) = (ijo,ijl).

We next denote by
d* = (dy,dy,...,d;)

and we argue that there exists a subset

of size m = n®! for which there exists an (all powerful) algorithm B such that for every aux € BAD

and for every i € [m]
Pr[B (aux, (a1, ) =y | 21— \/15 (45)

where the probability is over d* obtained by measuring the O registers of pi in the standard
basis.

The existence of such a set S follows from Equation (43), since otherwise for every d’,

Pr[Good(xq, x1,d*) = d'] < <1 — \/15> = negl()),

contradicting Equation (43).

We construct QPT algorithm A that on input (pky,...,pk,, 1) generates with non-negligible
probability images {y;},.q corresponding to {pk,,,}ics, preimages {(d;,x})}ics, and equations
{zi,2; - (1,%xi0 D x;1)}ies, such that each z; € Goodmvert(ski’y;) and (x;0,%;,1) = Invert(sk;,y;), thus
breaking the adaptive hardcore bit property. Algorithm A(pk,, ..., pk, ;) does the following:

1. Sample (pkg,sko), (pky,ski) « Gen(1*).

2. Let pk - (pk07 pk17 pk27 R pkn—l—l)‘

3. Generate (y, p) < C*.Commit(pk, o).

4. Parse y = (y1,...,y¢) and parse y;, = (ys,yf, . ,y;"lH).
5. Compute ((0,x%9), (1,x1)) < Invert (sko, y5)-

6. Use skj to generate p} = Ip, m,(p).
7. Use sk; to compute ps,,_,| = H?;ll PZZ [p7].

8. Use sk; to compute p’s‘[a_l] = %pS[afl] + 3Pz, [Psjo_y))-
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9. Measure registers O;, of p;[a_l] in the standard basis to obtain d* = (dj;, d7, ..., d},).

10. For every 7 € S measure the registers corresponding to x;. We note that with probability
1 — ¢ it holds that for every ¢ € S,

Yit1 = Eval(pkiy 1, d7, x7).
Denote the resulting state by p’.
11. Compute (z, p”’) < C*.Open(pk, (ja,0), p).
12. Parse z = (z1, . ..,2Zpt1) € {0, 1}(7FD*
13. Compute (0,%] o), (1,%] 1)) < Invert (skq, y7).
14. Let v =z - (1,x} g © %) 1).
15. Output {sz‘+1,}’f+17df,Xf,ZiH,X%i}ies-
We next argue that with non-negligible probability it holds that for every ¢ € S:

/ /
Yirr = Eval(pkiyy, (d7,%7)) A zipr- (L,X 0@ %5,) =Xy A 2ip1 € Goodys s

where ((0, X2,0)7 (1,x;’1)) = Invert(sk;y1,y;, ), contradicting the adaptive hardcore bit property.
The fact that the underlying C*.Open algorithm is accepted by Ver with probability > 1 — §
implies that
Pr[Vie S: yj,, = Eval(pk;,, (dj,x}))] >1—6.

(3

Moreover, if we did not measure {(d;, x})}ic[n) it would also imply that,
Pr [Vz’ €85: ziy1- (Lxg®X(1) =Xyi A Zip1 € Goodx;mx;,l} >1-6
By the collapsing property applied to {pk; }icf2,....n+1}\{i+1: ies}, even if we measured {(d}, ;) }ic[n)\ 5>
Pr [Vi €Sz - (Lxg®X; 1) =%y N 2 € GOOdXQ,mXQJ >1—26 — negl(\)

We note however, that by Equation (45), for every i € S measuring (d},x}) disturbs the state by
at most n~'/4. Hence

Pr [W €81 yi =Eval(pkyyy, (df,x7)) A zip1 - (Lxjp@xj)) =%y A 2Zip1 € Goody

>
1| —
0.1
n
1-— 2(5 — W — neg|()\),

contradicting the adaptive hardcore bit property.
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Remark 7.21. We next argue that relying on some form of the adaptive hardcore bit is necessary.
Specifically, if there exists a QPT algorithm A and a non-negligible function € = €(\) such that

Pr[A(pky, ..., Pkyyt) = (bi i, diymi)id) o Vi€ [n+1] di- (1,%50 ®%51) = my] > e(N)

where (x;0,%;1) = Invert(sk;, Eval(pk;, (bi,%;)), then one can use this adversary A to attack the
scheme, as follows:

1. Given (pkg, pky,...,pk, 1), compute

(bi, x;,d;, mi)?jf = A(pky, ..., pk,iq)-

Let m = (my,...,mp41) and set yo = Eval(pky, m).
For every i € [n+ 1], set'y; = Eval(pk;, (bi,x;)).
Output (Y0,¥1,---,Yn+1) as the commitment.

If asked to open in the Hadamard basis output ((b1,x1), ..., (bnt1,Xnt1))-

S A o e

If asked to open in the Standard basis output (dy,...,dp41)-

The adversary is accepted with probability € and the openings are distinguishable from a qubit, since
the standard basis opening is deterministic and the Hadamard opening is biased, both in a detectable
way.

7.3 Binding for the Succinct Commitment Scheme

In this section we prove the following theorem.

Theorem 7.22. The succinct multi-qubit commitment scheme described in Section 6.3 satisfies the
binding condition defined in Definition 5.10.

Proof. To prove soundness we need to prove that Equations (14) and (15) hold. To this end, fix
any QPT algorithm C*.Commit, a quantum state o, a polynomial ¢ = ¢(\), a QPT prover P* for
Ver.Commit. We start by defining a QPT algorithm CZ.Commit for the underlying semi-succinct
commitment scheme. This algorithm is associated with a parameter ¢y, and sometime to be explicit,
we denote it by Ck.Commit,,. It takes as input (pk;, o) and commits to an ¢-qubit state, as follows:

1. Sample hk < Geny(17).
2. Set pk = (pkj, hk).
3. Compute (rt, p) < C*.Commit(pk, o).

4. Use the state-preservation extractor £ (from Definition 6.5) for the NP language £* (defined
in Equation (19)) to generate

(TSima Y, ppost,Sim) — SP*’p ((hk, l’t), 1)\a E0)
5. If Eval(hk,y) # rt then output L.
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6. Else, output (y, ppost,Sim)-
By Definition 6.5 and Corollary 6.6,
[Pr[Evaly(hk,y) = rt] > 1 — 69 — 2¢o — negl(A). (46)

We use this QPT algorithm CI.Commit,, to prove the soundness of the succinct scheme. We
start with proving Equation (15). To this end, fix a subset J C [¢] and a basis by € {0,1}V], and
two QPT algorithms C}.Open and C5.0pen. We need to prove that

ReaIC*.Commit,P*,C’l‘.Open ()\’ (J, bJ), 0’) % ReaIC*.Commit,P*,C;Open ()\, (J, bJ), 0_) (47)

where 7 = O (v/3g + &), where &y is defined in Equation (17) and § is defined in Equation (16).
We next define two QPT opening algorithms CY, ;.Open and C}, ,.Open for the underlying semi-

ss,1 ss,2
succinct commitment scheme, corresponding to Cj.Open and C5.Open, respectively. For every ¢ €

{1, 2}, C.i-Open(ppost,sim, b.y) does the following: "
1' Run (Yi,J7 o’ia zi,Sin’H pi,7sim) <_ C;'Open(ppost,Sima (J7 bJ))
2. If Very(hk, rt, J,y; 7,0;) = 0 then output L.
3. Else, output (2;sim; £} sim)-

By Definition 6.5,
€
(TSima Ppost,Sim Sk) %0 (T7 Ppost; Sk) (48)
which implies that for every i € {1, 2},

Pr[Ver(sk, rt, (J,by),¥i.7, 0i, 2isim) = 0] < 6 + €o. (49)
For every j € J let
m; Sim,j = Outl(skl, Y, bj, Zi,Sim,j) and m;; = Outl(skl, Yy, bj, Zz‘,j),

where (z;, pll) — C;*.Open(ppost, (J,by)). Let m; Sim,J = (mi7s;m7j)j€(] and m; ; = (mi’j)je]. Equa-
tion (48) implies that for every i € {1, 2},

(pk,rt, (J,by), m; y) 2 (pk,rt, (J,by), m; sim. ). (50)

By the binding of the underlying semi-succinct commitment scheme,

* *

RealC;‘S.Commit,CSSJ.Open ()\, bJ, O') Z RealC;‘s.Commit,CSS,Q.Open()\7 bJ, O'). (51)
where n* = O(V/6*) is defined in Definition 5.6 and

0" = E max  Pr[Verg(sk,y,b’, CL ,.Open(p,b’) = 0]. 52
(o, sky ) Gens (11) ic{1,2}, [ ss(sk, y i-IP (p,b") ] (52)
(y,p)+CZ.Commit(pk,,0) b’€{b|;,0,1}
We note that 6* < dg + 3¢9 + d + negl(A). This follows from Equations (46) and (49), together with
the collision resistance property of the underlying hash family.

40We assume without loss of generality that the state ppost,sim includes pk and y.
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We thus conclude that
RealC*.Commit,P*,C*{.Open()\’ (J7 bJ), 0_) —

(pkv rt, J7bJ m; J) ’G‘N’

Q=

m

O

(J,bJ),
(pka I’t, (J7 bJ) mj ,Sim J)
(pk, rt, (J7 bJ) ms Sim J)
(Pk,rt, (J,by), my y) =
RealC*.Commit,P*,C’Q‘.Open()\’ (J, bJ), 0.)7

where the second and forth equations follow from Equation (50) and the third equation follows
Equation (51). Setting eg = dp we conclude that Equation (15) holds.

It remains to prove Equation (14). To this end, we use the QPT extractor Extss corresponding
to the underlying semi-succinct commitment scheme, as well as the extractor £ corresponding to
the underlying state-preserving argument-of-knowledge system, to construct the extractor Ext for
the succinct commitment scheme. Ext? rest (sk, rt, p, 11/ 61) does the following:

1. Let C € N be a constant that is larger than the constant from the definition of n in Equa-
tion (11) and in Equation (15). Namely, C is chosen so that in Equation (11) 7 < C'-+/3, and
in Equation (15) n < C'-/dp + 0.

2. Set ey = (%)2

3. Use the state-preservation extractor £ (from Definition 6.5) for the NP language £* (defined
in Equation (19)) to generate

(TSima Y, ppost,Sim) < 5P*7p ((hk, I’t), 1)\a E0) (53)

4. If Evaly(hk,y) # rt then set y = L.

5. Use PT 41

est
operates as follows:

to define C%.Open, which is associated with a parameter €y, and on input (ppost,sim, (J; 0)),
42

(a) Denote by Uy the unitary that does the following computation (coherently, using ancilla
registers):

<t (PK; It, Ppost.sim) upon receiving the bit b € {0,1}

from Vrest, to obtain rt’” and a post state pg;,,.

i. Compute the first message of Pr,

ii. Use the state-preservation extractor £ (from Definition 6.5) for the NP language £*
(defined in Equation (19)) to generate

(TSlm’ Z ppost Slm) « & TeSt’ps'm ((hk’ I’t/), 1)\’ 60) (54)

iii. Denote the ancila registers where z is stored by (openy,...,openy).

41'We assume without loss of generality that the state Prost,sim 1ncludes (pk,y, rt).
42Cx Open is defined somewhat analogously to C*.Openm as defined in the proof of Lemmas 7.13 and 7.14.
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iv. If b = 0 (corresponding to a standard basis measurement), apply a post-processing
unitary to each open, register, to ensure that measuring this register would not
disturb the state in a detectable way. This is done as in Remark 7.16.

Specifically, Denoting sky = (skq,0,5ki.1, ..., Skin+1), the unitary Uy uses (sky 1, ..., skin+1)
to apply the following post-processing unitary to each open; register, to ensure that
when measured the disturbance will not be noticed to a QPT algorithm which is not

given (skji,...,skin+1). Recall that open; contains a vector z = (z1,...,2Zp41) €
{0, 1}(”“)2 where each z; € {0, 1}7*1. The post-processing unitary does the follow-
ing:

A. Coherently compute for every j € [n + 1] the bit m; = z; - (1, ® X} ;), where
x; o and x} | are the two preimages of y; ; that are computed using sk;.

B. Let m = (myq,...,my11) € {0,1}""1. Note that if z is a successful opening (i.e.,
it is accepted) then m is a preimage of y; o, and whether a preimage is measured
or not is undetectable without knowing skg, due to the collapsing property of
the underlying NTCF family.

C. On an ancila register, compute a super-position over all z’ = (z},...,2,,,) €
{0,1}+1D* such that for every j € [n+1] m; = z; - (1,x) 0 @ %} ).

D. Swap register open; with the ancila register above, so that now z’ = (
is in register open,.

(b) Compute p' = U} CNOTopen; copy, Us Ppost.Sim]

/ /
zl,...,an)

(c) Measure register copy, in the standard basis to obtain z;.
(d) Output z;.

So far, we defined C%.Open on a single coordinate (j,b). We define C},.Open on a set of
coordinates (J,by) to first apply CZ.Open on all the coordinates j € J such that b; = 0 (in
order) and then apply it on all the coordinates j € J such that b; =1 (in order).*?

®

6. Output 745 < Extsc_és'o"en(

Sk, Yy, ppost,Sim)-

We need to argue that for every QPT algorithm C*.Open,

RealC*.Commit,P*,C*.Open()\’ (J, bJ), 0’) é |dea|EXt’C*'CommitvP*vP‘Fest()\7 (J, bj), o, 6), (55)

g:o(,/50+5()+5)+e.

To this end, we rely on the binding property of the underlying semi-succinct scheme (and in par-
ticular Equation (11)), which implies that

for

RealC:s.Commit,C:S.Open()\’ (J, bj), 0_) ?\; IdeaIExtss,C:S.Commit,C:s.Open()\’ (J, bj), 0_) (56)

43This ordering is done for simplicity, as it allows us to rely on the analysis of C* .Openm in the proof of Lemmas 7.13
and 7.14. In particular, we do not need to rely on the fact that measuring the Hadamard basis opening is not detectable
when opening, and verifying the opening, in the standard basis.
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where n* < C'- V6* and

0F = E max
(pk,sk)<Gen(1*)  b’e{by,0l71 171}
(v,p)+C.Commit(pk,o)

Pr[Vergs(sk, y, (J,b'), C5.Open(p, b)) = 0]. (57)

By the definition of C},.Open, and as explained in Remark 7.16 (and similarly to Equation (22)),
0" < ey + €] + negl(\) (58)

where

%::I%{VGQJSMJy,LLbUU7ZQ::07

and where y is distributed as in Equation (53), and z; is distributed as in Equation (54) when
computed coherently by U,. We next argue that

€+ € <Prly = 1] + Pr[zg = L] + Pr[z1 = L] + 25( + 8¢o + negl(\). (59)

The reason Equation (59) holds is that after extracting y the residual state is €p-indistinguishable
from the state obtained without extraction. After further extracting z; the residual state is 2eq-
indistinguishable from the state obtained without extraction. By Definition 6.5 and Corollary 6.6,
this implies that the probability that in the third argument-of-knowledge, the extractor outputs a
valid witness (y,z,), corresponding to the instance (skq, hk, rt,rt’,b), is at most 2ey + 0, + 2¢9 =
(5675 + 4e€p, up to negligible factors, where (5(’),17 is the probability that Py ., is rejected giveﬁ that the

est

fist message sent by Vet is b € {0,1}. This, together with the collision resistance property of the
underlying hash family, and with the fact that d 4 + dy; = 20, implies that Equation (59) indeed
holds.
Note that
Prly = L] <o + 2¢p + negl()) (60)

This follows from the following calculation:
Prly = 1] =
Prly = L A Tsim is rejecting] + Prly = L A Tsim is accepting] <
Pr[Ts;y, is rejecting] + Prly = L A Tsim A is accepting] <
do + €0 + €0 + negl(\)

where the latter equation follows from the definition of dy and from Definition 6.5. Similarly,
Pr[z, = 1] < dp; + 3eo + negl()) (61)
This follows from the following calculation:

Pr(z, = 1] =

Pr(zy = L A Tsim is rejecting] + Pr[z, = L A Tgjm is accepting] <
Pr[Ts;y, is rejecting] + Pr[z, = L A Tsgjy, is accepting] <

0.5 + 2€0 + €0 + negl())
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This, together with Equations (58) and (59), implies that

8 < (60 + 2€0) + (26 + 6eg) + 26 + 8eg = &g + 45, + 16¢o.

n*gO(\/MHC-\/ﬁgo(\/mH;

In order to use Equation (56), with n* as above, we define

We conclude that

SUCC_Idea|Ext55,C:s.Commit€O,C;"S.Open()\7 (J, bJ), 0')
to be the distribution obtained by sampling
(pky, ¥, (J,by),m) — Ideal™ts s Commite, G Open(y (1 b ), ),
sampling hk < Geny (1), computing rt = Evaly(hk, y), and outputing
((pky, hk), rt, (J;by), my).

Similarly, we define _
Succ-Real S CommitCOpen(y (1 b;), o)

to be the distribution obtained by sampling
(Pk1, ¥, (J;by), m) ¢ Real ™t CoCommite S5 OPEN (X (] b ), ),
sampling hk < Geny (1), computing rt = Evaly(hk, y), and outputting
((pky, hk),rt, (J,by), my).
Note that by the definition of the extractor Ext it holds that
Ideal®XtC"-Commit,P% Pres (X (J, by), o, €) = Succ-ldeal Xt Cos-Commitey Ci.0pen () (7 1 1) o).

This is the case since
IdeaIExt,C .Commit, P ’PTest()\’ (J,b]), o, 6)
extracts the state
Ck.Open
TAB < Extse® (Sk, Y, ppost,Sim)7

where (Y7 ppost,Sim) < C;‘S.Commiteo(pkl, U)-
Therefore, to prove Equation (55) it suffices to prove that
ReaIC*.Commit,P*,C*.Open()\’ (J, bj), 0') ’% SUCC_ReaIC:S.Commit,C;"s.Open()\, (J, bj), 0’), (62)
where (* = O(y/dp + 0}, +0) + 5.
To this end, we use Py, to define a QPT algorithm C**.Open. We mention that C**.Open bears
similarity to C.Open (defined in Item 5 of the definition of Ext), with the difference being that the
latter was defined for the semi-succinct commitment, whereas C**.Open is defined for the succinct

commitment. In particular, recall that for the succinct commitment, an opening to the j’th qubit
consists of a tuple (y;,0;,2;). C*.Open uses Py, to generate this opening as follows:
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1. Use the state-preservation extractor £ (from Definition 6.5) for the NP language £* (defined
in Equation (19)) to generate

(TSimv Yy, ppost,Sim) — gP-FeSt’p ((hk, rt), 1)\7 60) .

Let (yj,05) = Openy(hk,y, j).
2. Let Uy be the unitary as defined in the definition of the extractor Ext above.
3. Compute p’ = UJCNOTopenﬁcopyj U [PpostSim) -
4. Measure register copy; in the standard basis to obtain z;.
5. Output (y;,0;,2;).
Claim 7.23.

RealC*.Commit,P*,C*.Open()\’ (J’ bJ), 0’) % ReaIC*.Commit,P*,C**.Open()\’ (J, bJ), 0_)

where (1 = O <\/50—|—56—|—5) + 5.

We note that Claim 7.23 completes the proof of Equation (62) since by the definition of C**.Open
and CZ.Open

ReaIC*.Commit,P*,C**.Open(/\, (J, b]), O') = SuCC—Rea|C5*5'Commit€0’C;'Open(/\, (J, bJ), 0').

Proof of Claim 7.23. Equation (15) (which we proved above) implies that it suffices to prove
the following:

Pr|Ver(sk, rt, (J,by), (y 1, 07.25)) = 0] < O + &) + (%)2 + negl(\) (63)

where (yj,07,27) = C*.Open(ppost, (J/, b)) and where C' € N is defined in Item 1 of the definition
of Ext. We first note that by Definition 6.5 and Corollary 6.6,

Pr[Very(hk,rt, J,y s, 05) = 0] < dp + 2¢9 + negl(N). (64)
Moreover, the residual state, denoted by ppost sim satisfies that
€
(ppost,Simu Sk) ~ (pposh Sk) (65)
which implies that Py (pk, rt, Ppost,sim), upon receiving b € {0,1} from Ve is rejected with prob-

ability at most &), + €o + negl()). By Definition 6.5 and Corollary 6.6, this implies that the tuple
(Tsims Zbs Ppost sim) generated in Equation (54) satisfies that

Pr[Evaly(hk, zy) # rty] < 85, 4 3o + negl(A).
By the union bound, we conclude that for every b € {0,1},

Pr[Evaly(hk,y) # rt vV Evaly(hk,z) # rty] < 0o + g, + 5eo + negl(X). (66)
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By Definition 6.5, for every b € {0,1} it holds that the state p,,. g, generated in Equation (54)
as part of Up, is €-indistinguishable from the state of Pf. (pk, rt, ppost.sim,b) after executing the
first state—preserving argument-of-knowledge. This, together with Equation (65), implies that the
state ppost sim 18 2€o-indistinguishable from the state of Py, (pk,rt, ppost) after executing the first
state-preserving argument-of-knowledge. Since P (pk, rt, ppost,b) is accepted in both its state-
preserving argument-of-knowledge protocols with probability at least 1 — 60 p» it holds that it is
accepted in the second state—preservmg argument-of-knowledge protocol (w.r.t. the language £**)
when it starts with the state ppost&m with probability at least 1 — 50,b 2¢g. This, together with

Definition 6.5 and Corollary 6.6, implies that
Pr[((skl, hk, rt, I’t/, b), (y, Z)) € Rg**] >1-— 56713 — 4eg,

which together with Equation (66) and the collision resistant property of the underlying hash family
implies that

Pr[Ver(sk, rt, (J,b), (ys,07,25)) = 0] < O(50 + &) + 9o + negl(\)

Thus it remains to note that 9¢y < (%)2, as desired.

8 Applications

8.1 Succinct Interactive Arguments for QMA

In this section we construct a succinct interactive argument for QMA. To this end, we construct a
semi-succinct interactive argument for QMA, where only the verifier’s messages are short but the
messages from the prover may be long. We then rely on a black-box transformation from [BKL 22|
which shows a generic transformation for converting any semi-succinct interactive argument for
QMA into a fully succinct one.

Ingredients Our semi-succinct interactive argument consists of the following three ingredients:

e A pseudorandom generator PRG : {0,1}* — {0, 1}¢, where £ = £()) is a polynomial specified
in Lemma 8.1 below.

e A semi-succinct (qubit-by-qubit) commitment scheme (Gen, Commit, Open, Ver, Out), as de-
fined in Section 5 and constructed in Section 6.

e The information-theoretic QMA verification protocol of Fitzsimons, HajdugSek, and Mori-
mae [FHM18|. As in [BKL"22|, we use an “instance-independent” version due to [ACGH20]
and assume the soundness gap is 1 —negl(\), where the latter can can be achieved by standard
QMA amplification.

Lemma 8.1 ([FHM18, ACGH20, BKL*22|). For all languages L = (Lyes, Lno) € QMA there
exists a polynomial k(X), a function £(X) that is polynomial in the time T(\) required to verify

instances of size A, a QPT algorithm Prym, and a PPT algorithm Veywm such that the following
holds.
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— Pram(x, [¥0)) = |7): on input an instance x € {0,1}* and a quantum state |¢), Prym
outputs an L(\)-qubit state |).

— Completeness. For all x € Lyes and |¢p) € Rpe(z) it holds that for a random h <«
{0,131
Pr|Venm (%, v) = acc : |1) < Prum (x, |¢>®W>)} > 1 — negl())

where v is the result of measuring |w) in basis h.

— Soundness. For all x € Lno and all -qubit states |7*) it holds that for a random
h « {0, 13,
Pr[Veum(x, v*) = acc] < negl(A)

where v* is the result of measuring |7*) in basis h.

The semi-succinct interactive argument for QMA In the following protocol P and V are
given an instance x and P is given k copies of the QMA witness [1)).

V — P: Generate (pk,sk) < Gen(1%), and send pk.
P—=V:

1. Compute |w) = Prum <x, |1/;>®k>.
2. Compute (y, p) + Commit(pk, |mr)).

Denote by ¢ the number of qubits in |7), and denote by y = (y1,...,¥¢), where y; is a
commitment to the i’th qubit of o.

3. Send y.
V — P: Send a random bit b € {0,1}.
Ifb=0:"

1. V — P: Send a random bit h < {0,1}.
2. P — V: Send z < Open(p, h’).
3. V — P: Compute v = Ver(sk,y, h’,z) and accept if v = 1 and otherwise, reject.

Ifb=1:

1. V — P: Send a random seed s «+ {0, 1}
2. P — V: Compute b = PRG(s) € {0, 1} and send the openings (z1, .. .,z¢) < Open(p, b).
3. V does the following:
(a) Compute b = PRG(s).
(b) For every i € [¢] compute u; = Ver(sk,y;, b;,z;) and v; = Out(sk, y;, b;, 2;).
(c) If there exists i € [¢] such that u; = 0 then reject.
(d) Else, accept if and only if Viyym would accept (x, (b1, ..., be), (v1,...,vp)).

Theorem 8.2. The above scheme is a semi-succinct interactive argument for QMA.

44 This should be thought of as a “test round.”
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Proof of Theorem 8.2. The completeness property is straightforward and hence we focus on
proving the binding property. Fix a QMA promise problem £ = (Lyes, Lno). Fix P*, an input x*
and an auxiliary state o, such that P*(x*, o) is accepted with probability 1 — §, for 6 < %
We argue that it must be the case that x* ¢ Ln,. To this end, we use P* to construct Pfy
that is accepted with high probability in the protocol (Prym, Venum) on input x*. The algorithm

Pty (x*,0) proceeds as follows:
1. Generate (pk, sk) < Gen(1?).
2. Generate (y, p) < P*(pk,x*, o).

3. Use the extractor Ext from the binding property of the commitment scheme to extract a state
T+ Ext? (sk,y, p)

4. Send T.

We next argue that Veym accepts 7 with high probability on a random basis. To this end, it suffices
to argue that it accepts 7 with high probability on a pseudorandom basis, since otherwise one can
distinguish a pseudorandom string from a truly random one, thus breaking the underlying PRG.
Denote by

Good = {s € {0,1}* : P* is accepted w.p. > 1 — A§ when V sends s}

Note that 9
p = Prfs € Good] > 1 — 3 (67)

which follows from the following Markov argument:

1 —2§ < Pr[P* is accepted | b= 1] =

Pr[P* is accepted | b=1 A s € Good] - Pr[s € Good | b= 1]+
Pr[P* is accepted | b=1 A s ¢ Good] - Pr[s ¢ Good | b = 1] <
p+(1— )1 —p) =

1—X(1—p)

which implies that —29 < —AJ(1 — p) and in turn that A(1 — p) < 2, thus implying Equation (67).
By the binding property of the underlying commitment scheme, for any basis b = PRG(s) such that
s € Good, it holds that
O(VAd)
(Pk,¥,b,mReal)  ~ * (pk,y, b, migear)

where myge is the result of measuring 7 Ext?” (sk,y, p) in basis b, and mpge, is the output
corresponding to the opening of P*. The fact that the measurements mge, are accepted by Vepm
with probability > 1 — Ad (for any basis PRG(s) such that s € Good) implies that myge, is accepted
by Venm with probability > 1—X6 —O(v/ AJ) (for any such basis). This, together with Equation (67)
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implies that 7 is accepted by Vrym on a pseudorandom basis with probability

Pr[Veum accepts T on basis PRG(s)] >
Pr[Veum accepts T on basis PRG(s) | s € Good] - Pr[s € Good] >

Pr[VEym accepts 7 on basis PRG(s) | s € Good] - <1 — i) >
2
@—Aé—O@G&)(l—A)

1

This, together with Lemma 8.1 and our assumption that § < 13,

implies that x* ¢ Lo, as desired.
O
8.2 Succinct Interactive Arguments from X/Z7 Quantum PCPs

In this section we show how to convert any X/Z quantum PCP for a language £ into an succinct
interactive argument (P, V') for £. As in Section 8.1 we construct a semi-succinct interactive argu-
ment, and then use the black-box transformation from [BKL"22] to convert it into a fully succinct
one.

Ingredients Our semi-succinct interactive argument consists of the following ingredients.

e A semi-succinct (qubit-by-qubit) commitment scheme (Gen, Commit, Open, Ver,Out), as de-
fined in Section 5 and constructed in Section 6.

e An X/Z quantum PCP for the language £, with verifier Vqpcp.

The semi-succinct interactive argument for £ In the following protocol (P, V') are given an
instance x and P is also given an X/Z quantum PCP |r).

V — P: Generate (pk,sk) < Gen(1%), and send pk.

P — V: Compute (y, p) < Commit(pk, |7)) and send y

Denote by ¢ the number of qubits in |7), and denote by y = (y1,...,¥¢), where y; is a
commitment to the ¢’th qubit of o.

V — P: Send a random bit b € {0, 1}.
Ifb=0:%

1. V — P: Send a random bit h < {0,1}.
2. P — V: Send z + Open(p, ht).
3. V — P: Compute v = Ver(sk,y, h’,z) and accept if v = 1 and otherwise, reject.

Ifb=1:

1. V — P: Send a sample (i1, ..., i b1,...,b.) < Vqpcp(x, 11).

45This should be thought of as a “test round.”
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2. P — V: Send the openings (z1,...,z.) - Open(p, (i1,b1), ..., (ic, b))
3. V does the following:
(a) For every j € [c] compute v; = Ver(sk,y;;,bj,z;) and u; = Out(sk,y;;, bj, z;).
(b) If there exists j € [c] such that v; = 0 then reject.
(c) Else, accept if and only if Vqpcp would accept (x, (i1, ..., %), (b1, ..., b¢), (U1, ..., uc)).

Theorem 8.3. The above scheme is a semi-succinct interactive argument for L.

Proof of Theorem 8.3. The completeness property is straightforward and hence we focus on
proving the binding property. Fix a QPT cheating prover P*, an input x* and an auxiliary state
o, such that P*(x*, o) is accepted with probability 1 — 4, for § < % We use P* to extract an
X/Z quantum PCP 7 for 2* € L that is accepted with high probability, thus implying that indeed
x* € L as desired. This is done as follows:

1. Generate (pk,sk) < Gen(1?).
2. Generate (y, p) « P*(pk,x*, o).

3. Use the extractor Ext from the binding property of the commitment scheme to extract a state
m « Ext” (sk,y, p)

4. Output .

The fact that P* is accepted with probability 1 — § implies that for every h € {0,1} it opens in
an accepted way on h’ with probability at least 1 — 46. Denote by Good the event that Vgpcp
samples (i1,...,%c,b1,...,b:) such that P* is accepted with probability > 1 — Ad when V sends

(i1, ,0c,b1,...,bc). Note that

p £ Pr[Good] > 1 — ; (68)

which follows from the following Markov argument:

1 — 26 < Pr[P* is accepted | b=1] =

Pr[P* is accepted | b=1 A Good] - Pr[Good | b = 1]+

Pr[P* is accepted | b=1 A —Good] - Pr[-Good | b =1] <

p+(1- )1 -p) =

1—X(1—p)
which implies that —26 < —A§(1 — p) and in turn that A(1 — p) < 2, thus implying Equa-
tion (68). In what follows we say that (i1,...,%c,b1,...,b.) € Good if P* is accepted when V

sends (i1, ...,%¢b1,...,b.) with probability > 1 — Ad. By the binding property of the underlying
commitment scheme, for any (iy, ..., b1,...,b.) € Good, it holds that

. . O(V9) . .
(pk7y7 (/Ll)'"aZC)blv"‘vbC))mRea|) ~ (pk)yu (Zla‘"77’Cab17"'7bc)am|dea|)

where myges is the result of measuring m <« Ext!” (sk,y, p) in locations (i1,...,7.) and basis
(b1,...,be), and mRgey is the output corresponding to the opening of P*. The fact that the measure-
ments Mgey are accepted by Vpcp with probability > 1— A6 (for any (i1, ..., 4., b1,...,b.) € Good)
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implies that myge, is accepted by Vopcp with probability > 1 — Ad — O(V/Ad) (for any such basis).
This, together with Equation (68) implies that

Pr[Vqpcp accepts ] >
Pr[Vqpcp accepts 7 | Good] - Pr[Good] >

2
Pr[Vqpcp accepts m | Good] - <1 - ) >

NE
(1—A5—0(\/E)) : <1—i>

This, together with our assumption that § < %, implies that indeed 7 is an X/Z PCP that is

accepted with high probability, and thus x € £, as desired.
O
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A

Weak commitments to Quantum States (WCQ)

In this section, we recall the Measurement Protocol from Mahadev [Mah18|, which was formalized
by [BKLT22|. We refer to such a protocol as a weak commitment to quantum states (WCQ) protocol,
and define it formally below.

Definition A.1 (Weak Commitment to Quantum States (WCQ)). An ¢-qubit WCQ protocol is
specified by the five algorithms (Genyw, Commityy, Openyy, Testy, Outw):

1.

Genw is a PPT algorithm that takes as input the security parameter \ (in unary) and a string
h € {0,1}, and outputs a pair (pk,sk) < Genw(1*, h), where pk is referred to as the public
key and sk is referred to as the secret key.

Commity is a QPT algorithm that takes as input a public key pk and a quantum state o
and outputs a pair (y, p) < Commitw (pk, o), where y is a classical string, referred to as the
commitment string, and p is a quantum state.

Openw is a QPT algorithm that takes as input a bit ¢ € {0,1} and a quantum state p and
outputs a classical string z < Openw(p, ¢), referred to as the opening string.

. Testw is a polynomial time algorithm that takes as input a public key pk and a pair (y,z),

where y is a commitment string and z is an opening string, and it oulputs {acc,rej} <«
Testw (pk, (¥, 2))-

Outw is a polynomial time algorithm that takes as input a secret key sk and a pair (y,z),
where y is a commitment string and z is an opening string, and it outputs a classical string
m € {0, 1}~

The commitment protocol associated with the tuple (Genyw, Commity, Openyy, Testy, Outy) is a

two party protocol between a QPT committer C which takes as input a quantum state o, and a BPP
verifier V. which takes as input a classical string h € {0, 1}£. Both parties also take as input the
unary security parameter . The protocol consists of two phases COMMIT and OPEN, proceeding
as follows:

e COMMIT phase:

1. [C+ V]: V samples (pk,sk) < Genw(1*, k) and sends the public key pk to C.

2. [C — V]: C computes (y, p) < Commitw(pk, o) and sends the commitment string y to
the verifier.

e OPEN phase:

1. [C < V]: V samples a random challenge bit ¢ < {0,1} and sends ct to C.
2. [C = V]: C sends z < Openw(p,c) to V.
3. If c =0, V outputs {acc,rej} « Testw(pk,y,2). If c =1, V outputs m < Outw(sk, y, z).

A WCQ protocol acts over registers P, Y, Z, W where P contains the public component of the
output of Genyy, ) contains the output of Commity, Z contains the output of Openyy, and W are
additional work registers. Additionally, the commitment protocol satisfies the following properties
for correctness and binding.
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Definition A.2 (WCQ correctness). Let RealW(1*,a,h) be the distribution resulting from run-
ning (pk,sk) < Genw(1*,h), (y, p) < Commityw(pk, o), z < Openw(p,1), and outputting m <
Outw(sk,y, 2). Let o(h) denote the distribution resulting from measuring each qubit i of a quantum
state o in the basis specified by h; for i € [(]. A WCQ protocol is correct if, for all £-qubit quantum
states o and for every h € {0,1}¢, the following two properties are satisfied:

1. (Test Round Completeness):

(pk, sk) < Genw (1%, h);
Pr |acc « Testw(pk,y,2): (y,p) < Commitw(pk,o);| =1 — negl()) (69)
z < Openw/(p,0)]

2. (Measurement Round Completeness):

(pk, sk) < Genw (1%, h);
m < Outw(sk,y,2) : (y,p) + Commitw(pk,o); p ~. o(h) (70)
z + Openw(p, 1)

Definition A.3 (WCQ Binding). /[BKL" 22/ A WCQ protocol is binding if there exists a PPT clas-
sical algorithm SimGen and a QPT oracle machine WExt such that, for any cheating QPT committer
C* with quantum state o that satisfies that for every h € {0,1}¢:

(pk, sk) <= Genw (1%, h);
Pr |acc « Testw(pk,y,2): (y,p) < C*.Commitw(pk,o);| =1 — negl(\), (71)
z « C*.Openw(p,0)]

it holds that for every h € {0,1}¥,
Sim® (1%, h) ~. RealW® (1%, h)
where

° Simc*(l/\, h) is the output distribution of the following procedure:

Sample (pk,sk) < SimGen(1%).
Ezecute the commitment round to obtain (y, p) <— C*.Commitw(o).
Ezecute 7 < WExt®" (pk, sk, , p).

Tt o=

Measure T in the basis specified by h, where h; = 0 corresponds to the standard basis and
h; = 1 corresponds to the Hadamard, and output these measurement values.

° ReaIWC*(lA, h) is the output distribution of the following procedure:
1. Sample (pk,sk) < Genw (1%, h).
2. Emulate the commitment round to obtain (y, p) < C*.Commityw (o).

3. Emulate the opening phase round corresponding to ¢ =1 to obtain z <— C*.Openw(p,1).
4. Compute m < Outw(sk,y, z) and output m.
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B Proof of Lemma 4.5

To show our modified version of Lemma 4.6 of [BCM™18§]|, it suffices to show a version of their
Lemma 4.9 modified to handle two arbitrary binary strings d/,d. Once this has been shown, the
remaining argument proceeds unchanged. In this section will only present our modified version of
Lemma 4.9 and its proof.

First, let us recall some basic properties of the discrete Fourier transform. Define the gth root

of unity
W = e2mila,

The “standard Fourier identity” is that

Zw;::O.

TELq

For a function f : Zg X Zo — C, the Fourier transform f is defined by
Foey) =D wy (=) f(v, 2).
V,Z

With this normalization, we have the following version of Plancherel’s theorem:

V24| fll2 = 1|2

Now, in the context of Lemma 4.9 of [BCM T 18], we are given a random matrix C € ngn, and
arbitrary distinct nonzero binary vectors d},d), € {0,1}". Define

g(VleyZZ): Pr [V:CS,ledll-s’z2:d’2.S]_
s€{0,1}"

Then, to prove the Lemma, it suffices to show that with high probability over the choice of the
matrix C, the probability distribution whose density is ¢ is close to the uniform distribution over
the space Zg X Zg X Zo. Specifically, denoting by U the uniform distribution and denoting by D the
Total Variation Distance, we wish to show that

D(g, U) < qf/Q . 2—n/40‘
To do so, we relate the TVD distance to the Lo norm of the difference g — U:
1
D(9,0) = 5llg = Ul
1
V2 g~ Ul

1 N
=|lg—U
19— Uz,

IA

where the second line follows from Cauchy-Schwarz. Note that for any probability density g over
Zg x 7o x T, we have that §(0%,0,0) = 1. This is because

f(OZ,O,O) = Z g(V,ZhZQ) =1.

V,21,22
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Moreover, for the uniform density U, we further have U(x, y1,y2) = 0 for all (x,y1,42) # (0¢,0,0).
This follows by the standard Fourier identity.
Thus, we get

*Hg Ulla = > g y1,92) — U, y1,92) 2
X,Y1,Y2

1 .
=35 Z |g(Xa 91,92)’2-

(%,y1,y2)#(04,0)

To bound this sum, we will now calculate §, using the identities (—1)¥* = (e™)¥* = e(27/2)y=
to simplify the resulting sums.

906y, ye) = Y wy X (—)HATRRg(v, 2, 2)

V,21,22

. Z 627ri~(v~x/q+(y121+y222)/2)g(
V,21,22

_ Z 62m-(2v-x+q(y1Z1+y222))/2qg(v721722)

V,21,22

2v-x+q(y121+y222)
= Z w2q g(vvzlsz)

VvV, Y1, 3/2)

V,21,22

2v-
= E Y gyt g - Cs o = df s, = d)

n
se{0.1} V,21,22

WQX' (Cs)+q((y1d)+y2d})-s) .
s€{0,1}" 2

Define w = 2CTx + q(y1d] + y2d}) so that w’'s is equal to the exponent in the last line above.
Then

wT

S
U.)Qq

N _ E
g(X, 3/1792) se{0.1}n

Our goal is to show that ¢, with the (0%,0,0) entry deleted, is small in 2-norm. We are going to
do this by bounding the entries individually.

Case 1: (x,y) = (0°,1). In this case, we have

5(0¢ B odn(d) ya(ds)T)s

g( 73/172/2) SG{O,I}”wzq

_ E 1)(2/1( DT +ya(dy)T)s
se{0,1}n

:07

where in the last line we used the fact that at least one of y1,y2 is nonzero, and that d} # dj, to
say that y1d} + yad} is a nonzero binary vector.

90



Case 2: x # 0%. In this case, we will use the fact that C is a random matrix. Specifically, in
Lemma 4.8 of [BCM*18] it is shown that with probability 1 — ¢’ - 2=/8, C is moderate. To define
this, we start by defining a moderate scalar: for x € Z, let its centered representative be its unique
representative in (—q/2,q/2]. Then we say x is moderate if its centered representative lies in the
range [—3¢/8, —q/8) U (q/8,3¢/8]. This is true for a uniformly random = € Z, with probability 1/2.
A moderate vector is one for which at least 1/4 of the entries are moderate: for a uniformly random
vector in Zg, the chance that it is moderate is exponentially close to 1, by a Chernoff bound. A
moderate matriz is one for which every nonzero vector in the row span is moderate.
Now, observe:

1

56{01} q _‘2 OJ +w
2
= | cos(mz/q)l.

Thus, if = is moderate, then |z/q| € (1/8,3/8], and | cos(rz/q)| < | cos(m/8)|. So for any moderate
vector r € Zg, it holds that

r-s
E We

< 8|4,
by < | cos(m/8)|

We will need a slightly refined version of this. Let r be a moderate scalar € Z,, and ey, ez € {0,1}
be arbitrary. Then

2r+q(e1tes) € [~3q/4, —q/4)U[q/4,3¢/4)U]g+q/4, ¢+3/q4)U(q/4, 3q/4]U(q+q/4, ¢+3q/4]U(2¢+q/4, 24+3/q4].

Thus,
|(2r + q(e1 + €2))/q| € [1/4,3/4] (mod 1).
Therefore,
36{071}“’%“(16)8 = Cos<27;(2r —i—qe))‘ < | cos(m/8)].

Thus, if r is moderate and ej, es are arbitrary binary vectors, then by the same reasoning

w(2r+q(e1 +e2))s

n/4
sefoyn 2 < [ cos(m/8)["/*.

Now, to finish the argument, let’s return to §. For any x # 0°, since C is moderate, we know
x7'C is a moderate vector. Thus, we have

: 2(x" C)s+q(y1(d]-s)+y2(dy-s))
_ E 1 2
g(Xaylva) se{0.1}n w2q

Now setting r = xI'C and e} 2 = y1,2d] 5, we conclude that

190 y1,92)| < | cos(m/8)["*.
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So in the end we get

This is the desired bound.

1 .
> 5 Z ’g(xay17y2>‘2

(Xzyl 792)#(05’0:0)

A

IN

% Z Z | cos(7/8)|"/2

x#£0¢ (y1,92)€{0,1}?

= 2/4a — 1) cosm/8)] 2
< qZ/Q . 27n/40
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