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Abstract

We show a polynomial time quantum algorithm for solving the learning with errors problem
(LWE) with certain polynomial modulus-noise ratios. Combining with the reductions from lattice
problems to LWE shown by Regev [J.LACM 2009], we obtain polynomial time quantum algorithms
for solving the decisional shortest vector problem (GapSVP) and the shortest independent vector
problem (SIVP) for all n-dimensional lattices within approximation factors of Q(n*®). Previously,
no polynomial or even subexponential time quantum algorithms were known for solving GapSVP or
SIVP for all lattices within any polynomial approximation factors.

To develop a quantum algorithm for solving LWE, we mainly introduce two new techniques. First,
we introduce Gaussian functions with compler variances in the design of quantum algorithms. In
particular, we exploit the feature of the Karst wave in the discrete Fourier transform of complex
Gaussian functions. Second, we use windowed quantum Fourier transform with complex Gaussian
windows, which allows us to combine the information from both time and frequency domains. Using
those techniques, we first convert the LWE instance into quantum states with purely imaginary
Gaussian amplitudes, then convert purely imaginary Gaussian states into classical linear equations
over the LWE secret and error terms, and finally solve the linear system of equations using Gaussian
elimination. This gives a polynomial time quantum algorithm for solving LWE.

Update on April 18: Step 9 of the algorithm contains a bug, which I don’t know how to fix. See
Section 3.5.9 (Page 37) for details. I sincerely thank Hongxun Wu and (independently) Thomas Vidick
for finding the bug today.

Now the claim of showing a polynomial time quantum algorithm for solving LWE with polynomial
modulus-noise ratios does not hold. I leave the rest of the paper as it is (added a clarification of an
operation in Step 8) as a hope that ideas like Complex Gaussian and windowed QFT may find other
applications in quantum computation, or tackle LWE in other ways.

*IIIS, Tsinghua University, Shanghai Artificial Intelligence Laboratory, and Shanghai Qi Zhi Institute. Emails:
chenyilei@mail.tsinghua.edu.cn. chenyilei.ra@gmail.com. Supported by Tsinghua University startup funding.
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1 Introduction

An n-dimensional lattice L is a discrete additive subgroup of R™. Given n linearly independent basis
vectors B = {by,...,b, € R"}, the lattice generated by B is

=1

In this article we measure the length of a vector in the ¢5 norm by default. The minimum distance A\ (L)
of a lattice L is the length of its shortest non-zero vector: A;(L) = minyey\ oy [|%][. The ith successive
minimum A;(L) is the smallest number r such that L contains ¢ linearly independent vectors of norm
at most 7.

The shortest vector problem (SVP) asks to find a lattice vector of length A\;. More generally, let y(n) > 1
be an approximation factor, we consider the approximation version of SVP and its close variants.

Definition 1.1 (Approximate SVP). Given a basis B of an n-dimensional lattice L, the SVP., problem
asks to output a non-zero lattice vector Bx, x € Z" \ {0}, such that [|Bx|| < ~v(n) - A1 (L).

Definition 1.2 (GapSVP). Given a basis B of an n-dimensional lattice L and a number d > 0, the
GapSVP,, problem asks to decide whether A\i(L) < d or A\i(L) > d-v(n).

Definition 1.3 (Shortest independent vector problem (SIVP)). Given a basis B of an n-dimensional
lattice L, the SIVP, problem asks to output a set of n linearly independent vectors of length at most

v(n) - An(L).

The celebrated LLL algorithm [LLL82] solves SVP with 2°(") approximation in poly(n) time. The

approximation factor achieved by polynomial time algorithms has been reduced to exp (O (%)),
which is slightly subexponential [Sch87, AKSO01]. For the problem of finding the exact shortest non-
zero vector, algorithms have been improved over the years [Kan87, AKS01, NV08, MV13, ADRS15]
and the best running time is in 29", A trade-off between the running time and the approximation
factor is given by Schnorr [Sch87], giving roughly 20("°) time algorithms for solving SVP with 20(n' =)
approximation, for ¢ € (0,1). Those are the best asymptotic parameters (without concerning the
constant multiplicative factors in the exponent) for SVP, and GapSVP, achieved to date for both

classical and quantum algorithms for general lattices.

Even though the best polynomial time algorithms for SVP achieve only exponential approximation
factors, the capability of finding short vectors of lattices has led to breakthroughs in computation
and number theory, given algorithms for factoring polynomials over @Q and diophantine approxima-
tion [LLL82], integer programming [Len83], solving the low-density subset sum problem [Bri84, LO85],
giving approximate solutions for the closest vector problem [Bab86], the first disproof of the Mertens
conjecture [OtR85], and solving various problems in cryptography, e.g., [Sha82, Cop97, NS99].

Lattice and LWE. In the literature, solving short vector problems with polynomial approximation
factors for all lattices has been classically reduced to the short integer solution (SIS) problem by
Ajtai [Ajt96], and quantumly reduced to the dihedral coset problem (DCP, with some caveats) and the
learning with errors problem (LWE) by Regev [Reg04, Reg09]. In this article we focus on the LWE
problem, which essentially asks to learn a secret vector given many noisy linear samples.



Definition 1.4 (Learning with errors (LWE) [Reg09]). Let n, m, q be positive integers. Let s € Zy be
a secret vector where each entry is sampled from some distribution DistS. The search LWE problem
LWE,, i q.Dists,DistE asks to find the secret s given access to an oracle that outputs a;, (s,a;)+e; (mod q)
on its it" query, fori=1,...,m. Here each a; is a uniformly random vector in Zq, and each error term
e; is sampled from DistE over Z,.

The decisional LWE problem DLWE,, ,,, ¢ Dists,Diste asks to distinguish whether we are given samples
(A)y) € Zy™ X Zg* from the LWE distribution, i.e., A « U(Zy*™), y = ATs + e € Zy' where
s < DistS™, e < DistE™; or from the uniformly random distribution over Zy™™ x Zy'.

Typically, the secret is sampled from the uniform random distribution over Zg, the error is sampled from
the discrete Gaussian distribution over Z with standard deviation aq/v/2m for some o € (0,1), denoted
by Dz o4. The search and decisional LWE problems are proven to be equivalent for polynomially large
prime moduli [Reg09] and polynomially-smooth moduli [MM11, MP12].

Regev [Reg09] and Peikert, Regev, Stephens-Davidowitz [PRS17] show that to construct an efficient
quantum algorithm for approximate SVP for all lattices, it suffices to construct an efficient quantum
algorithm for solving the search or decisional version of LWE.

Lemma 1.5 ([Reg09], [PRS17]). Let n,m,q € N*, a € (0,1) satisfy m > Q(nlogq), aq > 2y/n. If
there is a poly(n) time algorithm that solves LWE,, 11,0,U(Z4),Dz.0q 07 DIWE 11.0.U(2y),Dz.0q then there is

a poly(n) time quantum algorithm that solves SIVP., and GapSVP, for all lattices for v € O(n/a).

However, no efficient classical or quantum algorithms have been proposed for solving LWE.

Hard lattice problems (in particular, LWE) are extremely useful in building advanced encryption
schemes such as fully homomorphic encryptions for classical [Gen09, BV11] and quantum computa-
tions [Mahl8]. LWE and lattice problems in general (e.g. [HPS98, Reg09]) are also popular can-
didates for the NIST post-quantum cryptography standardization due to their conjectured hardness
against quantum computers. Part of the reasons behind the conjectured quantum hardness of lat-
tice problems is: the existing quantum techniques with (sub)exponential advantages, such as period
finding [Sim97, Sho99], quantum walk [CCD" 03], Kuperberg’s sieve [Kup05], and others (see more in
https://quantumalgorithmzoo.org/), do not seem to help in creating quantum algorithms for SVP
for general lattices with super-polynomial speedups.

Let us remark that efficient quantum algorithms for finding short vectors for special lattices used in
number theory have been proposed in [EHKS14, BS16, CDPR16]. Recently a quantum filtering tech-
nique was proposed for solving certain variants of SIS and LWE [CLZ22] where no classical algorithm
is known. However, those variants are not known to be as hard as solving approximate SVP for all
lattices. Overall, those quantum algorithms show interesting ideas of tackling (variants of) lattice prob-
lems from different angles. Nevertheless, showing a polynomial (or even subexponential) time quantum
algorithm for SVP with polynomial approximation factors for all lattices remains widely open, and
seems to require dramatically new ideas.

1.1 Main results

We provide a polynomial time quantum algorithm for solving LWE with certain polynomial modulus-
noise ratio.


https://quantumalgorithmzoo.org/

Theorem 1.6 (Theorem 3.1). Let n,m,q € N, a € (0,1) be such that m > Q(nlogq), q € Q((aq)4m2).
There is a quantum algorithm that solves \WE,, ,,, ; v(z,).p, ,,, in time poly(m,logq, aq).

To get the best approximation factor for solving worst-case lattice problems, we set ¢ € O(n4), m €
Q(nlogq), a € O(n=35). Then, as a corollary of Theorem 1.6 and Lemma 1.5:

Corollary 1.7. There exist pqu(n) time quantum algorithms that solve SIVP, and GapSVP, for all
n-dimensional lattices for v € O(n*).

Let us remark that the modulus-noise ratio achieved by our quantum algorithm is still too large to break
the public-key encryption schemes based on (Ring)LWE used in practice. In particular, we have not
broken the NIST PQC standardization candidates. For example, for CRYSTALS-Kyber [BDK 18], the
error term is chosen from a small constant range, the modulus is ¢ = 3329, the dimension is n = 256 - k
where k € {3,4,5}, so we can think of ¢ as being almost linear in n. For our algorithm, if we set
aq € O(1), then our algorithm applies when ¢ € Q(n?), so we are not able to break CRYSTALS-Kyber
yet. We leave the task of improving the approximation factor of our quantum algorithm to future work.

1.2 Main techniques: Gaussian functions with complex variances

Our algorithm uses Gaussian functions with complex variances. Let a,b € R such that a > 0, the
complex Gaussian function and its Fourier transform are [Smill]:

g(z) = exp (‘%fm) = exp <_7T(‘22_+b2§”2> . a(y) =Va+bi-exp(—m(a+bi)y?). (1)

Complex Gaussian function has been used in other areas in mathematics and engineering, as diverse
as analytic number theory [Tit51] and signal analysis [Pap77]. In signal analysis, it is an example of
“sophisticated signals”, which refers to signals where the product of time and frequency duration can be

infinitely large [Pap77, P.275]. Indeed, here the width of g is roughly a?+b? " the width of § is roughly

a

1

a K
and applications of complex Gaussians. However, to the best of our knowledge, we are not aware of any
previous use of complex Gaussian in designing quantum algorithms.

so their product tends to infinity when |b| goes to infinity. There are other interesting properties

Let r,s > 0, let f,s(x) := exp (—7r (%2 + S%) x2). Intuitively, when s > r, f, ¢ is close to the Gaussian
function with real variance; when s gets smaller, the continuous Fourier transform of f,, gets wider.
We will crucially use three features of complex Gaussians. First, we can efficiently create a quantum
state with complex Gaussian amplitude |¢) = >_ .7 frs(z)[x), where P > ry/n. To create |¢),

we first create a Gaussian state ) .7

Rudolph [GRO02], then use the phase kickback trick [CEMM98] to insert the phase term as follows:

2 2 L2 2 1 i>2
X ozt _sxt xr _
32> Y e e ) 32> DI () |z) = |) .

TELp
The second feature is that the center and phase of a complex Gaussian can be switched to each other,
denoted as “center = phase”. This is most easily seen from the purely imaginary Gaussian, namely, for

exp (—Trf—i) |x) by the well-known algorithm of Grover and

2 2

Z e T2 |z) — Z e T2 |z)

TEZLp TELp

(z—c)? 22 . L2
foo73($) — 6—7TZ I52c _ 6_7”272627”%6_7”272, (2)



the LHS views c as the center, and the RHS views ¢ as a factor in the phase ™2 . Such a feature is
useful when we use Fourier transform to connect information from time domain and the Fourier domain.

The third feature (the most important one) called Karst wave appears in the DFT of complex Gaussians.
Suppose we start with a quantum state > 7  frs(7)|z) and apply quantum Fourier transform over
Zp on it. We get

- o—2mi%H M 2
DY frsla)e @ > > exp Prist oy T )l

yElp x€Lp yElp z€EP-Z

where (a) uses the Poisson summation formula (PSF, Lemma 2.4). The real Gaussian width is around

%, so when r > s, the width is even larger than P. Therefore, the amplitude of |¢)) looks chaotic in

2

general. However, when y € 27 (when r > 52, this roughly means s? is very close to 47Z), we

827‘4
2(st+r1
can show that y concentrates on some numbers near S%Z. The proof is as follows: for any y € Zp, the
amplitude of |y) in |¢) is proportional to

r2s2(s2 — r2j
> e (e 0+ )

zeP-Z
2.4 4.2
res 9 . rs 9
= ) oo (—77244(9 +2) ) exp (7”244(-9 +2) )
e P2(st 4+ rd) P2(st 4+ rd)
2.4 4.2
B res 9 . ris 9
=(a) Z exp <—7TP2(S4 ) (y+ 2) ) exp (WZP2(84 ) (v° + 2yz)>
2€EP-Z
P2(84 + 7‘4) , rig? 2 7ri7T452 y2 27ri<y z’—77"452 y>
= e - | - = e P2t+h7 e T P2(st )
PsE Y Xp< [L— P2(st 1 14)Y
Z'€l/P
4 4 4.2 2 A2 /o 7452
— Z exp _ﬂ-ﬂ Z/ _ Ly . 67” P2(s4+r4)y2 . 627”<y’F7P2(s4+r4)y>
r2st P(s* +r4)
Z'E€L
where (a) uses ﬁ € 27 so that we can erase the 22 term in the phase since z € PZ. Therefore y
distributes as Gaussians centered around (s +T P47 P =7 of width PG jJr; ) ~ 2 We name
\/ 4+ 4 res T

this feature Karst wave because the sharp curve looks like Karst landscapes. See Figure 1 (bottom
right) for an illustration.

Looking ahead, the Gaussian function with complex variance is intuitively useful for designing quantum
algorithms for lattice problems since it has sharp tails in the time domain (like the Gaussian function
with real variance, which has been used in the analysis of lattice problems since [MR07, Reg09]), and
it has the interesting feature of Karst wave in the frequency domain (where we can accurately produce
periodic patterns). However, even given the feature of Karst wave, it is still unclear how to use complex
Gaussian to solve the LWE problem right away. To make use of complex Gaussians, we need another
tool called QFT with windows.

Quantum Fourier transforms with windows. Let (Q € N be a modulus. Given some quantum
state, say |¢) = ZmeZQ g(z) |x), and some “window” state ZyeZQ w(y) |y) that can be created efficiently
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Figure 1: The real parts of f, (x — 100) (up) and their DFTs over Zp (bottom), where P = 200,
r =54, s = 18 (left), 7.5 (middle), 4.0001 (right). The DFTs are narrow (left), wide & chaotic (middle),

wide & like the Karst wave (right). When s = 4.0001, ﬁ ~ 8.00015 ~ 2Z, the weight of the DFT

of fr s concentrates around %Z.

(think of w(y) as a function with bounded domain, say w(y) = exp (—ﬂ'%) for |y| < ry/n < %)

Consider the following sequence of operations: first apply the operation

S g@ e S wwly) — Y g@) )@ Y wiy)lr+ymod Q)

TELQ YELQ TELQ YyELQ

then measure the last register and denote the result as 4’ = x + y mod ). Then the residual state is
lp) == EerQ g(x)w(y’ — x mod Q) |x). We refer to the whole process that takes |¢) to (|¢), ¥/) as
“applying a window on |¢)”. Typically the window is applied before or after a QFT operation, so as to
extract and combine the information from both the time domain and the Fourier domain. For example,
suppose |¢) is in the time domain, then we can think of 3’ as a piece of information extracted from the
time domain, and |¢) is the residual state determined by 3. Then if we apply QFT on |¢) and measure
it, we get information in the frequency domain.

For general g and w, the information from the time and frequency domain is not clearly related. But if
g and w are carefully chosen, then the information in the time and frequency domains can be combined
together in a useful way. The quantum wavelet transform [FW98], quantum curvelet transform [Liu09]
in the literature can be viewed as special cases of using QFT with windows, where the windows are
designed carefully for special purposes. For example, in the quantum curvelet transform proposed by
Liu [Liu09], the window is designed specifically so that combing the information from both the time
domain and the frequency domain leads to a precise estimation of the center of the input state |¢).

In our quantum algorithm for solving lattice problems, we use QFT with complex Gaussian windows,
where the parameters in the complex Gaussian windows are tuned carefully so that combining the



information from both the time domain and the frequency domain allows us to extract the higher order
bits on the “peaks” of Karst waves, which contain information about lattice points.

1.3 Overview of our algorithm for solving LWE

Here is a high level overview of our quantum algorithm for solving LWE. In fact, the entire quantum
algorithm we use just consists of QFTs, complex Gaussian windows, and other standard quantum
computation tools. However, how to combine them together is highly non-trivial, the detail calculations
are very complicated. So here we will only mention the most important ideas. We will provide a more
detailed overview in §3.4 after all parameters used in the algorithm are defined.

Our quantum algorithm runs a quantum subroutine consisting of nine steps for O(n) times. Every time
we run the quantum subroutine, we will obtain a classical linear equation with random coeflicients and
the unknown variables are the LWE secrets and error terms. After running the quantum subroutine for
O(n) times we will get a full rank system of linear equations and compute the LWE secret and error
terms by Gaussian elimination.

Now let us explain a bit about the nine quantum steps. We use |p;) to denote the state obtained at
the end of Step i. See Figure 2 for an example of the states obtained in each step. The first step of the
quantum subroutine applies a complex Gaussian window on a state with uniform superposition over a
lattice related to the LWE instance, obtains a classical string y’ and a complex Gaussian state |¢1):

1 1
o= X ew(n () Iyl ey,

keZ,kx—ye(rlogn)BL,

where x is the secret vector we want to learn (related to the LWE secret and error terms), y € Z" is an
unknown vector at this moment but its information is carried in y’. The support of |p1) is on a line in
the same direction with the secret vector x (see Figure 2-(a)).

Note that |p1) looks very similar to a sample in the extrapolated dihedral coset problem (EDCP) [BKSW18].
An instance of EDCP in general looks like

> f(k) [k} [kx =y mod P),

kEZP

for some amplitude function f and modulus P. In our setting |p1) looks like an EDCP instance without
the first coordinate |k) in a separated register, so it is not exactly an EDCP instance but is similar.
Let us remark that previous attempts of transforming lattice problems into EDCP-like states typically
result into EDCP states with unknown terms in the amplitude [CHL 23], or with known amplitude but
can only guarantee the correctness for very few amount of EDCP samples [Reg04, BKSW18], therefore
sophisticated quantum algorithms for solving EDCP (such as Kuperberg’s algorithm [Kup05]) won’t
apply there. Likewise, we don’t expect to obtain an efficient quantum algorithm right away from |¢1).
We need to work harder to either make the amplitude nicer or learn one coordinate from y (the later
may turn |¢;) into an instance of EDCP with known amplitude).

The five steps from Steps 2 to 6 together make sure that the amplitude of |¢g) in Step 6 is highly
structural, consisting of small Gaussian balls. Steps 2 to 6 make heavy use of QFT with complex
Gaussian windows and involve complicated calculations related to Fourier transforms — we take QFT,
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Figure 2:

A proof-of-concept demonstration of the quantum states obtained in Steps 1 - 8. All pictures are
depicting the real parts of the amplitudes of the states. The vertical (resp. horizontal) axis represents the
first (resp. second) coordinate. Parameters (defined in §3.3) are set as n = 2, D = 1, x = Db = (—1,2),
u? =5, 12 = 4u? = 20, M = 2(t* + u?) = 50, P = M?/2 = 1250, r = 380.0, s> = 312.55, 0 = 1.645. We
assume z’ = (625,625), h* = (0,0) for simplicity. The Python code for generating those figures is available at
https://github.com/wildstrawberry/ComplexGaussian.
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then apply a complex Gaussian window, then take QFT again, then make a partial measurement, then
take QFT again to get |pg) in Step 6. If we think of |p;) as in the time domain, then |¢2),|¢3), [@e)
are in the frequency domain, and they should in general look chaotic if we don’t set the parameters
carefully (from Figure 2-(b), (c), we see that |p2), |¢3) indeed look chaotic). However, we tune the
parameters carefully so that the amplitude of |pg) is highly structural due to the feature of Karst wave.

|pe) is an important state. From Figure 2-(f), we see that |¢g) contains lines of Gaussian balls of
small width o, aligned in the direction of x. We can then shift those Gaussian balls (using y’, and
other classical information obtained before Step 6) to make sure their centers are extractable. After
extracting the centers of the Gaussian balls in |pg), we get |¢7):

2052 k|2 M
o= 3 e 25 2 oDk 4 v+ ~ kmod M> : (3)
keo0|zZn—1 jeZ

where v’ is an unknown vector, M is the modulus, D is some scaling parameter. As we can see from the
expression of |¢7) in Eqn. (3), and Figure 2-(g), now we get an EDCP-like state with purely imaginary
Gaussian amplitudes, which is much easier to work with. We then use the nice property of imaginary
Gaussian (i.e., center = phase) to obtain partial information of v] in Step 8 — we use the phase kickback
trick to remove the quadratic term of j in the phase of |¢7), see Figure 2-(h), and then take QFT to
get a linear equation about v}, see Figure 2-(i). We then obtain more information about v’ using other
tricks in Step 9, and finally get a linear equation about the LWE secret and error terms.

Organization. In the rest of the paper, we will first provide some background of lattice problems and
quantum computation in §2, then provide the main quantum algorithm for solving LWE in §3, including
a detailed overview of the algorithm and all proofs.

2 Preliminary

Notations and terminology. Let C,R,Q,Z, N be the set of complex numbers, real numbers, rational
numbers, integers, and natural numbers (non-negative integers). Let R NT denote positive reals and
integers. Denote Z/qZ by Z4. By default we represent the elements of Z, by elements in (—¢/2, ¢/2]NZ.
Forn € N, let [n] := {1, ...,n}. The rounding operation |a| rounds a real number a to its nearest integer.
For any integer d > 2, |a], rounds a real number a to its nearest integer in dZ.

A vector in R™ (represented in column form by default) is written as a bold lower-case letter, e.g. v.
For a vector v, the i component of v is denoted by v;. The i*" to % components of v is denoted by
Vii..j]- A matrix is written as a bold capital letter, e.g. A. The ith column vector of A is denoted by
a;.

The length of a vector is the £,-norm ||v||, := (32 v?)!/P, or the infinity norm given by its largest entry
V]l := max;{|v;|}. The ¢, norm of a matrix is the norm of its longest column: ||Al, := max; ||a;||,.
Let B} (resp. BJ) denote the open (resp. closed) unit ball in R™ in the ¢, norm. By default we use
{y-norm unless explicitly mentioned. Let x € R", we have [|x]|c < [|x]|2 < [|x]]1-

When a variable v is drawn uniformly random from the set S we denote as v <— U(S). When a function
[ is applied on a set S, it means f(S) := > s f().



In this paper, we use n as the default parameter to parameterize the computational complexity or the
success probability of an algorithm. An algorithm is “efficient” if it runs in quantum polynomial time
in n.

Definition 2.1 (Statistical distance). For two distributions over R™ with probability density functions
f1 and fo, we define the statistical distance between them as

Dl ) =5 [ 1516 = 2olax.

When D(f1, f2) € negl(n), we say fi and fa are statistically close, denoted as f1 =4 fa.

Lemma 2.2 (Hoeffding’s inequality). If Xi,..., X,, are independent random variables such that a; <
X; < b; for all i, then for the sum of those random wvariables S, := X1 + ... + X,

22
Pr[|S, — E[S,]| > t] < 2exp (Z (i — w)z) :
iEn (A (A

Fourier transform. The Fourier transform of a function h : R™ — C is defined to be

h(w) = /n h(x) exp(—2mi (x, w))dx.

We recall some formulas about Fourier transform (see [Gra08, P.100, Proposition 2.2.11]). If & is defined
by h(x) = g(x + v) for some function g : R” — C and vector v € R", then

h(w) = g(w) - exp(2mi (v, w)). (4)
If h is defined by h(x) = g(x) exp(27i (x,v)) for some function g : R — C and vector v € R", then

h(w) = §(w = v). (5)

As a corollary of Eqns. (4) and (5), if h is defined by h(x) = f(x + v) exp(27i (x,z)) for some function
f+R" — C and vectors v, z € R", then we define g(x) := f(x + V), so h(x) = g(x) exp(2mi (x,z)).
Therefore g(w) = f(w) - exp(27i (v, w)), and

h(w) = g(w —z) = f(w — 2z) - exp(2mi (v, w — z)). (6)

As a corollary of Eqn. (6), if h is defined by h(x) = f(x + v)exp(27i (x + v, z)) for some function
f:R® — C and vectors v, z € R™, then

~ A~

h(w) = f(w —z) - exp(2mi (v, w)). (7)

Lemma 2.3 (Inversion formula for special matrices (Sherman—Morrison formula)). Let M € C™*™ be
invertible, u € C", then M + uu’ is invertible iff 1 + u’ M~1u # 0. Furthermore,

M luu'M!

™1 _ agp-1
(M+uat) =M= ®)



2.1 Lattices

An n-dimensional lattice L of rank k < n is a discrete additive subgroup of R™. Given k linearly
independent basis vectors B = {by, ..., by € R"}, the lattice generated by B is

k
i=1

By default we work with full-rank lattices unless explicitly mentioned.

The minimum distance A;(L) of a lattice L is the length (in the ¢3 norm by default) of its shortest
nonzero vector: Aj(L) = mingey o} x|l More generally, the i*" successive minimum A;(L) is the
smallest radius r such that L contains ¢ linearly independent vectors of norm at most . We use A} to
denote the minimum distance in the £, norm.

The dual of a lattice L € R™ is defined as

L*:={yeR":(y,x) € Zforallx e L}.
If B is a basis of a full-rank lattice L, then B~7 is a basis of L*.
The determinant of a full-rank lattice L(B) is det(L(B)) = | det(B)]|.

Lemma 2.4 (Poisson Summation Formula). For any full-rank lattice L and any Schwartz function

~

f:R® — C, we have f(L) = det(L*)f(L*).

Gaussians and lattices. For any s > 0, define the Gaussian function on R"™ with width parameter
s as follows (following the convention in [MRO7]):

Vx € R", ps(x) = e mIxI/s, (9)

For any ¢ € R", define p; ¢(x) := ps(x—c). The subscripts s and c are taken to be 1 and 0 (respectively)
when omitted. Note that although we call s the width of ps, the actual standard deviation of p, is s/v/27.
The Fourier transform for Gaussian satisfies ps = s"p;/,. From Poisson summation formula we have
ps(L) = s" - det(L) - p1s(L7).

For any real s > 0, integer n, define the continuous Gaussian distribution Dy as:

vx € R, Dy(x) = 2.
Sn

For any ¢ € R", s € RT, and lattice L C R™, define the discrete Gaussian distribution Dy, s as:

ps(x)

Vx € L+¢, Dpres(x) = —22%)
LJrC,S( ) ps(L+C)

The following Gaussian tail bound over lattices is due to Banaszczyk.

Lemma 2.5 (Lemma 1.5 [Ban93]). For any n-dimensional lattice L, and r > \/%, ceR”,

p(L\rViB") < (rv2me - e ™) p(L),

o (10)
p((L =) \1v/nB") <2 (rvame - ™) p(L).
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Lemma 2.6 (Lemma 2.10 [Ban95]). For any n-dimensional lattice L, ¢ € R™, r > 0, one has

pl(L =)\ 1BL) < (2n-¢7™") p(L).
Claim 2.7 (Adapted from Claim 8.1 [RS17]). For anyn >1, s > 0,
s"(14 2™ < p(Z7) < sM(1+ (24 1/s)e ™),
In particular, when s > logn,
s < ps(Z) < 2s".
Smoothing parameter. = We recall the definition of smoothing parameter for Gaussian over lattices
and some useful facts.

Definition 2.8 (Smoothing parameter [MRO07]). For any lattice L and positive real € > 0, the smoothing
parameter ne(L) is the smallest real s > 0 such that py,(L* \ {0}) <.

For example, 10.0864348(Z) ~ 1.

We use [MR07, Lemma 4.2] which says when s is large enough, then the statistical properties of discrete
Gaussians are very close to continuous Gaussians.

Lemma 2.9. For any n-dimensional lattice L, point ¢ € R™, unit vector u, and € € (0,1), s > 2n(L),

€S
‘EX%DL,s,c KX —C, u>H < 1_¢
2 2
S €S
Ex(—DL,s,c [(X —C, u>2:| - % < 1_ 6'

Other properties of smoothing parameters will be mentioned when needed.

g-ary lattices. Given n < m € N and a modulus ¢ > 2, for A € ngm, define g-ary lattices as

Ly(A) ={x€Z™:3s € Z" such that x € AT - s + ¢Z™} ;

L;‘(A):{XGZm:A‘XEO (mod q)}.

(11)

Those two lattices are dual of each other up to a factor of ¢, i.e., Ly(A) =¢q- LqL(A)*.

Lemma 2.10. Let g > 2,m > 2nlogy q. LetV := {vy,..., vy} be a set of £ distinct vectors in Zq'. Then
for all but at most £ - q~%15" fraction of A € Zy™™, we have

Vs € ZP\{0,}, W eV, [ATs+vmod gl > L.

S

Proof. The lemma is proven when ¢ is a prime and V = {0,,} in [GPV08, Lemma 5.3]. Here we extend
the proof to a general g and a general set of vectors V.

11



For any fixed non-zero s € Zy, wlog assuming s; is a non-zero entry of s. Then for any a € Zj, for any
v € Zg, y = (a,s)+v mod g can be written as y = sja; +w mod ¢ for some w € Z,. We observe that
for any ¢ € NT, for any w € Z,, for any non-zero s1 € Z,,

Pr [ sia1 +wmod g € (—q/4,q/4)N7Z] < 2/3,
a1€2Lq

here we represent sja; +w mod ¢ by a number in [—¢/2,q/2) NZ; “< 2/3” holds since for any z € NT,
for any w € Z, ¢ € Z, there can be at most z numbers in {w + k¢ mod (2z¢)} 5, fitting in the set of
(—(220)/4,(22()/4) N Z, there can be at most z + 1 numbers in {w + k¢ mod ((2z + 1))}y, ., fitting

in the set of (—(2z 4+ 1)¢/4,(2z + 1)¢/4) N Z, and 2/3 is the largest number in {;;_111 | z € N+}; the

equality holds when ¢ € 3% - N for some k > 1, s; € (¢/3) - Z/qZ, s1 # 0, and for some w € Z, (for
example, when ¢ = 15, s = 5, and w = 2).

Therefore, over the randomness of A € Z;*™, the probability that ATs + v =y mod ¢ holds for some
y € Z™, |lyllo < q/4 is at most (2/3)™ < (3/2)72"1%e2¢ < ¢=116"  Applying a union bound over all
s € Zy \ {0,} and all v € V completes the proof of Lemma 2.10. O

2.2 Quantum computation

We assume readers are familiar with basic concepts of quantum computation. All quantum backgrounds
we need in this paper are available in standard textbooks of quantum computation, e.g., [NC16]. When
writing a quantum state as ) g f()|z), we typically omit the normalization factor except when
needed.

The trace distance between two quantum states p and o is defined as D(p, o) := 5 tr|p — o|. Note that
when p and ¢ commute they are diagonal in the same basis,

pzzrim (i, UZZ&-I@ (il ,

for some orthonormal basis |i), then D(p, o) = S tr|>",(r; — s;) [i) (il]| = 1 32, [ri — sil.
The trace distance is preserved under unitary transformations, and is contractive under trace-preserving
operations. When the trace distance of two states p and o is negligible in n, we write p ~; o.

When a state p can be approximately constructed within a negligible trace distance, we sometimes say
the state is constructible without mentioning the negligible distance.

Lemma 2.11. Let |¢), |) be un-normalized vectors s.t. || |¢) || > and || |p) — |¢) || < 6. Then

1 1 (el ) i
b <|| o T 'W) - \/1 (H o) ) H> =9 (\/D

We use the following quantum algorithms:

Lemma 2.12 (Quantum Fourier Transform (QFT) [Kit95]). Let ¢ > 2 be an integer. The following
unitary operator QFTz, can be implemented by poly(logq) elementary quantum gates. When QFTz, is

12



applied on a quantum state |¢) :=3_ o, f(z)|x), we have

QFTz [0y = > Y ;a-eQ”i‘my/q f(@)]y) -

YELq xE€Lq

Lemma 2.13 (Phase kickback [CEMMO98]). Let M € N*, f(x) € Zy;. If the transformation |z) —
|x) | f(z)) is computable in time T, then the unitary transformation |x) — i |x) can be performed

in time poly (T, log(M)).

It is well known that the Gaussian state |0y, g) 1= ZyeZﬂﬁR\/ﬁBg pr(y) |y) for some radius R < gpoly(n)

can be prepared efficiently. Given Lemma 2.5, there is a 272 mass in the tail of pr(y) outside
Ry\/nBY, so we can prepare |0, r) by generating n independent samples of one-dimensional Gaussian

state ‘O’L R \/;l>, which can be done efficiently within trace distance 27(") [GR02]. Similarly, we can

efficiently prepare ‘UZOR> = D yezrnRlognsr, PR(Y)|y) by generating n independent samples of one-

dimensional Gaussian state |01 rlogn). The discussion above is summarized in the following lemma.

Lemma 2.14 (Gaussian state preparation). Let n € N, R € R satisfy 1 < R < 2" for some constant

¢ > 0. Then the Gaussian states with By and Bl boundaries, |0y r) and

affR>, can both be prepared

in poly(n) time within trace distance 2~

In this paper we are interested in preparing complex Gaussian states.

Lemma 2.15 (Complex Gaussian state preparation). Let n € N, R € R satisfy 1 < R < 2" for some

constant ¢ > 0. Let S > 0 be a number such that Si can be efficiently computed within

RTZL) precision,
i.e., we can compute é € % + % and % is a rational number that can be represented by poly(n)
bits. Then the complex Gaussian states with By and BL, boundaries,

Grs) = . )Ty, Chs)= Y pa(y) - TS ly)

YELZ"NR\/nBY YEZ™NRlog nBY,

can both be prepared in poly(n) time within trace distances At ON

Proof. We describe how to prepare |, r,s). The procedure for preparing CT??R? S> is similar.

To prepare |(, r ) we start from preparing the Gaussian state |0, r) using Lemma 2.14, and then apply
Lemma 2.13 to change the phase:

> @Iy = D pr(y)-e_”‘lgf y) = |¢rs) -

YELNR/nBY YEZMNR\/nBY

n

¢ ,R7S> and | r.s) are 27HM_close in the ¢5 distance because the normalization factor of both

/
Cn,R75'>
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and |Go.r.s) i \/Yyezennymsy PR(Y), and

Héhrs) = lCnrs) 3= >

yEZNRy/nBY

- ¥

yEZ'NR\/nBY

€(a) > ph(y) 279,

YEZ'NR\/nBY

} 2
paly) - e (1 /sy

where (a) holds since ||y||?> < R?-n, so (1/5% — 1/5’2) yll? € 2—(n) n

We will also use a trick called “domain extension”. Let us first define periodic functions.

Definition 2.16 (Periodic function). Let n, P € N*. A function f : Z" — C is P-periodic if for all
X,y € Z" such that x =y (mod P), f(x) = f(y).

Lemma 2.17 (Domain extension). Let n, P,C € N*. Let f : Z" — C be a P-periodic function.
Then, there is an efficient reversible operation that given a quantum state |¢) := erzg f(x)|x),

converts it to |¢') = zzeZTCLP f(z)|z) in time poly(log(C),n). Similarly, we can also convert |¢) to
19") =2, ez0p 23 €L f(z) |z), where the extension only applies on the first coordinate.

Proof. We prepare a uniform superposition over Zp, by QFTZg |0™) = ZheZg |h), and interpret it as
the higher order bits of |¢):

Mg Y. Y ) h-Prx)=g > f(z)|z)=]¢),

heZg, heZy xe€Z 2E€LY

where (a) holds since f is P-periodic. To get back to |¢) from |¢'), we apply QFTié on the higher order
bits of |¢') and get |0™) |¢).

Analogously, to get |¢"), we prepare >, cZo |h1) and interpret it as the higher order bits of the first
coordinate of |¢):

ST @I¢) = >0 ) Y Fx) by Pt m) X)) = > f(z)|z) = |¢").

h1€Z¢c h1€Z¢c x€Z} z1 EZCP,Z[QH'TL]EZ’,P?il

3 Main Theorem: Quantum Algorithm for Solving LWE

This section is devoted to proving the main theorem:

Theorem 3.1. Let £,m,q € N, 8 > 2 such that m > Q(¢log,(q)), ¢ € Q(B*m?). There is a quantum
algorithm that solves L\WEy 1, o v/(z,),D, 5 in time poly(m,logg, 53).
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The rest of the section is organized as follows. In §3.1 we show LWE with k secret coordinates chosen
by ourselves, denoted as LWEF chosen secret i ag hard as standard LWE (LWE'“ chosen secret wi1] he solved
quantumly later). In §3.2 we convert LWEF chosen secret inq the problem of finding the unique shortest
non-zero vector of a special g-ary lattice. In §3.3 we list the parameters that are used in the main
quantum algorithm. In §3.4 we provide an overview of the main quantum algorithm. In §3.5 we provide
the nine steps in the main quantum algorithm in details, but deferring all proofs that are longer than
three pages to §3.6. In §3.6 we provide all the detailed proofs missed in §3.5.

3.1 LWE with a few known secret coordinates is as hard as standard LWE

We show three variants of LWE that are as hard as standard LWE. The last variant is LWEF chosen secret
(formally defined in Def. 3.4), which our quantum algorithm will eventually solve. All three reductions
in this subsection follow small modifications of existing classical polynomial time reductions from the
standard LWE to their variants.

1: LWE with k error free coordinates. First, we convert the standard LWE into a variant of
it where the first k& coordinates of the error term is 0, denoted as LWEF ¢™or free  Analogously, for
the decisional version, DLWEF ¢™°r free e agsume the first k& coordinates of the error term is 0 in the
LWE case, and the RANDOM case is still all random. (Although we only need the search version of
LWEF error free iy this paper, we present the reduction for the decisional version because it implies the
search version and might be useful elsewhere). Brakerski et al. [BLP*13] prove that LWE! eror free g
as hard as standard LWE. We generalize their proof to a larger k. Apparently, for LWEF eor free ¢4 he
hard, k cannot be larger than the dimension of the secret. In fact, the reduction actually transforms
an n-dimensional LWE instance to an n + k dimensional LWEF €F fre¢ ingtance, so having k error free
coordinates do not make the problem simple.

Lemma 3.2. For any k,n,m,q € N such that k € poly(n),q < 2poly(n) - there is a reduction from
DLWE,, 1n1.4,U(z4) x t0 DLWEZ_:ZTZ_{ZeZ UZa)x that runs in classical poly(k,n,m,logq) time and reduces
[ ’ ) »q, q)s

the advantage by at most 2~

Proof. Suppose ¢ = qfl...q,clh7 where ¢, ...,q, are h distinct primes, cq,...,¢; € N. Given an instance

A € Zy*™, t € Zy' from DLWE,, 1, 4 v(z,),x» We convert it to an instance of DLWEfof%f,?eq U(Zg) "

We first sample k vectors uq, ..., ug € Z’q”k uniformly random. If uy, ..., ug are linearly independent
in Z,, for all i € [h], then we continue, otherwise we abort. The following claim says we abort with
probability less than klogyq-27" € 2-0(n),

Claim 3.3. With probability more than 1 — klogyq - 27" over the randomness of sampling uniformly

random uy, ..., Uy € Zg*k, uy, ..., uy are linearly independent in Zg, for alli € [h].

Proof. For every i € [h], uy, ..., ui are linearly independent in Z,, with probability

[ R AR (e

(3 7 K3

Note that h < log, g. So the probability that uy, ..., uj are linearly independent in Z,, for all i € [h] is
greater than (1 — 2 ")k1l%82d > 1 — klog, q-27™. O
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We then sample a matrix U € Z(n+k)x(n+k) that is invertible modulo ¢, and the first & columns of U

are uj, ..., ug (U only has to be invertible modulo ¢, not random). Such a matrix U exists and can
be sampled efficiently as follows. Let Up 3 = (ul, .. uk) For every i € [h], we know there are k
rows from Up; ) that forms an invertible matrix over Z L then we can set U1, 4 mod g;' to be
0 in those k rows, and contain an identity matrix besides those k rows, therefore the whole matrix U is
invertible modulo ¢;* (for example, if the first k£ rows in Uy;.. 4] form an invertible matrix modg;’, then

0 . . . . . .
we let Uppr pnyr) = (I > mod ¢;*). Using the Chinese remainder theorem, we get U as an invertible
n

matrix over Zg.

. f . .
Then, for the j* sample of DLWEij“:; ;eUe(Zn+k) for j € [k], we output u;, y;, where y; is sampled
randomly from Z,. Denote y € Zk as the concatenation of y1, ..., yx. For j = k+1,...,m+k, we sample

d;
a uniformly random vector d; € Zk' and output U ( >, ti—k + (dj,y).
Ak

It is easy to verify that the reduction maps a RANDOM instance of DLWE,, ,,, o u(zn)x toa RANDOM

instance of DLWEF error free

_ AT
etk U (Z0 ) To verify the LWE case, suppose t = A* s—+e, then the secret term

of the new instance is s’ := U™T (Z) So for j € [k], the j* sample is u;, (u;,s’) = y;, free of error;

d;

for j = k+1,...,m+k, the 5" sample is a;:=U <a
j—k

>, o+ () = €jon+ (ayx,8) + (dj,y) =

ej—r + <a;., s >, following the right distribution. O

2: LWE with k chosen error terms. Next, we convert LWEF " fe¢ into o variant of it where the
first k£ coordinates of the error terms are chosen by ourselves, instead of being 0. We denote this variant

s LWEF chosen error — Phig conversion is simple: staring from samples from LWEF €t free - qenoted by
AecZymy= ATs + e, where €.k = 0F. Let z € Z]; be the k error terms chosen by ourselves. We

Omk

output A,y + z| ATs + zle [(k+1...m]

3: LWE where the secret follows the error distribution. Third, we apply the reduction of
Applebaum et al. [ACPS09] which transforms LWE samples into new LWE samples where the secret
follows the error distribution. As a result of this transformation, we convert LWEfl ‘;ETSI; eUrr(%r )x into new
LWE samples where the first k& coordinates of the secret is chosen, and the rest of the secret and the error

vectors follows the same error distribution of LWEF chosen error " yyjo cal] this variant LWEF chosen secret

Definition 3.4 (LWE with k chosen secrets). Let k < n < m, q be positive integers. Let s € Zy
be a secret vector where the first k entries are chosen to be fized as (si,...,SE), and the other entries
(Sk+1, -, Sn) are sampled from some distribution DistS and unknown. The problem LWEfL,f,ﬁ‘;fEﬁs‘eﬁ’sttE
asks to find the secret s given access to an oracle that outputs a;, (s,a;) +e; (mod q) on its ith query,
fori=1,..,m. Here each a; is a uniformly random vector in Zy, and each error term e; is sampled
from DistE over Zg.

Lemma 3.5. There is a classical reduction from LWEZ%‘J‘;‘:Z’ET&T) to LWEE ﬁi”;sinxsecm that runs in

time poly(n, m,logq).
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Proof. Given m + n samples from LWEfL,%lissg%r(%rq)’X, denoted as A,y” := sTA + e’ mod q. Write
A =[A; | Ay] where Ay € Z3™", Ay € Zi*™. Without a loss of generality, assume A; is invertible
modulo ¢ (we know the first k& columns of A; are part of an invertible matrix back from Lemma 3.2; if
A is not invertible, we replace some columns from the last n — k columns of A by some columns of Ag
until we make A; invertible; this does not affect our result). Write y* = [y{ | y3] where y; € Z!'. Let
A=A Ay Lety7 =y A4yl Theny” = (sTA+el) (AT Ag)+(sTAy+ed) = el A+el,

meaning that A, y7 is an instance of LWEZ%%S&IT;GM“, i.e., the secret for LWEfL%”‘;Sz;ecret is e1 € Zy,
k chosen error

which is sampled from the first n error coordinates of LWE, o, 0 U(Za) X" In particular, the first & secret
terms are chosen by ourselves. O

3.2 Convert LWE into a special g-ary lattice with a unique shortest vector

Let k,0,m,q € N, m € Q(Llogq), n:=1+¢+m, kK < O(logn). Let p1,p2, p3, ..., p be odd and pairwise
coprime, such that p; € O(1), pa,...,px < k;%. Note that pi,pe, ..., px don’t have to be primes. Other

conditions of pi, ..., px will be mentioned later in §3.3 (mostly in Cond. C.3).

With the three reductions in §3.1, we know that to solve standard LWE, (1) m 1o (x—1),0,U(Zq), Dz

k—1 chosen secret
LWEvav(LDZ,BvDZ,B :

U(ngm), t = U”s + e mod ¢, where the first x — 1 entries s are chosen to be (pa, ..., px), and the other
¢ — (kK — 1) entries of s, s|,;_4, and all entries of the error term e are sampled independently from Dz, .
Our goal is to compute the unknown s, and e.

LWE/{fl chosen secret

¢.m,a,Ds 5,03 5 instance be U <«

it suffices to solve More concretely, let the

Looking ahead, the property that we choose k — 1 coordinates of the secret to be some known, special
values will only be used at the very last step of our quantum algorithm, so readers on the first pass of
our algorithm can just assume we are solving LWE where the secret and the error terms are all small
entries (i.e., all less than O(fBlogn)) and not worry about the condition that x — 1 entries are special
values, until reaching the last step of our quantum algorithm.

We now define a g-ary lattice such that finding the unique shortest vector for this special g-ary lattice

implies solving LWE’Z;L1 ng);e;n [S)chet. Let

A= P2pit | UT | 1,] € Z)>7, (12)
b= [-1,2pis",2p1€"]" = [~1,2p1po, ..., 2p10s, 2187, _gs 20167

Note that Ab = 0 mod gq.

Let us first provide some basic estimations of the length of b.

Lemma 3.6. For > 2, p1 € O(1), p2,...,px < l‘fln, k € O(logn). With probability 1 — negl(n) over

the randomness in sampling S|, ¢ < Déﬁ;“,e < D75, the vector b = [—1,2p1sT, 2p1e]T satisfies
(1) IIb]l < 3915, (2) Iblloc < Blogn, and (3) |2 € 1+4p2 (53 + ..+ #2) +[0.04, 0.27] - 493 6%(n — ).

Proof. From Lemma 2.5, we know ||b|| < 2p18v/n — k+0(log?n) < 3p; 8+/n with probability 1—2~%"),
From Lemma 2.6, we know ||b||s < 8logn with probability 1 —negl(n). So Items (1), (2) are satisfied.

To prove Item (3), given that § > 2, and 19.086434811(Z) > 1, we derive from Lemma 2.9 that for

i= k41, .., E[%} e 2100982 € [0.05,0.26]- 32. Also, by Lemma 2.6, 0 < % < B2log2(n—r).
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2
Then, using Hoeffding inequality (Lemma 2.2), we let S, := > ", (2;71'1)2, then

2(77,7,%)64 log6 (n—k)

Pr [|Sy—x — E[Sn—x]| > B%log?(n — k)v/n — k] < 2e (BZloe(i=)%(n=x) € negl(n).

Therefore ||b||2 € 1+ 4p3(p3 + ... + p2) + [0.04,0.27] - 4p?3%(n — k) with all but negl(n) probability. [

In Lemma 3.7, we prove that b is the unique shortest vector in Ly (A), whereas other vectors in Ly (A)
are long. The proof is not hard but a bit tedious so we defer it to §3.6.1. Looking ahead, our quantum
algorithm is essentially trying to compute b, the unique shortest non-zero vector in L(J]-(A).

Lemma 3.7. For q > Q(ﬁ4m2). With probability 1 — negl(n) over the randomness in sampling U, t,
M (LE(A)) = [Ibl| < 3p1 v/, A (LE(A)) = g/ (logn)?.

Note that if ¢ € 2p1Z, then %\On_l is a relatively short vector in Lj (A) (not shorter than b though).

: q q
But since we set p; € O(1), so 1 o

which doesn’t violate Lemma 3.7. So we don’t need to avoid
q, p1 such that ¢ € 2p1Z.

3.3 Parameter selection

Recall that in §3.2 we have defined parameters £,m,q,n = 1+ m + £, p1, ..., px, and the g-ary lattice
A =[2pit | UT | 1,] € Zy*", where t = UTs + e mod g where S[1..k—1] = (D253 Pk)s S[..g] <
Dy st e < D' Recall from Eqn. (12) that b = [=1,2pis”, 2p1e”)7

In this subsection we introduce more parameters that will be used in our quantum algorithm. Let
D € Nt be a scaling parameter. Let L := D - LqL(A). Let x := D -b.

We set additional parameters P, M, r, s, t,u € poly(n) such that P, M,t?,u? € N*, s,r € R*. P, M are
the large and small moduli. The main parameters for complex Gaussian are r,s,t,u. Our algorithm
will first make a guess of ||b||> € NT and let v? = ||x||> = D?||b||>. There are only O(3%n) € poly(n)
possibilities for ||bl|?, so from now we assume our guess of ||b||? is correct.

The parameters are set under the following constraints (readers can assume we always use P > r >
M > s>t >u=|x|| = D|b||). Looking ahead, there are nine steps in our quantum algorithm, and
each condition below is typically only used in one or few steps. We will mark which condition is used in
which steps, so readers don’t need to load all the conditions in mind at the same time, and just assume
all conditions are satisfiable on the first pass.
C1 2 = e f : 2 _ cD?|b|? : :
. = cu” for some ¢ € 4Z. This ensures that 555 = —557 — € 2Z (only used in Lemma 3.27 in
Step 6). For simplicity we set % =./c € (64 log® n, 65 log® n), then C.6, C.7 are easy to satisfy.

C.2 The large and small moduli P, M are chosen as M = 2(t? +u?) = 2(c+1)||x||?> = 2(c+1)D?||b]|?,
P=M-(#+u?) = MT2 This condition is used in many steps.

C.3 (Only used in Steps 8 and 9.) D, p1, p2, ..., s are odd and pairwise coprime (they don’t have
to be primes), % = (c+ 1)||b||? = p1p2...px, and pap3...px = —1 (mod p1). Since M € poly(n),
therefore k € O(logn) is enough (i.e., M has at most O(logn) different factors).
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C.4 2rlogn < P, 2rlogn < Dgq/(logn)? (only used in Step 1). Note that 2rlogn < Dgq/(logn)? is
the only constraint on ¢. In particular, ¢ does not have to be equal to or share prime factors with
P or any other values.
s2rd t2
U2(84+T'4) (t2+u2)
3 2 _ oul(st4r?) (£P+u?)? 242 1
we always set r > slogn, t > 64ulog” n, we have s* = 2 1 7 € 2uTt - (1’1+logn>‘

r

C.5 The key condition for creating the Karst wave: » = 2 (mainly used in Step 6). Since

C.6 Define V = P"ri W (only used in Step 3), o := 5 = u\}ff% € tuir (1:|: (logn)) €5

2%3 (1 + (logn)> (0 is used in Steps 6 and 7). We need o € (2 logn, 410Dgn>

2ut? 1
C.7 o < 48+/nlog’n

negl(n) probability, it suffices to set

, needed in Steps 5 and 7. Since u = D||b|| > Lemma 3,603 24° with all but

w32

.. . 3
S — Combining with C.6, where we need 2ut”
32log“n T

(1 + (logn)) € (logn, ﬁ). Since we set £ = \/c € (64log®n,65log’ n) in C.1, we can set

r= 41“0tgn, o € O(logn), and D € O(log? n) so that both C.6, C.7 are satisfied.

We can determine all parameters in the following order: first choose ¢ + 1, p1, p2, ..., px to make
sure C.3 is satisfiable, namely, (¢ + 1)||b||?> = pip2...px. Note that b5 = (=1,2p1p2, ..., 2p1pk), and

b t1..n) € 2p1, SO [b||? = 1+4p?(p3+p3 +...+p% +a) for some a € Z such that a ~ ﬁ —(n—k) (there are

2
only O(B%(n—k)) € poly(n) possibilities of a, so we can guess a to be the most likely value of %,
1

82
2

is correct). Also note that ||b||? & p1Z. So the easiest solution is to set p; to be a factor of c+1, and guess
|b||? has some smooth factors pa...p.. For example, if we guess ||b[|2 =7 x 11 x 17 x 19 x 31 = 771001,
and set p; = 5, then ||b|? =1+ 100(7% 4+ 112 + 172 + 192 + 31% + a) = 1 + 100(1781 + a) is satisfiable
for some a € Z.

We then pick an odd number D € O(log?n), and let u> = D?||b||?. Then u? and (¢ + 1) determines ¢2,
which then determines M, P,r, and we finally compute s according to C.5 (we don’t need s or s to be
rational, we only need to compute s within sufficient precision in order to use Lemma 2.15 to prepare
complex Gaussian states).

ie., (n— /{)—‘ , then with non-negligible probability over the randomness of b,y ], our guess of bl

Since we assume 3 > 2, then by Lemma 3.6, the minimum of ||b||? is 0.04 - 4p?3%(n — k) + 1 with all
but negl(n) probability. We summarize this condition and its implications as follows

C.8 HbH > O(\/ﬁ), S0 % >c.1 u? logﬁn >||b||20(f C.7 4HbH0\f10gn, - €C.7 O <log n) <0 (%)

x—1 chosen secret

To get the best approximation factors for general lattice problems, we aim at solving LWE
{,m,q, DZ B’DZ;B

where m € O(¢logq), B = 2V, q € O((*), implying n € O(£log /). Then we set

o u? = ||x||2 € D?- O(f%n) € O(n?), t* € O(log® n) - u?> € O(n?), M € O(t?) € O(n?),

e rcO ( ) =0 (ulog®n) € O(n), g € O (u'log? n) € O(n?), P € O(t*) € O(n?).

log* n
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Then all parameter constraints are satisfiable. Readers on the first pass of the algorithm can keep this
set of parameters in mind. To get quantum algorithms for general lattice problems using Lemma 1.5, we
plug in a = O(n=3%), yielding quantum algorithms that solve SIVP, and GapSVP, for all n-dimensional
lattices for v € O(n*?).

We would like to mention that some constraints of parameters can be relaxed. For example, we believe
if we use more sophisticated Gaussian tail bound proof techniques to prove Lemma 3.24, then C.7 can
be relaxed to 2?2 < ligz —, saving another factor of \/n. But improving this bound would take more
technical effort while not helping improve the approximation factor achieved by our algorithm, so we
leave the loose bound in Cond. C.7 as it is. Also, most of the logn factors appeared in the parameters
can be changed to w(+y/logn) because they are the byproduct of Lemma 2.6. But we are not aiming at

optimizing polylog(n) factors, so we simply use logn to keep the write-up clear.

3.4 Detailed overview of the main quantum algorithm

After setting up the parameters as in §3.3, we run a quantum subroutine consisting of nine steps for
O(n) times. Every time we run the quantum subroutine, we will obtain a classical linear equation with
random coefficients over the shortest vector in Lé(A) (related to the LWE secret and error vectors).
Therefore after running it for O(n) times we will get a full rank system of linear equations and compute
the LWE secret and error terms by Gaussian elimination.

Let us first provide a high level description of the nine steps in the quantum subroutine, including the
state and classical information obtained in each step. We use |¢;) to denote the quantum state obtained
at the end of Step 7. The classical information obtained in Steps 1, 3, 5, 8 will be used in later steps,
so we mention where they are used to help readers keep track on them.

1. Prepare a uniform superposition over L N Z’bq, and then apply a complex Gaussian window on it.
We obtain a classical string y’ € Z,, and a quantum state [¢1):

1 i
o= X e (on () P -y, (13)
keZ,kx—ye(rlogn)BL,
where y € Z" is an unknown vector at this moment but its information is carried in y’.
2. Compute [p2) = QFTzn |1).

Apply a complex Gaussian window on |p2), get |¢3), 2’ € ZTL.

L

Compute [p4) = QFTzn |¢3).

n
t2+u?
Denote the residual state (containing the higher order bits in Z7,) as |¢s).

5. Split |p4) into higher and lower order bits, then measure the lower order bits in Z
h* € Z

and get
n
122"
6. Compute |ps) = QFTzr |¢5). (The Karst wave feature is heavily used in the analysis of Step 6.)
7. Extract the centers of the Gaussian ball states in |pg) using y’, z’, and h*, get

k||

20?5 M
lp7) = Z 6*2’”%@27” 1 [2Djx + Vv + 7k mod M> , (14)
keo0|zZn—1 j€Z
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where v’ is a vector in L fixed by the previous measurements but unknown at this point.

8. Apply a sequence of small operations to extract v{ mod D?py, without collapsing the state, and
get |@s) = [e7).

9. From |yps), use the po, ..., p, values planted in the secret vector in the instance of LWE chosen secret

vy mod D?p; obtained in Step 8, and apply a few operations on |pg) to get a random vector
u € Z'y; satisfying
2

)

. M
where in bE‘Q.‘.n] = b?‘zm] |b>[k/i+1...n}’ b>[k2...n} is known and fixed, biknﬂ...n] = bk 1...n), Which is exactly

the secret term we want to learn.

We summarize the nine steps above in the following statement:

Lemma 3.8. There is a poly(n) time quantum algorithm that takes as input Lé(A), where A is defined
in Eqn. (12), outputs a random vector u € Z7%, that satisfies Eqn. (15).

2

Since [[bpy1..m]lloo < 2p1-Blogn < %, solving a system of the modular linear equations in Eqn. (15) re-

covers by, 1. ) completely. Therefore after collecting O(n) random vectors u € Z'}, satisfying Eqn. (15),
2

LWE/ifl chosen secret

t;m,q. Dz, 5,Dz. 5 problem, which

we recover b 1 ) using Gaussian elimination, thus solving the
completes the proof of Theorem 3.1.

Let us now explain the intuition behind our algorithm, see Fig. 2 for a proof-of-concept example.

The purpose of Step 1 is to obtain a classical string y’ and a complex Gaussian state |¢1) in Eqn. (13).
The support of |¢1) is on a line in the same direction with the secret shortest vector x. As mentioned
in the introduction in §1.3, |¢1) looks very similar to an instance of EDCP, but we are not expecting
to finding out x using existing algorithms for EDCP at this point, so we continue.

The five steps from Steps 2 to 6 together make sure that the amplitude of |pg) in Step 6 is highly struc-
tural, consisting of small Gaussian balls. If we think of |¢1) as in the time domain, then |p2) , |¢3),|vs)
are in the frequency domain, and they should in general look chaotic if we don’t set the parameters (Con-
dition C.5 in particular) carefully. However, we tune the parameters carefully so that the amplitude of
|pe) is highly structural due to the feature of Karst wave.

The operations from Steps 3 to 5 serve for the purpose of modulus splitting, i.e., we split the large
modulus P into P = M - (t2 + u?), and the state in Step 5 only contains the higher order bits from the
state in Step 4. The purpose of modulus splitting can be seen from the Karst wave in Figure 1 (bottom
right): the absolute value of the amplitude of a Karst wave is periodic over a smaller modulus than P.
The intention of splitting the modulus is in fact originally motivated by a failed attempt of solving LWE
directly from Step 2, which is explained later in §3.7.1. Readers who are curious about the motivation
can take a look at §3.7.1, although it is unrelated to the actual algorithm that is working. Splitting the
modulus in a useful way is non-trivial. As we will see in Step 3, where we apply a complex Gaussian
window on |p2). The condition of u? = ||x||? is used starting from Step 3 (u? is a parameter in the
complex Gaussian window in Step 3) — only when u? = ||x||?, we can guarantee that the amplitude of

la) splits clearly between its higher order bits in Z7, and lower order bits in Zj, -
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|pe) is an important state to understand so let us give more explanations about the patterns in the
amplitude of |pg). From Figure 2-(f), we see that |¢g) contains lines of Gaussian balls of small width o,
aligned in the direction of x. We can then shift those Gaussian balls to make sure their centers are on
L € DZ", and then use naive rounding to DZ™ to extract their centers and get |¢7) (see Figure 2-(g)).

As we can see from the expression of |¢7) in Eqn. (14), now we get an EDCP-like state with purely
imaginary Gaussian amplitudes, which is much easier to work with. Imagine if we can learn one
coordinate of v/, then we can convert |p7) into a correct EDCP state with a known, “wide” amplitude,
therefore by [CLZ22, Theorem 12|, there is a polynomial time quantum algorithm for solving EDCP
with known, wide amplitudes. This is an idea that inspires the design of the actual algorithm, but
our actual algorithm is different, more down-to-earth, and does not rely on the knowledge of EDCP, so
readers who are not familiar with EDCP don’t need to worry about it.

Towards the goal of learning one coordinate of v/, we first use the nice property of imaginary Gaussian
(i.e., center = phase) to obtain partial information of v} in Step 8 — we use the phase kickback trick to
change the phase of |p7), see Figure 2-(h), and then take QFT to get a linear equation and learn about
v} mod D?py, see Figure 2-(i). Then in Step 9, we gain more information about v/ using the po, ..., px
values planted in the secret vector in the instance of LWEF chosen secret - pinally. we are able to extract a
modular linear equation about the LWE secret and error terms.

3.5 The main quantum subroutine

Now we start describing the detailed algorithm.

3.5.1 Step 1: Prepare a superposition over LNZ}, and apply a complex Gaussian window

Lemma 3.9. There is a poly(n) time quantum algorithm that takes L = D - qu (A) as input, outputs
1) = > exp (=7 ( 5+ ) Ibx—y|?* ) lhx—y),
keZ,kx—ye(rlogn)BL,

and a stringy' € Z},, such thaty’ = v+y (the equation holds over Z" ), where v € L, y € Z"Nrlog nBg,.
Proof. Recall that L = D - qu(A). We start from preparing a uniform superposition over v € L N Zj,,
and a complex Gaussian state

—milly||®

Y, e > pr(y)-e = ly). (16)

veELNZY, YEZ™N(rlogn)BL,

Here, the second register can be produced efficiently within 27" distance using Lemma 2.15. The
first register, ) Loz |v), can be produced by
q

Z |V1> |Om> = Z |V1> ‘_ (t | UT) - vi mod Q> = multiply by D Z |V> .

V1€Z§H V1€ZS+1 veLmqu
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From the state in Eqn. (16), we add the first register to the second register:

oo > pr(y) - o~ |y + v mod Dg) (17)

veLNZy, YEZ™N(rlog n)BL,

We then measure [y + v mod Dgq) and denote the result as y’ € Zf, , then compute [v) — |v —y’ mod Dg)
in the first register. Then the residual state can be written by dropping y =y’ —v mod Dq in Eqn. (17):

1 7
1) = Z exp <—7r <7"2+32> ly’ — v mod DqH2> |v —y’ mod Dq)

vELNZY,,,v—y’ mod DgeZ™N(rlog n)BE,

= (G -y,

veLN(y’+(rlogn)BY%)

Here we can change the support in the second line because we set Dgq > loggn > 4(rlogn) (C.4), and
for y’ € Zp,, represented as y' € ((—Dgq/2,Dq/2|NZ)", any v € L NZp, such that v —y’ mod Dg €
Z™ N (rlogn)BL can be represented by v € LN (y'+ (rlogn)BL), i.e., there is no need to wrap around

mod Dgq.

For the analysis of the next few steps, we write y’ asy’ = v +y where v e L,y € Z" NrlognBZ (here
the equation holds over Z", not over Z, - which will be important for the use of y’ in later steps because
we will add or subtract y’ over possibly different moduli than Dg; it is possible to write y' = v +y
where v € L,y € Z" NrlognBL since DgZ™ € L,soy' € v+y + DqZ" and “+DgZ™” can be pushed
into v € L). Note that we are not able to efficiently compute such a pair of v, y from y’ at this moment
since finding such a pair requires solving an approximate closest vector problem. We just use v, y as
unknown variables in the analysis of our algorithm. Note that there are multiple pairs of v, y that
satisfy yy =v+y,ve L,y € Z"NrlognBL, we just pick one pair of them (the result of the upcoming
analysis is independent of which pair we pick).

Since A3°(L) > rlogn > A (L), |¢1) equals to

o= 3 ew (o () Myl -y,

keZ,kx—ye(rlogn)Bz,

For the convenience of Step 2, we show |¢1) is negligibly close to the following state

1 7
) = Sexp (= (73 + 3 ) o= 312 ix = y mod P)

keZ

Lemma 3.10. |¢]) =~ |¢1).

Proof. We treat |¢}), |¢1) as unnormalized vectors over C**. We have |||¢1)||3 < 2rlogn € poly(n)
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since there are at most 27 logn entries in the support. Also,

' kx — v||?
i) = len), < 3 exp (‘”Hrzy”>

kEZ.kx—y¢(rlogn)By,

kx — 2
€ Lemma 2.6 E exp (—W”Xrgyu> -negl(n) € 2r - negl(n) € negl(n).
kEZ

Therefore, [[|¢) — 1)y < [[1¢4) = len)ll, € negl(n) - [o1)]- So Lemma 3.10 follows Lemma 2.11. [

3.5.2 Step 2: Apply QFTzn on |o1)

In Step 2, we apply QFTzs on [¢1) and get [p2) := QF Tz |¢1).

The expression of |ps) is derived as follows:

e~ 3 e (- ( *”)ukz —y|P) il 3 g

zeL} k€L

= ZZexp( ( +7”Z)<l~c2||xu2—2l~c<x,y>+HyH?)) e ity B |g)

z€Z} keZ

HXH2(S2 +7’2i) <X7y> 2 —2mi(kx,%) 2mily,%
X(a) Z Zexp (—7( 2,2 k— ||XH2 e ( P>e (v.3) |z)

2€LT ke

827"2(32—732‘)  (x,2) 2 Comi W) (s
v Zzexp<_”uxu2<s4+r4> (54 52) ) iR O mitrd) g

zELY JEL

(18)

. , 2
where = follows Lemma 3.10; (a) holds since exp (—7r (%) HyH2> and exp ( xl[* (52 +r24) (<x’y>> )

5772 (1]
only contribute to global amplitudes so that can dropped (recall that x and y are fixed); (b) uses PSF
(Lemma 2.4) and the Fourier transformation of complex Gaussian (Eqn. (1)).

3.5.3 Step 3: Apply a complex Gaussian window on |p9), get |p3) and z’

Let us denote fo : Z™ — C as the amplitude of |z) in |p2), i.e., |p2) = ZZGZWIB f2(z)|z). Note that we
can naturally define fo over all Z", not just Z', as fa(z) = f2(z mod P). Setting the domain of f5 to
be Z™ will be useful in the proof of Lemma 3.20.

In Step 3, we first prepare the following complex Gaussian state using Lemma 2.15: (recall from
Cond. C.6 that V is defined to be £ R +s , the width of the real part of the following state)

t2r2s2(s? — r2i)
bai= > e lal? ) lac). (19)

zg€Z"NV log nBL,
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We then append |p¢) after |p2), and add the first register onto the second register:

2T28 S

ol = X A@l Y en(-rim e uol?) uo)
t2T28 (s?
(st

PASYAS ZGGZ"HV log nBZ,

> Z fa(z) |z) Z exp(

FASYAS zg€Z"NV lognBL,

. (20)

: >)||zGH ) la+ 26 m0a 7).

We now measure the register |z + z¢ mod P) and denote the measurement result as z’ € Z%. Then the
residual state can be written by dropping zg = z’ — z mod P into Eqn. (20):

Z fa(z) exp <—7T P2u2(z4 _T_ :4;) |z — 2z’ mod PH2) |z)

z€Z'},z—2' mod PEZ"NV log nBYL,

t27'282( 2 2

27.252 82 _ 7,,22’
- Y p@ew(-r e a1 ) ) = |6h) (21)

z€z'+(Z"NV lognBL,)

2 .

12r2s2(s%2 — g
o X e (' e 217 lamod P) =),

2,2(sh 1+ 4
. P2y2(st + 1)

Here in = we can remove mod P since the support of z is restricted in z’ + (Z" N VlognBL), and
% > 2logn (C.6), so there is no need to wrap around mod P; = is proven in Lemma 3.20 in §3.6.2.

From now on we will always assume our guess of u? = ||x||? is correct, then
$272(s2 _ 2 2,2.2(2 _ .2
r(s® — rei) , 2 tores®(s* — 1) o
ex Pj+ (x,z exp | —m Z—Z
2 p (i (7 o) e (<=1

22)
s2r2(s% — r%) Tl 2 (
Z Zexp <_7TP2HXH2(S4 ey ((z —d;)" ¥ (z—dj) + C’j) >
zZEL™ JEL
(k) -/ (x,
—274 HXITQ ]6—2m<HxHy2P Bz > |Z mod P>
where
Pj+ (x,2) t2 .
dj =72 —x—=—""L (C;:=———(Pj+(x,2))?%
: Al O ) -
12 T 1 xx ! )
2 .:tIn+XX, Zz(b)ﬁ IN—W 3

(a) will be proved in Lemma 3.21 in §3.6.2, (b) is derived from Formula (8).

3.5.4 Step 4: Apply QFTz» on |o3)

We compute [p4) := QFTzn [p3), which gives
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r2(s* — —omiiXY) i _ony ey)x 3,
o= 5 % T (e T ()5 ) €)Y ) R R

heZ?, z€Zm jEL

_ o [ P25+ 7%4) h (xy)x _y\', h  (xy)x_y
=@ > D p( < AR = P) E( PP P>>

heZ?, mezn

(x,y) 2,.2,.2_ .2

s2r2(s2-r24)

_ (xy)x71> _ ; (X, : g SorT(sT—rTY) oy,
.Ze 2midy e +{55 - e TR L TRz )

JEZL

-y ¥ exp< XH(SQ;HZ)(h+m+<>ﬁ;§|’|>2x_y>T.2.<h+m+<x’xy>2x—Y>>

heZ}, mePZ™

dj hfmi e¥)x —y>

,27” i
D e

JEZ

(e.y) s2r2(s? —r2i) o
e P2Hx|| (sT4rd) 3 |h>

(24)

where 71, ¥, d;, C; are defined in Eqn. (23); (a) uses PSF from Y, ;. to > csm-

3.5.5 Step 5: Split |¢4) into higher and lower order bits |h’) |h”), then measure |h")

Recall from Condition C.2 that M = 51— + 5. We write the variable h in |p4) as h =h’ - (t? + u?) + h”,
where h’ € Z}, represents the higher order bits of h, and h” € Z}, . represents the lower order bits
of h. Therefore |h) can be split into |h’) |h”). We then measure the |h”) register and denote the

measurement result as h* € Zj,  ,, denote the residual state as [ps).

To derive the expression of |p5), we note that |p4) can be equivalently written as

I (24020 (s +T D) (. (42 " (xy)x T. A (42 2 ” (xy)x
=Y ¥ S o (B (-4 )+ b et Sy ) T (W (12 x| 2) + B ot S0y )
WEZy, WIELy, | mePZn

’ Pg+<x z > / 7 (x,y)x
- (24 |x)|2)+h" +m+
<z *g? IR m S -y e L) 202(2 )

_Ze—zm‘ P P R & IE SN [h') |n").
jET

(25)

We then measure the |h”) register and denote the result as h* € ZILQ-*—HXH” In Lemma 3.24 in §3.6.3,

we show that, with probability 1 — 27" over the randomness in the measurement, h* satisfies
3 <h*7x> <X,y> <X,Z/> 2 t2 1
dist (57 — i + o5l 2) < 25 Vilogn <o g

To understand how [p5) looks like, let us take a closer look at the term inside } .., in Eqn. (25). In
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fact, the only term that depends on all h’, m, and j is

h*4+m
. ’ hl+7
i Nt 2 2 —2mi z’—xPJJr()gz> £2 4|2
[ Pit(ez’) bt 4)jx|?)+h* +m 24 x| M
—2mi( z'—x x
24 1x[12 P
e = e
’ h*+m / h*+m
/ h'+ "= -l
DY (P ) M. I “omi —x x|
24]Ix]12” M 2 4+1x[12” M
= e e
*
h/+ h™+m
Comil 2 —x %7 24|

t2+[x[2” M

. Sy h*4m >
62m<x]’h T ETx2

. ) o x',h’+M o x‘,L
Since h' + ﬁ €2, x e j€7Z,s0e < / t2+HXH2> = < / f2+“x\|2>. Therefore, the term

) (x Bl WP e e EX ) 9 e o .
djene P e P L T T PPIIPCTH D Y i Egn. (25) is completely

independent of h/, m, i.e., it merely contributes to the global amplitude of |¢s5). So

* , (x,y)x T * (X,y)x
. h™+ -y h™+ -y
P22 x| (4% [ m [EYE R m [EYR
2,2 Wt ot ol R e

s2r 2+ |2 t2+|x(|2
lps) = § E €
h'€Z}, mePZ" (26)
h’+ m+h*
—2omi{ z'—x (x.2) t2+[|x(|2
£241x[2” M
e ‘h/> )

3.5.6 Step 6: Apply QFTz: on |©5)

We compute [pg) := QFTzn |¢5). Recall from Cond. C.6 where we define o = #/% € (2 logn, 410Dgn)

an important width parameter used in Steps 6 and 7. We show in Lemmas 3.27 and 3.29 in §3.6.4 that
|ps) is negl(n)-close to (we remove the support in |pg) with negligible weight to get |¢f')):

[ (1) (- )|
‘90/6”> = Z e 2

cEZR,, ke€0|ZM7L, JEL s.t.

z' +h
%kc—(z’—i-h*— )—x(x, kc)+2D]x+x(<t IHXH ) T‘)}’("‘Q)—c <clogn (27)
. 2
gl (ko) x) (0 Hkex)
Tz ||2Djx 1112 24+ |x]|2 x 27 ke,j
e % e2mids(c.ke,j) lc),

where ¢’ :=c+2z +h* —y +x (<||):<ﬁ’2> - %), o2 € C satisfies Re (%) € # (1,3), ¢6(c, ke, j) € R

contains phase terms:

’ 2

(x.2")
21 x|

M2

| <<<Mj”|>> (pos- ({0 M) e <<M>>> |

27

(.7')

/ ctz'—
- oo X

te+ x|l

M

c+
p2mide(cke,j) . 2mike - o2




|pe) is an important state in the whole algorithm, but its detailed proofs are long — the proof of
Lemma 3.27 (the Fourier transform calculation for |pg)) alone takes about seven pages, so we defer
them to §3.6.4. Here let us provide some explanations about |¢f'). For |pf'), its support contains

2n—1L. % elliptical Gaussian balls (see Figure 2-(f)), centered at

(# +h"x) <y7X>>
x> )

M

2kc—(z’+h*—y)—x(x,kc)+2Djx+x< (29)
for some k. € 0|/Z"! and j € Z (formally proved in Lemma 3.28). The width of the elliptical Gaussian
balls is ¢ in the direction orthogonal to x, and is slightly smaller than ¢ in the direction of x. The
width o is smaller than ﬁ, indicating that Karst wave appears, and we will use rounding to DZ" to

extract the centers of those Gaussian balls in Step 7. Note that ke runs over 0|Z"~! instead of Z" since

we decompose the support into those on the same line with b = % (running over j € Z) and those not
on the same line with b (running over k. € 0|Z"!), and there is a simple bijection between Z" and

0|Z"~! x bZ, since we know the first coordinate of b is —1.

3.5.7 Step 7: Extract the centers of |ps) to get a purely imaginary Gaussian state |p7)

Recall from Eqn. (27) that |¢f) can be written as

) -
o) = > - A

cE€Z", ke€0|Z Y, JEZ s.t.

. . +n*,
Mxe—(z'+h fy)fx(x,kc>+2Djx+x(wf ?\);I)\;) ) —c|| <ologn
oo
2
o/ — My )X n*— My \X
_ﬂ% 2Djx— (( ”Z|2C) >_< t2+ﬁx“‘; > x ‘ .
e 7" . e2mids(eke.) |c mod M),
where
’ z’ 2
. . T C+Z/7t2<f\|ZX\>\2x . C+z,7t2<1\|zx\>|2x
equﬁﬁ(c,kcJ) e e?wlkc — . 6—271'2 272
1_ My, 1_ My, nt— My 5 1_ M) )2
—9o7i <(C 2 ;) x> 2Dj— <(C 720) x>_< - 2 C2x> +t72 <(c 740) x>
e M|l [I=l 24| || M [Il
’ 2
+ ! (x,z> ,Mk
_zmH"' TR kel (30)
= e M2 ey
=:I1
M I_M «_ M
_Qﬂim 2Dj— <(C 77kc)’x>_<h 77kc’x> 42 <(°/*%k0)’x>2
e Mx||2 [EIE £24+1x]|2 _e*Qﬂ'ZmW
:ZIQ :ZI3

Here we regroup the exponents in the second line for the convenience of the upcoming calculations.

Let us remark that here we write |¢g') = > .czn fo(c) |c mod M) instead of |¢f’) = Zcezg4 fe(c) |c)
in Eqn. (27). We can do so because the amplitude function fg is M-periodic. To see why, recall that
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lps) = QFTzn . [5), and we derive the amplitudes in Eqn. (27) without using the fact that ¢ € Zj;, so
that the expression of fg(c) directly holds for all ¢ € Z™ and is M-periodic.

In Step 7 we perform four operations. The main purpose of those operations is to extract the centers
of Gaussian balls in |pg) to get a state where the amplitude is purely imaginary Gaussian.

Lemma 3.11. There is a quantum algorithm that takes as input |¢g'), y', 2, h*, outputs a state

i 2Dj—(ke.x))? 5 kel M
l7) 1= Z ¢ 2 XM |(2D] — (ke, X)X + K'x — v + ?kc mod M> )
ke€0|Zn—1 j€Z

where k' := K<Z/+h*’x> <x’y>)1. The running time is in poly(n).

= ]

Proof. The first operation takes the register from |c¢ mod M) to |c + 2z + h* —y’ mod M). Note that
y € L}, is obtained in Step 1, 2’ € Z', is obtained in Step 3, h* € Z% is obtained in Step 5, so we can
perform this operation efficiently. Here we interpret y’, z’, h* as strings in Z". Readers may worry that
the modulus of y' € Z1, . and h* € 77, does not divide M, and it may cause a problem later. Here we

2
will guarantee that the modulus does not cause a problem because the main equation for representing
the centers of Gaussian balls, Eqn. (29), holds over Z", and recall in Step 1 that we can writey’ = v+y
where the equation also holds over Z".

Let us move on. The second operation computes the following in the second register:
(# +h",x) (y,x)
2+ 2 x|
(#+h"x) (y,x)
x> x]?

M
lc+2 +h* —y' mod M7, € \‘kc —x(x, ke) +2Djx+x(

5 )—v—i—alognl@gomode

D

=) A;kc—x<x7kc>+2Djx+x{ -‘—VmodM,

(31)
where (a) is derived from the formula of the centers of ¢ in Eqn. (29); (b) is derived from ologn < %
(C.6), and the fact that & ke — x (x,ke) + 2Djx — v € DZ", and the following equation:

(z' +h* x) <y,x>> \‘(z’ + h* x) (y,x>-‘ \\<Z/ + h* x) (y,x>-‘ D
- =(c - +xe € — + =B,
X(ﬁ+ww xI2) TOF e P | T ek x| T 4

z'+h* x) (y,x) L (z'+h*x)  (y,x) 1
= + e where le| <
t2+(|x]2 B3R 24 Ix[1? [Ix]1? el <

@ﬁlogn <c.7 m; (d) uses ||b|lcc < Blogn in Lemma 3.6. Therefore Eqn. (31) holds.

where (c¢) uses Lemma 3.24 which implies <

(z+h*x)  (xy)
K

ZHZ T Jx ﬂ So after two operations, we get |pg.p):

|G- ) (<~ )
[p6.6) = Z e " o2

c€Z™, ke€0|Zn 1, JEZ s.t.

M ke—(2/+h* —y)—x(xke)+2Djx+x (+h7x) o) o
2 e Y e J P2 i

From now on we denote k' := L(

<ologn

/M «_ M 2 (32)
—TF% 2Djx— <(C _TI;C)’X> _ <h Q_Tk;’x> x ) )
e o2 ||| 24 ||| . e27rz¢)6(c,kc,j)

‘c+z’—|—h*—y’modM>’]2\/[kc+(2Dj—<kc,x>—|—/~c')x—vmodM>.
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In the third operation, we subtract (over Z},) the first register by the second register and denote the re-
sult as |g.c). To derive the expression of |pg.c), we let d := c+2z'+h*—y'— (¥ ke + (2Dj — (ke,x) + k') x — V).
Then we can rewrite the common expressions in Eqn. (32) and Eqn. (30) as

¢~ ke = 2Djx+d(<kc,x)k’)x+x(<x’y> & 2) )

x[2 2+ x|
xxT> M xxT
= (1, - 2 ) (- Tke) = <In)d
( ||| 2 |2

<Xazl> M / . ’ <Xazl>
s d— (b — 2Dj — (k K)x —v— 021
Prxp 2 (" =y') + (D) = (ke x) + K)x =v = 5o e

((¢' = Fke) x) dx)  {v,x) (%) %)
#:2D‘7—<kc,x>+ 9 _ I +k/_ 9 )
[1x]1? (2 ]2 2 lIx]?
V?

|x
(€= ¥ro)x) (0= ¥ao)x) x| ) )

c+z — (33)

%12 £+ [ IR R L

Therefore |pg..) equals to

* 2
@x) g (F407x) | (y.x)
(nxn2+ 2 s ) *

In— d B
|p6.c) = Z e T 2 e

dezZ™, kee0|Zn 1, EZ s.t.

M_()’,x)_ AN
Hx( 2|2 12 k d OOSO'lOgn

) 62m‘¢7(d,kc,j) ‘d) ‘]\jkc + (QDj _ <kc,X> + k/) x — v mod M> ,

where ¢7(d, ke,j) € R is the phase term by rewriting ¢ in ¢g(c,ke,j) as a function of d,ke,j (the
expression will be given soon in Claim 3.12). Note that the real amplitude in the first line of |pg.) is
independent of j and ke.

After measuring |d) — d’ (d’ is not used anymore so we can throw it away), the residual state |¢7) is

APV M
lor) = Z e2mior(d ked) (2D — (ke,x)) x + (K'x —v) + ch mod M> . (34)
ke€0|Zn1 jEZ

. . (2D — (ke ,x))2 ke |2
Claim 3.12. 27i¢7(d" ke.j) e_2m< ’ 2<Mc <) 627”H ZH .

Proof. We replace the use of ¢ in e?™@s(¢ke.d) in Eqn. (30) by d (see the common replacements in
Eqn. (33)). We check each term of Iy, s, I3 carefully (here o hides terms that contribute to the
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constant phase of the state, we will only keep terms that depend on j or k¢):

! !
. X,z M . . X,Z
L= I (ke. ) = ¢ 257 leta— ey~ Micel? _ —2mihy (0" —y')+(2Dj— (ke )+ px—v— 22 |2

i ((QDj—(kc,x>)2||x||2+2(2Dj—<kc,x>)~xT- (d—(h*—y’)+k’x—v—7<x’z/> )) |

t24(1x |12
) <(c/,%kc),x> ‘ <(C/*%kc),x> <h*—%kc,x>
IQ—Ig(k ])— 62m<M|x|2 2Dj= lIx[12 T2
= e, j) =

27”7 (2Dj (ke %)+ (dyx)  (v,x) Sk (2’ x) n (y',x) ) ((d,x) _ {v,x) Sk — (2’ +h* x) + (y',x) )
e

(BTN 24+x2 T (12 =12 ]2 242 T ]2

/ * !
271'7,—(2D] (ke,x)) ( (d,x) _ (v,x) TR — (z'+h* x) n (v 7x>)
e )

x [EIEENEIE £241x|2 [EIE
’ 2
27”'<tQ2 <(C 7”%|1|(4°)’x> >
. M x
I3 = I3(k07]) = ¢
Comit? dx) (v g (@x) ()
_ o 2( e+ {55 — PN — i+ ) ,
+2 dx) _(vo) g (2x) | (v'x)
*27”72<(2DJ (kex))>+2(2Dj— <kmx>)< =z TE 2 7t %2 ))
x [I=<]| [I=<l| te ||| IIx]| )
e llkel? (2Dj—(kex))? 5 lkel?
To verify e2mi¢7(d" ke.d) — [,.T,.I5-¢ § = e My e?™" =1, we check every terms. The terms
2
involving (2Dj — (k¢,x))? only appear in I; and I3, where the coefficient is — ”A)ZHQ — 1\5722 = —5+7. The
terms involving (2D7j — (ke,x)) (% — <\|X||2> Ny - t2<-T-Hj\2 + <|x”2>) appear in Iy, I, and I3, where
2||XH

the coefficient is — + 47 — tz = 0. The terms involving (2Dj — (ke, X)) (—M) appear in I

2H1x[]?
2(2+x(1%)
M2

and Iy, where the coefficient is — + ﬁ = 0. This concludes the proof of Claim 3.12. O

This concludes the proof of Lemma 3.11. O

For the convenience of the upcoming analysis, we make a few notation changes in |p7). First, since
k'x — v is fixed before the end of Step 7, we combine it in one term by denoting it as v/ := k'x — v.
Second, since we set b, € 2Z, we can make sure that (ke,x) € 2DZ for any ke € 0 | Z" 1, so we
can change the variable 2Dj — (kc,x) to 2Dj' for some j' (note that without by, € 27Z, we cannot
make such a change; all calculations in previous steps hold even when by ¢ 27.). Therefore |p7) can
be equivalently written as:

(2D;1)2 . |lkel)? M
lp7) = Z e~ 2mi 2?161 e2 iy ‘QDj/X +v + ?kc mod M>

ke€0 anl7 i'eZ,
<Ol (35)

202 |Ik|? M
=Y el i ‘2Djx+v’+2kmodM>,
ke0|zZn—1 jez

where in the second line we keep simplifying notations by changing j’ to j and changing k¢ to k (since
now there is no link from k¢ to ¢, unlike in Steps 6).
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3.5.8 Step 8: Extract v mod D?p; and keep |pg) = |¢7)

In Step 8, we first perform four operations, then make a partial measurement, and finally reverse the
four operations (we will make sure that the four operations are reversible). The goal is to extract
v} mod D?py, and in the end get back to |¢7). Le., we will learn v mod D?p; without collapsing or
modifying |p7).

Lemma 3.13. There is a poly(n) time quantum algorithm that takes |@7) defined in Eqn. (35) as input,
outputs v} mod D?p; and |ps) = |o7).

Proof. In the first operation, we apply the domain extension trick (Lemma 2.17, which is reversible) to
extend the modulus from M to DM, so as to get

e)|?

- (2Dj)* M
|o7.a) = Z e 2mi S e ‘QDjx +v + 7k mod DM> .
ke0|zn—1 jez

Yilei (April 18) Explaining the M-periodicity of |¢7); the domain extension trick applied here is correct.
To double check the M-periodicity of |p7), we observe that the state |¢7) can be written as

lpr) = > fr(a)Jamod M), (36)

aczn”
where f7: 2" — C
9P 2
fr= e~ 2m o 627”@ ifa=2Djx+ v + %k for some k € 0| Z" 1, j € Z (37)
0 elsewhere
Let us verify that f7 is M-periodic: for any a € Z" such that a = 2Djx + v/ + %k for some k € 0 |
71 j € 7, we first note that a + M - 010”2 can be written as 2Djx + v/ + S (k+ 020"2), and

(ky—2)2 k32
changing ks to ks — 2 doesn’t change the amplitude since e?™ T = e?miT, Similarly for adding M

in the 3™ to n'" coordinate.

Then, for a+ M - 10"!, we have (recall that x = Db = D - (—1, b2, 1))

M M
2Djx + v + Sk+ M- 10"t =2Dj'x + v/ + ?k’ for some k' € 0| 2", j € Z

M
= —2D%(j -+ M=0 = (j—j)= % due to the first coordinate

= 2D —")x%j9 p+ —(k—-K)jg =0 % due to the last n — 1 coordinates
2..n] T 75 (2..n]
M _ . M
= — Mbypy_, + 7(k ~K)p.=0= (k—k)eo0]22"" % use (j —j') = e
(2D)2(+ M2 —zm‘m#ﬂ —omii
Changing j to j+% doesn’t change the amplitude since e 2™ 20 =e 202 =g 2p? |

and changing k by any 0|2Z" ! doesn’t change the amplitude for the same reason as before. This verifies
the M-periodicity of the amplitude of |¢7).
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In the second operation, we “divide the whole register by D”. We can do so because 2Djx + v’ + %k €
DZ™, so we simply measure the modulo D part of the register (we will always get 0" mod D), and
interpret the remaining register as being divided by D. So the residual state becomes

_ o—2m ;,2D? o Ik . v M
ENEEDY | S ¢*TST |2Dgb + o5+ g skmod M ).
ke0|Zn—1,jeZ

Note that this operation is also reversible: we just “multiply by D” by creating |0"™ mod D) and inter-
preting them as the LSBs.

The third operation apphes the phase kickback trick on the first coordinate, —2Dj + ¥ " mod M, to

i (2D9)-(“1)+ 1)2 9 (2DJ)2—2(2DJ)D ) i
multiply e?™ 2M x €™ 2M on the amplitude, so as to remove the quadratic term

of 7 in the amplitude and get

.(2Dj)v/1 Ik v/
‘807.C> = k€0|Zzl . e—27rz‘M—D 627rz 2D]b + — 5 + 71{ mod M>
e 7‘7

Let us remark that the first three operations in Step 8 preserve the M-periodicity of the amplitude:

the amplitude remains M- periodic after the first two operations; in the third operation, for any a € Z,

(a;]\\;f)Q _ a2+2g%+M2 €Neaz 2M + Z, so the “mod M” in —2Dj + § " mod M can be dropped in

/
0 (CDD- (-1 + ) ) . T
e™ 2M , and the third operation also preserves M-periodicity.

The fourth operation applies QFTz» on |¢7.) and get

U,
(2D7) <<b,w>+ﬁ1>

v
. A\D>
‘90761 E : § : €—2m i e—27rz e

WEZY ke0|Zn—1,jeZ

Before we describe the fifth operation, let us first understand what if we measure the entire |w) now.

Claim 3.14. If we measure |w) in |@7.4), tilLen we always get a vector w € Z%, that satisfies (b, W>—{—% =
0 (mod %), Wig..n] € D71, and wy = %1 (mod Dpy).

Proof. Let us first fix any k € 0 | Z" ! and look at the only term in the amplitude of |p74) that

’U,
N j(<b,w>+ﬁ1)
(2DJ)<<b >+D> o -

—2mi M =e 2D . Therefore, running over the summation of j € Z,

depends on j: e
the amplitude on [w) will only be non-zero when (b, w) + 3 u = (mod 2%).

Then, to see the impact of the summation over k € 0 | Z"~! on the amplitude of w, we observe that

2
2 ( 1KIZ ——“"””) )12 ; (. w)
§ : e ( 4 2D _ § : e g 6727” >D

keo|zZn—1 keo|zZn—1
i W2 _oril1 VI2..n] W 2.
= E e~ 2milll+ o E e 2m<l’ D >6727”H4[2Dn7] %,
lezn—1 lezn—1
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Therefore the amplitude of |p74) can be written as

) ()
lpray= D, Y e S = T ewminyt d e —2mi(L=Eh) i) M2l |w) .
WLy JEL lezn—1
Due to the summation over 1 € Z"~!, the amplitude on |w) will only be non-zero when W ez L.
Finally, we recall from Eqn. (12) that b € (—1) | 2p1Z" !, so we always have <b[2_“n],w[24_.n]> € 2Dp;.
Also recall from C.3 that Dp; is a factor of 24 51 therefore wy = ﬁ (mod Dpy). O

Therefore, in the fifth operation, we compute w; mod Dp; in a new register, then measure the new
register |w; mod Dpp) and denote the result as wj = % mod Dp;. This measurement does not collapse
the state |p7.4), so the residual state is |p7.) = |¢7.4)-

Next we reverse the previous four operations and get back to

_ _ —2miBDD2 o Lkl M
ps) = lpry = D>, e mw e 2Djx + v/ + k mod M
ke0|Zn—1,jeZ
In other words, in Step 8, we learn v mod D?p; without affecting the state |p7) at all. O

Readers may wonder why are the first two operations necessary, or, can we remove the quadratic
amplitude on j directly from |p7)? We may try to use the phase kickback trick on the first coordinate

_(—2D2j+4v)] mod M)?

of |7), —2D?%j + v| mod M, to multiply e?m 2D2M on the amplitude of |¢7), but the modulo
M sign does not go away in the exponent. If we apply QFTZ’;M after it, we get a state where the support
does not satisfy a modular linear function, unlike |¢7 4) in our algorithm. See Figure 3 for a comparison
of |p7.4) in our real algorithm, and what we get if apply the phase kick-back trick directly on |p7), and
then apply QFTzx .

3.5.9 Step 9: Extract a linear equation over the secret from v} mod D?p; and |ps)

In Step 9, our goal is to convert |pg) into a classical linear equation over the secret, which finally gives
a proof of the main lemma (Lemma 3.8). Step 9 uses the information of v mod D?p; obtained in Step
8, and the x — 1 coordinates of known items inserted in the LWE secret.

Proof of Lemma 3.8. Recall from C.3 that M = 2D?(c+1)|/b||? = 2D2p1p2 Prs where D, p1, ..., pi are

.. . (2D )2
odd and pairwise coprime. Start from |¢g) = Zkeo\znfl,jez e z ‘2D]x + v/ %k mod M>,
we first compute every coordinate into its Chinese remainder theorem (CRT) representation modulo 2
and modulo % = D?p1ps...px, and denote the state as [psq) (note that computing the CRT represen-

—2mi 5 27rz
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200

Figure 3: Comparison of the real part of the amplitude in |¢7.4) (left) and a state obtained after directly
applying phase kickback on |p7), and then applying QFT (right). Parameters are set in the same way as the ones
in Figure 2, except that we set D = 3 here. The left figure is similar to Figure 2 - (i). For the figure on the right,
the amplitude is non-zero almost everywhere (the light blue and light red ones are non-zero).

tation is an efficient, reversible operation so it can be efficiently done quantumly):

[ 2

;2Di)% o M M
|ps.a) = Z e~ 2mi O 2mil 2Djx + v + —k mod D2p1p2...p,§> ‘2Djx +v' + —k mod 2>
keo|zZn—1 jEZ 2 2

2D)? o |k
= Z e 2mit g 2mi g |2D2jb + v/ mod D2p1p2...p,€>
ke0|Zn—1 jeZ

M
v’—i—?k mod 2>.

We then measure the “modulo 2” part and throw it away, which completely collapses k but not affects
J, so that the residual state |pgp) is independent of k:

_ 7r.(sz)2 ]
ls.b) = E e 2o ‘2D2jb+v' mod D2p1p2...p,{>.
JEZL

Next we turn the first  coordinates of |pg ) into their CRT representations modulo D?pq, pa, ..., px:

N2
log.c) = Z e_%i% ‘2D2jbl + v} mod D2p1> ‘2D2jbl + v} mod p2> |2D2jbl + v} mod p,€>
JEZ
12D?jby + vy mod D?py) [2D?jby + vh mod pa) ... |2D?jby + vh mod p,. )
.. |2D?jb,; + v}, mod D*py) |2D?jb, + v), mod pa) ... |2D?jb, + v, mod p,.)

‘2D2jb[n+1...n] + Vigi1..p mod D2p1p2---m>

2
— Z —2mi C5) ‘2D2jb1 + v} mod D2p1> ‘2D2jb1 + v} mod pa) ... |2D2jbl + v} mod py)
JEZ
‘2D2jb2 + v mod D2p1> ‘Ué mod p2> ‘2D2jb2 + v mod p,{>
‘2D2jbn + v), mod D2p1> ‘2D2jb,€ + v, mod p2> }v; mod pn>

‘2D2jb[n+1.‘.n] + Vigi1..p mod D2p1p2---pn> :
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where the second equality holds since by;. . = (—1,2p1p2, 2p1p3, -, 2p1ps) (see Eqn. (12)), so that the
|vh, mod p2), |vh mod p3), ..., |vl, mod p,) registers are independent ij (In fact, }2D jba + v5, mod D2p1>
. ‘2D2 Jbk + vl mod D2p1> are also independent of j, but we will not utilize this fact.)

We then measure |v) mod pa), [v5 mod ps), ..., |vl. mod p,;) and learn v} mod p2, v§ mod ps, ..., v, mod
pr without collapsing the states (i.e., we can add them in new registers and measure the new registers,
which doesn’t collapse |vh, mod pa), ..., |[vl. mod p,) and others).

Next, for all n € {2,3,...,k}, we swap |v7’7 mod pn> in the nt" coordinate with ‘2D2jbl + v} mod p,7> in
the 1% coordinate (swapping is an efficient, reversible operation so it can be efficiently done quantumly),
and get the following state (we use underline to highlight the swapped registers)

l¢s.d) - 26_27” i }2D jb1 + v} mod D2p1> ‘v2 mod p2> {v mod p,€>
JEL -

|2D?jby + v mod D?py ) [2D?jby + v| mod p2) [2D%jbs + vh mod p3) ... |2D%jbs + vh mod p,. )
. |2D2jb,€ + vl mod D2p1> ‘2D2jbn + v), mod p2> ‘2D2jbn + vl mod pn,1> |2D2jbl + v} mod pn>

’2D2jb[/§+1,,_n] + VEHH“_n] mod D2p1p2...p,€> .

Let CRT((a1)p2p,, (a2)py; -+ (ak)p,) denote the mapping from the CRT representation of a number in

Lip2y, X Lpy X ... X Ly, back to its standard representation in Zpz,, ., (the mapping is efficiently
computable). Then, let b* € Lo, . ps V' E ZDQP e be defined as
2D%b} := CRT((2D?b1) p2py, (0)pss -y (0),), % known
v} == CRT((v1) p2pys (U9)pos s (V5 )pie ) % known
2D%b} := CRT((2D%by) p2p, - (2D%by)py, o (2D%b1)p,, . (2D%byy)p,. ), % known (39)
vy = CRT((v) p2pys (U)pas s (V1)pys s (V)i ) Vne{2,3,...,k}, % unknown
E‘,Hl“n] = blti.n) [n+1...n] = VEHH-W}‘ % both unknown

Then, in the next operation, we switch the first £ coordinates from the CRT representation back to the

standard representation in Zp2,, . We get

. (2Dj)? )
log.e) = Z e~ 2y ‘2D2jb* + v* mod D2p1p2...p,€> )
JEZ

Now v} = CRT((v}) p2p,» (Vh)pss -, (V))p,.) is efficiently computable (recall that we learned v} mod D?p;

in Step 8, and learned v} mod pa, ..., v}, mod p, after obtaining |¢s.)). So we can subtract v modulo
D?py...p. in the first coordinate and get

(2Dj? ok .
los.£) Ze mi O ‘2D2]b +0] Vio. ] mod D2p1p2...pn>. (40)
JEZ

We can derive from Eqn. (39) and Cond. C.3 that b} = paps...ps - (—(p2ps...px) "t mod p1) = pap3...pe-
We hope to change |pg.f) so that the j in the first coordinate of ‘2D2jb* +0] VEmn] mod D2p1p2...p,$>
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runs through all j € Zj, p,..p,, but currently the j in the first coordinate only runs through Z,,. So we
apply the domain extension trick (Lemma 2.17) on the first coordinate of |¢g ¢) to extend the domain
of the first coordinate from D?pips...p,x to D?p1pa...py - pa...px, and get

. (2Dj)?
|§08.g> = 26_27” 2]\2

JEZ

’2D2jb{ mod D?p1ps...ps -pg...p,€>

2D2jb’["2mn] + VFQ‘_.n] mod D2p1p2...p,{> .

Yilei (April 18) Here is the bug: the amplitude of |pg ¢) does not satlsfy ! _periodicity. Another way of
explaining the bug is: the support of |¢g ¢) contains p;...p, vectors. After domain extension, we should
have got pipa...px - P2...pk Vectors, but as the way |¢g ) is written, it only contains p;...p, vectors. So
the expression of |pg4) is wrong.

To see why applying domain extension gives the desired expression |¢g4), we double check the %—
periodicity of the amplitude of |pg ) in Eqn. (40). There are two methods to check it. The first
method is to make sure no operation after Step 7 breaks the %—periodicity: the operations from Step
7 up to Step 8 preserve M-periodicity, and after measuring out the modulo 2 part in the beginning of
Step 9, the rest of operations (such as computing the CRT representation, swapping the same CRT slot
between coordinates) preserve the %—periodicity. The second method is to verify %—periodicity directly:
although the period of j in the first coordinate is p;, the period of j in the last n — 1 coordinates is
P2...px since b[2 n] € 2p17Z, and 2 is invertible mod M So for any z = 2D?jb* + 0 | v[2 mod if

.n] 2
we want to write z as
2/ AN IR * M ./
z=2D"(j+j)b" +0| vy, mod —- for some j' € Z,

then it must be the case that j € pipa...pxZ = 5457: and for all j € Z, we have

2D?
2 y 2 2
20123+ 534 @02 (i (2)) @D s A2 anp?
6727” oY _ 6727” S _ 6727” ST = u 87271'1 ST
2D2 €Z

This verifies the 5 -periodicity of the amplitude of [pg f) in Eqn. (40).

Let us continue workmg on |¢g.g). Since b} = paps...p., we divide the first coordinate by pa...p,. (i.e.,
just measure out the first coordinate modulo ps...p,, which will return 0, and then we interpret the
remaining first coordinate as being divided by ps...p,.). This gives

2
log.n) = Ze_%i i

JEZ.

— Y et

J€Zp py...pw

}2D2j mod D2p1p2...pﬁ>

2D2jb>[“2mn] + VFZ...n] mod D2p1p2...pﬁ>

j mod D?pipa...ps ‘2D2jb[2 T V[ ] mod D2p1p2...p,€>,

where in the second line we change from j € Z to j € Zy,p,..p. because now it is more convenient to
work with j over Zy p,..p,.-

Next we apply the phase kickback trick on the first coordinate of |¢gp) to multiply the phase term

QMM . . (2Dj)? 42 . . 2
e 2 on the amplitude. We can do so since “F37— = i 18 efficiently computable from D~ -

2j mod D?pips...p... This gives

lpgs) == Z ‘ZD2 - 7 mod D? D1P2... D ‘2D2jb[2 7] + VE<2...n] mod szlpg...pﬁ>.

J€Zp py...pk
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Finally, we apply QFTZTIS2 on |ps;) and get
P

1P2---PK

u1+<b=[k2~-n]’“[2-»-n]> i<"[*24.4n]v“[24.4n]>

LD DD D e N

ueZ%QmPQ---Pm I€Lp1pa-px
We measure |u) to get a random u € Z%Qmmmpn satisfying
uy + <bE‘2._.n], u[2_.1n1> =0 (mod p1p2...pk)- (41)

Recall the expression of bE‘Q...n] from Eqn. (39), the brz..n] part is efficiently computable, and bf‘nﬂmn] =

blit1..n] =Egn. (12) [21915[7;.“@], 2p1eT]T, containing all the unknown secret and error terms we want to

learn. So we return u € Z7,; as the coeflicient of a linear equation over all the unknown variables we
2
care about.

This completes the proof of Lemma 3.8. O

Readers may wonder: given the power of the swapping trick used between |pg.) and |¢s.q), why can’t
we simply plant a trivial mod p; slot as well and swap it to the first coordinate, instead of spending
so much effort in learning v} mod D?p; in Step 8. In fact, why can’t we swap ‘2D2jb1 + v} mod D2p1>
and ‘2D2jb2 + v} mod D2p1> as well, since we know by = 2p;ps, so v mod D?p; can be learned for free.
The reason is: if we use the swap trick to prepare for the mod p; slot as well, then after swapping, the
first coordinate will be completely independent of j, and then the first coordinate is useless. Therefore,
it is crucial that we learn one of the CRT components of v] in a non-trivial way.

Readers may also wonder: given the power of the domain extension trick applied between |¢g ¢) and
lps.g), can we use the domain extension trick to solve the dihedral coset problem (DCP) right away?
To answer this question, recall a typical instance of (the vector version of) DCP, where we are given
quantum states like

> ) lix—ymod Py = > |j)|(j mod 2)x — y mod P). (42)
je{0,1} j€{0,1}

Suppose P € 2Z. How about we apply the domain extension trick to extend the first coordinate to work
over all Zp? We can do this operation but we will get a state like >,  [j) |(j mod 2)x —y mod P),
which, for a general x € Z%, is not equal to } ;5 |j) [ix —y mod P). Then applying QFTZTIL)H on

> jezp 1) 1( mod 2)x — y mod P) does not seem to give a useful state for extracting x.

In our application of the domain extension trick after |pg ¢) in Eqn. (40), we note that

losp) # Y e ™

JEZ.

@

Dj)? . % %
ai1 ’2D2(] mod p1)b* +0 | Viy. ) mod D2p1p2...pn>,

therefore we will not meet the problem occurred in Eqn. (42). In other words, it is crucial in |g ¢) that
the j in the last n — 1 coordinates goes through all Z,,,. ., . It is also crucial to check the %—periodicity
of the amplitude of |pg f) before applying domain extension, as we have done in the paragraph after

presenting |¢s g)-

This concludes the description of all the nine quantum steps.
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3.6 Detailed proofs

In this section we provide the detailed proofs missed in Section 3.5. All proofs except for the proof
of Lemma 3.7 are about Fourier transforms and Gaussian tail bounds over discrete supports. Let
us remark that all Gaussian tail bounds here are essentially proven using one of the following two
methods: a sophisticated method from [Reg23, Claim A.5] (adapted to £s norm in our paper), which
gives nearly optimal bounds; and a more straightforward method by using ¢2, ¢; norm inequalities (like
in Lemma 3.10), which gives fairly loose bounds, but is much simpler to calculate. Only the proof of
Lemma 3.20 uses the sophisticated method, because getting an optimal bound there matters to the
quality of our algorithm. The other bounds are proved using the straightforward method for simplicity
because the loose bounds suffice for our purpose.

3.6.1 Proof of Lemma 3.7

Proof. Recall from §3.2 that U « U(Zy*™), t = U”s + e mod ¢ where Sik...] Déy_ﬁ(ﬁ_l),e —
D7's. Recall from Eqn. (12) that A = [2pit | UT | I,] € 27", b = [-1,2pisT, 2p1e”]T =
[—1,2p1p2, vy 2D1Pks 2plsﬁm€],2p1eT]T. Thenb € LqL(A) and ||b|| < 3p18v/n < W due to Lemma 3.6.
It remains to prove the following claim:

Claim 3.15. With probability 1 — negl(n) over the randomness of sampling U, t, for any non-zero
vector z = [—d, z! 2L ¢ LqL(A), where z, € Z°, 7o € Z™, d € Z.N (—q/(logn)?, ¢/(logn)?), we have
either z = bd (in which case z is linearly dependent on b), or ||z|/oc > q/(logn)?.

Note that we don’t need to consider those d s.t. |d| > ¢/(logn)? since that immediately leads to
|zlloc > a/(logn)*.

Proof of Claim 3.15. Given that z = [~d,z],2z1]T € LqL(A), we have
UTz) + 29 — td = Ul (2) — 2p1ds) — 2pide + 22 =0 (mod q). (43)

We observe that Eqn. (43) is satisfiable either when z; —2p;ds = 0 (mod q), or z; —2p1ds Z 0 (mod q).

If z; — 2p1ds # 0 (mod ¢), then we can apply Lemma 2.10 with V := {2p1de}dEZﬂ(—q/(log2 n),q/(log? )

(the matrix A in Lemma 2.10 is the matrix U here). This implies that with probability 1 — 2~9(n)
IZ2llo0 > q/4, s0 AF (L (A)) = q/4 = q/(logn)*.

If z; — 2p1ds = 0 (mod gq), then zs — 2p1de = 0 (mod ¢) as well. In this case,

1. either z = bd holds over Z™, without mod ¢ — then z is linearly dependent on b, so the length of
z does not influence the value of A\3° (Lé‘ (A));

2. or z = bd + ¢k for some non-zero k € Z" (i.e., z = bd (mod ¢) must use mod q) — if ||z]|e <
q/(log®n) in this case then A3 (Ly(A)) < q/(log?n), so we need to handle this case carefully.

The rest of the proof is devoted to proving the following claim:
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Claim 3.16. For any n € N, any integer ¢ > (logn)?. For any real number 3 > 0,

P;r JzeZ"N BL, s.t. z=Dbd+ ¢k for some non-zero k € Z",d € Z,|d| < < negl(n),

q q
(log n)? (logn)?

where the randomness over b comes from the sampling of S(.. ¢ Dé_ﬁ(ﬁ_l),e «— Dy’

Proof. First we observe that Claim 3.16 is true when 8 < logn, since in this case 2p1dS < 2p1$, SO
db < ¢/2 with probability 1 — negl(n) due to Lemma 2.6.

Second, when ,B > log n, we only need to consider the case where d > 61 ogn (therefore 2p1dB > 2p1 5 gn)
since if d < Blo —, then [|bd|| > ¢/2 with probability negligible in n due to Lemma 2.6 (this means
z = bd + ¢k for some non-zero k € Z™ happens with negligible probability in n).

So it remains to deal with the case where <d< 0

Blogn log n log n)

Claim 3.17. For any n € NT, any integer ¢ > (logn)?. For any real number 3 > logn, for any integer
de (—q oz )
Blogn’ (logn)2 )’

q q 1
P 2p1d -y € qZ — , < -
wiiply q*(a%mzmmﬁﬂ 1

Proof. 1f y was sampled from the continuous Gaussian distribution Dg, then the proof can be done by
just taking integrals. Here since y is sampled from the discrete Gaussian distribution Dy g, we need
some properties of smoothing parameters. Let us introduce them first.

A special case of [Peil0, Theorem 3.1] shows that when s is large enough, Dy  is statistically close to
rounding a continuous Gaussian.

Lemma 3.18. For any € < 1/8, and s > n.(Z). Then |Dy] is within statistical distance 8¢ from Dy, .

A special case of [MRO7, Lemma 4.1] shows that:

Lemma 3.19. For any €,t € RT, for any s > n.(tZ), the statistical distance between Dy mod t and
U([0,t)) is within €/2.

Our proof therefore goes through two intermediate steps. First, we consider 2pidy < [Dap,d3] oprd
instead of 2p1dy < 2p1d - Dz g since they are statistically close due to Lemma 3.18. Second, we choose

t € Q such that t € 2p; (ﬁ, @%) and 4 € NT (we choose t € Q instead of ¢ € Z since there

always exists a t in 2p; ((10102)27 (10202 ) NQ, but 2p; <ﬁ, (lfg%)g) N Z can be empty, e.g., when ¢
is a prime), and we consider 2p;dy < U([0,t)) instead of | Dap, q3] op,q MOd ¢ since they are statistically

close due to Lemma 3.19. Over U([0,?)) it is then easy to prove the result we want.

Formally, for any integer d < oz )2, for any ¢t € Q such that t € 2p; (ﬁ, &%@) and 4 € NT,

q q 1
P t7Z, — < Z.
zaﬁmJM%ﬂe +(<mea%mﬁ}—5
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Then, since 2p1dfS > 2p1$ € m -w(v/Togn), we have

q q
cqZ+ (- :
[ o €+ (it )|

q q

< t7, _

O I | e
q q 1

< P — 1 < = 1

=) zeU(fO,t)) [Mzmd €L+ ( (logn)?’ (logn)2>] + negl(n) < 5 + negl(n),

where (a) uses ¢/t € N*; (b) uses Lemma 3.19 and the fact that applying rounding does not increase
the statistical distance of the underlying distribution.

Then, since 5 > log(n) € w(y/logn), we have

q q
Pr (2pd-yeqZ+ | — ,
wﬁﬁ[“ ved +<a%m2mywﬂ

q q 1
< P Z - 1(n) < 1
=(a) z<—D21;;1dﬁ [LZ—| opmd € 45T < (logn)2’ (log n)2>} +negl(n) =) 5 + negl(n) <

1
4 Y
where (a) follows Lemma 3.18, (b) uses Eqn. (44). This concludes the proof of Claim 3.17. O

Therefore, the probability that

d - [sfs..q. €] € {Ujez((j — 1/(logn)*)q, (j + 1/ (logn)*)q) } "

is smaller than 0.25"~"%. This concludes the proof of Claim 3.16. O
This concludes the proof of Claim 3.15. O

Therefore, with all but negligible probability, A$° (L;-(A)) > q/(logn)?. This concludes the proof of
Lemma 3.7. [

3.6.2 Detailed proofs in Step 3

Lemma 3.20. For |¢3), |¢4) defined in Eqn. (21), |¢3) /¢ |¢5).

Proof. Let H C R?" be a lattice consisting of vectors (z7 ,z1)7 such that z;,22 € Z" and z; = z2 mod P.

We first observe that |f2(z)| (Eqn. (18)) is periodic in the following sense: define

Ly = Lp(x") =ggn. (1) {2 € Z" | {x,2) = 0 mod P}. (45)

Then, for any c € Z", |f2(z)| is the same for all z € Ly +c, i.e., |{|f2(z)| | z € Lx + c}| = 1. Denote
f3% = maxgzezn {\fg(Z)]Q}, Zmaz ‘= arg MaxXzczn {|f2(z)\2}. Let Ly + Cpqz be the coset of Ly where
Zmaz 1S chosen from. Note that there exist multiple vectors zp,q., we just pick one of them. Same for

Cma:c .
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Now we prove |@s3) & |¢5). If we treat |¢3) and |5) as unnormalized vectors, then

2
2 21252 (52 — 12i)
|H903> - |§0£3>||2 = Z Z f2(z) €xp <7TP2U2(§4+7”4)Z - Z/H2
zpELY |2zEP-L"+2zp,||z2—2'||oc >V logn
2

<@ Y. > |f2(2)|pv (2 — 2')
zp€EL}Y \zEP-Z"+zp,||z—2'||cc >V logn
2
DY D pv (2 —2)

zp€ELY \zEP-Z"+zp,||z—2'||oc >V logn

=w) f5> > pv (z7)

zp€L}, \z*€P-L"+zp—2,[|2*| o>V logn (46)

2
= [5TY > pv (z")

zp€ELY \z*€EP-Z"+zp,||z*||cc>V logn

= f Y > pv (z1) > pv (22)

zp€L}Y \z1€P-Z"+zp,||21||cc >V logn 22€P-Z"+zp,||Z2||cc >V log n
__ pmazx
= f" pv (z1) pv (22)
21,25 €Z" 21 =22 mod P,||z1 || oc,||Z2||cc >V logn
_ pmazx
= [ > pv(zH)

zp€H,||zH | 0>V logn

<Lemma 2.6 2maac ~negl(n) 'PV(H)7

where in (a) we drop all phase terms; in (b) we let z* := z — 2’; in (c) we merge —z’ into the support
of Zp.

To get a lower bound of H\gogwg, we start from

es); = ) | fal2)[2p% (2 — )

zcz'+(Z"NV log nBL)

2 gnax Z p%/(z - Z/) (47)
2€ Lx+CmaxN(z'+V log nBL,)

= g > 7 (2).

zE€ELx+Cmar—2' NV log nBL,

To continue, we define Hy C R?" as a lattice consisting of vectors (z{,zQT)T such that z;,zs € Ly

and z; = zo mod P. For Ly = Lj(x!) C Z" defined in Eqn. (45), recall that x = Db. Therefore,
det(Hx) _ det(Lx) _ P

det(H) ~— det(Z™) — D-

Next, we additionally observe that all cosets of Ly, Lx + ¢, where ¢ € Z™, have “short” representations
in the following sense: we can set ¢ = [e1,0,...,0]T where || < o5 (this observation will be used
in Eqn. (49), Step (b)). To wit, we observe that each z € Ly + c satisfies (x,z) = (x,c¢) = ¢*
(mod P) for some ¢* € DZ N [-P/2,P/2). Since the first coordinate of x is —D, we can use Lx —

42



(¢*/D,0,...,0)T to represent Ly + c. Following this observation, we choose ¢’ = (—c’/D,0, ...,0)” where
' = (Cmaz — 2',x) mod P. Therefore Ly + Cppar — 2 = Lx + .

Let ¢ := [¢T | ¢T]T. We have

2 2
Ie5) |3 =Egn. @n f3*° Z Py (2)
zE€Lx+c'NV lognBY,
g Y ) 3 oy (72)
21 E€Lx+c’'NV lognBL, z2E€Lx+c'NV lognBY ,zo=z1 mod P

= " Z pv(zm)

zy € Hx+c’NV log n327

(48)
2 Lemma 2.6 Qmax Z PV(ZH) - negl(n) ' pV(HX)
zyg€EHx+c!’
> f3 > pv(za) —negl(n) - py(H)
zy €Hx+c!’
1
> EBan. (49) f2"*" poly(n) pv (H).
The last inequality in (48) is proven as follows
Z pv(zm)
ZHGH “+c’
_ 27T’L<C w>
PSF 7det ;{ P1/v
~(a) Pdlz(H) ( Z pl/V(W) ) e2m‘<c”,w> + Z pl/V(W) ) 62“<C”7W>)
€
WEH,[[Wloo <15 WEHS,[[wl|oo > 19" (19)
D
2 (b) Pdet(H) 0.5- Z p1/v(w) — negl(n Z p1yv (W
WEH, ||wlloo <22 weH
0.4D
> -
Z(e) Pdet(H ;{* p1/v (W
0.4D 0.4D 1
> - ——py(H) € —— - H
2 (d) Pdet(H ;I p1v(W) =psr P pv(H) poly(n) pv(H),

where in (a) we use det(Hx) = £ -det(H); in (b), the “||w|/o < log"” part uses | (¢”, w) | < 21;}5’5” < o
for all w € H such that |w|e < logn ; the “|w||oo > log"” part uses Lemma 2.6; (¢) uses Lemma 2.6
again to show that ZweH;:,Hw\b&% Pl/v( w) > (1- negl( ) 2 wenz P1yv(W); (d) uses H* C H.

Therefore, combining Eqns. (46) and (48):

llies) = @515 < £ - megl(n) - py(H) € negl(n) - [||«5)]|5 -
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Then |p3) =~ |¢h) follows Lemma 2.11. O
Lemma 3.21. For X, d;, C; defined in Eqn. (23), (Pj + (x,2))2+t2||z—2||2 = (z—d;) 'Y (z—d;)+C;.

Proof. We use the following formula:

Lemma 3.22. For symmetric matrices Efl, 251, and vectors my, mo. Suppose Egl = Zfl + 251 18
invertible, then let m3 = 23(2f1m1 + E;lmg), C = mszl_lml + mgzz_lmg — m3TE§1m3. Then

(v—m)"S (v —my) + (v —-m)TE (v —my) = (v —m3) "S5 (v — m3) + C. (50)
Proof.

(v —my) 5 (v —my) — (v - m) S (v - my) = (v - ma) TE5 (v - my)
=(a) VIS 2y — v (S 4+ 20 Y mg — vIS v — v v 4 2vI S imy + 2vT S tmy - C
= —vI(EZ M+ Y mg + 2vi e my + 2vTES iy — O

= — 2VT(Ef1m1 + E;lmg) + QVTEflml + 2VT251m2 -C

- —C,
where (a) uses the fact that ¥ and X5 are symmetric. O
We then apply Lemma 3.22 with v = z, m; = —ﬁ;]“’;, my =7z, %7t = xxT, ¥, = 21,. So
251 := t2I,, + xx’. From Formula (8) we get X3 = t%In — IEEX:Q = t% (In - %) Then
T s 12 2 /
mi= g (4= ) (xpi+0) = (wri 4+ B - TR )
, xPj x (x,2) , Pj+ (x,2')

z' — — Z —X—5—————,
2 x> 2+ x| 2+ |||

Pj !
ml ¥ my = (27 'my + 25 'me)” - my = (—Pjix + t22)T (z' xS T E) + (x,2 >>

2 X
PiIXIE(P) + (x.2)) P+ (k)

= ||Z'|]° + = (x,2) ( Pj )
2 1 X (x.7) 2 P

Pi 2(pi ! Pi ’
€= (P + Pl — 2 - PRI b)) REELEAY

+{(x,z) | Pj+
1 =P < ><J X

N2(1x/12 xl2 (x. 2/ j X,z
_ (pjyp = BPIE Pl ) o (tQ Pj >+<X7Z,> <t<>)

2+ [[x|? £2 + |12 2+ |2 t2 4 [1x[?
t2 2Pj (x,2') t2 2 (x,2')? t2
— P2+ ’ + ! = Pj+ (x,2'))%
PP T P ) T e o)
Plugging in d; = m3, C; = C gives Lemma 3.21. O
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3.6.3 Detailed proofs in Step 5: the distribution of h*

To understand the distribution of h* obtained in Step 5, we first prove the expression of |p4) (cf.
Eqn. (24)) can be written equivalently as follows:

2 4 327,4 t2

Lemma 3.23. If o t2+||x||2 € 2Z (implied by Cond. C.5 which says mcir mrxe
(x

h 3. I !
u?) € 2Z), then, let Wi m = iziﬁ’:(“x; — <”’;ﬁ’2> + t2+||zx>H2’ we have

_ e (L beyx N (L Gay)x
=2, 2 exP(” e (nme G -v) 3 (heme B3 y))

heZ} mePZn

=2(t*+

z —X—-—",h+m
< 24 x[2” > o ll)? (st ) (2 4 )12 (%2
e—27rz o . E :e =s QZT 2,2 = (k—wh,m)2 _€2m< - >(k—wh7m) |h> ]

kEZ

2(9 - 1) C'
Proof. We open the term in 3 ., in the expression of |¢4) in Eqn. (24). First let us open e T B2 )

s2r2(s? — r24) t2
_ Pi )2
P ( "R e T ) )
2.4, 2

exp (—7? s ® _pj+ <X,z’>)2> exp <7r s L P+ x, z’>)2>

P2Ix|(st 4 1) 2 + [ P2x[]2(s* 4 74) 2 + [|x]|?

4,.2 2

str t ) 24+ |1x|? . 2
= — P ")? 2mi———— (2P ' !
(@) exp( 7TP2||X|| = +r4)t2+||x||2( j+ (x,2)) )exp( Ti—p3 (2Pj (x,2") + (x,2)7) |,

2(2 + ||x]|?) € 27Z, so

4 2
where (a) holds given j € Z and Condition C.5 which says ”x”2(84+r4) tzflleg =

we can delete the (Pj)? term in the imaginary part.

Therefore, the term in ), in the expression of [p4) equals to

d ,h+m +<Xy)X—y> (x,5) 2,252 _p25) c

12 -2
Ze—zm e iz d e T qu (AT
JEZ
, Pj+<x,z) (x,y)x
z —x yh+m+ -y 2 2 . /
. 241112 IR o (k) . 54,2 2 X Y2 (24 1Ix112) 2P (x,2')
X (a) E e—2mi - s 2mi =127 . o T P2 (A ) t2+Hx“2(PJ+<X7Z >) '627”#
JEL
/
’_ <x,z> (x,y)x
,<’ <22 T 2 ’>
_ 6—271'1 5
2
$4,.2,2 o (x2) 2 2 N
2 < x h (xy)x > _2 (]—l— > 2062+ 1x)1%) (x,2") 5
.Ze ™ 21| x)2’ +m+ 112 —y)J 7”’ IIx HQJ e ||x|\ (94+74)(t2+H x[12) P .627” P
JEL
<z/ <tz|>| +m> 4 ( ,)
o\ T 2t (2 ) g (x2')
oy €2 P . E e 10242 (k=wim)® | 2mi s ( Whom)
kEZ
2 2
24 2
171)“2’(“ (x,2")

where oc(,) omits the global phase of e ; o(p) uses PSF from ZjEZ to > pcz, and omits
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!
r_ o (x7)  ey)x
-<z P2 w2 Y

the global phase of e~2™ P ; Whom equals to
o= Em) foy) AP XD ) | hemx) Gy) )
et xE o x]? p TP =P 2+ P
O

Lemma 3.24. With probability 1 — 272 | the vector h* € Z;LQ—‘,-HX”Q obtained from the measurement in

. . h* x x x,z’ 2
Step &5 satisfies dist (t§+||;<\>\2 — <”Xﬁ'2> + t2<+7HxT|2’Z> < Q"Tt\/ﬁlog n.

Proof. Recall that h = h'(t2 + ||x||?) + h”, so |¢4) can be equivalently written as

HXH (S +T i) (! (+2 0o (xy)x . (42 1 (xy)x
o) = Z Z Z = (B (224 x]?) "+ 2 y) 5 (W (+jx]12)+m+h"+ Sy )
€Ty, WIELy, | o mePL

2t (2 1) %) 2 .
. Ze 8 R (k_wh’»(t2+\|x\|2)+h”,m> . g2mi¢s(h’,h" m,k) ‘h/> ’h”> 7
kEZ
(52)
<z’— x gy, <1H ‘>| b (@24 x| )+m+h”> )
where e27i¢s(h h"mk) _ o—2mi P . 627” P (k_whh(t2+|\x||2)+h",m).

To understand how |¢s) looks like, let us take a closer look in the terms inside ), .,. Note that

x)+(h" x X, n
k - Wh/,(t2+”x”2)+h//’m = ]’C - <h/,X> - <m£2<>:|_|)<(”2 > + <Hxﬁ’2> - t2<+||xf|2 SO fOI' all h/ E Z m 6 PZ 3 we

have (h',x) € Z, % € MZ C 7Z. Therefore

e rlPAAC D (v, o2yt ) 62”@(’“‘Wh'-<t2+uxn2>+h~,m)
keZ
Ll st 24 ?) (k,_ (1) | bey) o) )2 QTW-M(M_ (h"x) | Geyy (xa) ) (53)
L N T2 2?2 2 xZ ) TP 2 T I T 2 )
=

where the k — (h/,x) — t2< +||X|>|2 € Z term is absorbed by k' € Z (this provides another proof that the

second line of the expression of |p4) of Eqn. (52) is independent of h’ — the first proof is given in the
paragraph after Eqn. (25)). Therefore, |p4) in Eqn. (53) can be equivalently written as

|()04 Z Z f (h/ h//) |h/ h// Z Z A(h/7 h”) . B(hl, h//) lh/> |h//> , (54)

h'€Z3, W' €Ly, h'€Zy, hWELT,

#2412 £2 412
where
\x|| (s2 +7‘ D (1 (2 2 o Gedx _ \T s (42 2 7o (xy)x
AW = 3 (1 (2 +11x)1) +mer b+ LX) T (1 (2 41x]|2) +mob b+ Sex )
meP7Z"
<z’—xM h’(t2+uxu"‘>+m+h”>
, 22
) 6—27” =

)

2
At @24 (o (BT ey (x02) ezl) (1 (X)L ey (o2)
B(h',h"): E e sr2e2 AR o R R N 2 ,62’” Pk

212 T )2 242
k'€Z
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To understand the distribution of h* obtained by measuring |h”), we observe that the width of the

. . . " . . 2 2 212
Gaussian function for the variable % in Eqn. (53) is less than ;fgt = <cs 21;—: . (1 + loén> =

27it2 . (1 + @) <c.r m . (1 + loén> < 1, whereas the width of the Gaussian function for the

variable h” in the first line of Eqn. (52) is roughly © > 1. So the tail bound of h* is almost determined
by the second line of Eqn. (52).

Define the set Sy := {h” € Z??H\x\\?
|4) in Eqn. (54) as
= Y > AME))RY+ Y Y L) ) )

h/GZ" h" €S, i h’GZ"I h"ez™ \Sh“

-~

=:|¢%) =5

. h" x x x,z’ 2 .
dist (t§+”’xﬁ2 — <”xﬁ'2> + t2<+i|xf|2,Z) > 2? \/ﬁlogn}. We can split

2% |12

—Q(n)

We prove Lemma 3.24 by showing that |||¢5)||3 € 2 )15

Claim 3.25. |[|¢5")[5 > .

\ S such that |fy(h/,h")|? > L.

Proof. 1t suffices to show there exists h’' € Z7,, h" € Z 0

2+ |2
Consider the following set T:

) t2 2
s {hl € Ziyp, 0" € Lz gz [0 (¥ + [Ix[*) + 0" =y - VITXHY2> Xw +al0""! where |a| < JFJJX”} :

Since the first entry of x is —D, we know there exists (h’, h”) € T such that t2<+H ‘TQ <”x”2> + t2<+”x?|2 €7z,

hence h” € Z}} 2 \ Sp. For such a pair of h', h”, the absolute value of its amplitude can be analyzed

as follows. First, for the B part of Eqn. (54), we have

2
Pt @ pix?) (o 07 L oyy  (or')
o422 R N PYE R ER P

B, W) > 1~ S e

kleZ’kl_ <h/ >+<x)’2)_ <x,z’>
’ (B3

>1
24|12

2|12 | =

s2rt
%/l (st+r4) (2 +[1x[12) —

Second, for the A part of Eqn. (54), we have

2
where (a) uses W <o @ and Lemma 2.6.

xX xX 2
A, )| 2 ¢ BROHEHRIDDE 5 e+ ]
mePZ" m#£0 (55)
>@) 1/2 = p, ez (Z") - negl(n) > () 1/3,
“RTRT

where (a) uses ¥ = t% (In - %) (from Eqn. (23)) and the fact that the eigenvalues of ¥ are %2 and

1 ¢ el (i (82 [x)12) /D) ry/ X2 r r 1

Bl (b) uses e T VTR S 172, and Npprt —ca gpipr < s <o o

and Lemma 2.6; (c) uses p, oz (Z") < 2. Therefore, [||¢} >H2 > |AB|? > (1 — negl(n))?(1/3)?
Pllx|]

1/10. This completes the proof of Claim 3.25. O
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Claim 3.26. |||o})[|2 < 2-%nlog”n),

Proof. For any (h',h") € Z, x Sy, the absolute value of the amplitude on |h’) |h”) is

|A(h',h">B<h',h”>\

T ) ey (o) )P
o S e 2 (0 (2 ll) om0y ) T (W (14 |2 b Sy ) S 9u2f4(k_r2+||x||2+|x||2_r2+|\xu2

mGPZ" Wez
1 (42 2 1 (xy)x 2
<(b) § 6 W h (t +HXI| )+m+h + <2 7yH . 2—Q(nlog2 n)
meP7Z”
—Q(nlog® n) —Q(nlog?n)
< Py (27) -2 €(c) 2 ,

TOPIxl

2
r2 i b)) ey (eE)
K — )
where in (a) we use ||X||2(S4+: )(t2+||x||2) > r224. ( ) zkl e 7T9u2t4< 22 T il? T 2 2 <
sir2t2 = 9u2td c

9~ Q(nlog?n) . Psuz (Z) <27 Qnlog”n) follows from h” € Sj» and Lemma 2.5 over k' € Z; the rest of the

expression under Zme pgn Uses X = %2 (In ﬁ) (from Eqn. (23)) and the fact that the eigenvalues

of ¥ are t2 and & = W, (c) uses pT\/W( ") < 2 (same as Item (c) in Eqn. (55)).

Therefore, H|cpj‘1>||§ < 9—Q(nlog’n) . pn c 9—Q(nlog?n) .

Then Lemma 3.24 follows from Claims 3.25 and 3.26. O]

3.6.4 Detailed proofs in Step 6

The entire §3.6.4 is devoted to proving that |ps) is negligibly close to |¢g’) in Eqn. (27). We first give
the Fourier transformation calculation in Lemma 3.27, then prove tail bounds in Lemma 3.29.

Lemma 3.27. For any ¢ € Z", let ¢ := ¢+ 2z +h* —y + x(% — %) Then |pg) =
ZceZ}}J fe(c)|c) where fo : Z™ — C satisfies: for any c € 2",
;o (x2) P

TN (o MNP (x.2) _
(=) (- He) ' R

c+z — 5 —" 55X
— ik.T. 2|2 — i
f6 (c) = § P e 627r7,kc St e 2w Ve

kee0|Zn—1
/- My.) x h*— Mk, x
2D]X <<( HEH2 ) >7< t2+ix“2 >>X

e
(<<M>>(D<<<|”>><|>>>+M<<H>>)

JEZ
where o, € C satisfies Re (%2) €5 -(1,3).

2

. . . 1 _ 1 1 "
Note that in the proof we give a more accurate expression of 5 = 3 U7 GD[X])2 where W, U" are

defined in Eqns. (73), (67), but the loose bound of Re (%) € (1 3) suffices for our purpose.

(e
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Proof. For [pg) = QFTzn |¢s), where |p5) is defined in Eqn. (26), we have

T
‘ pr o Ley)x nr oy Ley)x o
Gt 3 ol E { CSE a0 | Y b X2 N B Lo lxl2
22 PRI T A PR

b= % 3 e v

c€Z?, W EZR, mePLM

.
h/+ m-+h
—omil 2—x {27 24 [[x]2
2 M /o b
—2m<c,ﬁ>
e e |c)

Gevyx N\ T Gy

* 4 - h* -

B Gt ol B3 R Cammiald N PO P ) e L Y
s2r2 PRI T A PR R

h’+ m h/+ m
—27i{ z'—x (x.2) 2+ |x]|2 —2mi( ¢ —24ix?
2+x12” M ’ M
e e |c)

T
p* oy Gy)x .y Gey)x
B e Y G D (PRS- L B h/+h NI ota!—x 7
s2r2 24l #2412 Comi 242
—) Z Z e . i lc),

cEZy, W eLn

=W > DL D €

c€Z?, WL, mePLM

’
9 < h’> —27rz< t21\2r”x|\2 >
. — c, . .
where in (a) we use e \M/ = ¢ since pge € MZ", and we omit the global

—2m’<z —x7<x’2/> ,ﬁ>
phase of e 4T/ in (b)) we merge b + % for h' € Z%,,m € PZ" into h’ € Z".

To continue analyzing |pg), recall from Eqn. (23) that ¥ = t% (In W) ¥ =21, + xx”. So by
applying PSF from 0} czn t0 3 5cpm, we get

T /
(x,z/> / <x z )
2 etz —x s etz —x gy
(s2=r%i) . 24 x| 2 ™. | 21
e | P | (L) |
s)= > D e
CELR JEL™
27 IES] j+ t=4||x||
24 1x|2
e c)
Since i 2 = 2 (Condition C.5), we have for all j € Z"
P T+ @HIP)? *2); J ’
2
/ 2 <x z’> <x z,> ’ <x*z/>
x,z ’_ 5 ’_ 5 4z —x
02,44 : °+z/_"t?<+ux|>\? omi| 2 j4 o T EIRIE T TR | T T 2
D T ey it a7 M M2
(& =€

In other words, this enables us to erase the quadratic terms of j related to the imaginary part of the
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82T2(S2—T2’i) 2 . 527"2(82—7“2i) 2 T
BT I, term in TP ) (t’I, + xxT). Therefore,

fes) \ 7T o ()

2 2 C+Z/—Xﬁ c+z —X 5 T2
(s2=r2i) : 24 x| 2 ™| 24 x|
<t2+uxu2>2||x\|2<s4+r4> It M (B L) | 3+ i
(&
<x,z/> T / (x,z/>
42,2 iy . et oxpi
IR A | T i | (2T (52T | i
= €
(x.2") ;L (xd) el 22 |2
2mi | 2 '+C+z _xt2+\| 2 o R 241112
J M M?2
- e
Let R := s*t?, T := s*> — r?%i. Then
-1 T2 T
-1 -1 R T 1 T FEXX
RL, +Txx) " = T7'. [ =1, + xx =pem. (8) = - | =L, - — B —
( ) T O T AR 1+ BxP
" (56)
T o T T
1 RZXX 1 < Txx )
- T T T T | T\t T 2
R 1+ &[x[? R R+ T|x||
. e ) T W FVRAR G0
Therefore. let w.v :— k — WHTE Y oot Xane 0. —KkT. CTZ X INE £2+ 1|1
) ck ‘= Z+x2 M » Yek - M M2 ’
T !
<x,z/> ’ <x,z >
2,2 . C+Z/7xt2+ > ) . c+tz 7x7t2+ 5
Qe A i S | (2P (2T =
’906 E E e
cELn, JELn
/ / / 2
1 (x2) i (x2) A L o
2mi | 2 j+c+z RLETEIN A A ,HC TR +<\T*7)\'\>T v, et ?2%?
M M M2 27 22 jt+ i
€ e c)
@2 2 (st 11 TxxT A
Z Z €f7r 2,2 chk.§'<1n77R+T||xH2).Wc’k . eQmGQk ’C>
cELT, KELM
222 4?2 x| 2 (st 4rh) T TxxT M ,
E E e s2r2RM? (Zweu) '(I”’Rﬁﬁxu?)'(?%vk) - 2o | c)
ceZly, kezZn
o lIxl2 (st T (0 paxT ) M ,
E E e = sEEET i (Fvex) (I” e ) (2 Wex) -2 ei | c)
)
ceZ?, keZn
(57)

where in (a) we use PSF from } ;7. to Dy czn, and Eqn. (7); in (b) we use M = 2(12 + ||x]|?) (C.2)
and drop in R = st?

50



Note that

M (x,7) ( (x,y) x M
——w7k:c—|—z’—x7—|— h* + -y ——=k
2 e 2+ [xP? Mk 2

oy _bod) )M,
2 2 E) T2

= c+z’+h*—y+x(

To simplify the notations, recall in the statement of Lemma 3.27 where we denote

/
v [BY) 7))
c c+z + y—l—x< XE 2+ X (58)

r =2y o (e (x%,¥)
Therefore ¢ + z PrxEX = ¢ (h y+x T >

trs?

Also recall from Condition C.6 that we denote o = P/ So we can rewrite |pg) in Eqn. (57) as

e — (h* —y+x (x,¥)
lIx11

(oM T __TexT N M ; ) i
|p6) = Z Z o T (¢'=%K) (I" R+THxH2> (¢~ %k) . e2mik” - e2mife |c) | (59)

ceZn, keZn

’ 2

P . -
#2412
2

. Note that e*™ is a phase term that only depends on ¢, not on k.

where 0. == —

Next, we reorganize the expression of |pg) in Eqn. (59) by splitting k € Z" into k. +k where k. € 0|Z"~1,
k € bZ. Since the first coordinate of b is —1, there is a one-to-one mapping between Z" and 0|Z"~! x bZ.
Therefore |pg) can be equivalently written as

lo6) = Z g (c', kc) . 2mife lc), (60)

€L}, ke€0|Zn—1
where g(c’,kc) is defined as

’ * (x,y)
1 (0 M T TxxT ;M ) o —(h"—y+x Tty
g(c' ke) = E o o2 (¢ % (keti)) (T whge ) (- 4 ket .62m<kc+k>T-w. (61)

Z
keZs

As illustrated in Fig. 4, for the solid gray ball in the middle, the summation of k € bZ in Eqn. (61)
runs through the points in the triangles; the summation of k. € 0|/Z"~! in Eqn. (60) runs through the
points in the squares.

Next, for any ¢/ — ¥k in Eqn. (61), we write ¢/ — £k, = ci + cx, where

xx T M M xx T M
cxim o= i (¢ e ) ma o= ¢ - o= (1= 5 ) (¢ - ae) -

o1



A x support”  support” support’
M= Z |
i For explaining the tail
bound proofs
M/2--mmmmmmmmemmenes R S ° o B by v S Lol BRI CbLR Rt fomsnessoceocooens
For for explainingithe i
summation over k! S
g mal - A%
[ - —
-M -M/2 3M/2 2M

Figure 4: Explaining the support of |¢g). In this example, b = (-1, 3).

Therefore, g(c’,kc) in Eqn. (61) can be written as

M L * (x,y)
1 (ol M T( TxxT ) 1 M . 3 ketex +°x*(h —y+x 2)
al(etac,— M) (1, — (et+4ce,—Myk T |Ed]
g(d ke) = > e m oz (extex—g k) (In— g ) (ex tex—5k)  2mi(ke+k)T- BN
kexZ
D
M L (*_ (x,y)
Cllenl® g, 2RO e (" —vex i)
:(CL) é o2 e < M

1 MNT TxxL M My tecx—h*
—ri M . —__dxxT ), _M T ctex
. g e T2 (Cx 2 k) (In R+T|\x||2) (Cx 2 k) 27r2k 2o 7

xZ
ke

=:h(cx)
(63)

_xix )
where (a) holds since k € D,<i, x) =0, k" Y ”x =0, and

T T
M Txx M
Lice——k] (Li—— ) (cf +ex— —k
(C"“ 2 ) ( R+Tx2) \* "™ 2
T T
- T M . . Ixx an M
B ( # (o= 7x) (o R+T||x||2>> (et o= 3%)
T T
M Txx M
24 (ex—=k) - (L,—— ) (ex— =k]).
= Nl + ( 2 ) ( R+T|x||2> ( 2 >

Let us continue expanding the h(cx) term by writing it as a function of u (recall that we define p =
M, cx = px in Eqn. (62)). Also, we replace k € %2 by %X for k € Z. Then

(1]
T * _ M
lew) = e o )T (o e ) i 2207
kEZ
64)

T (sl = (n" — A kee, (

Ze ) Mk)x (In %ﬁm) (uf%) . e2mi (H\x <DMT cx>> _. A(M)

kEZ
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It remains to analyze A(u). Let us start from estimating x” (In - %) x =: S+Ui, where S,U € R
denote the real and imaginary parts. First,
T s —r?g 52 —r?;
R+ Tx[? ~ 80+ [x[P(s> = %) — 2(2 + [[x]) — x]?r?
(2 = r2) (s> (¢ + ||x[|*) + ||x[|*r*3)
sH(t? + ||x[2)? + [|x][[*r?
_ S X)) X Prt + (P x P - 2 (2 + (x]]?)r?)d
a sH(? + ||x[2)? + [|x[[*r*
(s* (8 + |Ix[1*) + [Ix[|*r*) — (s*r2)i
sH(E? + [|1x[2)? + [|x]|*r '

To simplify the denominator of the expression above, we let

¢ 84(t2 + ||X||2)2 co <||X||4t4(t2 + |X|2>2> cO <W> cos O(TL_?)). (65)

[[x||*r 1|47 r

Then, the real part of x” (In — %) x equals to

el (s (£ + [l + [l *r)

(82 4 [1x]12)? + [l *r
_ s PP 4 Nl — ]It (22 + (1)) — [l)°r*
- (82 4 [Ix][2)? + [Ix[[*r

S=|x|I* -

s+ 2622 + el — 2l — Jx) (66)
sH(t2 + [1x[)2 + [[x|[[*r?
s4x]262 (% + |1x]?) s282|x[|'\? x>\ M2||x||)?
= @) (@) —_ O —_—
@ + XI7)7 + [ © (ﬂhw> cos (ﬂhw> co2 ( r2 )
This means the width in the direction of x is in the order of ]’\;[—22, which is larger than M /2.
. . T . 242,214

The imaginary part of x’ (In — mT:’ﬁiﬁX”Q) xisU = 54(t2ij‘Tz)H2’ﬂ”X||4r4. Note that U > S.
We will use the following identity later in Eqn. (67):

U (MNPt Y s2%r2||x |4 M\?

2 \2D) T T s S+ X2+ x4 \2D

PGt Xt 1 M 2
B 52 [Ix||*r* 1+€ \ 2D
Ix|2(s* + 1) rit? MNP 1
e 4 2x[2(s* + r4) (2 + [x[2)2 \2D ) 1+¢
t2
=C2 3p7- (1+0(e)).
Given that % € 27 (Condition C.1), we can write
U [(M\> 12 2¢
; . (w) = ﬁ(l‘i’O(E)) = (]/4’[JH7 Where U/ = ﬁ S 227 UU S O <_D2> . (67)
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Then A(p) from Eqn. (64) equals to

(v Hren))

; 2 k(plx)? -
Ap) = 267”%(“7%) . e2m (v DM
kez

ke (ulxli? = (b = H ke x) )

_ Z@—w(g—%Jr%)(év—’)Q(%u—k)g o2 \

kEZ
X 2_[wx_ M x
- Zef”(%(gﬂfw”i)(%u*kfe*ﬂ“’(”*%uﬁ(%uf}.e2m"(“”"” )
keZ
x||2—(n*_M X
oy S e ) 00’ i kit (380)° | it O ) ()
keZ

1 2D ullx)|2 = (n* = M ke x)
g1 (i 2D,
1 ZLI)2+U/,1_ VR DM

) . (2mi0()

2
B (B re.x)
2 2
e . 2mi0(1.5)

2
where (a) uses Eqn. (67); (b) uses U’ € 2Z; (c) uses PSF and keeps the phase term in 6(u, 5); (d) uses

—_
® |
3
Qw‘(‘”
—~
l\:)‘z
~
&
+
g
N
o
g

VE (M) +umi e

o2

2D, +u||x||2—<h*—%kc,x> _ 2D 2l - (b - ke x)
Mot DM v'=55 ' A1 2D2 DM "
el W) L =)
DM pM 2\ ey |xpP

So that 6(u, j) equals to

o) = 208 (5 2Dy, pIE? = (b~ ke x)) U7 (2D N
oo M DM 5

= L u—<h*_%k°’x> - 2, 2 (70)
Eqn.(69), U'=552 M 2D 2 4 [|x|? 4D2 \ M

h* — Yk . 2,2
K 2Dj — M_M _ti'“.
M 2 4 ||x[|2 M2

Note that in the direction parallel to x,
(- Ykex) (¢ Yheex) (B~ ko)

SR S N T~ R P o)
@ ) Akex)  (ex) | £ thx)  #kex)
P~ 2P xPE P P PE ) P

¢ Yke)x)
[I]I?

Also recall from Eqn. (58) that ¢/’ = c+2z +h* —y +x (<X’y> M) We drop A(u) (Eqn. (68))

x> 2+

To put together the expression of |¢g), recall from Eqn. (62) that cx = ux, where p =
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into h(cx) (Eqn. (64)), then drop h(cx) in g(c’,ke) (Eqn. (61)), then drop g(c, ke) in |pg) (Eqn. (60)),
we get,

;o (x|

T 2 ’
XX /_ M ’ (x,z > ctz' — 53—t x
H (I” qu2)(c he) - 24|12

c+ x
— 1T 2 +|x2 [, yeuv | IR Ll L | I
lpe) = E e o2 e2mike 7] e M2

cEZ"A}, kc€0|Zn_1
. c/—Mk ,X h*_Mk x ’
Ze_”vm <J—233<<( ||ju2°) — T >>> "

JET

where
I : s + )2 1 |x|P(st+ ) (M
SR on ) ~ Ean. (66) EINE 1+e¢ 127264 2D 3)
P I+ S M\ A+ XD 1N 1+ 5
N r2 14+e \2D) 72 2D 14e’
2 t*r2st t2r2 x4 (s*+rh)? (2+x[B)* 4 IxIP I 4
Recall that 0% = iy =5 [ 47 s mo = AT (145 )- So
W oD )2 = AEPE ) 1+ E_a 1 @D [xl)E € (05.1) -0 (74)
2 l+e 24 |x)2 1+e '
2 2n2 2 4 2 M2 _
AISO —(67),(73) o (tD% . (t21||g||2)3> —(65) 0 (t 7{\44 ’ (t2+ﬁx||2)3) =0 (rT) €c.8 0(” 1)- So Re (W) =
WL c 2 )U”x”2 - (1,3). This concludes the proof of Lemma 3.27. O

Lemma 3.28. The support of |pg) consists of 2"~ - M elliptical Gaussian balls centered at k —
2D

(Z +h* —y) —x(x,ke) +2Djx + x (<tz?,ir|1x||§> <”5)'(”2> for some ke € 0|Z" 1 and some j € Z.

Proof. For those elliptical Gaussian balls, in the direction orthogonal to x, the width is o, the center
T

is (I — &> (Xk. — (z+h* —y)); in the direction parallel to x, the width is ~ VW - (2D - |x]]),

[1[I*

the center is <2Dj — ”f”gz(/t;fﬁ;jlé) + t2|<|l):ﬁ’2x>) x (following Eqn. (71)). Combining both directions, the

centers are

xxT ) (M t? (z' + h* x) 2 (ke, x)
I- — kc—z'+h*—y>+<2Dj— T+ = )X
( FACRER ) PRI BT
M xxT (M t2 (z' + h* x) 2 (ke, x)
:kc—z’—f—h*—y—(kc—z’+h*—y)+(2Dj— : + = >x (75)
g Ke ) e (ke ) PECEIT R

(z' +h*,x) <y,X>> ’

2l x]?

M
= 2kc(z’+h*y)x<x,kc)+2Djx+x(

for some k. € 0|Z"~! and some j € Z. O
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Next we prove the tail bounds of the Gaussian balls in the support of |pg). For W,U” defined in
Equs. (73), (67). For c € Z7,, ke € 0|Z"71, j € Z, recall that ¢/ = c+2z +h* —y +x (ﬁ;ﬁ'g — t2<r||z>3|2>
is defined in Eqn. (58). Let

i) 2 , M) (b= Yrex) )
H(Inf%>(c’7%kc) _ w < _1<<(° 3 ke)x) Y
ge(c, ke, j) i=e " = e Twror |\ )7 2n EE 24|12 . e2mids(cke.)

(76)

un

i ; . . . — Ty .
where €276 (¢ke:d) contains the phase terms and the imaginary part of e " W2+072" e,

, 2 2 ;M w_ M 2
s . . T c+2l7t2<iyuzxﬁ2x . c+2/_t<:—HZX\>I * *W% 37% <(C 2 :C)’x> - <h 2 2 k°2'x>
p2mid(cker) . p2mike - - e 2mi — e WU BT 2 1]
I_ M I_M M M 2
o M 2Dj— ((¢/=Hre)x) (n—Hrcx) +t72,<(° ~Hre)x)
e M||x||2 [EIR t24x[12 M2 [E3E

Then |p6) = D cepn

1 ke€0|Zn—1 jez g6(c, ke j) [€) -

In Lemma 3.29 we show that |pg) = |pg) = [ph) =~ |¢f) (our goal is to show |gg) =~ |¢f), but we

introduce two intermediate steps for clarity), where |¢f), |¢), |6 ) are defined as follows:

|05 ) = > g6(c, ke, ) |c) (77)

c€ZY,, ke€0|Z"71, EZ s.t. dist(c’f%kc,xR)ga\/ﬁlogn

‘90,6/ = Z gs(c, ke, j) [c) (78)

ke€0|Z7 L, JEZ s.t. dist(c’—%kc,xR)Sa\/ﬁlogn

(M) (o)
=2 2+ x|

ceZyy,

< oy/nlogn

[EY]

and —2Dj

|t = 3 gs(c. ke, j) Ie) | (79)
cE€ZR,, ke€0|ZML, JEL s.t.
Mkc—(z’—‘,-h"—)/)—X<x,kc>-l-2Djx-&-x(Lq_h*’x> _ v ) —c

2 2+x2  x]2

<ologn
o0

As illustrated in Fig. 4, for the gradient gray ball on the top, the support of |¢f) is support’ (between
two dashed lines parallel to x), the support of |pf) is support”, the support of |¢f') is support”.

Lemma 3.29. |ps) ~t [¢5) ~1 |¢5) ~t 1¢5)-
Proof. We treat |ps) . |¢g) s 1¢8) . |¢6 ) as unnormalized vectors. Between |pg) , [¢f), it is in fact easier
to use the expression of |pg) from Eqn. (59) and the equal expression of |¢f) as follows:

o — (h* —y+x (x,y)
M

. )

c€Z?,, kEL™,

dist(c’— %k,le) <oy/nlogn

|v6) =

(80)
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Note that the expressions of |pf) in Eqn. (80) and Eqn. (78) only differ by a normalization factor of
6 Y Yy
\/ﬁ appeared in Eqn. (68), and we can verify that \\/W«lkU”iI € (pol}l,(n) , poly(n)).

Then we have

lles) = [6) 1],
T
< 3 o (=) (T s ) (- 4k
cez?,, ke,
dist(c’— %k,xR)>o—\/ﬁlog n
T T
=(a) Z ¢ () (T ) (=4 | s (5 (i) (- 4K)
cEZY KEL" 0€ 5—i—m t2+\| B ,<c’—%k,x>:6
dist(c’ f%k xR)>0+/nlogn
Vi T 2
<) > ooz (=5 (=32 ) (- HK) | et

M
ceZy, keZm, 6€t2+\| B (/= Mk, x)=6
dist(c¢’ —%k xR)>c+/nlogn

2
—mnlog? M S I
<(e) Z e TR py (2La35ist) . Z e = oZ-(10r2[x]2)2

ceZn fe—— 2 _
M €T

M
S(d) M. e*ﬂ’nlog2n - Po <2Zn> . poly(n) S(e) e~ log2n . poly(n) c 279(11)7
(81)

_ xxT TxxT _ _ xxT Rxx”
IxZ *ix? T RATIE T L, ix? t xR T and we

in (b) we use

. T
where in (a) we use I, — R+TZ>;7)HCXHQ =1,

also fix <c ——k x> to be § for 0 € ﬁ,

R ( R ) R ( s2t? S 1
e = e ;
[[x[[2(R + T[]x[|?) [x[[2(s2¢2 + s2|x[[? — r2[|x[|?d) / — (10r2{|]x]|*)?

in (c) we use an assistant lattice Lyssist := {k | k € Z"™, (k,x) = 0} C Z", and for all § € W, for all
c € Zhy, let Lyssist +d be the coset of Lysgist such that for k € Lyggisr +d, <c’ - %k,x> =0, then

)3 0 () 4

- > e () )
kGLassjst—Q—d,dist(c’—%k,xR)>a\/ﬁlogn
2
= Z e " QH(I ¢ \\2> k)H
(1= ) (=W [> v logn
M
(%) Z @771—0#2“%1(/” S(**) e—ﬂ'nlogz . Po <2Lassist> 3

k/’€Lgssist+n, || % H>¢T\/ﬁlogn

Lassist+d, ||
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where () uses (In — %) (c’—%k) = (In — %) c— % (In i H2> k, and ( — i H2> k € Lyssist +
<In - %) d, so we define n := <In - i) (¢ — Md) then (x) holds; (%) follows from Lemma 2.5.

lI[I*

In Item (d) of Eqn (81) we use o (M Lassist) < po (B2Z7), and 2 + ||x[|%, o - (10r?||x|?) € poly(n) so

that 3. z e UO””X” )? € poly(n); in (e) we use M, o € poly(n), and Lemma 2.7.
24|

Between |¢) in Eqn. (77) and |¢g) in Eqn. (78), we have

[ (1) (- )|
It ~ )], < 5 o s 21

cEZR,, ke€0|ZML, JEZ s.t. dist(c/— Mkc,xR)<Uflogn

<c’—Mk x> <h*—Mk
2 "¢ _ 2 "¢t | _oy/nlogn
and <2 e S T
wo (o1 (- He)x) (=) ) )
e’”wzwﬂ J72p IxI12 RN
—Q(nlog2n
<(a) E pw (Z) - 27 Hnlee™n)

c€ZR,, ke€0|Z™ L s.t. dist(c'— Mkc,xR)<Uflogn

S(b) M. PW(Z> .9~ Q(nlog?n) €0 92— Q(nlog? n),

M M
where in (a) we fix ¢, ke, and apply Lemma 2.5 with '<C HEHI;C’X> - <ht2+ﬁxk||cz7x> - 2Dj’ > U\/Eﬁgn over
. . H( nxu?) i) .
Jj € Z; in (a) we also use e~ o2 < 1; in (b) we use the fact that for each ¢ € Z%,,
there is at most [M#-‘ < 1 vector ke € 0|Z"! such that dist(c’ — ¥ke,xR) < oy/nlogn; in (c)
we use M € poly(n), and also W € poly(n) (derived from Eqn. (74)) and Lemma 2.7 to conclude that
pw(Z) € poly(n).

To get a lower bound for |||¢f >H2, recall from Lemma 3.28 that the support consists of 27! % elliptical
Gaussian balls, so

2

(o) :
" Ix _ d,
o e o T it

de(Zn+u)no/nBy

for some vector u € [—0.5,0.5)" which takes care of the fact that the centers of the elliptical Gaussian
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balls are not necessarily in Z"; o, satisfies o, € (0.3,1)0, so € (0,11). Note that

Z H( ||x||2 ) H “f”xi,f

de(Zm+u) ﬂa\/ﬁBg
H <1n+7(02;2ﬁ?|§x:r ) d
—27 L

= E e o2

2

de(Zr+u)no/nBy (82)
2_ 2\ T 2 2_ 2\ T 2
<1n+7(" _2%)’;" >d <1n+7(“ _2%)’;" >d
o oZ x| 3 o oZ x|
= Z [ o2 — e o2
de(Zm+u) de(Zn4u)\o\/nBY

> () % (%)n (1 — negl(n)) — 274" . (\%)n € % <\j§>n - (1 —negl(n))

(02 —02)xx

where (a) is obtained as follows: let B, := (In + WHQT) be the basis of an assistant lattice L.
Then det(Lq) = 1+ 72 € (1,12), An(La) <12, and Ai(L;) > . Let u' := Byu. Then
(0'270'3)xxT
zﬂH<I"+ Fa )

_ 1 g " . ’
) - . N _ . 2mi(w,u’)
E € po (Lg+u') (b) det(Ly) <\/§> W§ pys(w)-e

de(Zn+u)

2

S

where (b) uses PSF and Eqn. (4); (c) uses o > 2logn, det(L,) < 12, A\{(L}) > & and Lemma 2.6. And

2

H <1n+ (o2 oyl )d n
P R TETE L Qn). n —am). [ 2

E e o2 < E € <2” %(Z ) € Lemma 2.7 2 : \ﬁ
de(Zn+u)\oy/nBy de(Zn+u)\o/nBy

Hence Item (a) in Eqn (82) holds.

So |||90g>||§ >2nt. % - (%)n - (1 & negl(n)). Therefore,

lle6) = bl < llle6) = bl € 270 )l - (83)

Between |¢f) and |¢f’), we use the fact that the Gaussian balls in |¢f) are separated: in the direction
parallel to x, the gap is 2D||x|| >c.8 20y/nlogn; in the direction orthogonal to x, the gap is at least

2”b” >c.8 20+/nlogn. Therefore,

M
166} — o3 Scomma 25 2"+ 21 mogi(n) - (2 < megl() - [l

From Eqn (83), we can also derive that ||[¢g) |, € (1 + negl(n)) |Hg0 ly- So
lps) = l#6)ll, < llles) = [#6) [, € negln) - [[[¢6)]l,

Then |ps) =t |¢g) =t |¢6) =t |pg ) follows Lemma 2.11. O
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3.7 Additional discussions
3.7.1 Additional observations from Step 2

The state obtained in Step 2 is not completely random (see Figure 2 (b)). The feature of Karst wave
could have already appeared here. There was even an opportunity of solving LWE directly in Step 2,
but our attempt wasn’t successful. However, the feature we observe in Step 2 motivates us to split the
modulus in Step 3 to 5, so let us explain the observations here.

Recall from Eqn. (18) that the expression of |¢2) satisfies

2 2(.2 2z 2 ) ]
r (3 -r Z) . <X7Z> —omilEy) (54 z) —
[ip2) = Z ZGXP< W <J +-p5 ) >e uxu2< P )e2m<y,p> z) .

zEL} JEL

Suppose % = 2v for some v € Z (this is not necessarily consistent with Cond. C.5, but

Cond. C.5 is never used before Step 2, so let us just assume W € 27 for now), then for j € Z,

st4rd

2,4 2 9
; s - X, Z . X, Z X, Z - <x z) (x, z)
P <mux||2<s4 ey <‘7 5 >> ) s (27”” (2‘7< o+ )) e

This means

s'r? . <X7Z> ? 2T iv2] <xz> iy 2:2) *27”<xy2>( +<xz>) 27ri<y l)
e~ 2 2 o0\ i Ut R T e

zEZ" JEZ

2
=pSF exp HX”(Si—i_T) k + <X’ y> — v <X,Z> eQ‘n’iqﬁ(k,z) |Z>
22 R ,

z€L} kel

where ¢(k,z) includes all phase terms.

Suppose we measure z now, we get some z € Z% such that

2
2
03) 3,08 g e o] < - togn 0 2080 g, o
x|l P x| r
If we multiply both sides of Eqn. (84) by £ we get
p P
2V<|}](>;\}|’2> —(x,2) € PZ + ¢, where |¢/| < |7|0XH10gn- (85)

Although we don’t know the vector y, we can set parameters P, v so that ﬁ € NZ for some integer

N >2and £ N € Z, which means §<‘T H% E NZ. Then we get (x,z) =€ (mod N). If we can make sure

¢/ = 0 with probablhty more than 1 — E’ then we can run Steps 1 to 2 for O(n) times and get O(n)
many vectors {z;};c(,) and solve x by solving modular linear equations with coefficients {zi};c( -

P
However, we can only guarantee |¢/| < ylog n, where %

above does not work.

is inherently greater than 1. So the idea
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The observation in Step 2 motivates us to work on a smaller modulus — imagine if we don’t need to
multiply both sides of Eqn. (84) by %, but by a smaller factor, then the error term ¢’ may not be that
large. With the motivation of reducing the modulus, we come up with the idea of modulus splitting, as
is done in Steps 3 to 5.
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