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Abstract. Solving a system of m multivariate quadratic equations in
n variables over finite fields (the MQ problem) is one of the important
problems in the theory of computer science. The XL algorithm (XL for
short) is a major approach for solving the MQ problem with lineariza-
tion over a coefficient field. Furthermore, the hybrid approach with XL
(h-XL) is a variant of XL guessing some variables beforehand. In this
paper, we present a variant of h-XL, which we call the polynomial XL
(PXL). In PXL, the whole n variables are divided into k variables to
be fixed and the remaining n — k variables as “main variables”, and we
generate a Macaulay matrix with respect to the n — k main variables
over a polynomial ring of the k (sub-)variables. By eliminating some
columns of the Macaulay matrix over the polynomial ring before guess-
ing k variables, the amount of operations required for each guessed value
can be reduced compared with h-XL. Our complexity analysis of PXL
(under some practical assumptions and heuristics) gives a new theoreti-
cal bound, and it indicates that PXL could be more efficient than other
algorithms in theory on the random system with n = m, which is the
case of general multivariate signatures. For example, on systems over the
finite field with 2% elements with n = m = 80, the numbers of operations
deduced from the theoretical bounds of the hybrid approaches with XL
and Wiedemann XL, Crossbred, and PXL with optimal k£ are estimated
as 22°2 2234 9237 and 2220, respectively.
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1 Introduction

In the field of computer science, the problem of solving a multivariate polynomial
system of degree > 2 over a finite field (the MP problem) is one of the most
important problems, where “solve” means to find (at least) one root of the
system. The particular case where polynomials are all quadratic is called the
M@ problem, and both the MP and MQ problems are known to be NP-hard [30].
Moreover, the hardness of the MQ problem is nowadays applied to constructing
various cryptosystems (e.g., multivariate public key cryptosystems (MPKCs)
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such as UOV [37]). Therefore, the analysis even for the quadratic case is a very
important task both in theory and in practice, and thus we mainly focus on
solving the MQ problem in this paper.

A precise definition of the MQ problem is the following: Let n and m be
positive integers, and let ¢ be a power of a rational prime p. Given a sequence
F = (f1,..., fm)of m quadratic polynomials f1,..., f, in n variables z1,...,z,
over a finite field F, of ¢ elements, the MQ problem requires to find at least one
(a1,...,an) € Fy such that fi(ay,...,a,) =0 for all i with 1 <i < m. Through-
out the rest of this paper, we deal with only the case of n < m (overdetermined
case). This is because algorithms solving the overdetermined MQ problem can
be easily applied to the case of n > m, since, after the values of n — m variables
are randomly specified, the resulting system will have a solution in most cases.
Furthermore, this paper evaluates the efficiency of algorithms solving the MQ
problem by substituting specific parameters into the asymptotic complexity for-
mula following the security evaluation for various multivariate signatures [S9I27].

In the literature, there are various methods for solving the M(Q problem such
as Grobner basis method, Linearization, resultant-based method [I5, Chapter 3],
and Wu’s method [53]. In particular, Grobner basis method is a generic method
to solve the MQ problem. The most classical method to compute Grébner bases
is Buchberger’s algorithm [I1], and ones of the currently most efficient algorithms
are Faugere’s Fy and Fj algorithms [23l24]. When the ideal generated by F is
zero-dimensional, namely the number of (affine) roots of F over an algebraic
closure of F, is finite, once a Grébner basis for the input F' is computed for a
given monomial order (typically a graded reverse lexicographic order is chosen
for practical efficiency) with the above algorithms, the FGLM conversion [25]
enables us to obtain its lexicographical Grobner basis, from which roots of F
can be easily derived [16, Chapter 3].

As a linearization-based algorithm, Courtois et al. [14] proposed the XL algo-
rithm at EUROCRYPT 2000, and this algorithm is an extension of Relineariza-
tion algorithm [38]. The main idea of XL, which is already used in [41I42] by
Lazard in order to analyze Buchberger’s algorithm, is: Linearize the given sys-
tem by regarding each monomial as one variable, and then, similarly to Fj, use
linear algebra to the coefficient matrix of the linearized system. More concretely,
we first construct a shift .% of F', that is, the set of polynomials of the form ¢- f;
for all 1 < ¢ < m with monomials ¢ up to given degree. By linearizing the system
defined by ., we then generate its coefficient matrix (this matrix is nothing but
a Macaulay matriz of .#), and compute its reduced row echelon form (RREF) by
the row reduction (Gaussian elimination). If the shift . is sufficiently large, then
the number of linearly independent polynomials in .’ becomes close to the total
number of monomials of degree up to the maximal degree of polynomials in .,
and hence a univariate equation would be obtained from RREF of the Macaulay
matrix. We then solve the obtained univariate equation and repeat such pro-
cesses with respect to the remaining variables. Note that XL is considered to be
a redundant variant of Fy algorithm (see [12] for details). Furthermore, Yang et
al. [50] analyzed a variant of the XL algorithm called Wiedemann XL (WXL),



which adopts Wiedemann’s algorithm [52] instead of row reduction algorithms
in the XL framework. WXL provides another complexity estimate that is used
to evaluate the security of various MPKCs such as UOV [9].

One of the most effective improvements of XL is to apply the hybrid ap-
proach [7I55] (first proposed as FXL in [55] for XL, in which the “F” stands
for “fix”), which is proposed as an approach applying an MQ solver such as
Fy, F5, or XL efficiently. This approach fixes the values of k among n variables
(say x1,...,xk), and then solves the remaining system in the n — k variables
Tk41,---, T, using an MQ solver. These processes are iterated until a solution
is found. In the case of n &= m, the hybrid approach may be effective, since the
gain obtained by working on systems with less variables may overcome the loss
due to the exhaustive search on the fixed variables. In this paper, we call the
hybrid approach with XL (resp. WXL) h-XL (resp. h- WXL). Furthermore, Joux
and Vitse proposed the Crossbred algorithm as a practical efficient algorithm
for solving MQ systems over the binary field in 2017 [35]. This Crossbred is
constructed based on h-XL by eliminating parts of Macaulay matrices before
fixing the values of some variables. In this paper, we propose a new variant of
XL following this direction to further reduce the time complexity.

Our contributions In this paper, we propose a new variant of the XL algo-
rithm, which we call polynomial XL (PXL), as an improvement of h-XL. With
notation same as in h-XL described above, the main idea of our improvement
is the following: Before fixing the values of the variables x1,...,xx, we partly
perform Gaussian elimination on a Macaulay matrix over the polynomial ring
F,lz1,...,xx], with keeping z1,. ..,z as indeterminates. More specifically, for
a given MQ system, namely a sequence F' = (f1,..., fm) € Fglz1,...,2,]™ of m
quadratic (not necessarily homogeneous) polynomials fi, ..., f,, we first regard
each f; as a polynomial in (Fy[x1,...,2k])[Tk+1,---,2n], and construct a shift
of F' by multiplying all f;’s by monomials in zgy1,...,%, (up to some degree).
We then generate the Macaulay matrix PM of the shift with respect to a graded
monomial order in zyy1,...,%,, where PM is a polynomial matrix with entries
in the polynomial ring F,[z1, ..., z]. Here, due to the gradedness of the mono-
mial order, PM is almost upper-block triangular, and all of its (nearly-)diagonal
blocks are matrices with entries in Fy, not in Fy[x1, ..., zx]. Thus we can execute
row operations on these blocks efficiently, and as a result, we also obtain a partly-
reduced matrix. Under some practical assumption and heuristic (Assumption
and Heuristic [1)) such as the semi-regularity of a polynomial sequence, the size
of the uneliminated part of this resulting matrix is expected to be much smaller
than that of the original one (e.g., in the case where n = m = 40 and k = 10, the
sizes of the original matrix and the uneliminated part are approximately 23° and
221 respectively), so that the amount of manipulations for each guessed value
can be reduced compared with h-XL. As we will see in Subsection below, this
enables us to solve the system with smaller complexity for some parameters.
We also discuss the time and space complexities of our PXL, and theoreti-
cally compare them with those of h-XL, h-WXL, and Crossbred. Comparing the



time complexities, we show that, under some practical assumptions and heuristic
(Assumptions [2| and [3] and Heuristic [1| below) such as the affine semi-regularity
of polynomial sequences, our PXL would be the most efficient in theory for the
case of n ~ m, see Table [I| for details. For example, on the system over Fos
with n = m = 80, the numbers of operations in IF, required for the execution of
h-XL, h-WXL, Crossbred, and PXL are estimated as 2252, 2234 2237 and 2220,
respectively. On the other hand, in terms of the space complexity, PXL might be
not well compared to h-WXL since the sparsity of the Macaulay matrix is not
maintained through an execution of PXL. Therefore, the relationship between
PXL and h-WXL can be seen as a trade-off between time and memory.

Organizations The rest of this paper is organized as follows: Section 2 reviews
the XL algorithm and the hybrid approach. Section 3 is devoted to describing
the proposed algorithm PXL. We estimate the time complexity, and theoretically
compare it with those of h-XL, h-WXL, and Crossbred in Section 4, and Section 5
introduces experimental results obtained by our (unoptimized) implementation
of PXL. Finally, Section 6 is devoted to the conclusion, where we summarize
the key points and suggest possible future works. Also in Appendix[A] we recall
semi-regular polynomial sequences and their properties.

2 Preliminaries

In this section, we recall the definition of the XL algorithm [14], and discuss its
complexity. We also explain the hybrid approach, which combines an exhaustive
search with an MQ solver such as XL.

2.1 Notation and Macaulay matrices

We first fix the notations that are used throughout the rest of this paper. Let
X = {z1,...,z,} be aset of n variables, and .7 (X) denote the set of monomials
in x1,...,x,. For each non-negative integer d, we also denote by 7 (X)4 (resp.
T (X)<a) the set of all monomials in z1,...,x, of degree d (resp. less than or
equal to d). Namely, we set

<7()() = {3;‘111 ...J;Zn | (061,---,Oén) c (Zzo)n}’
y(X)d = {x?l...xz” € c9.()() |a1+"'+06n:d},
T(X)<ai=T(X)oU--UT(X)g ={ai"--afm € T(X) |+ +an < d}.

Once X = {x1,...,z,} is fixed, we may write 7 (X), 7 (X)q4, and T (X)<q as
T, T4, and J<q, respectively. For a commutative ring A of unity, we denote
by A[X] = Alz1,...,z,] the polynomial ring with n variables X = {z1,...,z,}
over A. The total degree of f € A[X] is denoted by deg(f), and for a monomial
t € T(X), let coeff(f,t) denote the coefficient of ¢ in f. When F' is a set or
sequence of polynomials in A[X], the ideal of A[X] generated by F is denoted
by (F)s;x) or simply (F). In particular, when F is a finite set {fi,..., fi},



we denote it by (f1,..., fm)ax]) or (f1,..., fm). For a subset or sequence I of
polynomials in A[X], and for a subset T' C 7 (X), weset T-F = {t-f:1t €
T, f € F}, which is called the shift of F' by T (we also call a union of shifts a
shift). As a particular but important case, we define the following shifts:

Fa(F) = ) T(X)acdesr) S} ={tf: f € Feu, t € T(X)a—aeg(p) }>

f€F<a
ygd(F) = yo(F) J--- UY(X)d = {tf : f S FSda te y(X)Sdfdeg(f)}

with F<y := {f € F : deg(f) < d} for each non-negative integer d, where “”
stands for “shift”. In the case where F<,4 is empty, we set .#4(F') := {0} and
F<a(F) = {0}. We may write #4(F) and F<4(F) simply by .#; and F<q4
respectively, when F' is fixed.

Here, we recall the definition of Macaulay matrices. Let < be a monomial
order on .7 (X). For a sequence F = (f1,...,fm) € A[X]™ and an ordered
subset T = {t1,...,ts} C T(X) with t; = -+ = t;, we define the Macaulay
matric M<(F,T) of F with respect to T' as an (m X ¢)-matrix over R whose
(i, j)-entry is the coefficient of ¢; in f;, say

t1 te
f1 [ coeff(f1,t1) -+ coeff(f1,t0)
ML(FT) = : : :
Fm \ cOEHE(frn, t1) -+ coeff (fim,te)

When < is clear from the context, we simply denote it by M(F,T).

Conversely, for an (m x ¢)-matrix M = (a; ;) over A and for T' given as above,
let MZ'(M,T) (or M~Y(M, T) simply) denote a unique list F’ of polynomials in
A[X] such that M~ (F’,T) = M, namely, we set g; := Z§:1 a; jtj for 1 <i <m,
and MZY(M,T) := (g1, -+, Gm)-

Ezample 1. Consider the following three quadratic polynomials (over R = Z) in
two variables 1 and x3:

fi= Bx% + 6x129 + 421 + Do + 3,
fa= 4:3% + 5x129 + 3x§ + 621 + 220 + 2,
f3= Zx% + 4dx129 + 2x§ + 621 + o + 2.

When we put F := (f1, fo, f3), we construct a Macaulay matrix of the shift
Sy =S3(F) =R -F ={a;f; : 1 <i<21<j <3}, where J; is the set
of monomials in x; and x5 of degree one. We order elements of .5 as follows:
Sy = {x1f1, 1 f2, 21 f3, T2 f1, T2 fo, x2f3}. Let <giex be the graded lexicographic

. . . . .o B1,.B2
order on the monomials in x; and w2 with x; > x, that is, 27" 5% <gex2] ' Ty

if ap + g < B1+ B2, or a1 +as = B1 + P2 and xllxgz is greater than z{*xz5?
with respect to the lexicographical order with 21 > x2. When we order elements

of J<3 (which is the set of monomials in X = {z1, 22} of degree < 3) by <glex,



the Macaulay matrix M~ (.3, J<3) of 3 with respect to J<3 is given as
follows:

I? w%wg a;la;g Ig 1? T1x2 zg x1 xo 1

zfif5 6 0 04 5 0300

zif2f 4 5 3 06 2 0200

wfsl 2 4 2 06 1 0200
Mol T8 7<) = 11 00 5 6 00 4 5030
zf2f 0 4 5 30 6 2020

z25\0 2 4 20 6 1020

In the XL algorithm in Subsection 2:2} the reduced row echelon form of a
Macaulay matrix of a shift of F' is computed, with R a finite field IF, of order
q, where ¢ is a power of a prime. This corresponds to computing a basis G of
the F,-vector space generated by the shift, and clearly the computed basis also
generates the ideal (F)p, [x), i-e., (G)r,[x] = (F)F,[x]- In general, G computed
as above is not necessarily a Grébner basis of (F)r, [x], but we will review in
Subsection[2:3|below that for sufficiently large shifts, G becomes a Grobner basis.

2.2 XL algorithm

This subsection briefly reviews the XL algorithm (which stands for eXtended
Linearizations), which is proposed in [I4] by Courtois et al. to find a solution
to a system of multivariate polynomials over finite fields. We write down the
XL algorithm in Algorithm [I| below, where the notations are the same as in the
previous subsections. We also suppose that the input system is zero-dimensional,
namely, the input system has only finite (affine) roots over an algebraically closed
field. Note also that the input polynomials are assumed to be all quadratic
as in the original paper [I4], but in fact, their idea is applicable to a general
multivariate system of higher degree.

Algorithm 1 (XL, [14, Section 3, Definition 1]).

Input: A sequence F' = (f1,..., fm) € Fglz1,...,2,)™ of (not necessarily homo-
geneous) quadratic polynomials, and a natural number D with D > 2.
Output: A solution over Fy to fi(z1,...,2,) =0 for 1 <i<m.

(1) Multiply: Computing all the products t - f; with t € J<p_a, construct the
Shift YSD = YSD(F) = 331),2 . F, which is the Shift OfF by ﬂSD,g,

(2) Linearize: Make the Macaulay matriz M := M (F<p, T<p) with respect
to some elimination monomial order < such that all the terms containing
one variable (say x,,) are eliminated last. Compute the reduced row echelon
form B of M, and put G := MZ"(B, I<p). A univariate polynomial g(z.,)
in T, of degree at most D is surely contained in G when D is sufficiently
large.

(3) Solve: Compute the roots in Fq of g by e.g., combining square-free, distinct-
degree and equal-degree factorization algorithms such as [58], [36] and [31]
respectively.



(4) Repeat: Substitute a root into x,, simplify the equations of G, and then find
the values of the other variables.

Note that in the generation of ML (.?<p, Z<p), one can sort elements in .#<p
arbitrarily. We also note that, in XL, it suffices to obtain a univariate polynomial
in Step (3) to continue the procedures, whence we do not need to compute a
Grébner basis. On the other hand, XL can be described as a redundant variant
of F,, supposing an assumption that the input system F' has only one solution
over a finite field, see [2] for details. Moreover, we remark that we can use any
other monomial order (e.g., a graded monomial order), if we execute only Steps
(1) and (2) to obtain a Grébner basis of (F') (in this case, the computation can
be viewed as a special case of Lazard’s algorithm [41J42]). Even in this case, we
can obtain a root easily from the computed Grobner basis, under an assumption
similar to [2], see Remark [1| below for details.

The condition of the natural number D for XL to continue the procedures is
discussed in the next subsection.

2.3 Degree bounds for the success of XL

Algorithm [T has an input parameter D called a degree bound, and it is known that
the algorithm surely finds a zero of (F') for sufficiently large D. This subsection
reviews bounds on such D both in theory and in practice. Let R := K|z1, ..., %)
be the polynomial ring of n variables over a field K, and F' = (f1,..., fm) be
a sequence of not necessarily homogeneous polynomials in R of positive degrees
dy,...d,,, respectively. We denote by f*P the maximal homogeneous part of
f € R~{0}, and put FP := (f{°P, ... ftoP). Put R’ = R[y] for an extra variable
y for homogenization. We also denote by f the homogenization of f € R~{0} by
y, say ' =yde) f(xy/y, ... 2, /y), and put F* = (f, ..., f*) € (R)™. For
each d € Z, let I; denote the degree-d homogeneous component of a homogeneous
ideal I of R (resp. R'), namely Iy = I N Ry (resp. Iy = I N (R')y). We put
I<i:=INR<q with Rey := EB?ZO R; for a (not necessarily homogeneous) ideal
I of R, and this kind of notation is applied to R’ and its arbitrary ideal.

A well-known (theoretical) upper bound is Dubé’s degree bound [21] given by

n—1

D(n,d) = 2((d*/2) —|—d)2 with d := max{deg(f;) : 1 < i < m}. For any
degree D larger than or equal to the Dubé’s bound, the reduced row echelon
form of M<(y§D, ySD) with ySD = ygD(F) and ygp = y(X)SD yields a
Grobner basis of (F') with respect to an elimination order <. Hence, for such a
D one can obtain a root of F with Algorithm [f}

However, Dubé’s degree bound would be impractical under the cryptographic
setting, and we here recall quite smaller bounds under the following assumption:

Assumption 1. The input sequence F = (f1,..., fm) is affine semi-regular,

t . .
namely F'°P = (f{P, ..., fioP) is semi-regular.

See Definition [4] in Appendix [A] below for the definition of affine semi-regular
sequences. Semi-regular sequences are important in the theory of solving poly-
nomial systems (cf. [3], [B]), and often (e.g., [33, Section 4.3]) the security of



multivariate cryptosystems is evaluated under Assumption [} Under Assump-
tion [I, a bound for the success of XL is obtained by considering the rank of
the Macaulay matrix M (%<4, I<a), denoted by rank(M~(F<q, I<q)), where
F<qg=S<a(F)and T<g = T (X)<q with X = {x1,..., 2, }. This rank is clearly
equal to the dimension dimg ((-#<q(F))k) of the K-vector space (S<q(F))x
generated by .“<4(F), and it does not depend on the order of the monomials in
T<aq. Thus, we need to investigate dim g ((-#<q(F")) k). For this, let us first recall
the following theorem, whose mathematically rigorous and correct proof is given
in [40] (or [39]) by Kudo-Yokoyama:

Theorem 1 ([40, Theorem 1 & 7, Corollary 1], [39, Theorem 1]). With
notation as above, assume that the sequence F = (f1,..., fm) of not necessarily
homogeneous polynomials satisfies Assumption . Let dyeg (F™P) denote the de-
gree of reqularity for the homogeneous ideal {F*P) g, defined as in Definition @
Then, for any non-negative integer d with d < dyeg(F*°P), we have

d
dimg (R)a/(F")g = dimg Ra/(F*P)q
=0

with F" .= (ff',..., fl). Hence, the Hilbert series HSpi/pny(z) of R'/(F")

satisfies

12,1 —=%)
(1—z)ntt
for d; == deg(f;) and D := dyeg(F*P), so that F" is dyeg(F*°P)-regular. More-
over, if dyeg(F*™P) < oo (which is equivalent to m > n under Assumption ,

then the number of projective zeros of (F")p/ is finite at most, whence (F)g is
zero-dimensional.

HSp/ j(pry(2) = (mod zP)

Note that dyeg (F*°P) in Theorem is easily computed from the Hilbert series
given in (A.3)), and in fact it does not depend on F'°P but is determined only

by n, m, and di, . ..,d,,. From this, for fixed m and dy,...,d,,, we set
(1= 2%
D) = dyg (F°P) = min{ d | coeff M, th] <0,
g (1 _ Z)n
which we interpret as co if m < n. In particular, if dy = --- = d,;, = 2, we have

n) __ . m—n m d
Dﬁcg)fmm{d’coeff((l—z) 1+ %) ,t)gO}.
Here, even if we do not suppose the affine semi-regularity of F, we have
(F"a = (La(F") Kk = (F<a(F))x C (F)<a

as K-vector spaces, where a K-isomorphism is given by the dehomogenization
map (Za(F")k 3 h — hlyz1 € (F<a(F))k (see e.g., [IT, Section 4] for
details), and therefore



Moreover, it follows that dimg(R')q = |7 (X U{y})d| = dimgR<q = |T<al.
Hence, as a corollary of Theorem [T} we obtain the following:

Corollary 1 (cf. [54, Proposition 1]). Under the same setting and assump-
tions as in Theorem |1, for any d with d < DY = dyeg(F*°P), we have

mo(1 — 2%
|y§d‘ — dlmK(<§’§d(F)>K) = coeff <1_I(]]_1(Z)n+1)’zd> .

In particular, if the elements of F' are all quadratic, then we have
| Feal = dime (Sl F))xc) = coeff (12" """ (14 2)™ ,27)

for any d with d < Dﬁgg).

In the context of the above discussion, we here list the following two kinds
of bounds on D for which Algorithm [l finds a solution:

Heuristic but practical bound from Yang-Chen, Ars et al., and Diem’s
studies. Assuming that F' is an affine semi-regular sequence of quadratic poly-
nomials, we consider a sufficient condition that a univariate polynomial in x,,
is obtained in Step (2) of Algorithm [I} when we use an elimination order such
that 22, D=1 .. 2,1 are listed at the end. It is straightforward that the last
non-zero row vector of the reduced row echelon form of M(<p, I<p) yields a
univariate equation of z,, if rank(M(S<p, I<p)) is larger than the number of
columns minus D + 1, i.e.,

rank(M(Z<p, Z<p)) > |T<p| — D,

equivalently
x(D) = [F<p| — dimk ((F<p(F))Kk) < D, (2.1)

which is used in [17] and [43]. Thus, it follows from Corollary[1]that the minimum
D, denoted by Dxp, here, required for the success of Step (2) of Algorithm [Ifis
upper-bounded by

Dx1, < Dy := min{ d ‘ coeff ((1 R G z)m,zd) < d} (2.2)

if Dxp, < Dﬁlfg). The condition coeff((1 — 2)™~"~1(1 + 2)™, 2¢) < d is equivalent
to that the z%-coefficient of (1 — 2)™ ™"~ 1(1+2)™ — (1 — 2)~2 is negative (cf. [2]
Section 5.1]). Note that, even when Dxy, > Dﬁgg), it would be possible that Step
(2) of Algorithm 1| produces a univariate polynomial at the degree equal to this
upper-bound: See [54] Section 4], where the authors of [54] say “the minimum
D required for the reliable termination of XL is given by Dy”. From this, we
may estimate Dxp, &~ Dg. Assuming the Mazimum Rank Conjecture (which is
equivalent over an infinite field to Fréberg conjecture [26], see [47] for a proof of



the equivalency), Diem also proved in [I7, Theorem 1] that Dy is a lower bound
for (2.1) to be satisfied. One can easily confirm that Dy tends to be much smaller
than Dubé’s degree bound (e.g., the value of Dy on systems with n = 10 and

m = 11 is 11, whereas Dubé’s degree bound on the same system is approximately
10399).

Remark 1. In the case where we use a graded monomial order as noted in Sub-
section we consider the inequality x(D) < 1 instead of (2.1)) as a sufficient
condition for XL to compute a solution, supposing the following (i) and (ii):

(i) F has at most one root (counted with multiplicity) over an algebraic closure
K of K (cf. [2, Condition 1] for a similar condition).
(ii) F*°P has no root other than (0,...,0).

Under these assumptions, there exists a sufficiently large integer d such that the
above inequality definitely holds for any D with D > d. Indeed, it follows from (i)
and (ii) that the number of projective zeros over K of F" is also finite (in fact one
at most), whence there exists d > 0 such that for any D with D > d, the value of
the Hilbert function HF g/ /(pny (D) = dimg (R'/(F"))p = x(D) is equal to the
number of roots (counted with multiplicity) over K of F, see e.g., [13, Proposition
3.3.6] or [54] Corollary 10] for a proof (see also [39, Lemma 2.2.2]). In this case,
we remark that the reduced Grobner basis of (F) is {x1 —aq, ..., 2, —a,}, where
(a1,...,ay) is the unique root of F'. For m > n, we estimate

Dxi, ~ D; := min {d > 9 ‘ coeff ((1 )T )™, td> <1 } . (2.3)

by a discussion following [54] Section 4], similarly to the case of elimination
order. Note that the cases d = 0 and d = 1 are removed in (2.3)), since x(0) =1
and x(1) = n 4+ 1. We also note that Dy > Dy. We experimentally confirmed
that, in most cases, XL for D = D; computes a Grobner basis of the input
system: In our experiments, we randomly generated sequences H = (hy, ..., hy)
of quadratic non-homogeneous polynomials over F3; with no constant term for
several small n and for all m with n < m < 2n. For each generated sequence
H, we choose (a1, ...,a,) € F%, at random, and then put f; := hi(x1,...,2y) —
hi(ai,...,a,) for 1 < i < m and F := (f1,..., fm). Then each sequence F
constructed as above would satisfy the above assumptions (i) and (ii) (in fact,
F*°P would be semi-regular) with its unique root (ai,...,a,), in most cases.
This construction of H and F may correspond to the general construction of
multivariate public key encryption (see e.g., [I9] Section 2.2], [33] Section 4.3]).
Therefore, our experiments would be meaningful.

Expected theoretical bound from Semaev-Tenti and Kudo-Yokoyama’s
results. We also note that, as a theoretical upper-bound on Dxy,, we may apply
the following upper-bound on the solving degree of Grobner basis computation:

Theorem 2 ([40, Lemma 4], [39, Theorem 3]). Let F = (f1,..., fm) be
a (not necessarily semi-reqular) sequence of polynomials in K[xy,...,x,], and
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< be a graded reverse lexicographic order on the monomials in x1,...,T,. If
dreg (F*P) < 00, then there constructively exists a Buchberger-like algorithm A
for computing a Grébner basis for F with respect to < such that the degree of
critical S-pairs (resp. S-polynomials) appearing in the execution of A is upper-
bounded by 2dyeg(F™P) — 1 (resp. 2dyeg (F*°P) —2).

These upper-bounds had been proved by Tenti in his PhD thesis [51, Theo-
rem 3.65] (see also [49, Theorem 2.1] by Semaev-Tenti) under some constraints
(e.g., F contains field equations ! — z; for 1 < i < n), and Kudo-Yokoyama
extended his result to a general case in [40, Section 5] (see also [39, Section 4]
for algorithmic details). Since we can interpret the Grébner basis computation
as repeating to execute row reductions on Macaulay matrices as in Fy [23] and
(matrix-) F5 [24], we expect that Dxr, < 2dyeg(F*°P) — 1. As for the magnitude
relation between Dy and 2d,eq (F'°P) —1, they are not equal to each other in gen-
eral, and both Dy < 2dyeg(F*°P) — 1 and Dy > 2dyeg(F*°P) — 1 occur depending
on parameters; the former case tend to hold as m is larger than n.

Salizzoni also proved in [48] that the solving degree of mutant algorithms
(tamed in [28]) such as MutantXL [12] and MXL2 [44] is upper-bounded by
dreg(F*™P) + 1, but this is not the case that we consider in this paper, since
we will construct our algorithm based on the original XL [14], not on mutant
algorithms.

2.4 Complexity

In this subsection, we estimate the time complexity of (plain) XL together with
that of its variant Wiedemann XL (WXL). Here WXL uses Wiedemann’s algo-
rithm [52] instead of Gaussian elimination in the XL framework, which was first
analyzed in [56]. Wiedemann’s algorithm generally solves sparse linear systems
more efficiently than Gaussian elimination.

Complezity of XL. We first consider plain XL (Algorithm , where the Lin-
earize step is clearly dominant in terms of the time complexity. Recall from
Subsection [2:3] that XL could output a solution of the input system for D equal
to or larger than Dy given in , and here we assume to take D to be this bound
Dy. In the Linearize step, one uses linear algebra to obtain the reduced row
echelon form of a Macaulay matrix with m - ("ELZ 52) rows and ("‘BD ) columns.
However, in fact, the cost of this step can be estimated as that of Gaussian
elimination on a matrix with ("ED ) rows and columns, assuming the following
practical heuristic as in [45]:

Heuristic 1. In XL, if we pick rows in M(S<p, I<p) at random under the
constraint that we have enough equations at each degree d < D, then usually we
have a linearly independent set.

From this heuristic, the complexity of XL is roughly estimated as
D w
o)), (2.4)

where 2 < w < 3 is the exponent of matrix multiplication.
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Complezity of WXL. According to [9], the complexity of WXL is estimated as
n n 2
o) (7)), (2.5)

where D can be taken to be Dy given in (2.2). (We remove the constant part from
the complexity in [9], since we focus on asymptotic complexity.) WXL consumes
less memory than the plain XL, since it can deal with the Macaulay matrix as

a sparse matrix, and its memory consumption is estimated as O ((g) . ("‘BD)>,
see [52] for details.

2.5 Improving XL via hybrid approach

One of the most effective improvements of XL (Algorithm 1)) is to apply the
hybrid approach [7J55], which is the best known technique for solving the MQ
problem. The hybrid approach combines an exhaustive search with an MQ solver,
and it was proposed in [7] (resp. [55]) for Grobner basis algorithms such as Fy and
Fs (resp. XL). Specifically, given an MQ system of m equations in n variables,
the values for k (0 < k < n) variables are randomly guessed and fixed before
an MQ solver is applied to the system in the remaining n — k variables; this is
repeated until a solution is obtained. The hybrid approach for XL presented in
[55] is called FXL, where “F” stands for “fix”, and it is constructed by adding
the first and last steps below into Algorithm

Algorithm 2 (Hybrid approach with XL (h-XL)).

Input: A sequence F' = (f1,...,fm) € Fylz1,...,2,]™ of (not necessarily ho-
mogeneous) quadratic polynomials, the number k of guessed variables, and a
degree bound D.

Output: A solution over Fy to fi(z1,...,2,) =0 for 1 <i<m.

(1) Fix: Fix the values a1, ...,ar € Fy for the k variables x1, ...,z randomly.
In the following two steps, we set fi(a) = filar, ..., a5, Tks1,-..,Tn) and
F@) .= (fl(a),...,fr(,?)) with a = (a1,...,ax).

(2) Multiply: Construct the shift Ygg(F(a)) = fg(]ijz - F®) | where we set
TE) = T(XP)p_s with XB) = {2411, 2}

(3) Linearize: Compute the reduced row echelon form ofM(YS(kg(F(a)), ﬂg(lz,)),
where we set ﬂég =7 (X®)p.

(4) Solve: Compute the root of a univariate polynomial obtained in Linearize.

(5) Repeat: Find the values of the other variables.
(6) If there exists no solution, return to (1) Fix.

The complexities of the hybrid approaches using the plain XL, and WXL as MQ
solvers are estimated as

0 (¢ ("5)), (2.6)
o ("3h-(F)). (27)



respectively, by using the estimations (2.4]) and (2.5). Here D can be taken as
D{'™ = min { d ) coeff (1= )"~ " P74 1d) <} (28)

from (2.2)). In the use of the hybrid approach, the number k of guessed variables is
chosen such that the function inside brackets in (2.6)) or (2.7) takes the minimum

value.

2.6 Crossbred Algorithm

This subsection recalls the Crossbred algorithm proposed by Joux and Vitse,
which is a practical efficient algorithm for solving MQ systems over the binary
field [35]. Our proposed algorithm described in Section [3| follows a framework
similar to the Crossbred algorithm. Note that we here change the notation of
Crossbred such that it fixes the values of k variables randomly for consistency
with the description of our proposed algorithm.

We here roughly describe the Crossbred algorithm. The Crossbred algorithm
takes the number k of guessed variables and the degrees d and D with d < D
as parameters. In this Crossbred algorithm, we perform some linear algebra
operations on Macaulay matrices before fixing the values of the k variables as
in h-XL. More specifically, for a given MQ system F € For[xy,...,2,]™, the
Crossbred algorithm can be described by the following two steps: The first step
generates the Macaulay matrix of the shift of F with degree < D, and then by
linear algebra on the Macaulay matrix obtains a sequence P = (p1,...,p,) of
some polynomials whose degrees in the remaining n — k variables are lower than
or equal to d. The second step then performs linear algebra on the Macaulay
matrix of the shift of the polynomials obtained by fixing the value of k variables
in F and P with degree < d. If the second step obtains a univariate polynomial,
then one can find a solution as in the plain XL algorithm. This second step is
iterated O(q") times until one solution is found.

In Subsection below, we estimate the complexity of the Crossbred algo-
rithm by Multivariate Quadratic Estimator by the Technology Innovation Insti-
tute [22I34]. We refer to [620/46] for details on the complexity of the Crossbred
algorithm.

3 Main Algorithm

In this section, we propose a new variant of the XL algorithm for solving the
MQ problem of m equations in n variables over F,, in the case where n < m.
We first discuss Macaulay matrices over polynomial rings, and second describe
the outline of our proposed algorithm “polynomial XL (PXL)”. After that, de-
tails of the most technical step will be described in Subsection [3.3] and degree
bounds for the success of PXL will be discussed in Subsection B4l Further-
more, Subsection [3.5| explains the relationship of PXL with FXL and Cross-
bred, and Subsection [3.6] gives a toy example. Throughout this section, let
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F={(f1,--.,fm) € Fglz1,...,2,]™ be a sequence of m quadratic (and not nec-
essarily homogeneous) polynomials in n variables z1, ..., x, over Fy, where ¢ is
a power of a prime.

3.1 Macaulay matrices over polynomial rings

In this subsection, we fix the notations that are used in the rest of this sec-
tion. In particular, we construct a Macaulay matrix over the polynomial ring

Fylz1, ..., x| with respect to xpy1,...,2, for 1 < k < n, where each entry
belongs to Fy[x1,...,zx]. Namely, a Macaulay matrix whose coefficient ring is
F,lx1,...,z,] will be constructed. Such a Macaulay matrix, together with our

construction, plays a key role in the main algorithm in Subsection [3.2] below.
Note that most of the notations given below are similar to those defined in
Subsection for the case where the coefficient ring is a general ring.

In the following, an integer k is fixed, unless otherwise noted. Similarly
to the hybrid approach reviewed in Subsection the main algorithm di-
vides z1,...,x, into k variables z1,...,z; and the remaining n — k variables
Tk41,---,Tn, and then regards fi,..., f;, as elements of the polynomial ring

(Fylz1, - zx))[Tht1s - - -, Tn). As in Subsection we define subsets ﬂd(k)
%(,2, 9;5), Yd(k), yd(,’i)i, and YS(Z) of (Fylz1,...,zx]) [®k+1,- .., 2] as follows:
Putting X®) = {z},1,...,2,}, we set

TP = 7(x®), = {zml cean e T(XW) Z a; = d}

1=k+1
‘Zi’d _ y(k) U 'Zl’—&-l U %(k), y(k) y(k) y(X(k))Sd

for 0 < d’ <d, and

(k) U y d 9 - {fz} = {tfz 1< < m, t € y(X(k))d_Q}

1<i<d
(k) ._ (k) ._
for 2 < d. We also set .4, := {0}, " := {0}, and
gy =P ot o I = A

for 0 < d’ < d.In particular, y<d is the shift of F' by the set <7<(d 5 of monomials
in zgy1,...,2, of degree < d — 2.

Here, we construct a Macaulay matrix of the shift 5”33 with respect to ﬂélg
for D > 2, as in the plain XL. For this, unlike the plain XL (mainly adopting an
elimination order described in Section , we use a graded monomial order (e.g.,
graded lexicographic order), which is a monomial order first comparing the total
degree of two monomials. Furthermore, as for the order of elements in 5”<(kD), we
also use an order that first compares the degree of two polynomials. B

To simplify the notation, once F', k, and D are fixed, we denote the Macaulay
matrix M (.. <k[)), fé%) constructed as above by PM to emphasize that it is
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a polynomial matriz, and call it a Macaulay matriz of F at degree D over
F,lz1,...,zx]. For two integers di and dp with 2 < d; < D and 0 < dy < D,

we also denote by PM[f;lk), ﬂd(:)] the submatrix of PM whose rows (resp.
columns) correspond to polynomials of yﬁ) (resp. monomials of %(f)). Then,
PM is divided by submatrices PM [Yd(lk), fd(?k)] for2<d;<Dand0<dy <D.

Thanks to our choice of a graded monomial order together with the quadratic-
ity of I, the following lemma holds:

Lemma 1. For a sequence F = (f1,..., fm) of quadratic and not necessarily
homogeneous polynomials in Fy[z1,...,x,] and for positive integers k and D
with 1 <k <nand D > 2, let PM be a Macaulay matriz of F at degree D
over Fylzq,...,xx). Then, for each integer d with 2 < d < D, the submatriz

”PM[yd(k), yd(,k)] with d' ¢ {d,d—1,d — 2} is a zero matriz, and all elements of
PM [yd(k), fd(k)] belong to Fy.

Proof. Each f; is written as

fi=ai(Tsr, . an) + Z Cij (@1, me)zs + ci(n, .. o) (3.1)

j=k+1
for a quadratic form ¢;(xg+1,...,2,) in Fglzgi1,...,xy], linear polynomials
b j(x1,...,x,)’s in Fylzq, ..., zx), and a quadratic polynomial ¢;(z1,...,zx) in
F,lx1,...,zx]. Therefore, multiplying it by a monomial ¢t € %@2 inTpi1,..., Ty

of degree d — 2, we have

n
tfl = tqi(Ik+17 e ,In) + Z &'7]’(171, e ,$k)t$j —+ Ci(dfl, e ,Ik)t,

j=k+1
where tg; is a form in Fy[xg41,. .., 2] of degree d and where each ¢x; is a mono-
mial in Fy[zgy1,...,2n] of degree d — 1. This expression of the shift ¢f;, which

corresponds to a row of PM [yd(k), 7<(Z)] and vice versa, implies the assertions
of the lemma. - O

Due to this lemma, we can partly perform row reduction on PM, which is a
key operation of the proposed algorithm in the next subsection.

3.2 Outline of our algorithm PXL

This subsection describes the proposed algorithm polynomial XL (PXL). As
in the h-XL described in Subsection PXL first sets the first k variables
z1,...,T) as guessed variables, whereas the main difference between our PXL
and h-XL is the following: While h-XL performs row reduction after substituting
actual k values to x1,...,xE, PXL partly performs Gaussian elimination before
fixing k variables. These manipulations are possible due to our construction of
Macaulay matrices over Fy[z1,..., x| described in Lemma

Here, we give the outline of PXL. The notations are same as those in Sub-

section [3.1]
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Algorithm 3 (Polynomial XL).

Input: A sequence F' = (f1,..., fm) € Fylz1,...,x,]™ of not necessarily homo-
geneous polynomials of degree 2, the number k of guessed variables, and a
degree bound D.

Output: A solution over Fy to fi(z1,...,2,) =0 for 1 <i<m.

(1) Multiply: Compute the set ygj:), of all the products t - f; with t € ﬂégd,

(2) Linearize(1): Generate PM := M(Ygg,ﬂé(g), which is the Macaulay
matriz of F at degree D over Fylz1,...,xx], and partly perform Gaussian
elimination on it. (The details will be described in Subsection below. )

(3) Fix: Fix randomly the values for the k variables x1,...,x in the resulting
matriz of Linearize(1).

(4) Linearize(2): Compute the reduced row echelon form of the resulting matriz
of step 3.

(5) Solve: If step 4 yields a univariate polynomial, compute its root.

(6) Repeat: Substitute the root, simplify the equations, and then repeat the pro-
cess to find the values of the other variables.

(7) If there exists no solution, return to (3) Fix.

Note that the definition of ‘the resulting matrix of Linearize(1)’ is given in the
next paragraph.

Let us here describe only the first two steps, since the last four steps are
executed similarly to h-XL. The Multiply step generates the shift Ygg of

F by 9&?_2, defined in Subsection by regarding each polynomial as one
in (Fglz1,...,2k])[@k+1,- .., 2n]. At the beginning of the Linearize(1) step,
PM is a polynomial matrix with entries in the polynomial ring Fg[z1,. ..,z
but by Lemma [1] it is almost upper-block triangular, and all of its (nearly-
)diagonal blocks are matrices with entries in F,. By utilizing this property, the
Linearize(1) step repeats to transform such a block into the row echelon form
and to eliminate entries of its upper blocks. After the Linearize(1) step, the

. - 1 .
resulting Macaulay matrix is supposed to be of the form (O Z) , by interchang-

ing rows (and columns). Here I is an identity matrix, and A is a matrix over
F,lz1,...,zx]. Then, the last four steps deal with only the submatrix composed
of rows and columns including no leading coefficient of the reduced part, which
corresponds to A. We call this submatrix A the resulting matriz of Linearize(1).

3.3 Details of Linearize(1) step

In this subsection, we describe the details of the Linearize(1) step in the pro-
posed algorithm, and show that it works well as row operations on PM. We
use the same notations as in Subsection In the following, we also denote by

PM [Yd(k), %(,k)] the same part even after P M is transformed.

The Linearize(1) step is mainly performed on each PM[yd(k), ‘7(5111)2);(1]’
starting from d = D down to 2. Each iteration d consists of the following three
substeps:
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(d)-1. Perform Gaussian elimination on PM [yd(k), ﬂd(k)}.
(d)-2. Perform the same row operations as those of (d)-1 on the submatrix

(k) (k)
PMIZG T aya-n)-
(d)-3. Using the leading coefficients of the resulting PM [Yd(k), ﬂd(k)] (namely

the reduced row echelon form of the initial PM [Y;k), %(k)]), eliminate
the corresponding columns of PM. Here, a leading coefficient is the left-
most nonzero entry in each row of a row echelon form of a matrix.

Here, we show that the Linearize(1) step described above works well as
row operations on PM. Note that for any 3 < d < D, the (d)-3 step does

not affect the submatrix PM [ygzzl_l), %(k)], since PM [JQUEZZ_D, ﬁd(k)] is al-

ways a zero matrix by Lemma This indicates that P.M [Yd(k), <7<(kD)] does not
change from the original structure at the beginning of the (d)-1 step. There-
fore, from Lemma |1} the manipulations in the (d)-1 and (d)-2 steps can be
performed correctly and seen as row operations on PM. Furthermore, the (d)-3
step can be also performed correctly, since the leading coefficients of the resulting
PM [Yd(k), ﬂd(k)] belong to F,. As a result, we have that all the manipulations
are practicable and regarded as row operations on the whole PM.

After the Linearize(1) step, all manipulations are performed on the re-
sulting matrix of Linearize(1) obtained by concatenating rows and columns
including no leading coefficient of the row echelon form P.M [Yd(k), ﬂd(k)] with
2<d<D.

Remark 2. As in the XL algorithm, in practice, PXL randomly chooses approx-
imately |<7<(]3| independent rows from the Macaulay matrix with \yi’}ﬂ rows
(namely we suppose a heuristic similar to Heuristic [1]), and executes the Lin-
earize(1) step on the submatrix composed of chosen row vectors. We then
assume that the rank of the resulting matrix of Linearize(1) is large enough to
yield a univariate equation, and we experimentally confirmed that this assump-
tion is correct in most cases.

3.4 Degree bounds for the success of PXL

This subsection estimates the minimum value Dpxy, where PXL with input
D = Dpxy, succeeds in finding a solution, under a practical assumption (As-
sumption [2] below), which requires conditions similar to (i) and (ii) in Remark [i}
Note that the success of PXL means the following: For some evaluation of
a=(ay,...,ax) € IF’; to (x1,...,x) in the Fix step, the remaining steps finds a
solution (ag41,...,an) € IE‘;‘_’“ to the multivariate system in xg41, ..., 2, corre-
sponding to the resulting matrix of the Linearize(1) step, and then (ay,...,ay)
is exactly a solution to the original system.

To estimate the value of Dpxy,, we discuss the rank of the resulting ma-
trix of Linearize(1). Recall from Subsection that the Linearize(1) step
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transforms the Macaulay matrix into a matrix of the form <é Z), by inter-
changing rows (and columns). Here I is an identity matrix, and A is a matrix
over F[z1,. .., 2g]. The resulting matrix of the Linearize(1) step is A, and let
« be the number of columns of A. For a = (ay,...,ar) € F’;, we denote by
A®@) (resp. M(Ygg, 3;@)(3)) the matrix obtained by substituting (ay, ..., ax)
to (z1,...,xk) in A (resp. M(:SQ(%, ﬂég)) Since an evaluation of zj,...,zy
and elementary row operations over Fy[z1, ..., zy] (without multiplying rows by
elements in F,[z1,. .., zx] of degree > 1) are commutative, we have the following:

Lemma 2. With notation as above, we have
a — rank(A®) = | 75| — rank(M(FL), 7)) @).

Furthermore, we also suppose the following assumption, in order to estimate the
value of DPXL:

Assumption 2. For any a = (ay,...,a5) € IFZ, we have that the sequence
F@) .= (fl(a), ce 7(;‘)) with fi(a) = fila1,...,ak, Tpt1, ..., Ty) satisfies the fol-

lowing conditions.

(i) F® has at most one root (counted with multiplicity) over an algebraic clo-
sure Fy of F,.
(ii) (F@)*P js semi-regular (hence it has no root other than (0, ...,0) GIE‘Z*’“).

This assumption is expected to hold since F(®) is highly overdetermined (see [33,
Section 4.4] for arguments on (ii)). From the above lemma and assumption, we
then obtain

o — rank(A®) = coeff ((1 — )=l (g ZD) ,

if D is lower than Dtz ™ as in Corollary |1} where
—-k) _ - m—(n—k) m  _d
Dgg )—mln{d ‘coeff ((1—,2) 1+2)",z ) §O}. (3.2)

Similarly to Remark [T} from Assumption [2] we obtain a practical estimation
Dpxy~ D" :=min {d ) ‘coeff((l — )Ty zd> < 1} . (3.3)

Indeed, we experimentally confirmed that PXL finds a solution at D = Dg"ik).
Note that Dgn_k) > D[()”_k) for the bound D[()n_k) given in (2.8) for h-XL, but
the equality holds in most cases. We also note that, as a theoretical upper-bound

on Dpx, in the worst case, we expect from Theorem [2|that Dpxy, < 2D§Zg7k) —1.
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3.5 Relationships with XFL and Crossbred

Remark 3 (Relationships with XFL [T][5]]]). We here briefly discuss the rela-
tionship between our algorithm PXL and XFL [1454] proposed as a variant of
h-XL. XFL is roughly described as follows: First, the k variables to be fixed are
chosen and generate a shift of the given system by all monomials in the remain-
ing n—k variables up to some degree D —2. Second, construct a Macaulay matrix
(over F,, but not over F,[z1,...,xx]) of the shift with respect to all monomials
in the whole n variables up to the degree D, and then eliminate only monomials
of degree D including only the n — k variables. Third, substitute actual values
for the k variables, and execute XL for a system in n — k variables obtained by
the substitution.

The first step of XFL clearly coincides with the Multiply step of our PXL.
The main difference of XFL from PXL is the second step: The second step of
XFL eliminates monomials in the n — k variables of degree D, and it corresponds
to eliminating only P.M [yék), ﬂlgk)} in the second step of our PXL (in fact, PXL

eliminates every block PM [Yd(k), ﬂd(k)] with 2 < d < D). Therefore, PXL can
be regarded as an extension of XFL, and the size of the uneliminated part of the
second step of XFL is larger than that of PXL.

Remark 4 (Relationships with Crossbred [35)]). This remark explains the differ-
ence between our PXL and the Crossbred algorithm proposed by Joux and
Vitse [35], from the following two points: (i) The parts of Macaulay matrices
echelonized before the fixing step, and (ii) Our original structure of Macaulay

matrices over the polynomial ring F[z1,...,zx], where xq, ..., z) are variables
to be fixed.

First, the parts of Macaulay matrices echelonized before the fixing step for
PXL are definitely different from those for Crossbred by the following reason:
Crossbred eliminates monomials in which the degree of the remaining n — k
variables is larger than a given degree, whereas our algorithm PXL eliminates

rank (PM[&”;IC), Zl(k)]) monomials among degree d monomials in the n — k

variables for each 2 < d < D. This could cause a difference in the estimations of
the degrees D (for which a root is found) and the complexities.

Second, our Macaulay matrix is constructed over Fy[x1, ..., zx] by regarding
each polynomial in Fy[zq,...,x,] as an element of the polynomial ring in the
n — k variables over F,[x1,..., x|, unlike Crossbred, which uses a Macaulay
matrix over the base field F,. In our Macaulay matrix over Fy[z1,..., x|, row
operations adding a multiple of one row with one variable z; with 1 < ¢ < k
into another row can be realized. By contrast, such a row operation cannot
be performed in the standard Macaulay matrix over F, clearly. Therefore, row
reductions performed in our PXL cannot be duplicated in the standard Macaulay
matrix over [y, and thus row reductions of our PXL performed before fixing the
values of k variables are different from those of Crossbred.
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3.6 Toy Example
We here solve an MQ) system F = (fi, fa, f3) in n = 3 variables (z1, 22, 3) over
F7 of m = 3 polynomials

fi= 51‘% + 62120 + 4x123 + Tox3 + 5x§ + 4z + 5xo + 3,

fo= 4x% + 5x120 + 42123 + 313 + bxoxg + xg + 6x1 + 229 + 323 + 2,

f3 = Qx% +4x1T0 + 21‘% + 6x§ + 621 + o + 33 + 2,

= 4; in fact, we can take D = 3 by Dgn_k) =3
= 3 in Theorem , but we take D = 4 for a

by our PXL with k =1 and D
from (3.3) (or 2dyeg(F*™P) — 1

demonstration.
Then the Macaulay matrix PM of F at degree D over Fr[z1] is given as

x2f1 1 5 6x1 +5 4xq
2 [ 3 5 1 521 +2 4z + 3
w%fg, 2 6 4xy +1 3
zowg f1 1 5 6z, +5 4z
wpwg fa 3 5 1 521 + 2 4z + 3
wows fa 2 6 4z, +1 3
x3f1 1 5 6x1 +5 4z
a:%fg 3 5 1 5x1 + 2 4x1 + 3
w2 f3 2 6 41 +1 3
=2 f1 1 5
z2 f2 3 5 1
z2f3 2 6
z3f1 1 5
z3fo 3 5 1
z3f3 2 6
f1
f2
f3
z3 zgxg «3 zg z3 1
522 4+ 4xy + 3
422 4+ 6z + 2
227 4+ 6z + 2
51? +4x, + 3
41? + 6x1 + 2
222 4 6z + 2
522 4 4z, + 3
422 4 6z + 2
222 4 6z + 2
6x1 + 5 4z, 5x7 +4x1 + 3 ’
51 + 2 4z1 + 3 425 + 621 + 2
4z +1 3 227 + 621 + 2
6x1 + 5 4z Sxf + 4z, + 3
51 4 2 4z1 + 3 422 4 621 + 2
4z +1 3 222 4 6z + 2
1 5 6x1 + 5 4xq Sxf +4x, + 3
3 5 1 5y + 2 4y + 3 422 + 621 + 2
2 6 dzy +1 3 222 + 621 + 2

and this can be regarded as a block matrix with the following form:

Pmztt, )

Pmztt), 7

Pmizft), 7

pmizft) 7D

pmz{D 7 ()

PmzsD, 7 D]

PmziD, 7 D]

M 7 D)

PV, 7D

PV, 7 D)

PmizsD, D)

PmLD, 7]

PmziD, (D)
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In the Linearize(1) step, we first perform the Gaussian elimination on
PMLZM, 7], and then PM[#", 7)) is changed into

25 23wy 2323 woxd o} x5 23xy w3 3 x3 zoTy x3
1 4z1 +3 2 6xy +3 622 + 221 +3 327 + @y
1 521 +3 321 +2 531 4+ 6 322 + w1 +6 622 + 23
1 321 +6 3z + 1 621 +3 6w21+2ml+5 323 + @y
1 501 +3 22; +5 @1 +5 322 + @1 +6 627 + 2 +2
1 |62;4+5 #1+6  ap 521 5m%1+4m1+3 311%+m1+1 23 + 521 +2 |-
20y +5 @ 5z +6 2? +6xy +5  6x7 4 2x
3z +6 3 4z 41 6:]%+2zl+5 12]2+611+6
3x1 +6 3 4wy 41 623 + 27 +5 @7 + 6x1 + 6
621 +5 3wy +3 6wy +2 4wy +2 | 527 + 4wy + 3 2 222 + 3a7

Note that the first five rows of the above matrix can be ignored after this elimina-
tion. We then eliminate elements of PM [yél), 93(1)], and then PM [,5”3(1), 91%)]
is changed into

lg .Lg.Lg fL‘Q(L‘g lg .Lg xroI3 Ig xro xr3
1 41 +3 2 6z +3|627 +221+3 327+ a4
1 51 +33x1+25x1+6 3m%+x1+6 6x%+2x1

1 3r1 +63x1+16x1 +3 6x%+2x1+5 3:5%—1—331
1521 +32x1+5 21+5 39&%—&—9&1—&—6 61‘%4—21‘1—!—2
3r1+6 3 dx; +1[6224+221+5 22 +621+6
41 +3 221 3x1+5 2x%+5x1+3 5x%+4x1

Then using the leading coefficient of this partly reduced P.M [yél), %(1)], we
eliminate nonzero elements of the last four rows of PM [,5”4(1), 33(1)], and then
the last four rows of PM [Yzfl), 91(?] becomes the following form

Ig T2T3 I% T2 3
234621 +3 223 +x1+5 227 + 521 + 2423 + 327 41 +4 2t 4+ 3m
322 +4z1 3z +5z1+1  6x1+3 522 +3z1 + 1 322 + 14
521 +3 327 4+3x1 46322 +3x1+5 322 +21+6 522 +3x1+5
5x7 + 4z + 3 2 227 +3x1 | 523 + 327 + 321 4+ 1 623 +3x1 +3

Similarly, we perform the (d)-1, (d)-2, and (d)-3 steps with d = 2, and then the
resulting matrix of the Linearize(1) step is given as

T2 T3 1
523 + 371 + 2 323 + 522 + 221 + 3 4a] + 323 + 627 + 3w + 6
33 + 222 + 271 +3 623 + 322 + 621 + 2 22} + 223 + 522 + 2
623 + 61 + 6 423 + 622 + 31 + 3 221 + 323 + 222 + dxy + 1
323 4 3x1 + 1 323+ a1 +1 )
627 + 271 + 5 627 + 6z1 + 3 323 + 2%

In the Fix step, we here substitute z; = 3 and obtain the following matrix
by the Gaussian elimination

I2131
1 4
11)°
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Then, we can obtain two univariate equations zo +4 = 0 and x3 + 1 = 0, and
thus a solution is (z1, z2,x3) = (3,3, 6).

4 Complexity

In this section, we first estimate the size of the resulting matrix of Linearize(1).
After that, we estimate the time complexity of PXL and compare it with those
of h-XL, h-WXL, and Crossbred. We take D to be D§"7k) so that PXL can find
a solution (as described in Subsection .

4.1 Size of resulting matrix of Linearize(1)

Let o be the number of columns of the resulting matrix of Linearize(1). In the
following, we estimate the value of this «;, and show that it can be quite smaller
than the number of the columns of the original Macaulay matrix PM. We also
describe that the resulting matrix of Linearize(1) can be assumed to be an
a X o matrix.

As in the proof of Lemma [l we denote by ¢; the sum of degree-2 terms
with respect to Zgy1,...,2, in f;. Note that ¢; = f{P(0,...,0, 1, .., o)
for each i with 1 < i < m. Then, by putting FEPF) = (q,... qn), it is
straightforward that the elements in the shift yd(k)(F(tOp’k)), which is equal
to ((yd(k))tol’)|(x17___7$k)=(07,__,0), correspond to the rows of PM [Yd(k), %(k)}, for
each non-negative integer d. We have that the number of columns eliminated
in the step (d)-1 of Linearize(1) on PM [Yd(k), %(k)} is equal to the rank of
’P./\/l[y;k), gd(k)], that is dimp, (yd(k)(F(mp’k)))]Fq. Therefore, we have

D
a =178 =" dimg, (73 (FPR))g.
d=0

I
M 1= 21

‘%(’f)‘ o dim]Fq <y;k)(F(t°p’k))>Fq>

/N /N

dimg, Fo[Tri1,. .., 2n]q — dimp, <F(t0p,k)>d)

dimp, Fy[zpit, - .. wn]a/ (FEPR) g, (4.1)

QU
Il
=)

where we used <§”;k)(F(t°p’k))>mq = (F(top.k)) ; since all the elements in the se-

top,k)

quence F = (q1,--.,qm) are homogeneous. Here, we suppose the following:

Assumption 3. The sequence F(°Pk) — (q1,---,qm) of homogeneous polyno-
mials in Fg[Trs1, ..., Tn] is semi-reqular, where g; is given in (3.1)) of the proof
of Lemma[1].
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Under this assumption, the value of (4.1)) can be estimated as

a= zD:max {coeff ((1 — )" (™ ,td) ,0} (4.2)

d=0

by Proposition |1} Note that this can be quite smaller than (”_grD ), which is
the number of the columns of the whole Macaulay matrix PM. For example,
when n = m = 40 and k = 10, the degree D for which PXL could succeed is
estimated as 10 by , and then o and (”UISJFD ) are approximately 22! and
230 respectively.

Recall from Remark [2| that PXL randomly chooses approximately |9SUB|
independent rows from the whole Macaulay matrix PM. When j;k) denotes
the subset of y;k) including polynomials corresponding to randomly chosen rows
and r((ik) denotes the rank of PM [j;k), %(k)], the number of rows of the resulting
matrix of Linearize(1) is equal to 25:2 <|f5’zd(k)| - rgk))7 and we suppose the

following approximation:

D
S (101 =) ~ a (43)

d=2

This can be realized by avoiding choosing too many rows from yg@), and, by
doing so, the size of the resulting matrix of Linearize(1) is approximately a X a.

4.2 Time complexity

In this subsection, we estimate the time complexity of PXL. Here, C(4); (resp.
C(ay2> C(4)3) denotes the estimation of the sum of the number of operations in
F, required for (d) — 1 (resp. (d) — 2, (d) — 3) in the Linearize(1) step for all
d with 2 < d < D. Furthermore, Cfx (resp. Cji2) denote the estimation of the
number of operations in F, required for the fix (resp. Linearize(2)) step. These
estimations are determined from the number n of all variables, the number k
of guessed variables, the degree bound D (which can be taken to be Dgn_k)
given in (3.3)), and the size « of the resulting matrix of Linearize(1). After
obtaining each of these five estimations, we give a practical estimation of total

time complexity by (4.8]) below.

Time Complexity of (d)-1. Recall that the (d)-1 step performs Gaussian elimi-
nation on PM [jd(k), fd(k)], and its complexity is given as max{|jd(k) l, |9d(k) [}«
for each d with 2 < d < D. Since we have 3.7, max{\j;k” — |§d(k)|,0} <a
from , an upper bound on the sum of the complexity estimation of the (d)-1
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step for all 2 < d < D is given by

D D «
> max{| 7], |77} < (Zmax{y;k)|,|%(k)|}> < (17481 +a)
d=2

d=2

<@ 7D =0 (("EP)°).

where we used the equality

D D

~(k k >(k k k
S max {217} = 3 max{|.2] — |77, 0} + |75,
d=2 d=2

Therefore, we set C(d)l to be (n—g—O—D)w.

Time Complexity of (d)-2. In each (d)-2 step, the complexity of executing the
same row operations as those in (d)-1 step is estimated as that of multiply-
ing a square matrix over F, of size |<Y7;k)| X \jd(k)\ to the polynomial ma-

trix 73/\/1[5%1(]6), Z;]C_)Q);(d_l)] from the left. Note that PM[jd(k), 9(;]6_)2);((1_1)]

is a sparse matrix, since PM [fd(k), . <U(€C)l_1)] does not change from the original

structure at the beginning of the (d)-2 step by the same discussion as in Sub-
section [3.3] where each row of it has at most n — k + 1 non-zero entries. Thus,
multiplying the two matrices are done in O((n — k) - |j;k)\2) additions and
scalar multiplications in Fy[z1, ..., z%]. Since polynomials appearing in each ad-

dition or scalar multiplication have degree < 2, its cost is bounded by O ((k'f))
with naive approach. Considering above together, each (d)-2 step has complex-
ity O ((kJ2r2) “(n—k)- |<77d(k)|2), and hence the total complexity of (d)-2 for all
2 <d < D is given by

D 2
(53 = k) 1ZPR) < (742 - (= k) (Z | jd(k)|>
d=2
(k;2) -(n—k)- |<7§(]1€3)|2
0 (k- (m—b)- (7)),

>

d=2

and thus C4) is set to be k2 (n—k)- (n7g+D)2'

Time Complezity of (d)-3. To estimate the time complexity of (d)-3 for all d
with 2 < d < D, we use the following lemma;:

Lemma 3. At the time of executing the (d)-3 step with 2 < d < D — 1, the

degree of every element of PM ['52((;1)1);@ yd(k)] is lower than or equal to D —d.
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Proof. By the induction, we prove that at the time of starting the (d)-3 step,
the degree of every element of PM[.% d+1) D y(k)] and PM [‘Sﬂ((dkln e ﬁd(f)l] is
lower than or equal to D —d and D —d+1, respectively. In the case of d = D—1,
the above statement clearly holds. In the following, we show that, if the statement
holds when d = d’ with 3 < d’ < D — 1, then it also holds when d = d’ — 1.
Before executing the step (d')-3, it is clear that PM [‘Z(;’Ll);l?’ yd(/k_)Q] is a zero
matrix. Then, the (d’')-3 step adds row vectors, which are obtained by multiplying
rows corresponding to yd(/k) by a polynomial with the degree D — d’, to rows
d’+1) . Here, the degree of each entry of PM [jé,k), %(/k,)l]
and PM[Y, d,k), %,72] are at most 1 and 2, respectively. Hence, through (d’)-3,
the degree of each entry of PM [Y(dk,)Jrl) D 9(, 5] becomes at most D — d' + 2

and that of PM[7 d’+1) D fd(,k_)l] remains at most D — d’ + 1, Therefore, the
statement holds in the case where d = d’ — 1, as desired. O

corresponding to 5”

Each (d)-3 step eliminates the corresponding columns using the leading co-

efficients of PM [jd(k), ﬂd(k)]. More concretely, for each 7 with 1 < i < ry, we
conduct row operations to eliminate the non-zero entries in the column to which
the leading coefficient of the i-th row of P.M [Yd(k), ﬂd(k)] (in reduced row ech-
elon form) belong, where r4 is the rank of PM [j;k), yd(k)]. Such the non-zero
entries to be eliminated are ones of PM [;7((;4)_1) D ﬂd(k)], and we suppose from
(4.3) that the number of them is at most « for each i. In each elimination
process, we multiply the i-th row of PM[.7; 7 (k) ﬂ(gc 2); 4] by a non-zero polyno-
mial in Fylxq,..., 2] of degree at most D — d (this degree bound comes from
Lemma7 and then add the multiple to a row of PM [LV((;H D 9(55)2)#}. Since
each entry of PM[.7) o(k) 9d 2)d

at this point, and since PM [Y(k) ﬂ(dk)z) 4] has |.7, (d 2) 4l = (|9(k)| columns,

each elimination process is done in O ((kém) (k+D d) |<7(k)|> with a naive
approach. The total number of these elimination processes is upper-bounded by

rq - «, we estimate the complexity of the (d)-3 step as
k+D—d\ (k+2 (k) k+D—d\ (k+2 n—k+d—1y2
O (522 - (57 -ara- 1 7{) <O (4259 - (47) - (F447)
Note that the (D)-3 step can be omitted since PM[.7. <(D 1) 9(k)} is a zero

matrix. Consequently, the sum of the complexities of the (d)-3 step for all d with
2<d<D—1is estimated by

((%d) ()0 <”*k;“>2)

] is a polynomial in ]F qlz1, ..., zx] of degree < 2

]

d

||
v



Putting d' = k + D — d, one has

D-1 k+D—2 , ,
DN Gy B (s B WIN (S1 Crmvaing
d=2 d'=k+1
n+D—1
/ D-1)-d’ n+D— n
< D> @OEEEY) = (I = ()
d’'=0

from a formula similar to Vandermonde’s identity. Therefore, the right hand side
of (4.4)) is upper-bounded by

O(k-a-("5P)- ("5).

and thus we set C(g)3 to be k2o ("7kD+D) . ("J{)D).

Time Complezity of Fix. The size of the resulting matrix of Linearize(1) is
approximately a X « due to the discussion in Subsection and the degree
of every element in the matrix is lower than or equal to D from Lemma
Therefore, the time complexity of Fix is estimated as that of substituting &
values to 1, ...,z in o polynomials with degree D in Fy[z1, ..., zx]. When we
use a naive approach, the complexity of evaluation of a polynomial with degree

d in k variables is estimated by (kji'd). Therefore, Cy is given by

Chix = qk : O£2 : (k-ED)a (45)
since the Fix step is iterated for any values of x1, ..., xk.

Time Complexity of Linearize(2). The Linearize(2) step performs Gaussian
elimination on an a x o matrix over F,, and thus we estimate Cji» by

Cia = ¢" - 0, (4.6)

considering ¢* times iterations.

Rough Estimations of Time Complexity Here, we present a more com-
pact formula for the time complexity of PXL. Comparing the estimations C(4)2
and C(gy3, we can easily confirm that the value of C(4)3 is larger than that of
Cl(a)2- Furthermore, comparing the estimations C(4); and C(4y3, we experimen-
tally confirmed that, for the case where 10 < n < 100, m = n, 1.5n, 2n, and
k is the value minimizing the sum of the above five estimations, the value of
C(ay3 is always much larger than that of C(4); (e.g., C(qy1 and C(g)3 in the case
where n = m = 100 with ¢ = 28 is approximately 2210 and 22°%, respectively).
These facts indicate that the complexity of the Linearize(1) step is dominated
by C(qy3 for practical cases, and it is estimated as follows:

O (k- ("5P)- ("57)). (4.7)
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Table 1. The number of field operations approximated by power of 2 between
PXL (&38), h-XL (2:6), h-WXL (2.7), and Crossbred [22], the optimal number k of
guessed variables of PXL, the value of D = Din_k) estimated in , and the estimated
size a of the resulting matrix of Linearize(1) on the MQ system with n = m = 20,
40, 60, and 80 over Fys (above) and over Fs; (below).

n=m 20 40 60 80
w 2.37 2.81 2.37 2.81 2.37 2.81 2.37 2.81
h-XL, 275 285 2134 2153 2194 2221 2252 2287
h-WXL 275 275 2129 2129 2182 2182 2234 2234
FQS Crossbred 265 274 2123 2137 2180 2201 2237 2265
PXL 262 264 2117 2121 2169 2178 2220 2233
k 3 3 6 5 8 7 10 8
D 9 9 14 15 19 20 24 27
a 214 214 227 229 242 244 256 260
n=m 20 40 60 80
w 2.37 2.81 2.37 2.81 2.37 2.81 2.37 2.81
h-X1, 266 273 2119 2131 2170 2191 2221 2246
h-WXI, 265 265 2116 2116 2162 2162 2208 2208
]FS]. Crossbred 257 262 2109 2117 2158 2170 2208 2224
PXL 257 257 2105 2107 2152 2158 2197 2208
k 5 5 8 8 11 10 13 12
7 7 12 12 16 17 21 22
a 211 211 224 224 237 238 251 253

By using this estimation on C(g3, the time complexity of PXL is roughly esti-
mated by C(d)3 + Chy + C|i2, say

O (K- ("BP) - (BP) - (02 (5P) +a*)). (4.8)

4.3 Comparison

We compare the complexity of our PXL with those of h-XL, h-WXL, and Cross-
bred with our motivation towards contribution of PXL to evaluating the security
of MPKCs. Following the security estimation of [9], we choose h-WXL among the
XL family as a target for comparison. We also adopt the complexity of h-XL on
which h-WXTL is originally based (in fact, h-XL is the most basic method in the
framework of the hybrid approaches with XL) and that of Crossbred recognized
as the theoretical most efficient algorithm for some parameter sets in [6]. Recall
that the complexities of h-XL, h-WXL, Crossbred, and PXL are estimated by

(12.6]), (2.7), [22] and (4.8)), respectively, where the estimation (4.8)) for our PXL
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is obtained by supposing practical Assumptions [2] and [3] and Heuristic [T} Note
that, for fixed n, m, and ¢, each of the four approaches chooses the number k of
guessed variables (and D and d for Crossbred) so that its complexity estimation
becomes the smallest value, and thus the value of k depends on each approach.
Furthermore, we here take the exponent of matrix multiplication w as 2.37 [29)
and 2.81 [50]. As we will see below, PXL is theoretically more efficient than other
algorithms in the case of n = m (this is the case where hybrid approaches for
the MQ problem work most efficiently).

Tablecompares the bit complexities of PXL, h-XL, h-WXL, and Crossbred
on the MQ system of m equations in n variable with n = m over Fos and Fs;.
These orders of the finite fields are chosen following the MQ challenge [57],
and in particular, ¢ = 28 = 256 is also suggested as a parameter of [9]. Note
also that we do not choose ¢ = 2 since exhaustive searches are known to be
effective in this case. Specifically, Table [1| shows the bit complexities of the
four approaches, the optimal k& of PXL minimizing the value of , the value
of D = DY“’“) estimated in (3.3)), and the estimated size o of the resulting
matrix of Linearize(1) obtained from for the case where n = m with
n € {20,40,60,80}. For example, when ¢ = 2%, n = m = 80, and w = 2.37, the
complexities of h-XL, h-WXL, Crossbred, and PXL are approximately estimated
as 22529234 9237 and 2220, respectively. As a result, we expect that PXL has the
less complexity than those of other algorithms especially in the case of w = 2.37;
we also expect that similar results will be obtained in other finite fields from the
form of the complexity estimation .

On the other hand, we confirmed that PXL is not efficient in highly overde-
termined cases. This is because, in such overdetermined cases, k is set to be a
very small value for efficiency.

Remark &5 (Space Complezity). The memory space consumed by PXL is upper-

bounded by O ((kED) . (”71’#’3)2), since the degree of every element of the

Macaulay matrix and its transformed matrices in Linearize(1) is at most D
through an execution of PXL from Lemma|3] This estimation cannot be directly
compared with other algorithms, since the values of the following two parameters
depend on one’s choice of an algorithm: The degree bound D (for the success of
the algorithm) and the number & of fixed values.

On the other hand, focusing on the sparsity /density of matrices, we predict
that PXL is not efficient compared with h-WXL in terms of the space complexity
for the following reason: Through the elimination process of Macaulay matrices,
WXL can deal with a Macaulay matrix as a sparse matrix due to Wiedemann’s
algorithm, whereas PXL maintains some dense submatrices. Considering this
together with the time complexities for practical parameters, we conclude that
the relationship between PXL and h-WXL would be a trade-off between time
and memory.
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Fig. 1. Comparison between the estimation of complexity by (4.7) and the execution
time of the Linearize(1) step on an MQ system with n = m over Foa.

5 Experimental Results

We implemented the proposed algorithm PXL in the Magma computer algebra
system (V2.26-10) [I0], in order to examine that it behaves as our complexity
estimation provided in Section [4 (As it will be described below, note that our
current implementation is not optimized one, see also Remark @) We also con-

firmed in our experiments that PXL outputs a solution correctly at D = D;"_k)
as estimated in .

First, we confirmed that the Linearize(1) step behaves as in . The
reason why we focus on the behavior of the Linearize(1) step is the following:
In the estimation of the total time complexity, only C(4)3 is specific to
our estimation in theory, while the later parts Cfx and Cj, for the Fix and
Linearize(2) steps just come from known complexity estimations. Figure
compares the execution time of the Linearize(1) step and the bit complexity
on the system with n = m from n = 13 to n = 19 over Fy4, and the number
k of fixed variables is chosen so as to minimize the value of (4.8). As a result,
Figure [1]shows that the execution time and our estimation ve almost the
same behavior, which indicates that the estimation would be reliable.

On the other hand, our current Magma implementation of the Fix and Lin-
earize(2) steps does not show the similar behavior as our complexity estima-
tion, due to the use of unoptimized implementation. For example, in the case of
n = m = 16 with k = 5, Linearize(1), Fix, and Linearize(2) took 10 min.,
40 hr., and 30 min., respectively, whereas the estimated numbers of field op-
erations of these three steps from (£.7), (4.5), and are 239, 244 and 239,
respectively. We observe that this inefficiency of the latter two steps (in particu-
lar Fix with a lot of for-loops) is due to the use of Magma’s interpreter language.
Using compiler languages such as C instead could be a solution to resolve this
problem, but we must newly implement the arithmetic of matrices and polyno-
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mials efficiently, which is not the topic of this paper. We leave such an efficient
implementation with compiler languages to future work.

Remark 6. We remark that here we do not compare the execution time of our
PXL with that of any other variant of XL, since the practical behavior deeply
depends on how one implements the arithmetic of matrices (and polynomials)
efficiently, which is not the topic of this paper. For a fair comparison, providing
optimized implementations of several variants including PXL is required, and it
is a very important task for practical cryptanalysis.

6 Conclusion

We presented a new variant of XL, which is a major approach for solving the MQ
problem. Our proposed polynomial XL (PXL) eliminates the linearized mono-
mials in polynomial rings to solve the system efficiently, and we estimated its
complexities. Given an MQ system of m equations in n variables, the proposed
algorithm first regards each polynomial in n variable as one in n — k variables
Tk+1,- - -, Tn, whose coefficients belong to the polynomial ring Fy[z1, ..., x]. We
then generate a Macaulay matrix over Fy[z1, ..., zx], and partly perform the row
reduction (Gaussian elimination). Finally, random values are substituted for the
k variables, and the remaining part of the (partly-reduced) Macaulay matrix is
transformed into the reduced row echelon form. Partly reducing the (polynomial)
Macaulay matrix is done mainly on submatrices over F, (not over F,[z1, ..., zx])
with arithmetic of polynomials in F,[z1,...,x] of bounded degree, and under
some practical assumption and heuristic (Assumption [3] and Heuristic [1)), the
remaining part is expected to have size much smaller than the original one. This
construction can reduce the amount of field operations for each guessed value,
compared to h-XL. Supposing the above assumption and heuristic and additional
but still practical one (Assumption 7 which assumes the affine semi-regularity
of polynomial sequences, we gave an asymptotic estimation of the time complex-
ity of PXL, which implies that PXL could solve the system faster in theory for
the case of n = m than h-XL, h-WXL, and Crossbred. On the other hand, PXL
might be less efficient than h-WXL with respect to the space complexity.

This paper discusses only the quadratic case, but, as in the plain XL, the
proposed algorithm can be also generalized to higher degree cases. Therefore, one
considerable future work is to analyze the complexity of PXL on such higher de-
gree systems. Furthermore, for a comparison of the practical time-efficiencies of
our PXL and other XL variants, it is important to implement PXL (and the other
variants) efficiently. In our experiments, we implemented PXL over Magma, but
this can be more optimized by using an alternative (compiler) programming
language, e.g., C. Note that there will be a drawback that the construction of
our PXL over the polynomial ring prohibits the use of existing linear algebra
libraries, which are often heavily optimized. Therefore, to provide such an opti-
mized code for PXL will be a challenging task. Finally, we leave the analysis of
the effect of PXL on the security of various multivariate signature schemes to a
future work.
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A Semi-regular sequences

We here review the notion of semi-regular sequence, which is introduced first
by Bardet et al. (e.g., [3], [4], [5]). Semi-regular sequences are formulated also
by Diem [18] in terms of commutative and homological algebra. See also [40,
Section 2] for a survey.

We use the following notation: Let R = K|x1,...,x,] be the polynomial ring
of n variables x1, ..., x, over a field K. For a finitely generated graded R-module
M = @ e, Mg (namely My is the degree-d homogeneous component), we denote
by HF 'y, its Hilbert function, namely HF y;(d) = dim g M, for each integer d, and
denote by HSy, the Hilbert series of M, say HSas(2) = > 0 HFam(d)2¢ € Z[2].
For a sequence (f1, ..., fm) of homogeneous polynomials in R of positive degrees,
let Ko(f1,-..,fm) denote the Koszul complex on the sequence (see e.g., [32,
Section 7.6] for its definition), and let H;(Ko(f1,..., fm)) be its i-th homology
group. In particular, the first homology group is a finitely generated graded
R-module given by

Hl(Ko(f1> ey fm)) = Syz(fh .. .,fm)/tsyz(fl, .. -afm)a (A1>

the sum of whose homogeneous components of degree less than or equal to d is
denoted by H1(Ke(f1,..., fm))<a for each d € Z. Here, syz(fi,..., fm) denotes
the module of syzigies on (f1,..., fm), say

syz(f1,- s fm) = (b1, ) € D R(—d))e; o,

where each R(—d;) is the shifted graded ring given by R(—d;)q = Rq_q, for
d € Z, and where each e; denotes a standard basis element. On the other hand,
tsyz(fi,..., fm) is defined as an R-submodule of syz(fi,..., fm) given by

tsyz(fi,..., fm) == (ti; == fie; — fje; : 1 <i < j<m)g,

which is called the module of trivial syzigies on (f1,..., fm)-
We first recall the definiton of d-regular sequences:

Definition 1 ([4, Definition 3], [1I8, Definition 1]). Let f1,...,fm € R
be homogeneous polynomials of positive degrees dq, ..., d., respectively, and put
I={f1,..., fm)r. For each integer d with d > max{d; : 1 < i < m}, we say
that a sequence (f1,..., fm) is d-reqular if it satisfies the following condition:

— For each i with 1 < i < m, if a homogeneous polynomial g € R satisfies
gfi € (f1,..., fi-1)r and deg(gf;) < d, then we have g € (f1,..., fi—1)r-

The (truncated) Hilbert series of d-regular sequences was determined by
Diem [18], as in the following proposition:

Theorem 3 (cf. [I8, Theorem 1]). We use the same notation as in Definition
. Then, the following are equivalent for each d with d > max{d; : 1 <i < m}:
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(1) The sequence (f1,-.., fm) of homogeneous polynomials is d-regular.
(2) We have
[, (1 — =5)

1= (mod z%). (A.2)

HSR/(f1, o pm) (2)

(3) Hl(KO(fla .- -afm))ﬁd—l =0.

Recall that a finitely generated graded R-module M is said to be Artinian if
there exists a sufficiently large D € Z such that My =0 for all d > D.

Definition 2 ([4, Definition 4], [5, Definition 4]). For a homogeneous ideal
I of R, we define its degree of regularity dyeg(I) as follows: If the finitely generated
graded R-module R/I is Artinian, we set dreg(l) := min{d : Rq = Iq} with
I; = I N Ry, and otherwise we set dieg(I) := 00. We also denote dieg(I) by
dreg(F) for a subset or a sequence F of homogeneous elements in R generating
the homogeneous ideal I.

Definition 3 ([4, Definition 5], [5, Definition 5]; see also [18], §2]). 4
sequence (f1,...,fm) € R™ of homogeneous polynomials of positive degrees is
said to be semi-regular if it is dyeg(I)-regular, where we set I = (f1,..., fm)&-

The semi-regularity is characterized by equivalent conditions in the following
proposition:

Proposition 1 ([18, Proposition 1 (d)]; see also [5, Proposition 6]). With
the same notation as in Definition |1, we put D = dieg(I). Then, the following
are equivalent:

(1) The sequence (f1,..., fm) of homogeneous polynomials is semi-regular.

(2) We have
" (1—zdﬂ')]

HS gy (2) = [Hﬂ'—l (A.3)

(1—2z)
where || means truncating a formal power series over Z after the last con-
secutive positive coefficient.

(3) Hi(Ke(f1,---1 fm))<p-1 =0.

Note that, by Definition (3} if (f1,..., fm) is semi-regular, then the degree of
regularity dreg(I) coincides with deg(HSg,7)+1, where we set I = (f1,..., fm)R-
Finally, we recall the definition of an affine semi-regular sequence:

Definition 4 ([5, Definition 5]). A sequence F = (f1,..., fm) € R™ of not
necessarily homogeneous polynomials of positive degrees is said to be semi-reqular
if the sequence F'P = (fi°P ... fioP) is semi-regular . In this case, the sequence
F is said to be affine semi-reqular.
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