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Abstract

In this paper we analyse three improved authenticated group key agreement
schemes, all of which are based on the conference key distribution systems
proposed by Burmester and Desmedt. We show that all the schemes suffer
from a type of impersonation attack, although these schemes are claimed to
be secure.

1 Introduction

Burmester and Desmedt [1] have proposed a series of conference key dis-
tribution schemes based on public key cryptography. In order to achieve
security against active adversaries, Burmester and Desmedt also presented
a scheme to guarantee the authenticity of messages exchanged. Choi, Hwang
and Lee [2] have proposed two ID-based group key agreement schemes using
bilinear pairings. One of their schemes is an unauthenticated variant of one
of the Burmester-Desmedt scheme [1] using bilinear maps, and the other is
an ID-based authenticated scheme based on the former protocol (referred to
here as the CHL scheme). Du et al. [3] have proposed a similar ID-based
authenticated group key agreement scheme (referred to here as the DWGW
scheme).

Zhang and Chen [4] have pointed out that an impersonation attack can eas-
ily be mounted against the CHL and DWGW schemes (The same attack
against the CHL scheme also appeared in [5]). They also proposed a mod-
ified scheme designed to prevent this impersonation attack. Du et al. [6]



proposed a different modification to their scheme [3] to address the same
attack. However, in this paper we show that both the improved schemes in
[4, 6] are still vulnerable to impersonation attacks.

2 The schemes, attacks and improvements

In this section, we review the CHL and DWGW schemes as well as the the
threats and described improvements in [4, 6]. Due to the similarity of the
two schemes, we first describe the DWGW scheme, and then briefly describe
how the CHL scheme differs.

2.1 Description of the DWGW scheme

The DWGW scheme is built upon an ID-based public key infrastructure,
which consists of a Key Generation Center (KGC) and a number of users.
The system parameters are {G1,Go,e,q,P,H,H;}, where G; is a cyclic
additive group generated by P whose order is a prime g, Gy is a cyclic
multiplicative group with the same order ¢, and e : G1 xG1 — (> is a bilinear
pairing. H and H; are two cryptographic hash functions, H : {0,1}* — Z,
and H; : {0,1}* — Gy.

System Setup: The KGC chooses a random number s € Z;, computes
its public key P, = sP, and keeps s as its secret master-key. Each user
U; with identity ID; € Z; obtains a public and private key pair < Q; =
H\(ID;),S; = sQ; > from the KGC.

Suppose a collection of n users (n > 2) wish to establish a session key; with-
out loss of generality suppose the users are Uy, Uy, ---, U, (with identities
IDy, IDy, ---, ID,). They execute the following key agreement protocol.
It should be noted that the arithmetic on subscripts is computed modulo n.

e Round 1. First, each user U; chooses and keeps secret a random
value N; € Z;, and then computes and broadcasts < Y; = N;P, T; =
H(Y;)S; + NPy > to all the other participants.

e Round 2. Each user U; verifies that:
6( Z T‘jvp) :e( Z (H(}G)Q]+)§)¢Ppub)

Then, U; computes and broadcasts X; = e(Ppyp, Ni(Yig1 — Yi-1)).
e Round 3. Each user U; now computes the session key as:

K = e(Ppup,nNiYi) XX Xy

= (P, P)(N1N2+N2N3+~~~+NnN1)S



The CHL scheme has the same system parameters and System Setup
phase, and its key agreement protocol also works in a similar way except
that the computations in Round 2 and 3 are slightly different:

¢ In Round 2, the verification equation is:

e(Ti1+ Tiv1 + Tiy2, P) = e Z H(Y;)Qj +Yj, Poup)
j={i—1it+1,i+2}

Then, U; computes and broadcasts X; = e(NV;(Yiy2 — Yi—1), Yit1).
¢ In Round 3, the session key is computed as:

K = enN;Yi1,Yi ) X! X2 X0
e(P P)N1N2N3+---+NnN1N2

2.2 Existing attacks and improvements

Due to the similarity of the impersonation attacks on the CHL and DWGW
schemes [4], we only describe the attack on the latter.

For the DWGW scheme, the impersonation attack proposed by Zhang and
Chen works as follows. Assume a user U; has agreed a session key in group
G, which has n (n > 2) users. Suppose the authentication data in Round
1 of the key agreement is (Y;,7;), where Y; = N;P, and T; = H(Y;)S; +
N; Py Since all the messages are broadcast to the group, U;y1 and U;_1
can obtain all the messages in the protocol run. With knowledge of (Y;, T;)
and X;, they can collude to impersonate U; to negotiate a new session key
in a new group G,,, which contains U;;1, U;—1, and U; (of course, U; is
impersonated by U;;+1 and U;_1), and other members. To do so, U;y; and
U;_1 can just replay all the previous messages of U; 1, U;—1 and U; in Round
1 of the key agreement protocol, or they can also compute new values for
themselves and replay the data of U;. Success in the latter situation relies
on the following fact about the computation of Xj;:

Xi = e(Ppup, Ni(Yig1 — Yic1))
= e(NiP,s(Yiq1 — Yic1))
= e(Y;, (Nix1 — Ni—1)Ppup)

The only requirement is that the new index of U; is exactly between the

new indices of U;;1 and U;_1. After pointing out the impersonation attack,
Zhang and Chen proposed the following improved key agreement protocol.

e Round 1. First, each user U; chooses and keeps secret a random
value N; € Z;, and then computes and broadcasts < Y; = N, P, T; =



H(Yj||time||ID1|| - - - |[IDy)S; + N; Ppyy > to all the other participants,
where time is a time stamp and || represents concatenation.

e Round 2. Let tuyy = time||ID4]|---||[ID,. Each user U; verifies
that:
el D TP = el 3 (Hltawn)@s + ), Ppu) (1)
JE{L, -} i JE{L,n} i

Then, U; computes and broadcasts X; = e(Ppyp, Ni(Yit1 — Yic1)).
e Round 3. Each user U; now computes the session key as:

K = e(Bpup,nNiYi ) X[ XT P X o

— C(P, P)(N1N2+N2N3+~--+NnN1)s (2)

In [6], Du et al. proposed another improved scheme, this time using syn-
chronous counters held by the group members. Each user in the group holds
a counter, of which the initial value is 1, and after a successful key agree-
ment, the counter is increased by 1. The improved key agreement protocol
works as follows:

e Round 1. Suppose c is the current value of the counter. Each user U;
computes and broadcasts < Y; . = N; . P, T; . = H(Y; c)cSi+Ns e Ppup >
to all other members of the group and keeps N; . € Z; secret. Here,
when the counter value is ¢, counter-specific values Y ., N; ., and T; .
replace the values of Y;, IV;, and T; respectively in the original key
agreement protocol of [3].

e Round 2. U; verifies that:

e D TeP)=e( DY, (H(Yje)eQj+ Yie) Ppub)
JE{L b it GE{L ) it

Then, U; computes and broadcasts X; . = e(Ppub, Nie(Yit1,c—Yio1,c))-
e Round 3. Each user U; now computes the session key as:

—1 —2
K = e(Ppub; nNi,cY;—l,c)X;?c XZZ_LC T Xi—?,c

= e(P7 P)(vach,CJ’_NZ,cNZS,c"F‘"+Nn,chyc)5

and updates the value of the counter to ¢ + 1.



3 Further security vulnerabilities

Although the authors of [4, 6] have improved the DWDW scheme to prevent
the impersonation attack, we now show that three of the improved schemes
are still vulnerable to an impersonation attack.

1. Firstly we show that the improved scheme by Du et al. [6] suffers from
an impersonation attack. Suppose that, when the counter ¢ equals 1,
the transcript pair < Y;1,7;1 > is computed as follows.

Yii = Ni1P, Tin = H(Y;1)S: + Nijg Powp

Then, given < Y;1,7T;1 >, an attacker can compute a valid tran-
script pair < Y e, Tj o+ >, where ¢* = zH(Y;1)(H(xN;1P))™! mod
¢, Nic = xN; 1, and x is any number in Z(}‘, as follows:
Yvi,c* = x}/;,l
= ZCNZ'JP
= N;eP

and

Ti,c* = xTi,l
= x(H(Y:1)Si+ Ni1Ppusp)

= H(Ye)(@H(Y;1)H(Yie)™ )5S + 2Nyt Poup
= H(Ye)(xH(Y;1)H(xNii P)™)S; + 2N Pyup
= H(Ye)(xH(Y;1)H(xNi1 P)™)S; + Ny Pouy

The validity of < Y; ¢+, T; .~ > can easily be verified against the defini-
tions in Round 1 of the improved scheme. So, as in the impersonation
attack given in [4], any two users U;;; and U;—; who have obtained
< Y;1,T;1 >, can still impersonate U; in the c*-th run of the key
agreement protocol, where ¢* = xH (Y;1)(H(zN;1P))~! mod ¢, and
z is any number in Z;. In order to deploy the impersonation attack,
the only additional work needed for U;y; and U;_; is to try different
Z to get an acceptable counter value ¢*. However we point out that,
although our attack is theoretically operable, in practice the complex-
ity for the attacker(s) to compute an x for a specific ¢* is O(zl4). The
precise practicality of the attack depends on how counter values are
managed and used (see also below).

In order to deploy the attack, the malicious users only need to obtain
an valid transcript pair < Y;,,T;, >, where 7 is any number in Zg;
the attack implementation is similar.



In fact, the authors of [6] have not specified that the counter value
should be synchronised among all the possible users, which include
those users that are not in a specific communication group. Without
this requirement, U,;;; and U;_; can easily impersonate U; to those
who do not maintain the latest counter value.

. Secondly we show that in the improved DWGW scheme of Zhang and
Chen [4], three or more users can collude to impersonate another user
in the key agreement protocol. Suppose a collection of n users (n > 4)
wish to establish a session key. Suppose the users are Uy, Us, - -+, U,.
Without loss of generality, we show that U;_1, U;, and U;y; are able
to impersonate another user U; (j #i—1,j #4,j # ¢+ 1) in the key
agreement process. We assume that all the users except U;—1, U;, U;11,
and U; act honestly in the key agreement process. It should be clear
that, assuming that all values are exchanged successfully amongst the
members of the group, then equation (1) will hold for all members
other than U; and Uj if and only if the following equation holds.

e(TZ + Ti) P) = e(H(YtL'Htauth)Qi + sz + H(}/}||tauth)Qj + }/jv Ppub) (3)

To mount the attack, in Round 1 U; impersonates U; to compute
and broadcast <Y; = N; P, Tj = R >, where Nj; is any number in Z,
R is any element in G;. Then, U; computes and broadcasts his own
message < Y; = —H (Yj||tqutn)Qj, Ti = H(Yil|tautn)Si + NjPpup — R >.
It is straightforward to verify that T; + T; = s(H (Yi||tgun)Qi + Y +
H(Yj||taun)Q; + Y;), and hence (3) holds. Hence in Round 2 the
verification by Uy (k # i,k # j) will succeed.

In Round 2, U; first impersonates U; to compute and broadcast X; =
e(Ppup, Nj(Yj41 — Yj—1)) , and then he computes and broadcasts his
own message X; = e(Ppup, NV;*(Yit1—Yi—1)), where IV is any number in
Zy. Ui—1 computes and broadcasts X;—1 = e(FPpup, Ni—1(N;P—Y;_2)).
Uit1 computes and broadcasts X;11 = e(Ppyup, Nit1(Yig2 — N P)).

In Round 3, any U, (m # i) can compute the common session key
as:

—1vyvn—2
K = e(PpubanNmYm—l)X% Xm+1'--Xm_2
e(P P)(N1N2+N2N3+~'~+Ni—1Nf+Nsz‘+1+“~+NnN1)8
)

. The above attack can also be mounted on the improved CHL scheme
of Zhang and Chen [4] in a similar way. In brief, suppose a collection
of n users (n > 5) wish to establish a session key (suppose the users
are Uy, Uy, - -+, Uy); then users U;_o, U;_1, Uj11, and U412 can collude
to impersonate U;.



In fact, our attacks and the attacks proposed in [4] are all due to the lack
of direct authentication of the key materials (X;) that are used to generate
the session key. So in all the schemes, even if an key is successfully gener-
ated, impersonation attacks might have occurred during the key agreement
process.

4 Conclusion

In this paper we have analysed three improved ID-based authenticated group
key agreement schemes, and shown that all of them are still vulnerable to
impersonation attacks. In order to prevent the attack against the improved
scheme of Du et al. [6], each user should be required to authenticate each of
the messages received from the other users in Round 2 of the key agreement
protocol, and to synchronise the counter value before executing the protocol.
One possible way to prevent the impersonation attack against the improved
schemes of Zhang and Chen [4] is again to require each user to authenticate
every message received from another user in Round 2 of the key agreement
protocol.
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