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Abstract

This short note presents some ideas of the
content certified e-mail protocol with a public
mailbox. By applying the Diffie-Hellman key
exchange style to reflect the agreement between
the sender and receiver.

The notion of certified e-mail just similar to
the certification procedures for regular mails in
the real-life post offices. Yet the post office
only certifies whether the mail has been sent or
received by the appropriate parties, but not its
content. This insufficient verification in paper
authentication protocols can be easily solved by
digital signature schemes.

A certified e-mail protocol must have the
following security properties:

1. The sender must have some way of proving
that the receiver received the mail, should the
receiver later try to deny it.

2. The receiver must have some way of proving
that the sender did not send the mail, should
the sender later try to claim that she did.

1 Introduction

E-mail almost involved in everyone’s daily
communications in the current and coming
century.  The advantages of communicate
through direct-written-notes by the senders
(which cannot be performed by some other
communication tools such as long distant or
local telephone call, pagers and etc) make e-mail
communications so popular along decades.
Recently, e-mail communications even utilized
in wireless mobile communication devices, such
as mobile phone or notepads. Due to the above
reasons, a secure e¢-mail communication
becomes a hot research areca. One specific
topic in that area is to implement a certification
service in e-mail system while sending and
receiving messages. The notion of certified
e-mail just similar to the certification procedures
for regular mails in the real-life post offices.
Yet the post office only certifies whether the

mail has been sent or received by the appropriate
parties, but not its confent. To terminate this
problem in electronic communications, this short
note presents some ideas of the content certified
e-mail protocol with a public mailbox. The rest
of this paper will be organized as follows. In
section 1.1, preliminary concepts and objectives
of certified email is described. Our protocol is
presented in section 2. Section 3 analysis the
sender-receiver protection issues of the protocol
we have outlined in section 2.  Section 4
discusses and lists the security characteristics of
our protocol; and finally the related works and
discussions as well as future developments are
included in section 5; in here, we briefly
compare the previous work that its objective is
closely similar to ours.

1.1 Preliminaries

In order for e-mail to be used for important
communications, some notion of certified
delivery must be provided for users. A
certified e-mail protocol must have the
following security properties:

3. Alice (the sender) must have some way of
proving that Bob (the receiver) received the
mail, should Bob later try to deny it.

4. Bob must have some way of proving that
Alice did not send the mail, should Alice later
try to claim that she did.

Certified paper mail uses the notion of a signed
receipt. When Alice sends Bob certified mail,
the Post Office will not release the mail to Bob
unless he signs a receipt. This signed receipt is
returned to Alice, and acts as a proof of delivery.
If Alice does not have this receipt, Bob can
claim that the certified mail was never sent.

Of course, this protocol only certifies that Alice
sent Bob some piece of mail but not the content.
This insufficient verification in  paper
authentication protocols, on the other hand, can
be casily solved by digital signature protocols.



The notion of certified e-mail is previously
proposed in [1], however, we have an alternative
way by using the notion of public mailbox and to
further eliminate the risks that:

(1) Bob claims that he did not collect the
symmetric key, sent by Alice, in the public
mailbox on time; and,

(2) The symmetric decryption keys being
exposed on the public mailbox so that
everyone can obtain the key.

2 The Protocol

Alice wishes to send Bob a certified message.
Bob wants to receive a certified message. A
protocol must be built to facilitate this exchange.
The protocol is designed to allow Alice to be
able to prove to a judge that Bob has received
her message if and only if he did receive it.

It is assumed that:

(1) Bob has a public key [2,3] in some
commonly recognized format and there
exists some public-key infrastructure.

(2) Both Bob and Alice can use the public keys
to verify and decrypt the message from the
other side.

(3) The judge can verify the key was valid at the
time of the transaction using the public key
infrastructure.

(4) There exists a public mailbox, which is
maintained by a trusted agent for a group
(membership).

Let M be the message and H a message digest,
or hash function [4,5].

Step1. A - B {notice, HM)}pub-K;

Alice sends a notice (challenge) to Bob and
stated that “ I am going to send Bob a message
on date and fime at the public mailbox P and the
hash of the message is H(M). --/s/ Alice”. The
notice accompanies with the hash H(M), digital
signature [6] of Alice and encrypted by the
public key of Bob, pub-Kp.

Step2.B - A {c, H(c)}pub-K,
The ¢ denotes confirmation from Bob to Alice

and stated that “ I have received Alice’s notice
and be ready to collect the message on date and

time in P || Nonce. --/s/ Bob” and concatenated,
denoted as |, with the Nonce. The
confirmation accompanies with a hash of ¢, H(c),
digital signature [6] of Bob and encrypted by the
public key of Alice, pub-K,.

Step 3. A - P Eymppougp(M)

Alice sends the message M encrypted by the
symmetric key H(H(M)OH(c))UH(n) with a
symmetric cipher [7] to the public mailbox P on
the specific date and time, where O denotes bit-
wise exclusive-or. Bob collects the message
from P and decrypt it by the key
HHM)OH(c))UH(n), which is composed of
exclusive-oring and hashing the H(M) (which he
received in step 1 from Alice) and H(c) (which
he makes up by his own in step 2), then
exclusive-or the hash of the notice, H(n), (which
is sent by Alice in step 1).

3 Analysis

The protocol is secure against cheating attempts
by either Alice or Bob.

® Protection for Bob: (1) After Bob decrypt
the message M in step 3, he can perform his
own hash on M and compare it with the
H(M) received in step 1 to verify whether
the content is the same as the one sent by
Alice from the beginning. (2) The public
mailbox P can testify that the e-mail has
been received on specific dafe and time.
(3) The email is sender self-authenticated.
That is, after Bob has successfully
decrypted the e-mail by using the key
HHM)OH(c))UH(n), he will know that
the email is definitely sent by Alice. No
one has the knowledge of H(M), H(c) and
H(n) besides Alice and Bob. The
symmetric key itself becomes the proof of
the agreement in sending and receiving of
e-mail between Alice and Bob.

® Protection for Alice: It is necessary for
Alice to have received H(c) from Bob
before she can encrypt the message M.
The H(c) becomes evidence that Bob agrees
to collect the message in the public mailbox
P on the specific date and time so that Bob
turns out no right to deny this confirmation
whether he has or he has not collected the
message. In case that Bob forgot to



collect e-mail from P that turns into Bob’s
own fault but not the liability of Alice.

4 Security Characteristics

® Both the notice from Alice in step 1 and
confirmation from Bob in step 2 are digital
signed respectively so that no one can
disavow their authority.

® The symmetric key H(H(M)OH(c))OH(n)
comes over an evidence of the agreement
between Alice and Bob for the previous

notice and confirmation. It even
authenticates the message content by the
key element H(M).

®  Unlike the protocol in [1], privacy of e-mail
content is considered and the symmetric
key will not be opened to the public; and
only Alice and Bob have the knowledge of
1it.

® The concatenation of nonce in the
confirmation in step 2 improves the security
against dictionary attacks.

® The public mailbox P only opens to group
members that breaks the admission of
adversaries.

5 Related works and discussions

The goals and objectives proposed in [1] is very
similar to ours. In [1], Schneier puts his
protocol to send the encrypted message to the
receiver in the first step, then publish the
symmetric decryption key after received the
confirmation from the designated receiver.
Compared to his approach, our protocol conceals
the symmetric decryption key in a Diffie-
Hellman [8] style and which reflects a sense of
agreement between Alice’s notice and Bob’s
confirmation.

One can consider to integrate another practical
payment methods (like NETBILL [9],
VARIETYCASH [10], CYBERCASH [11] and
DIGICASH [12]) to implement the concept of
this protocol.  Similarly, this protocol could
also be used with fair-exchange protocol [13,14]
to improve the security while sending and
receiving of messages.

For future developments, The notion of “sending
information to the future” [15,16] can be

implemented in this protocol. It enables the
sender to send a encrypted message to the
receiver in present but constraint it to be
revealed at a specific time in the future.
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